Anppeac M. AHTOHOMYIOC

OcBanBaeM OUTKOMH



Andreas M. Antonopoulos

Mastering Bitcoin

Programming
the Open Blockchain

Beijing ¢ Boston ¢ Farnham ¢ Sebastopol ¢ Tokyo O’REILLY®



Anppeac M. AHTOHOMYIOC

OcBavBaeM OUTKOMH

MporpammupoBaHue
6nokuenHa




VIOK 004.738.5:336.74Bitcoin
BBK 32.971.35+65.262.6¢

AT2

AT72

AHTOHOITY1OC A. M.
OcBanuBaeM OUTKOJH / Tiep. ¢ aHr. A. B. CHacTuHa. — M.: [IMK Ilpecc, 2018. -
428 c.: un.

ISBN 978-5-94074-965-3

Bropoe m3naHme 6ectceriepa BKIOUAET MOAPO6HOe BBeJeHVEe B CAMYI0 M3BECTHYIO
KPUIITOBATIOTY — GUTKOIIH, a TAKKe B JIEKAIIYI0 B € OCHOBE TEXHOJIOTHIO GIOKUeiiHA.
ITpuBeeHO OMMCaHMe TEXHUUECKMX OCHOB OMTKOIHA U APYTUX BAJIIOT, ONMCAHME IETIeH-
TPaJN30BaHHO CETY GUTKOIH, MMPUHIOBOI apXUTEKTYPbI, SKU3HEHHOT'O IMKJIa TPaH3-
aKLMit ¥ IPUHIIAIIOB obecriedeHnst 6e3omacHocTy. [TokasaHbl METOAUKYU pa3pabOTKI
6/I0KYEeIH-TIPUIIOKEHNTT ¢ MHOTOUMC/IEHHBIMM ITPYMePaMM KOAA.

Kuura 6ygeT MHTepecHa pa3paboTyrkam, MHKeHepaM, apXUTEKTOPaM MPOrPaMMHBIX
Y TIPOUMX CUCTEM, a TAK)KE BCEM, KTO XOUeT ITyGiKe Y3HATh O KPUIITOBAJTIOTAX ¥ OIOKUEeiTH-
TEXHOJIOTUSIX.

VIK 004.738.5:336.74Bitcoin
BBK 32.971.35+65.262.6¢

Authorized Russian translation of the English edition of Mastering Bitcoin, 2" Edition ISBN
9781491954386 © 2017 Andreas M. Antonopoulos LLC.

This translation is published and sold by permission of O'Reilly Media, Inc., which owns or
controls all rights to publish and sell the same.

Bce nmpaBa 3auuineHsl. JIo6ast 4acTh 3TOV KHUTY HE MOXET ObITbh BOCIIPOU3BEIeHA B Ka-
KOV 6bI TO HY 6BI0 hOpMe M KaKMMU GbI TO HM GbUIO CpefcTBaMM 6e3 MMCbMEeHHOTO pa3peleHust
BJIafleNbleB aBTOPCKUX TIPAB.

ISBN 978-1-491-95438-6 (aHr.) Copyright © 2017 Andreas M. Antonopoulos LLC
ISBN 978-5-94074-965-3 (pyc.) © Odopmienne, uspganue, mepeson, IMK Ilpecc, 2018



CopepxaHue

TIPEAMCIIOBUIE ...ttt 14
BRArOAAPHOCTM ...ttt ns 19
MNAaBa 1. BBEAGHMUE. ...ttt 24
UTO TAKOE OUTKOIMH ..cccuuvvrreeeeeiiueeeeeeeeisreeeeseeissseeesaasssssesesaessssssessesssssssessessssssessennns 24
VICTOPYST COBTAHMS OUTKOMHA «.uvvveeeeeenrreeeeeeeireeeeeeeeissseeeeeeassseeeseessssesessessssssessennnns 27
BapiraHThI MCII0Ib30BAHMS OUTKOHOB, IOJIb30BATENIN U UX UCTOPUM ....eevveennnn... 29
HAUMHAEM OOYUEHUIE ....ceuueeeueieeeeeeeeeeiteeettesseesteesute e stesaseesabessaeesestesseesnsessntessseanas 30
BBIOOD GUTKOMH-KOIIEITBKA «..uvveeeuvreeeasreeasaseeesasseessaseesesssssesssssssssssssssssessssssssnsses 31
CPA3Y HEPEXOIMM K JIEITY «.eevveerreeuereeessaanneeeeesaannneeeessaanseeesseeaseseessssssneessssansenees 33
[TOTyYaeM CBOM TIEPBBIN OUTKOMH. ... .eeereeerrerreeerneeereesseeseesseessseessseesssessnesnes 35
[Tovick MHPOPMALIVY O TEKYIIEN CTOMMOCTY OUTKOMHA ..cevvverrererreenreeneeenneennnes 36
OTIIPaBKA U TTOTYIEHME OUTKOMHA eeeeeeeuerreeeeeeerreeeeeeeneeeeeeeaaneeeesssssssseesssssnssnees 37
MnaBa 2. Kak paboTaeT OUTKOMH.................ccocueueiereeeeiereieieeeereeere e 40
TpaH3aKINUM, OJTOKM, MAVTHVHT Y OJTOKUEITH ....vveeeeeeerrrreeeeeeeivreeeeeeessreeesassssseessannns 40
OOBIINIT 0030 OUTKOH-CHCTEMBI «.veeeeeeenrrreeeeeaenvrreeseaessrseeeeeesssseessessssssessssesesees 40
TTOKYITKA YATITKI KOMIE .veeeieeurreeeeeeeiuereeeeeeesrresesaaanssseeeseasnssseeesssssssessssssssssessnanns 41
TPAH3AKIIMI OUTKOMHA ..vvveeeeeeerrreeereeirreeeeeeessseeesaessssseeessassssseessssssssesssssssssssessssnnns 43
BxomHbIe 11 BBIXOAHBIE TAHHBIE TPAH3AKIIM M cevvrrrrrrrnnnnnnareseeeeeeeeeeseressensnnnnnnnnsnnnns 43
LIETTOUKM TPAHBAKIIVI .eevvrrrrrurnnnnnneseseeseeeeeeeeeresesmsesnnnnnssssssessessessesssessssssssnnsnnnssens 44
TTOITYUEHME CIIAUM .....eeennieeeeeetteeeeeeeeeeeeeee e e ettt e et eeeeeeeeeeeee e asnnnnneneeeeeeeeeeens 45
OO6IIVIE POPMBI TPAHBAKIIMI eeeeeeeereeeeeeeerreeeeeeeseeeeeeeeinseseeeeeenseseeseessssssesssenssnees 46
CO3IAHME TPAHSAKIIMM cevvvrrnnnnnnneraeeereeeeeeereresessmnnnnnssssesssesseesssssssssssssnsnnnsssssssssesasasens 47
dopMupoBaHye TPABUIBHBIX BXOTHBIX TAHHDBIX....veeeereerrreeereasrreeeesssssnneeessnsnnns 48
@OpMUPOBAHINE BHIXOIMHDBIX JTAHHDBIX .veeereeevrreeeraasrreeeesaesseeeesssssseeesssssssneeessssnnns 49
IT0OABIEHME TPAH3AKIIVIV B PEECTP «vvveeeuvrreeerreerasreeaasseesassessesseesssssssesssessssssesnns 51
MATTHIHT OVITKOMIHOB .....uvvveeeeeeinrreeeeeeisreeeeseesssseeesesssssesesessssssseeseessssssesssssssssessennnns 52
A R:705 0703 0ayote0e ted:0ia 1 07078 : 300) (0) <. ST 54
PacXOIOBAHME TPAHBAKIIMM . eeverunnereereunnneeeeeennnsseeessnnnseeessessseesssssssssssssnnssssessnnnssaees 56
MhaBa 3. Bicoin Core: 3Ta/IOHHAA PEANUBALUS..........cooeveveeenrneeeeeeeeeeeeeeenas 58

Cpea pa3sPaAOOTKI OUTKOMHA ...ceeeeeeurrreeeeeerrreeeeeesrsreeseesasssssesssssssesesssssssssessssssssees 59



6 < CopmepxaHue

Komnunsuust Bitcoin Core 13 MCXOMHDBIX KOTOB ..cvvvreneeerrernneeeereenneeeessssneeeeesssnneeeees 60
BbI60D BEPCUM BitCOIN COTE ..uviiiiieeiiiieeeeeciieeeeeeeiteee e e ere e e e e eee e e e e s aaaeeeeeeanns 60
KoHdurypupoBaHue koMomanpyemoit Bepcum Bitcoin Core ........oeeeeecveveeeennes 61
C60pKa BbIMOTHIEMBIX (PailioB BitCOin COre .......ceeeeecueiieeeeeiiieeeeecieeee e 64

3aITyCK Y3718 BItCOIN COTE.....eeeeiieiiiiieeee ittt ettt e et e e eeee e s e neee s 65
CaMpblit TIePBbIN 3aITYCK BitCOIN COTO....uuuerieiiieiieeiereeieirereeeriiinrreeeeeeeeeeeeeeessnennes 67
KoHndurypupoBaHme y3i1a BitCoin COTe .........ceiieceiuiieeeeeeiiieeeeeccireeeeeecereeee e 67

[MpuknamHoi mporpaMMHbIi MHTepdeiic (API) Bitcoin COre......cccvuveeeeecceeeeeeennnes 72
[MonyyeHne MHGOpPMALMK O COCTOSTHUM KaMeHTa Bitcoin Core ......coveevuveeeernnee 73
O6paboTKa 1 PACHINDPOBKA TPAHSAKIIMIA +veeeuvrreeerreeeerveeeeireeeeeseeeesseeeessseesssseeens 74
(el (i M0): 0207 (I 00) () Lo ) : TRURRRT R 76
Vcmonb3oBaHMe IporpaMMHOro uHTepderica Bitcoin Core........cceeeeeuveeeeeennnes 77

IMpoune KIMEeHThI, 6UOGIMOTEKN Y MHCTPYMEHTATBHBIE TTAKETDI ....veeeeeveeeerreeaanveenns 80
L7 O PRSP PPRPPRRPPRRPPRRRt 80
| A= 1 5§ 5] APPSR 80
| 2002 R 81
PYTRON c.eeeeee ettt sttt sttt e st e e e neeeeane 81
RUDY et ettt e e e e bt e e e e e bt e e e e e s naa e e e e e e abaaeeeeennraaeaeann 81
G0 ettt ettt ettt ettt ettt ettt e e s et e e e e e bt e e e s e e nb e e e e s e e ra e e e e e e nraeeeeeenanee 81
RUST ettt ettt e e e eee ettt et e e e e e e s e e e e e mmmnnneenee 81
L PSPPSR 81
(0] o) =T 5 A R USUPRRRRPSPPRRRNt 82

MNaBa 4. KNIOUM M QBPECA ..........oooveiiieeeeeee et 83

L33 20 () £ 17 (RNt 83
Kpunrorpadust ¢ OTKPBITHIM KITIOUOM U KPUTITOBATIOTA +eeuevvrerrnnreeenueeessmreesannees 84
CeKpEeTHDIN KITIOU U OTKPBITBIM KITHOU ....uueeeeereereeeeerereeemnmnsnnsnssssssessessesessssssssssnnns 85
CEKPETHBIE KITHOUN . ..uueeeeeereeeeeeeereennssnnnnnnsssaaseeeeseseesssssssssssssnnnsnssssessessssessssssssnsnnns 86
OTKDBITBIE KITEHOUM ....evevverreeeeeeeeeesesseesssssnsssnsmeeseeeeessssesssssssssnssssssssseseeesssssssssssnnn 88
Kpunrorpadust ¢ MCTIONb30BaHUEM UIUTITAYUECKUX KPUBDBIX c.uvvveereuvrerrrureeeannees 89
FeHePALMST OTKPBITOTO KITEOUE vuvvvuuenereeeereereeeererrmmsssnnsnnsnssssesseseseessesessssssssnssnsssnnns 91

L3074 1200) 70 5 St 11§ 01T oF USSP 93
dopmatsel kKogyupoBanust Base58 11 Base58ChecK......cuvveecviieeiieciiiieiieciieeeeeeee 94
DOPMATDI KITHOUET «.eeeeeererrrrrrennnnenneesasseseeeeeeeesersmmssmsssssssssssssssssesesssessssssssnssssssnnns 99

Peanusaniyst Kioueii M aapecoB Ha SI3bIKE PYthon .........coccccveeeeieciiieeeeecciieeen, 105

YCOBepPIIEHCTBOBAHHBIE KITHOUM M QZPECA. .. ueeeeeeeerereeeererereenennnnnnnsaaaasseseeeeesseessennes 108
3ammdpoBaHHbie ceKpeTHbIE KITIOUM (BIP-38)......cuuvieieeiiiieeieeiiieeeeeeieeeeene 109
Anpeca ckpurntoB Pay-to-Script Hash (P2SH) 1 agpeca
MYJIBTUITOIIIVICEM uenuerreeereenereeeeeeenrneeeseeennreeeeseennereeeseennrneeessesnnnnneeseennnnnnessann 110

KITPECTUIKHBIEY QIIPECA ceevrrrrrrrunneenenaraarereeeeeeererrresmsnsnnssssesssssseeeessesesesssnsnsnsssnnns 112



Conepxanue *¢ 7

MNABa 5. KOWEMBKM .........c.ooooiiiiiieeeceeeeee et 121
006111 0630P TEXHOTOTUM KOIIEITBKOB c.eeevvrreeeeeanrrrreeeaeaseeeeeesanssreeesssssssseesssnnnes 121
HemetepMuHMpOBaHHbIE KOLIEIbKY (CO CTyYaliHBIM BHIOOPOM KJTIOUENA) ........ 122
JleTepMUHMPOBAHHBIE KOMIETBKI (C UCTOUHMKOM) ..evvvrrrvrnuennnnnnasaeeeseeeeeeeneennnes 123
HD-KomIeNbKU (BIP-32/BIP-44) ....cccittiiiiiiiiiiiiieeiiierreeeeeeeeeeeeesesssessnssnneenees 123
Wctounnky 1 MHeMOHMUECKME KOABI (BIP-39) ....uuuuiiieieieieiieeeceeeeeeeeee, 125
OnTymasnbHble IPAKTUUECKNe METOAVIKMA TEXHOIOTUYN KOLIEIBKOB ................. 125
IMpaKTUUECKOE VICTIOTb30BAHME OUTKOMH-KOIIETBKA «eeeeuvreeerrreeareeeeaseesnsseeenns 126
[ToAPOOHOCTY TEXHOIOTM KOIIEITBKOB ..eeeeeeuerrreeeeeeissreeeseeassseeeseesanssesessenssssseesanns 128
MueMmoHnYeckye KOgOBBIE CII0BA (BIP-39).......uiiiiiiieiiiiiiiiiiiiiiiiiiceeeeee e 128
CospaHye HD-KOIIETBKA M3 VICTOUHMKA....uuueeeunnerrunerrnneeennneersneeesneeessnseesnneeeens 134
Vcronb3oBaHMe paciupsIeMOro OTKPbITOrO K/loua B Be6-MarasuHe............... 139
[NABA 6. TPAHBAKLIMM ...ttt s s 146
L2313 £ 07 (S 146
TpPaH3aKIMUN B TIOTPOOHOCTSIX «.uvvvreereeerrreeeraeessreeeesesssssessesasssssesssssssssssssessssssesannn 146
TPAH3AKIMU — UTO BHYTP] «eeuerereereeeeeeeeeerrenennnnnnnensessseseeeeesaeeeessssssnnsnsnsssssssesaanes 147
BxomHbIe U BBIXOOHBIE JAHHDBIE TPAHSAKIIM M «..eeeeeeeeeeeereereenennnnnnnasaeeeeeseeeeeeeessennes 148
BBIXOIHBIE TAHHBIE TPAH3AKLIMM «.euueeeererrereererrrrrennnnnnnnnsanesesseeeessesesssesssnsssssssnnns 150
BXOIHBIE TAHHDBIE TPAHBAKIIMM ..cevrrunreerernneeeerennnseeessnnneseeesensnssseesesnnssesssnnnneaes 153
OITATA TPAHBAKIIMM . eeeeeeeeeeeeeeeerreenenenesessaaeeeeeeeeeeessessssessnssnssssssssssssessesesssssssnnns 156
IloGaBIeH € CYMM OILIATBI B TPAHSAKLIVM «..vveeeerrreeeerreeeeseeeeesseeesseeessssesssseeens 160
CKPUIITBI TPAH3AKIUI U SI3BIK SCIIPT ceeeieiiiiiiiiiiieieeeeee e e eeeeee e ee e e e e e eeeeees 161
HeTOMHOTA TTO THIOPIHTY cevvvvvruieiierereereeeeeeeeerererennnnnnessasesssseesessesesssessssssnssssnnns 162
Bepudukaiiyst 6€3 COXPAHEHMS COCTOTHMS ueeuurreererreeesrreeeaseeesasseesasssessssssananns 162
@opmupoBanme cTpyKTypbl CKpUMTa (Lock + UNlock).....ceeeevveeeeveeeeiieeeieennnne 162
Cxpunt Pay-to-Public-Key-Hash (P2PKH) .......ccuviiiiieeiiiieeeeceiieeeeeieee e 167
LndpoBbie TOATMUCH (ECDSA) ...uuiiiiiieiiiiieeeeecitee e et e se et e e e e snreeeeesenseeeeeenes 169
Kak paGoTaloT HMAQPPOBBIE TIOMIIMCH «.veeeeeeennerreeeeaaanreeeeeeeessseseseessssssessessssssessnns 170
[TpoBePKA HMMPPOBBIX TIOMITMCEN ..euerrrreeeeenrrreereaannrreeeeaeasereeeesssssssseeesssssseesenns 172
Tyt xan1-3HaueHU TOATIUCU (SIGHASH) ... 172
MareMaTnueckoe o60cHOBaHMe anropuTMa ECDSA .........ovveiieeciiieeeecieeeeae, 175
BaskHOCTb (hakTOpa CTyYafHOCTYU B UMMPOBBIX HOIIIMCX evvveenvreeraureeesmeeeannne 176
BuTKoiH-agpeca, 6aaHChl Y IIPOUME AOCTPAKIINM «..uvvereeeeenrrereeeeeannrereeseeanseeseennns 177
[naBa 7. bonee cNOXHble TPAH3AKLMUU U CKPUNTDI ........c.oouveverenreeeererenennens 181
L2320 (=) 217 (U 181
MYTIBTUTIOMTIIMICH cevvvvvunennnnnnaaeseeseseesessssssssssnnssssssssessesessessesssnsssssssssssssesssssessesssssssnnns 181

CxpunT Pay-to-Script-Hash (P2SH)......ccoiieeiiiiiiieciiiee et eee e e 183



8 <+ CopepxaHue

ALPECAPLSH ..ottt ettt e e e e et e e e e e e e e e e e e aaan 186
[MpermytnectBa MeXaHMU3MA P2SH. ..o, 186
[Toramarouuii CKpUIIT U IIPOBEPKA KOPPEKTHOCTI .uvurrrereeeereeeeeeenereesnnnnnnnnnnnns 187
3anuch BbIXOAHBIX JaHHBIX (RETURN) ..ccciiiiiiiiiiiiccciee et se e 188
Bi1okypoBKY 110 BpEMEHM (HMEIOCKS) ..vviieieeeiiiiieieeiiieeeeceee e 190
BrokupoBaHue TpaH3aKIyuy M0 BpeMeHM (NLOCKLIME) ......eeeeeeeverieeeeeciiieeennnn. 190
Check Lock Time Verify (CLTV) c.ccueeeieiieeeiieeieiieeeceee et eeeeeeesieeeseeeeseveee s 191
OTHOCUTEJIbHBIE GIIOKMPOBKIA TI0 BPEMEHM ...eeeenneerrreeeeenreeeeeeeeinseeseeeeasssseeanans 193
OTHOCKTeNbHbBIE GIIOKVPOBKM IT0 BpeMEeHM, YCTaHABIMBaeMbIe ITOIeM
NISEQUETICE .eeeeieeeeeeeeeeieerteeeeeeeeeeeeeaeaeeeaaannnnereeeteaeeeeeeesaassassnnnnnssrraeaaeaaeeeeees 194
OTHOCKTeNbHbIE GIIOKVPOBKM IT0 BPEMEHM C MPUMeHeHeM
TAPAMETPA CSV ettt e et et e e e s s e e s sseeeeeeeeeeeeeeeas 196
Median-Time-Past........cceeeeeeieiiiriiiieeeee e e ee e eeeeeeeccerrrrreeeeeeeeeeeeeeeeeseeennnsssseenees 196
3amuTa 6JIOKMPOBOK 10 BPEMEHM OT HeJIeTaJbHOTO TIOTyYeHUs
OTUMCTIEHUM ceeeeeeeiieeeeeiiuneerreeeeeeeeeeeeeeaaseesannnneraeeteeeeeeeeessassssssnsnnssrenaaeeaeeeesees 197
CKpUTITHI C yIIpaBeHMeM ITOTOKOM BBITIOIHEHUSI (YCTIOBHbBIE BBIPASKEHMUS]). ....... 198
YcinoBHbIe BeIpaskeHMs ¢ pyuMeHeHreM omepatopa VERIFY ..., 200
Vcnonb30BaHMe CPeCTB YIIPABIEHMS IIOTOKOM BBITIOJTHEHMS B CKPUITAX .....201
TIpUMED CIIOMKHOTO CKPIIITA «.eeereeeeeerrerremnnnnnssnsssasseseeeeesesssssssssssssssssssssssessssssssssnnes 202
[NaBa 8. CeTb BUTKOMHA ...........c.oeevieiieeiieeeeeeee e 205
ADPXUTEKTYPA TIUPUHTOBOM COTH . uuueuueunuuennerreeeeeeeeeeeeesaaseessssnnnssereeeeeeeseesssesssssssnnnn 205
THTIBI VI POTIML YBTIOB .ceeiiiiiiiiiiiiiiiereeetteeeeeeeeeesesseessssssssssateeeeessssssessssssssssssssnsnee 206
PaCIIMPEHHAS OUTKOMH=CETD «uvvveeeeeerrrreeeeeaenrrreeeeeasssseesseasssssssssasssssessessssssesssanes 207
CeTb Bitcoin Relay NetWOTK......cccccueiiiiieeciiiiee ettt e e e e ee e e e e 209
OOCIIEAOBAHIME OUTKOMH=COT M vvvvrurrnnreeeeeeeeeeeeeeererrsssnnnnssseeesseseseeesessssssssmnnnnnnseens 211
TTOITHOLIEHHDBIE Y3JIBL cevvvvrrrununnnnenaaaeeeeeeeeeeererenssnnnnsssnsssesesseeeeseesessnsssnnnnssnsnsssssesseeaees 215
B3aMMHAS «<VTHBEHTAPMBALIMT «.ceeeeeeeeeeeeererenennnnneneenaaaeeeeeeeeeeereeemsnnnnnnnsnsnssasseaseeeens 216
VY371b1 ¢ YIPOILLEHHOV MPOBEPKON TIATEKEN (SPV).ciiiiiiiieeeiceeeeeeee e, 218
DOUIIBTP BITYMA .ttt ettt e e e e e e e e e e e 221
Kak paboTaeT QUIIBTP BITYMA ...eceeieeeiiiieieeeiiiieeeeeceeeeeeee e e e eae e e e e aeaeeeeeas 221
Kak SPV-y3J1bl TPUMEHSIIOT (MUIIBTPBI BITYMa...cceiieciiiieiieeiiieeeeceireee e ciere e e 225
SPV-Y3JIbI U TIDUBATHOCTD..ccevvreruennenenaaaereeeeeeeeeemmesmmnnnnnnsssssasesseeseesessesssssnnnnnsnsnnsnens 227
3ammdpoBaHHbIE U 3ALMTAIEHHDBIE COBTIMHEHVIS «.vvveerrrerurreereeeereeeeeesssrnreesssnsnneees 227
X0 ) G & 210 1] 010 ) o USSR 227
AyTeHTHGUKAIMS V1 TIUGPOBAHME B TIUPUHTOBOM CETM ..evveeenrreeeaneeeeereeeesanneess 228
TTYTIBI TPAHBAKIIMI ceevvrrrrrrrunnenerereseeeeeeeeeesesssesssessnsssssssesseseesesesssssssssssssssssssssesessasaans 229
MNABA 9. BNOKUEHH. ...ttt enenes 231

L2320 (= £ 17 (SO 231



ConepxaHue ** 9

CTDYKTYPA OITOKA .veenueernteruteeteeeteeeutessstessteseeasntesaseesastesaseesseesssaesaseesseesnsessseens 233
3ATOTIOBOK BITOKA «..veevvernnrerurenseensesseessseessseessessssessseessssessessssessssessssessssesssessseens 233
VneHTnduKaTOpb 6J10Ka: X3II-3HaYEHMe 3aroJoBKa 6j10Ka 1 BbICOTa GJIOKA...... 234
05037480503 1700 (0) QPR PSR PRPRRNE

Cs3bIiBaHME GIOKOB B CTPYKTYPY AAHHBIX O6JI0KUeiTHA
JIEPEBBST MEDKIIE ...iiiiteueeeeeiiuieeeeettuueeeeeteaneeseetnnnseseeerennssseeesesnsssseeresnnsssessnnnnsees

IlepeBbst MepKkiie 1 yIipolieHHast Bepudukanmst maateskein (SPV) ..ccveeeeeeenneeenn. 244
TecTOBbIE CTPYKTYPBI OJIOKUEITHA B OUTKONH-CUCTEME ....veeeeereeeeeerreeaneeesanrnesanns 244
Testnet — «I1€COUHMLIA» IJISI TECTUPOBAHMUS OUTKOMHOB ....evvvvveeeeenerreeeeeanneennns 245
Segnet — TectoBast ceTb 15T GyHKIMM Segregated Witness.......cceeeeevveeeeeeennnes 247
Regtest — moKabHAS CTPYKTYPA TAHHBIX OIOKUETHA «..vvveeeerrererereeraveeeesneesanne 247
Vcronmb30BaHMe TECTOBBIX CTPYKTYP OJIOKUEITHA [JIST PA3PAOOTKMA.....eveeeenereeennnen 248
MnaBa 10. MaMHUHE Y KOHCEHCYC ........oovenenenieeeeieieeceeeeeeaeeeee st nesesenenns 249
BBEIEHMIC.....cciiiiiiiiiiiiiiiiiittc e 249
DKOHOMMKA OMTKONHA M CO3TAHME BAITIOTDBL....cceeeeeeereeerrennnnnneeeeeeeeeeeeeeeeressnnnns 251
JeteHTPATM3OBAHHBIA KOHCEHCYC «..uuuuuueenerreeeeeeeeeeereeaaaaeaaannnnsneseeeeeeeeesesseeaasaannnnn 253
He3saBucumas BepUQPUKALMST TPAHSAKIINI .....uvveeeeeeeiereeeeeeeissereeeeeasseseeseessssseennns 254
R0 B 1703 070 50 - H PN 256
O6beIVHEHNE TPAH3AKIIMIN B OJTOKM ..ce.uuvreeeerereeairreeeenreeesisseesaseeesssseessssesesssssssssees 257
COINDASE-TPAHBAKIIMST «eeeeerrrreeeeeerrreeeeaaesrreeeeeasssseesesssssesessssssssssesssssssssessssnnnn 258
BosHarpaskgeHue coinbase ¥ OTUMCIEHMST 38 TPAH3AKIIMM ..eeeeeeeevvreeeeeennveeeenanns 260
CTPYKTYPA COINDASE-TPAHBAKIIN «..eevreernrrerannreeesunesesseeesssseesssseesssssessssessssees 261
TLAHHDBIC COIMDASE..uuueeeeeeeeeeeeeeeeeeeeeeeeee e e e e e ee et eeeeeeeeasaas e eeseseeeesesesesensssnnes 262
@OPMUPOBAHME 3ATOTIOBKA OITOKA «uvveernrrreeearereeasrereasseeessseeeeaseeesssssesssseessssssssnnsees 264
IMATTHUHT BITOKE ..euvveerureennreennresseessesseessseessseesseessessseessssessssessesssessnsessssesssessees 265
ANropuTM H0Ka3aTeNbCTBA BBHITOTHEHMUS PAGOTHI (POW) ...uvviiieeiciieieeeeeeen, 266
[TpencTaBIeHME LETEBOTO SHAUEHMS ..oeeveeeererrrrrnenennnnnnneseseeseeeeeeesesssesssssssssssnnns 272
Vi3MeHeHMe 11e/1IeBOro 3HAUeHMS [IJIs1 peryiMpoBaHusl YPOBHSI CJIOKHOCTH...... 273
VCITEUTHBIA MATTHIHT GITOKA ..vveeeuvreeeereeeeaeeeeasseeeessesessseseesssessssssessssssssasssssssssessnnns 276
[TpoBepKa KOPPEKTHOCTY HOBOTO OJTOKA..euuvvreeaurreeeanreeeaireeeaaseeeassesessnsesessssessnsees 276
@OPMIUPOBAHNE U BHIOOP HEITOUEK OITOKOB ...eeeeuvreeeerreeeerreeeaseeeeisseesassesesssssssasees 278
Pa3BeTBIEHUS CTPYKTYPbI TAHHBIX OJIOKUEITHA ....uvvveeeeeeerrreeeeeearrreeeeeennnseeeeeans 279
MaViHMHT I KOHKYPEHLVS B XOUI-BBIUMCIIEHMSIX ..uueeererrereeeererrernennnnnnsnsnssessesaaeanes 287
PenteHne c paciinpeHuem auarna3oHa OOMOJTHUTENbHbIX 3HAUEHMII nonce.....289
TTYITBI MATTHIIHTA «.eeeeiieeeeeeeeeeeeeeeeeeeeeeeeeseeeeeeeeeeeeeeeeeeees e nnnnssnnaeeeeaaaeeeens

ATtaku Ha MexaHM3M KOHCeHCyca

Vi3meHeHMe TIpaBUI KOHCEHCYCa
VCTOMUMBBIE PABBETBIIEHMSL.  eeeeeeeeeeeeeererrreensnnnnnsnssassseeeeeeesesesmsmsssssssnsnssssssseseanes
YcroiiunBeie pa3BeTBaeHUS: [10, CETh, MATHMHT M LEITOUKA vvvvvvrrrennreneerereeeanns 301




10 < Copepxanue

PaspeneHye MaitHEPOB U YPOBEHD CIIOKHOCTW...eeeeeeeeereeeereeaeensnmmnnnnereeeeeeeeeeeens 303
CIIOPHBIE YCTOMUMBBIE PAZBETBIIEHMS ... uuueeeeeeeeeeeeeeeeereeeaaaeaaaannnnneseeeeeeeeeaeeseens 303
HeyCTOMUMBBIE PABBETBIIEHMST «..uuuerereerereereerererrremmnnsnnnssasssssseseessesssssesssnsssssssnnns 304
KpuTMKa HEYCTOMUMBBIX PABBETBIIECHMI ....uuueeeereriieeeeerieieieeieinnneereeeeeeeeesenns 306
OmoBellleHe 0 HEYCTOMYMBOM Pa3BeTBEHUN C IOMOIIbIO TI0JIS BEPCUM
(G (0] ¢ 1 307
OmoBenieHMe u aKTUBALMS MO CTaHAAPTY BIP-34 ..o, 307
OrnoBeneHMe M akKTUBALMS 110 CTAHAAPTY BIP-O..cciiiiiiiiiiiiiiiiiiiieiiieeieeeeeeeeeeee, 308
PaspaboTka IporpaMMHOI0 obecrieueHus il MeXaHu3Ma KOHCeHCYCa ............. 311
Masa 11. 06ecneueHne 6e30NacCHOCTU GUTKOMH-CUCTEMD ...................... 313
OCHOBBI 00€CTIEUEHMS OE30TIACHOCTH ....eeenneneeerrrrerereeeeeeeeeeeeeeesssssssssssssseeeseeseeees 313
Pa3paboTKa 3aIIMUIIEHHBIX OUTKOMH-CUCTEM ...ceuuerrreeeeenreeeeeseesnsseseeseesssssseenans 315
OCHOBA OBEPUTEBHBIX OTHOIIEHMI ..uueeeeereereeeeeeereernennnnnnaesesssesseeeeeeeesssennnnes 316
Hau6onee spdeKkTuBHbIE TPAKTUYECKME METOAVKN 3aIIUThI
13000 025100 =T o) (=) / SR PPRPTRN
dusnyeckyue CpeCcTBa XpaHeHus] GUTKOTHOB
ATITIADATHDBIE KOLIEITBK v.vvuuunerereeeeeeeeeererrmmresnnnnsssssssssesseeeessssssssssssnnnnsssssssssasaaaes
Pa3yMHbIN GATAHC 3ALIATBI M PUCKOB ..eeeeeuverreeeeeaurreeesaeesseeeeeessssseseesssnsssssesanns
IIVBEPCUDVIKAIIMS PUICKOB ..ceeeeeuerrreeereerreeeeeeeanreeesessssssseesssssssesesssssssssasssssssssses
MYJIBTUTIOTIVCH Y YIIPABIIEHAE ...ueuvvrieereennrreeeranasereeesasssseeesssssssseessssnssseesssnns
JKVIBHECIIOCOOHOCTD ..ceeeeeeeeenenrrrrrreerereeeeeeeeeeeeeeeeeessssssssssssssseeeeessseesnnssssssssssssees
2] (6 (TP
naBa 12. MpUNOXKEHUSA BNIOKUEMHA.............c.ceevereeireeeieeeeeeeeeeaeee e
1231501 (<) £ 7 (PP
5% Ee10):3 3 (SeY) (S <) £ 1 4 5 TR RPRRRRRN

[TpunoskeHus, co3maBaemMbie 113 6a30BbIX 7IEMEHTOB
LIBETHDBI® MOHETBIceeeeeeereereseessaesannnnrrrreeeaeeeeesesssssasssssssssssssssssesesessssssssssssssssssssnssnns
VICTIONTb30BAHME ITBETHDBIX MOHET ..euvvvreerreeurreeesesannereeesassnssseesessssssseesssssssseesenns
BBIMYCK IIBETHBIX MOHET.cceeuuurreerreerurrreeesaannereeesssssssreeesassnssseessssssssseesssssssseesenns
TPaH3aKIIMU HBETHDBIX MOHET .....uuvvureeeeeeeeeeeeeesensesssssssessessseseessesssssssssssssnsssssssens
COUNTEIPATLY tettieiitiiieeieeeeeiiiereettteeeeeeeeesesseessassssneraeeeeeeeeeesssssssssssssnssssseeeeaeeeeess
KanHastbl maTeskeil M KAHATBI COCTOSTHMM vvvvvvrruunnnnreeeeeeeeeeeeeereeeeessennnnnnssssessaseeeeens
KaHasibl COCTOSIHMI — OCHOBHbBIE KOHLIEILIVN Y TEPMUHOIOTUS . .cvvvvvvvrnnennnnnnnns 333
[TpyMep MPOCTOTO KAHAA TIATEIKEI «eveeeeerreurrnrrrrrrreeeeeeeessesssssssssnssssseeeeeeeeesees
Co3maHye KaHa/IOB 6e3 TOBePUTEIbHBIX OTHOLIEHMIT
ACUMMETPUYHBIE OTMEHSIEMBIE OOSI3ATEITBCTBA «vveeevvreerrureeearreresveesssseesesseenss
KouTpakrsr Hash Time Lock Contracts (HTLC) ......uveeeveeeiveeeeeeeiiiieeeeeeieeeeens
Kananse! matexxa ¢ mapurpyrusauneit (Lightning Network) .......ceeeeeveeenniveennneee. 347




Copepxanune <+ 11

[Tpoctoii mpuMep paboThl Lightning NetWorK......cccveeecveeeeceieeecieeeeieeee e
MexaHM3MbI Iepegaun 1 Mapupytusauyum B cetu Lightning Network............
[MpeumytiecTBa ceTu Lightning Network ........cocecciveieieeciiiieeeeeeeeeeeeieeeeeee
POBIOME . ..ttt ettt ettt e e e s e e e eeneee e

Mpunoxenne A. Cratbsl 0 6uTKOIMHE Catown HakamoTto ...........................
BUTKOMH — MUPUHTOBAST CUCTEMA HTEKTPOHHDBIX JTEHET ....veeeneeeenrreeaenreeennnreesannees
123131532 17 (T RN
TPAHBAKIIMM «.eeeeeeeeeierrrrenienaiiereneeeeeeeeeesesemmsessssssssssssssssseeeeeassssssssssssssssssssssseseanes
CePBEP METOK BPEMEH ...ceeeeeererrrrruuennnnnsssseeaseeseeeesesssssssssssssssssssssssessesesssssssssnes
ITOKA3aTeNbCTBO BBITIOTHEHMSI PAOOTDL. .. ceeeureerereeeesreeesaseeeesreeeesseesesseeessseenns

T D IBATHOCTD «.uueeeteuuieeeeeeennieeeeerenneeseeeeranseseeeresssseseeenssssssessnnssssseessnssssessenssnsseanes
J23 3 80700 (<) 3076 (N

COBITIKM vvuueevunneersneerenneeessneessseeessneesssnssssneeessneesssnsesssneesssnsesssnssssneesssnnesssneesssnnessne
JIUILTEHBIIS ..o evveeeeieeeeeieeeeeieeeeteeeeeteeeraaeesaneeessaessanersseesssnnsessnnesssnnesssnnesssnnesssnsessnnns

Mpunoxxenune b. OnepaTopbl, KOHCTaHTbl U CUMBOJbI
CKPMNTOBOrO A3bIKA AN TPAH3AKLMMA SCript ...

MpuoxxeHue B. NpeanoxxeHns no ynyyweHuio 6UTKOMHA
(Bitcoin Improvement Proposals) ............ccoooiiiineineinneeeeeceene

Mpunoxenue I. PyHkuma Segregated Witness (Segwit)............cccccccee.e.

3auem Hy>keH MeXaHM3M Segregated WiItness ......ccccceereveereseeerniieeeesieeenneeeeeeneees
Kaxk pa6oraer MexaHu3M Segregated WItheSS ......ccveeveeeeerrrierieerrneenieeeseessseennnes
HeycroitunBoe pasBeTBiieHME (00PATHAS COBMECTUMOCTD) «vvveeeeeenvreeeeeeanvreeeeanns
[TpuMepsI UCIOIb30BaHMS BBIXOIHBIX JaHHbIX Segregated Witness
B TPAHSBAKIIVSIX «evveeerreaunrreeesaanusreeesseanseeeessesnnseeeeseesnsseeessesnssseeessesnnseeesseenssseeessasnse
O6Hosenue ITO mis ucronb3oBaHust Segregated Witness.......cceeeeeecvveeeeeeennnes
HoBbsIit aroputm noamnucyu B MexanusMme Segregated Witness.........cccuvvveeenn...
DKOHOMMYECKME CTUMYJIbI JIJISI UCIIOIb30BaHMS MeXaH3Ma
SegTEZAtEA WINESS ..vvieiiieuiiieeeieeciieeeeeeertre e e e eetreeeeeeatreeeeeeesaeeeeeeennsseeaeseannens



12 < Copepxanue

MpunoxeHne L. BitCOre.............coooiiiieeeeeceeeeeeee e 398
CricoK (PyHKIIMOHATBHBIX BO3MOKHOCTEM BitCOTe..uiiiiieiiieeeieeiieee e 398
[TpuMepbI UCIOIb30BAHMS OUOIMOTERN BitCOTE ... 398

[TPEIBAPUTENIBHDBIE CBEMEHMS «uuuueeneneraerereereeeererrremnsnnnnssssasassseeesessesesesssnsnnsnssnnns 398

[TpyMepsI KOIIeTbKa, VCIIOMb3YIOMIETO bitcore-1ib.......cocveecuieieciieeciieeeieeene 399
MpuoxkeHue E. bubnuoreka pycoin, ytunntbl KU M tX ...........cocvevevennnnnnnnn, 401
Vrunura gy paboTsl ¢ KaodamMu Ku (Key UtIlTY) ...eccceeeecveeeecieeeiieeeeieeeeciee s 401

VTunuta ajst paboThl C TPAHSAKIMSIMI (1X)...uurrreeeeeeeirreeeeeeeinereeeeeeeneeeeeseenseeens 407
Mpunoxenne XK. KomaHabl NnpoBoAHMKA BUTKOIMHA bx................c..o.o....e. 410
[TpyMepsbI MPaKTUIECKOTO MCIIOIb30BaHMSI KOMaHI IIPOBOJHMUKA DX.........ceeeen... 412
MPEAMETHBIN YKABATESID.......cvuiiiiiieicieie ettt 415

00 QBTOPE ...ttt ettt s e b et sa b e et se e esans 427



Iocsauwjaemcs moeti mame Tepese (1946-2017).
OHa Hayuuna meHs J1o0umos KHU2u

U He NPUHUMAMb HA 8epy MHEHUe agmopumemos.
Cnacubo, mama!
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KAK 5 nucAn KHUIY 0 BUTKOWHE

ITpo 6uTKOIH s BIlepBble yoibliian B cepenuue 2011 roga. IlepBoe BIieuaTieHue
66110 TIPUOAM3UTETHHO TakuM: «[1dd! JeHbry 0151 yYMHUMKOB-60TaHUKOBY, — 1 5T 3a-
6bUT 06 3TOM Ha CJIeyONIVe eCTb MECSIIEB, He OIIeHUB BaYKHOCTY 3TOTO SIBJIEHUSI.
BriociiencTBuyM Mogo6HYI0 peakiyio S YacTO BUAENT Y MHOTMX YMHENMIINX JIIOIEi,
3HAKOMBIX MHe, i 3TO HeMHOrO yTemiaeT. Korma s BCTpeTwicst ¢ GUTKOITHOM BO BTO-
pO¥i pa3 Ipy 06CY>KIEeHNN B CIIMCKE PACCHIIKMA, I PEIINI ITIPOUNUTATh TOKYMEHT C TeX-
HUYECKMM oIucaHueM, HammcanHblin Catom Hakamoro (Satoshi Nakamoto), uto-
ObI M3YUUTb aBTOPUTETHBIN MCTOUHMK U ITOHSITh, O YeM BOOOIIE UAET peub. [Io cux
MOp TTOMHIO TOT MOMEHT, KOTJa 51 IPOYUTA 3TU IEeBIThb CTPaHULL, KOrJja OCO3HaI,
HAKOHEII, YTO OGUTKOIH — 3TO He TIPOCTO I[M(DPOBBIE IEHBIH, & CETh NOBEPUSI, KOTO-
pas Mormia 6bI TaKKe CTaTh OCHOBOJ IJIs TOpasao 6osbinero. OCo3HaHMe TOro, YTO
«OUTKOIH — 3TO He JeHbIH, a elleHTPaI30BaHHasl CeTb NOBEPUsI», CTAN0 UCXOM-
HBIM ITyHKTOM JIJI5I YeThIPEXMeCSIYHOTO MCCaeq0BaHMsI, BO BpeMsI KOTOPOTO S XKaJTHO
MOMIONIAT KaXKIbIi pparmMeHT MHPOpMAIMM 0 OUTKOIHE, KOTOPbBIV MHE TIOTIaIaJICs.
JTa TeMa OBJIaJiesla MOMM YMOM, S [IOJTHOCTBIO YBIIEKCS €10, HE OTXOZS OT KOMIIBIO-
Tepa 1o 12 1 6osee 4acoB B CYTKU, YUTAI, ITMCAJI, IPOTPAMMMUPOBAJI, M3y4asl BCE, UTO
MOT. M3 3TOro COCTOSIHMUSI OTPELIEHHOCTU OT AeViCTBUTENbHOCTH $1 BbILLIEN, TOXYLEeB
Ha 20 ¢yHTOB (0OKOJIO 9 KT) 13-3a HEAOCTATOUHO ITOJHOIEHHOTO MUTaHMS, TBEPIO
peliyB BIVIOTHYIO 3aHSIThCS paboTOM C GUTKOTHOM.

IlBa rofa CITyCTSI, IIOCJTe CO3TaHMST HECKOIbKIX HEGOBIIX CTAPTAIIOB, ICIIOIb3Y-
IOIIVX pa3HOOOpa3Hble CEPBYCHI U ITPOAYKTHI, CBSI3aHHbBIE C TEXHOJIOTHEN 6UTKOIHA,
S peIJI, UTO IIPUILJIO BPeMsI [IJIs1 TOTO, YTOOBI HalMcaTh CBOIO IIEPBYI0 KHUTY. BUT-
KOJH Kak HeycuepraemMblii ICTOUHUK BJOXHOBEHMSI 3aHMMAs BCe MOU MbICJIN, 3Ta
TEXHOJIOTMS CTajla CaMOil 3HauMMOJi CO BpeMeHM nosiBjieHus MHTepHeTa. Hacrano
BpeMSI TTOAEIUTHCS MO€Ji YBIEUeHHOCTbIO, MOMMY 3HAHUSIMU 00 3TO¥ BeTMKOIeN-
HOVi TEXHOJIOTUM C 60Jiee IMUPOKOit ayIuTOpHeii.

ILns KOro NPEAHA3HAYEHA 3TA KHUTA

OTa KHMra IpegHa3HayeHa B OCHOBHOM JIJIsl IPOTPaMMMCTOB-KoaepoB. Ecyin BbI Mo-
sKeTe IMcaTh IIPOrpaMMbl Ha KaKOM-/IMOO0 SI3bIKe ITPOTrPaMMMUPOBAHMS, TO U3 3TOM
KHUTY BbI Y3HaeTe, Kak paboTaroT KpUNTOrpaduuecKye BalIIOThl, KaK UX MUCITOIb30-
BaTh U KakK pa3pabarbiBaTh mporpaMMmHoe obecrneuenue (I10) st paboThbl C HUMIMA.
Kpome Toro, HeCKoIbKO MepBbIX [TaB MOKHO pacCMaTpuUBaTh KakK MOAPOGHOe BBe-
IeHVe B TEXHOJIOTHMIO OMTKOIHA [IJIS TeX, KTO He 3aHMMAaeTCs IIPOrpaMMIUpPOBaHMEM,
HO IIbITAeTCs MOHSTh BHYTPEHHEe YCTPOICTBO U (YHKIMOHMPOBaHME GUTKOIHA
Y KpUMITOrpadmuuecKux Baior.
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MoYEMY HA OBJIOXXKE M30BPAXXEHbI HACEKOMbIE?

MypaBei-11McTope3 OTHOCUTCS K OMOMOTMYECKMM BUIAM, OE€MOHCTPUPYIOMIM
Ype3BbIUaHO CJIOKHOE MOoBefieHNe B KOIOHMUM COLMaIbHbIX HACEKOMBIX (Cyliepop-
raHu3Me), HO KaXXIbIll OTHEIbHBI MypaBeil IeiICTBYeT B COOTBETCTBUY C HA6OpOM
MPOCTBIX MPaBMJI, COOTBETCTBYIOIIMX MPUHLIMIIAM COIMaIbHOTO B3aMMOIECTBUS
¥ OCHOBAHHBIX Ha 06MeHe XMMUUeCKMMI apOMaTUIeCKMMM BelllecTBamu (hepomo-
Hamn). [luraTta n3 Bukunenum: «MypaBbM-TUCTOPE3bI 00PA3yIOT CaMble KPYITHbIE
" caMble CJIOSKHbIE COOOIIECTBA KUBbIX OPTAHM3MOB Ha 3eMJie, eC/IY He CUMTATD JTI0-
Ieii». B meiicTBUTebHOCTY MypPaBbU-JIMCTOPE3bI HE ST TUCThSI, HO UCTIOb3YIOT UX
IUIST pa3BeieHNst 0C0O0To BUIa rpubOB, SIBSIONIETOCS OCHOBHBIM MCTOYHMKOM ITH-
TaHUS AJ151 KOOHUM. Bel moHuMaeTte? MypaBby 3aHMMAIOTCSI CeJIbCKOXO3SI/ICTBEH-
HBIM ITPOU3BOACTBOM!

HecmoTpst Ha TO YTO MypaBby 06Pa3yIOT KACTOBOE COOOIIECTBO M Y HUX MMeeT-
Cs1 MaTKa-KopoJeBa Jijisi IpOM3BOJICTBA TTIOTOMCTBA, BCE K€ Y HUX HeT ILeHTpasu-
30BaHHOTO OpraHa yIpaBJIeHUs] WM InAepa Bceil MypaBbMHOV KOJIOHUN. BpicOKMI
MHTEJJIEKT ¥ pa3yMHOe ToBeJleHle, IeMOHCTpMpyeMoe MHOTOMUJIIMOHHOM KOJO-
HMe, IB/ISIeTCS TaK Ha3bIBaeMbIM 3MepAKeHTHbBIM CBOCTBOM (emergent property),
CUCTEMHBIM 3G (HEKTOM, BOSHMKAIOIIMM MJIV ITPOSIBIISTIONIMMCS KaK C/IeACTBME B3au-
MOJIeJICTBUS OT/Ie/IbHbIX YWIEHOB COLIMAJIbHOM CeTHU.

[lpupona HAMISIAHO TOKa3bIBAaeT, YTO HelleHTPa/M30BaHHbIE CUCTEMbI MOTYT
OBITb BeCbMa TMOKMMY U TIPOSIBIISITh SMEPAKEHTHYIO (TPMOOPETEHHYIO, a He BPOXK-
IIEHHYIO) CJIOKHOCTD ¥ HEBEPOSITHYIO M30IIPEHHOCTD MTOBeieHNs 6e3 06s13aTeTbHO-
rO HaJMUMS B HUX LIEHTPaJIbHOTO OpraHa yrpaBjieHusl, MepapxXum Uim CJI0KHbIX CO-
CTaBHBIX YaCTe.

BUTKOIH — 3TO Upe3BbIUAiHO pa3yMHasi ¥ U30IIpeHHas AelleHTpaJu30BaHHas
CeTb AOBepUs, KOTOpass MOXKET MOIIePKMBATh OIPOMHOE KOJMYEeCTBO (MHAH-
COBBIX ITPOIECCOB. IIpM 3TOM KakKIbIil y3eJI CeT OUTKONH C/IemyeT HeCKOIbKUM
MPOCTBIM MaTeMaTuyeckuM MpasuiaM. Takoe B3auMo[ieiiCTB/e MHOXeCTBa Y3-
JIOB Kak pa3 ¥ MPUBOINUT K GOPMUPOBAHMIO PAa3YMHOTO MOBEIEHMS TIPU OTCYT-
CTBUU, Ka3aJI0Ch ObI, HEM3OEKHOM CJIOKHOCTY MU AOBEPUS K OTHEIbHO B3SITOMY
y3iy. IIomo6HO MypaBbMHOM KOJIOHUM, CETb OUTKOWH SIBISIETCSI TMOKOM CEThIO
MIPOCTBIX Y3JI0B, COOMIONAIOIINX MIPOCThIE TIPaBUIA, U 9TU Y3JIbl, 00beAMHEHHbIE
B CeTb, MOTYT JeJIaTh YAMBUTENbHbIE BeIy 6e3 KaKoi-11Mb0 IeHTPaau30BaHHO!
KOOpJAMHAIIUNA.

YCNOBHbIE OBO3HAYEHUS U COMALIEHNS, NPUHATDIE B KHUTE
B KHMTe UCITONb3YIOTCS CIEAYIOLyie TUIOrPadCKie COraleHus:

Kypcus
Vicnionb3yeTcs 11 CMBIC/IOBOTO BbIIeJIeHVS BASKHBIX ITOJIOKEHN A, HOBBIX TEPMMU -
HOB, IMeH KOMaH[I ¥ YTUJIUT, a TAKKe MMeH U paciuupenuit paiios 1 KaTaaoros.
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MOHOWWPUHHBINA WPNGT
Wcronb3yeTcst Oj1s1 IMCTUHIOB [IPOrpaMM, a Takke B 06bIYHOM TEKCTe sl 060-
3HAYEHMS] UMEH TlepeMeHHbIX, QYHKIMIL, TUIIOB, 06BEKTOB, 6a3 JaHHBIX, ITepe-
MEHHbIX Cpelbl, OIIePaTOPOB, KIHOUEBbIX CJIOB M OPYTMX IIPOrPaMMHBIX KOH-
CTPYKLIMIA 1 3/IEMEHTOB MCXOIHOIO KOfia.

MOHOWMPHUHHBIA MONYXUPHDLIA WPHUGT
Vcronb3yeTcst [jis1 0003HAUEHMST KOMAaHJ MM (pparMeHTOB TEKCTa, KOTOpPbIe
[10/Ib30BaTEJIb JOJIKEH BBECTH JOCJIOBHO 6€3 M3MEeHeHUIA.

MoHowupuHHbIU Kypcus
Vcnonb3yeTcst 1j1st 0603HaUeHMsI B MICXOOHOM KOJie MJT/ B KOMaHIaX MaGI0HHbIX
MEeTOK-3aIl0JIHUTeJIel, KOTOpPbIe JO/DKHBI ObITh 3aMeHEHbI COOTBETCTBYIOLIMMU
KOHTEKCTY peajlbHbIMU 3HAUEHVSIMU.

O Takas NUKTOrpamMma 0603HavaeT coBeT Unn pekoMeHaauuio.

9 Takas nukTorpamMma 0603Ha4aeT ykasaHue uiam npuMedaHve obLero xapakrepa.

JTa nukTorpaMMma o603HayaeT npesynpexaeHne unn ocoboe BHUMaHWE K NOTEHUMANbHO
OonacHbIM 06bEKTaM.

OT3biBbl U NMOXENAHMUS

MpbI Bcerga pajibl OT3bIBaM HAIMX YMTaTeseii. PacckaskuTe HaM, UTO BbI yMaeTe 00
9TO KHUTE — YTO TTOHPABUJIOCh WJIV, MOKET OBITh, HE IIOHPaBMIOCh. OT3bIBbI BasKHbI
IIJIST HAaC, YTOOBI BBITYCKATh KHUTM, KOTOpPbIe OYIyT IJIs1 BAC MaKCMMAJIbHO ITOJIE3HBI.

Bpl MOkeTe HanMcaTh OT3bIB IPSIMO Ha HallleM caiite www.dmkpress.com, 3aiiis Ha
CTpaHUILy KHUTU, M OCTaBUTb KOMMeHTapuii B paszzene «OT3bIBbI U pelieH3uM». Takke
MOXKHO T1OC/IaTh IMCbMO IJIAaBHOMY PefakTopy 1o aapecy dmkpress@gmail.com, mpu
3TOM HaIMIIINTe Ha3BaHMe KHUTY B TeMe I1ChbMa.

Eciu ecTb TeMa, B KOTOPOJ BbI KBaIM(UIIMPOBAHBI, BBl 3aMMHTEPECOBAHBI B HAITMCA-
HMM HOBOJ KHUTH, 3arIOIHUTe (hOPMY Ha HaIlleM cajiTe 1o amgpecy http://dmkpress.com/
authors/publish_book/ vy HanmummTe B M34aTENbCTBO MO afgpecy dmkpress@gmail.com.

CKAYMBAHME MCXOOHOIO KOOA NMPUMEPOB

CxauaThb (aiiabl ¢ JOIOJHUTEIbHOM MH(pOpMAaLe OJIs KHUT U3gaTenbeTBa «IMK
IIpecc» MOXKHO Ha caiiTe www.dmkpress.com MM WWW.AMK.pd Ha CTpaHMIle C OIM-
CaHMeM COOTBETCTBYIOIIEl KHUTH.

Cnu1CcoK OMEYATOK

XOT$s1 MbI MPUHSAJIN BCeé BO3MOXXKHbIE MepbI 1Jisd TOTO, YTOOBI YOOCTOBEPUTHCA B Ka-
YyeCTBe HallnX TeKCTOB, OIIMOKM BCe PaBHO CJIYy4YarOTCA. Ecnu BbI HaligeTe OH.II/I6Ky
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B OIHO¥ M3 HAIIMX KHUT — BO3MOXKHO, OLIIMOKY B TEKCTE MU B KoJe, — MbI OyzemM
OueHb 6J1aroJapHbl, €IV BbI COOBIIMTE HaM O Heli. Coenas 3To, Bbl M30aBUTE IPYTUX
YyuTaTesel OT pacCTPOICTB U TIOMOSKETe HaM YIyUIIUTh ITOC/TIeAyIolIe BepCum 3To
KHUTH.

Eciu BBl HalifeTe Kakue-1nb60 OomMOKM B KOMe, MOXKaIyiiCTa, COOBIINTE O HUX
IJITaBHOMY pelakTopy mo agpecy dmkpress@gmail.com, 1 MbI UCIIPaBUM 3TO B cJie-
IYIOIIMX THUpaXkax.

HAPYLIEHVE ABTOPCKUX MPAB

IMuparcTBo B VIHTEpHETE IO-IIPEKHEMY OCTAETCS HACYIIHOW mpobiemMoii. M3ma-
tenbcTBa «IMK Ilpecc» u Packt oueHb cepbe3HO OTHOCSTCS K BOIIPOCAM 3alllATh
aBTOPCKMX MpaB U julleH3MpoBaHusi. Eciu Bbl cTonKHeTech B IHTepHeTe ¢ He3a-
KOHHO BBIITOJIHEHHO KOITMEN JII060Ji Hallleil KHUTY, TTOXKaIyiiCcTa, COOOIUTEe HAaM
azpec Koy win Be6-caiiTa, YTo6bI MbI MOT/IM ITPUMEHUTDb CAHKIIVIMN.

[ToxkamyiicTa, CBSIKUTECh C HAMM IO afpecy 3JIeKTPOHHONM 1mouThl dmkpress@
gmail.com CO CChIIIKOJ Ha MOA03PUTEIbHbIE MaTepUaIbl.

MbI BBICOKO LIeHUM JIFOOYIO TTOMOIIb TI0 3alllATe HAIIMX aBTOPOB, [TOMOTAIOIIYIO
HaM IpeJoCTaB/IsITh BaM KaueCTBEHHbIE MaTepUaJbl.

ALPECA BUTKOMH=-CUCTEM W TPAH3AKLIUI B KHUTE

IMoutu Bce afpeca GUTKOMH-CUCTEM, TPaH3aKLuii, Kiaoueit, QR-KOJOB U JaHHBIX
6/I0KUeTHA, ICTIONIb3YEeMbIX B 9TOI KHUTE, SIBJISIIOTCS peabHbIMM. DTO O3HAYaeT, UTO
BbI MOXKETE MPOCMAaTPUBATh CTPYKTYPhI JAHHBIX GIOKUEIiHA, M3yUaTh TPAH3aKINNA,
rpepjiaraeMble KaKk IMPUMepPbI, UCIIONIb30BaTh UX B COOCTBEHHBIX CKPUIITAX U MPO-
rpamMmax M T. 1.

Ho cnepyeT OTMETUTb, UTO CEKPETHbIE KITIOUM, MCII0JIb30BaHHbIe MIJisT HhOpMUpPO-
BaHMS aJIpeCcoB, 6O OIMyOIMKOBaHbI B 3TOV KHUTE, JIMO0 Y)Ke «3aCBEUEeHbI» (TAaKUM
06pa3oM, CEeKpeTHBIMMU y3Ke He SIBJISTIOTCST). 1 eciu BbI OTIIPAaBUTE TeHbIM Ha JII06071
13 3TUX aiPeCOB, TO AeHbIY O6YOYT 6€3BO3BPATHO MOTEPSTHBI UM B HEKOTOPbIX CITy-
YyasiX KTO-TO, TPOUYNTABIINIT JaHHYIO KHUTY, CMOXKET IIPUCBOUTD UX, BOCIIO/Ib30BaB-
IIVICh ONTYOJIMKOBAHHBIMM 3[1€Ch CEKPETHBIMM KITIOUaAMMA.

He nocbinaite aeHbrv no Kakomy-nnbo agpecy, npuBeaeHHOMY B 3TOM KHure. leHbrn 6yayr
MPUCBOEHbI IPYrUM YUTATENEM UMM UCHE3HYT 6e3B03BPaTHO.

KAK CBS3ATbCA C ABTOPOM

C aBTOpOM KHUTY AHJIpeacoM M. AHTOHOITYJIOCOM MOYKHO CBSI3aThCSI Yepe3 ero Jn4-
HbII caiiT: https:;//antonopoulos.com/.
Vudopmanms o kaure «Mastering Bitcoin», a Taxke o ratdopme Open Edition
U TepeBofax KHUTY Ha ApyTue SI3bIKU JOCTYITHA Ha calite: https://bitcoinbook.info/.
AsTop B concetu Facebook: https://facebook.com/AndreasMAntonopoulos.


mailto:dmkpress@gmail.com
mailto:dmkpress@gmail.com
mailto:dmkpress@gmail.com
https://antonopoulos.com/
https://bitcoinbook.info/
https://facebook.com/AndreasMAntonopoulos
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AsTtop B Twitter: https://twitter.com/aantonop.

Astop B Linkedin: https://linkedin.com/company/aantonop.

ABTOD 61aTOIAPUT BCEX, KTO MOAIEPKMBAET €r0 PaboTy eKeMeCSIUHbIMU 6e3B03-
Me3JHbIMIM B3HOCAMNA.

Crpanuiia aBTOpa Ha caiite Patreon: https://patreon.com/aantonop.


https://twitter.com/aantonop
https://linkedin.com/company/aantonop
https://patreon.com/aantonop

bnaropapHocTH

OdTa KHUTa TpeACTaBIsieT co00ii pesyabTaT TPyda MHOTUX JIIOfell, BHECIINX CBOI
BKIan. S 6rarogapeH 3a BCIO MTOMOIIb, KOTOPYIO S TIOMYYWJI OT [IpPy3eii, KOJIJIET
U Iajke COBEPIIEeHHO He3HAKOMBbIX JII0eli, MOAKIIOUMBIINXCSI K MOei paboTe Haf,
TTOJTHOLIEHHOJ TeXHUYEeCKOJ KHUTOM 0 KpUITorpaduueckKux BaaioTax U OUTKOHE.

HeBO3MOKHO OTHENIUTb TEXHOJIOTMIO OUTKOMHA OT OMTKOH-COOOIEeCTBa, II0-
9TOMY KHUTa O TEXHOJIOTUMM OUTKOJHA MMOSBMUIACh BO MHOTOM 6y1aromapst GMTKOTH-
COO0OIIeCTBY, KOTOPOE BIOXHOBJISIIO, ITOAAEPKMBAIO U TTOOIIPSI0O MO0 paboTy OT
HayaJia 0 KOHIIA. Ta KHUTA, KaK HUYTO JPyroe, M03BoInIa MHE CTaTh 4acThio 3a-
MeuaTeIbHOTO COOOIIeCTBA Ha IBa I'O/ia, 3a UTO 5T 6e3MepHO eMy 6;1aromapeH. OueHb
TPYIHO Ha3BaTh 110 MMEHaM BCeX JII0JIe, C KOTOPbIMU 51 6ece1oBasl HA KOH(bepeHIIN-
SIX, MEPOTIPUSTUSIX, CEMMHApaX, HehOpPMaIbHbIX BCTpeUaX, BeUeprHKaxX M HeGOb-
IIMX YaCTHBIX COOPAHMSIX, a TAKJKE BCEX, KTO 00IIaics co MHOJ uepes Twitter, Reddit,
Ha ¢opyme bitcointalk.org 1 Ha GitHub, B 0611eM, BceX, KTO TaK WK MHAUe OKa3as
BIAMSHME HA 3TY KHUTY. Bce uaen, aHaorum, BOIIPOCHI, OTBETHI 1 OObSICHEH NS, KOTO-
pble BbI HaiiieTe B 9TOI KHUTe, ObLIM B TOV WJIM MHOI CTEIIeH! IPeIJIOKeHbI, IPo-
BepeHbI WM YITyUIIeHbI C TTOMOIIbIO coobiecTBa. Crracubo BceM 3a MOAIEePsKKY, 6e3
BacC 3Ta KHMUTA He MOSBUIACH ObI Ha CBeT. 5 6eCKOHEeUHO 61aromapeH BaM.

PasyMeeTcst, TyTh K HaMMCaHMIO KHUT HAUYasICsl ropaszio paHbiie. MOMM IepBbIM
SI3BIKOM (B IIKOJI€) OBbUI TPeUYeCKuii, MO3TOMY IPUILIOCh IMTPOMATU KOPPEKTUBHBDIN
KypC aHIJIMICKOTO MMCbMEHHOT0 Ha ITepBOM Kypce YHUBepcuTeTa. S Beipaskaro 6;1a-
rogapHocth Iuane Kopmac (Diana Kordas), moeMy mperomaBaTe0 aHIIUIICKOTO
MCbMEHHOT0, KOTOpasi TIOMOIJIa MHe 0OpeCcTy YBEPEHHOCTb M IPOYHbIE HABBIKU
B TeUeHIe TOro roza. ITo3ske, yske Kak mpodeccroHat, s pa3BuI CBOM HaBbIKM TEXHU-
YeCKOro IucaTesst, TyOaMKysI CTaThy O LIEHTPaX JaHHbIX B KypHaie Network World.
bnaromapio [IxxoHa [lykca (John Dix) u IxxoHa I'ayutanTta (Jon Gallant), mpegocrta-
BUBIIMX MHE IePBYI0 pabouyIo MOKHOCTh 0003peBaTessa-KomyMmHucta B Network
World, pegakropa Maiikina Kyuu (Michael Cooney) u komtery /Ixkona Twin [IsKOH-
coH (Johna Till Johnson), KoTopble pegakKTUPOBaIX MOU OO30PbI ¥ TOTOBWIM UX
K rmybamkanym. 500 c/I0B B HEAETIO B TeUEHME YeThIPEX JIET Ta/I MHE JOCTaTOUHbBIN
OTIBIT, ¥ ST OKOHYATETbHO Pl 3aHSIThCSl HalmcaHueM KHMUT.

Crracu60 TaKyke TeM, KTO IO IepsKajl MeHsI, KOTa 5T TPeIIoKIIT CBOIO KHUTY M31a-
tenbcTBY O’Reilly. OTnenpHas 61maromapHocTs Ixkony Famutanty (John Gallant), I'pe-
ropu Heccy (Gregory Ness), Puuapmy CrunHeny (Richard Stiennon), [Ixkoesnto CHaii-
nepy (Joel Snyder), dpamy B. JIusaiiny (Adam B. Levine), Cannpe I'mttauu (Sandra
Gittlen), Ixxony Jukcy (John Dix), IxoHe Twin [IyxoHcoH (Johna Till Johnson),
Pomskepy Bepy (Roger Ver) u Mony Matonucy (Jon Matonis). Oco6ast 671arofapHOCTb
Puuapny Karany (Richard Kagan) u Taiimony MaTTomuiko (Tymon Mattoszko) 3a 06-
30pbl U pelleH3UM paHHMX Bepcuit kHuru u Matbio Taitnopy (Matthew Taylor) 3a

pelaKkTypy Y KOpPeKTypy.


http://bitcointalk.org
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Cnacu6o Kpuket JIpto (Cricket Liu), aBTopy kuuru DNS 1 BIND, RKoTOpbIit Tipen-
craBu MeHs usgatenbcTBy O’Reilly. Takke 6;aromapro Majikina Jlykugeca (Michael
Loukides) 1 dnucon Maknmonainn, (Allyson MacDonald) n3 O’Reilly, koTopsie B Te-
YyeHMe HeCKOJbKUX MecCsleB TOMOTaay MOeil KHUTe MOSIBUTHCS Ha CBET. DIMCOH
MposiBMIa 0C000e TeprieHue ¥ TaKT, KOT[a CPOKM BBITyCKAa KHUTU OKAa3bIBAUCH
O[T YTPO30i1 1 TTOBCETHEBHAS KMU3HbB C ee TPobeMaMy BMEIIMBaIach B U3ATEIb-
cKve TutaHbl. 32 paboTy Haj BTOPBIM M3maHueM 6Gmaromapio Tumotu MakloBepHa
(Timothy McGovern) 3a o611ee pykoBozcTBo rporeccom, Kum Kodep (Kim Cofer) 3a
BHMMATEJIbHOE U TIIATeTbHOE PeJJaKTUPOBaHNMe, a Takke Pe6ekky ITaHiep (Rebecca
Panzer) 3a co3maHue WUTIOCTPALINIA IJ1S1 MHOKeCTBA HOBBIX CXEM.

YepHOBbIEe HAGPOCKM HECKOIBKUX TIEPBBIX IVIaB OBUIM CAMBIMU TPYIHBIMMU, IOTO-
My YTO OUTKOIH — TpyIHas TeMa cama 1o cebe. Korma s HauMHaI OMMCHIBATH OAVH
aCTeKT TEXHOJIOTUY OUTKOIHA, HeM36€KHO TTPUXOAMIOCHh PACITYTHIBATD LIEbIN KITY-
60K B3aMMOCBSI3aHHBIX aCIeKTOB. [[pMXOIMIOCh MHOTOKPATHO OCTaHABIMBATH Pa-
60Ty B CJierka MmoJIaBJIeHHOM HaCTPOEHUH, KOT/Ia s 6e3YCIeIIHO TbITAJICS YITPOCTUTh
IUIST TIOHMMAHMSI Y AOCTYITHO U3JIOKUTh TaKyI0 OOIMIMPHYI0 TEXHUYECKYIO TEMY.
B KOHIIe KOHIIOB, ST peIIn/I PacCKa3aTh UCTOPUIO OUTKOIHA C MTOMOIIBI0 PACCKA30B
JIIO[TEI, VICTIONb3YIOMIMX TEXHOIOTHIO OUTKOIHA, M paboTaTh Hall KHUTOM CTajIo 3a-
MeTHO jerde. I 6rarogapio CBOEro Apyra u HacTaBHMKA Puuappa Karana (Richard
Kagan), KOTOpBIiT TOMOT pacIyTaTh 3TOT KAYOOK MPo6IeM U MPeooeTh CIOKHbIE
MOMeHTHI 3acTosl. Criacu60o ITamesre Mopran (Pamela Morgan), KoTopast poBepsiia
repBble YePHOBMKY KaKI 01 I7IaBbl KakK B [IepPBOM, TaK ¥ BO BTOPOM M3AaHMUU U 3a/3a-
BaJia CJIOKHBIE BOITPOCHI, YTOOBI KHUTA cTasta yyiie. Takke 6yaromapio pazpaboTum-
KoB 13 rpy1nbl San Francisco Bitcoin Developers Meetup, Taapuka JIbtonca (Taariq
Lewis) u [leun3 Teppu (Denise Terry) 3a momolipb B IIpOBepKe IIEPBOrO YEPHOBOTO
maTepuaia. Cmacu6o duapio Hornepy (Andrew Naugler) 3a nu3saiin nHdorpabukm.

Bo BpeMst HanyucaHMss KHUTU 51 OTKPBLT JOCTYII K IIePBbIM UepHOBMKAM Ha CEPBU-
ce GitHub u mpepioskm1 BceM KeTaruMM X TPOKOMMEHTHPOBATh. B OTBET 6bIIO0
ITOJTyY€eHO OoJiee cTa 3aMevaHuii, TpeIoKeHNit, CTIpaBJIeHIii Y TOTIONHeHMii. Bia-
rofiapio BceX OTKIMKHYBIIMXCST HAa MOe MpejioskeHNe, a UX MOMHbIN CIIMCOK MOKHO
MMOCMOTPETh HIUKe, B pa3zesie «[1epBbIit 4epHOBUK (BK/Ia coobiecTBa Ha GitHub)».
Ocobast 6arogapHOCTh — JOOPOBOMBHBIM pemakTopaM Ha GitHub Mwun T. HryeHny
(Minh T. Nguyen) (1-e uzganue) u Ywiny bunucy (Will Binns) (2-e usganue), xo-
TOpbIe 6e3 yCTalu PeryampoBasIy, YIPaBIsIM U 06pabaThIBaaN MpeaIokKeHNs, CO-
o6meHnst 06 omMbKaxX ¥ HETOYHOCTSIX, & TaKKe VCIPABJISIIU OMMOKY Herocpe-
cTBeHHO Ha GitHub.

[Tocste co3maHMss Y4epHOBOTO BapMaHTa KHUTY OHa MPOoILIa Yepe3 HeCKOIbKO 3Ta-
MOB TEXHWYECKOTO PEeIaKTUPOBaHUSI U peneH3upoBaHus. Cracu6o Kpuker JIbio
(Cricket Liu) u Jlopne Jlan1 (Lorne Lantz) 3a TiiaTenbHOe pelleH3MpOBaHMe, KOM-
MeHTapuu U MO IePXKKY.

HecKombKo pa3paboOTUMKOB, UCTIOMb3YIOUIMX TEXHOIOTUI0 OGUTKOMHA, TPUCIATIO0
MPUMepBI KO, OT3bIBbI, KOMMEHTApUU U BCIYECKU TOEPKIBATIO MO paboTy.
Cracu6o Amupy Taaku (Amir Taaki) u dpuxy Bockymny (Eric Voskuil) 3a mpemo-
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cTaB/ieHHbIe (hparMeHTbI KOfa JIJIsk IPUMEPOB ¥ MHOXKECTBO MOIe3HBIX 3aMeUaHmit,
Kpucy Kneemrynbte (Chris Kleeschulte) 3a matepuar, BK/IIOUeHHbI B TIPUIOKEeHNE
1o Bitcore, Butanuky Byrepuny (Vitalik Buterin) u Puuapgy Kuccy (Richard Kiss) 3a
TOMOIIb C MAaTEMATUKOM SJUIMTITUUECKMX KPUBBIX U TIpefocTaBaeHe GparMeHTOB
Kopa, I'9BMHy AHApeceny (Gavin Andresen) 3a ucrpaB/ieHMsI, KOMMeHTapuy 1 Mo/l -
nepkky, Muxanncy Kaprakucy (Michalis Kargakis) 3a komMeHTapuu, npenjiokeHnsI
u omucanne btcd, Po6uny Vure (Robin Inge) 3a mOKUCK OMeYaToK M OMIMOOK, UTO
HECOMHEHHO YIyUIIWIO MevaTHoe usnaHue. [Ipu paboTe HaA BTOPBIM M3TAHUEM
sI CHOBAa TMOJYYWJI OTPOMHYI0 MOMOIIb OT MHOTMX pa3paboTumkoB Bitcoin Core,
B TOM umcie oT dpuka Jlom6po3o (Eric Lombrozo), oTkpsiBiiero Taiiusl Segregated
Witness, ot Jltoka-mnagiiero (Luke-Jr), KOTOpbIii TOMOT YJAYULIUTH IJIaBy O TPaH3-
akuusix, ot /IxxoHcoHa Jlay (Johnson Lau), petieH3upoBasiiero Segregated Witness
M Apyrue TJIaBbl, ¥ OT MHOTUX AOpyrux. biaromapio [xo3eda ITyHa (Joseph Poon),
Tamsxke [Ipaiia (Tadge Dryja) u OnaonyBa OcanTokaHa (Olaoluwa Osuntokun), KoTo-
pble npenoctaBuiy onucanue cetu Lightning Network, penieHsupoBanu mou mate-
puanbl, 0OTBeYaaM Ha BOMPOCHI, KOTOPbIE BbI3bIBAIU Y MEHS 3aTPYAHEHMUSI.

CBoeii JTI060BBIO K MMEYaTHOMY CJIOBY U K KHUTaM 1 00s13aH Moeit Mmatepu Tepese,
BBIPACTUBIIIEI MeHSI B ToMe, B KOTOPOM KHIVKHbIE TTOJIKY U MIKadbl CTOSIM 6YKBaTb-
HO 'y KaskIo¥i cTeHbl. MOsSI MaMa KyTinjia MHe CaMblii mepBbIli KomnbloTep B 1982 rony,
XOTsI cama cunTasna cebst rexuoobom. Moit otel, MeHenaoc, MHXeHep-CTPOUTENb,
KOTOPBIi HEIABHO OIMyOIMKOBAI CBOIO MEPBYI0 KHUTY B Bo3pacte 80 jeT, Hayum
MEeHSI JIOTMYEeCKOMY ¥ aHAJIUTUYECKOMY MBIIIJIEHMIO M JTI0OBY K HayKe U TEXHMKe.

Crracn60 BceM 3a MOAIePKKY Ha MPOTSSKEHUU BCETO ITOTO MYTH.

MEPBbI YEPHOBMK (BKNAL COOBIWECTBA HA GITHUB)

MHorue oAy BHECTM CBOV BKJIAM, ITpeJiarasi KOMMeHTapuu, UCTIPaBAeHUs U 10-
TIOJTHEHMST B CAaMYI0 TIEPBYIO UepHOBYIO Bepcuio kKuuru Ha GitHub. Biaarogapio Bcex
3a yJacTue B CO3AAHUM ITOM KHUTH.

Hiske mpuBefeH CIMCOK CaMbIX aKTMBHBIX YYACTHMKOB ITPOILIECCa MOATOTOBKU
repBoit Bepcuu Kuuru Ha GitHub c ykasaHueM B cKOOKax MIAEHTU(MUKATOPOB UX
YUYETHbBIX 3aIINCe:

Anexc Yotepc (Alex Waters, alexwaters);

Ouapio Jouang Keanenu (Andrew Donald Kennedy, grkvlt);
bitcoinctf;

Bpaitan I'mbipex (Bryan Gmyrek, physicsdude);
Keiicu ®nunn (Casey Flynn, cflynn07);

UsnmaH Iy (Chapman Shoop, belovachap);
Kpucrtu [I'/Anna (Christie D'Anna, avocadobreath);
Kogu Ckott (Cody Scott, Siecje);

coinradar;

Kpamskue l'opyin (Cragin Godley, cgodley);
dallyshalla;

(ONONCNONONCNORONCNONG,
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(ONONCNORONCNORONCNORONCNCNONONCNONONCNONONCNONONCHORONCNORONCNORONONCNONONCNONONCNONG;

Ilnero Buona (Diego Viola, diegoviola);

Ivpk SIkens (Dirk Jackel, biafra23);

HOuvntpuc Hanakuayc (Dimitris Tsapakidis, dimitris-t);
IOvutpuit Mapakacos (Dmitry Marakasov, AMDmi3);
drstrangeM;

9n AiikxonT (Ed Eykholt, edeykholt);

On Jind (Ed Leafe, EdLeafe);

OnBapp [TocHak (Edward Posnak, edposnak);

Onmac Pogpurec (Elias Rodrigues, elias19r);

9puk Bockyun (Eric Voskuil, evoskuil);

Opuxk Yunuesnn (Eric Winchell, winchell);

Opuk Banbcrpém (Erik Wahlstrom, erikwam);
effectsToCause (vericoin);

dcreban Opmano (Esteban Ordano, eordano);

ethers;

fabienhinault;

®pank Xérep (Frank Hoger, francyi);

laypas Pana (Gaurav Rana, bitcoinsSG);

genjix;

halseth;

Xonprep Innnens (Holger Schinzel, schinzelh);
Noanununc Kepysum (Ioannis Cherouvim, cherouvim);
A O, maagmmii (Ish Ot Jr., ishotjr);

Isxeiimc OpaucoH (James Addison, jayaddison);
I>xeiimcoH Jlomm (Jameson Lopp, jlopp);

I>xeiicon bucrepdensart (Jason Bisterfeldt, jbisterfeldt);
XaBbep Poxac (Javier Rojas, fjrojasgarcia);

I>xepeMu Bokob61iia (Jeremy Bokobza, bokobza);
JerJohn15;

II>xo Bayapc (Joe Bauers, joebauers);

joflynn;

IsxoncoH Jlay (Johnson Lau, j12012);

I>xonataH Kpocc (Jonathan Cross, jonathancross);
Jorgeminator;

Kait Bakkep (Kai Bakker, kaibakker);

Maii-Cyan Una (Mai-Hsuan Chia, mhchia);

Marzig (marzig76);

Maxkcumumnuan Paiixens (Maximilian Reichel, phramz);
Mmuxanuc Kaprakuc (Michalis Kargakis, kargakis);
Mmuxasinb C. Mnmmonuto (Michael C. Ippolito, michaelcippolito);
Muxaun Pyccy (Mihail Russu, MihailRussu);

Mun T. Hryen (Minh T. Nguyen, enderminh);
Harapaii Xy6nu (Nagaraj Hubli, nagarajhubli);
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(ONONCHORONCNORONCNONONONCNONONONO,

Nekomata (nekomata-3);

Po6ept ®epc (Robert Furse, Rfurse);

Puyapn Kucc (Richard Kiss, richardkiss);

Py6en Anekcaupep (Ruben Alexander, hizzvizz);
CsMm Puum (Sam Ritchie, sritchie);

Cepreit Kotnsp (Sergej Kotliar, ziggamon);
Ceitnun Yumpa (Seiichi Uchida, topecongiro);
CumoH pe yia PyBbep (Simon de la Rouviere, simondlr);
Credan Ycre (Stephan Oeste, Emzy);
takaya-imai,

Tesiro Appanc (Thiago Arrais, thiagoarrais);
venzen;

Yunn Bbunxc (Will Binns, wbnns);

wintercooled;

wjX;

Boiiuex Jlanruesuu (Wojciech Langiewicz, wlk);
yurigeorgiev4.



lnaBa

BeepeHue

YTO TAKOE BUTKOMH

butkoitH (bitcoin) — 3T0 Ha6Op KOHIEMIINI ¥ TEXHOJIOTHIi, KOTOpble (GOPMUPYIOT
OCHOBY 1LIM(MPOBOI JEeHEXKHOW 3KOocucTeMbl. [leHeXXHble eIVHUIIbI, Ha3biBaeMble
OUTKOIMHAMU, VICTIONb3YIOTCS AJISI XpaHEeHUS U ITepelaul IEHHOCTY B JeHEKHOM BbI-
pakeHUM MEXKIY YIeHaM GUTKOITH-ceTu. I1o/1b30BaTe M GUTKOIH-CUCTEMbI 06Me-
HUBAIOTCS MHGpOPMaIIMeit IPyT ¢ APYTOM, UCTIOIb3YS AJIsI TOTO MPOTOKOI GUTKOI-
Ha, paboTaNMii B OCHOBHOM uepe3 VIHTepHeT, XOTSI MOTYT MPUMEHSITHCS U JTI0ObIe
IpyTyie TPAHCIIOPTHBIE CeTeBbIe MPOTOKOJbI. CTEK MPOTOKOIOB GMUTKOITHA, OCTYII-
HbIlt B Bume ITO ¢ OTKPBITHIMM MCXOIHBIMM KOJaMM, MOKET ObITh peajiM30BaH Ha
MHOTOUMCIEHHBIX TUITaX YCTPOVICTB, B TOM UMC/Ie Ha HOyTOYKaxX ¥ cMapT@oHax, 4To
CYIIeCTBEHHO YBeJIMUMBaEeT MaCCOBYIO IOCTYITHOCTD 3TO TeXHOIOTUM.

[Tonb30oBaTeNM MOTYT IepeaBaTh GUTKOITHBI ITO CETHU, YTOOBI BBHITTOMHSITH C HUMMU
MPaKTUUECKU Te 3Ke oTepaliu, YTo C TPaAUIIMOHHBIMU JeHEXHBIMU CpPeCTBAMMU,
B TOM UMCJie TIOKYIaTh U MPOAaBaTh TOBAPbI, TepechliaTh AeHbIM JIIOISIM U OpTa-
HU3AUSIM WIM TPefOCTaBIsITh KpeouT. BUTKOMHBI MOXKHO MOKYNaTh, MPOAAaBaTh
¥ 0OMEeHMBATh Ha JPyTMe BATIOThI HA CITENVAIM3MPOBAHHbBIX BATIOTHBIX OMPIKaXx.
B HeKOTOpPOM cMbIc/ie OUTKOIH SIBJISIETCS MaeanbHOI hopMoii meHer myst IHTepHe-
Ta 61aromapst CKOPOCTY OIepaluii ¢ HUM, 3alIUIIEeHHOCTY ¥ 6e3rpaHNYHOCTI 00-
JIaCTU ero mpuMeHeHMs .

B oTinune oT 06BIYHBIX JEeHEKHBIX eMHUI], OMTKOIH abCOMIOTHO BUpTYyaieH. He
CylIecTByeT HM (GU3NUYECKUX MeHEeXKHbIX 3HAKOB, HU Aaxke HMMPOBBIX JeHEXHBIX
3HAKOB )11 GUTKOJHA. BooOpaskaeMble TeHEXKHbIE eIVHUIIBI YUaCTBYIOT B TpaH3aK-
LIMSIX, KOTOPbIE TIepearoT Kakyue-i1nbo IeHHOCTY (B CTOMMOCTHOM BbIpaskeHUM) OT
OTIIPABUTENIST K TOyvaTeno. [Toib3oBaTenu OUTKOMHA BIAalel0T KIIoYaMy, KOTO-
pbIe MTO3BOJISIOT MM ITOATBEPXKIATh 001agaHe OUTKOHAMI B OUTKOMH-ceTn. C 1mo-
MONIBI0 3TUX KJIIOUeli TTOIb30BaTe/N MOTYT MOANMCHIBATD (3aBepPsITh) TPaH3aKIUN
ILJISI TIOTyYeHMSI JOCTYIIa K CBOei BaIIOTe U ee pacxo40BaHMsI MOCPEeICTBOM Mepea-
Y1 HOBOMY BJiaiesibIly. Kimtoun yacTo XpaHsTcs B IMMPOBOM KollleJibKe Ha KOMITbIO-
Tepe Wwin cMapTdOHe KakIOro mojib3oBaTens. O6gagaHue KIOUYOM, C ITOMOIIBIO
KOTOPOTO MOXXHO 3aBEPUTH TPAH3AKIUIO, SIBJISIETCS €IMHCTBEHHBIM TTpeIBAPUTEIb-
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HBIM YCJIOBMEM [JIs OIlepalnii ¢ 6MTKOTHAMM, TIPY 9TOM YIIpaBjieHMe MOJTHOCThIO
repenaeTcs KaXIOMY II0/Ib30BaTelIo.

BuUTKOITH peacTasiseT co60ii pacpeneeHHYI0 MMPUHTOBYIO (peer-to-peer) (Wn
OHOPAHTOBYI0) CUCTeMy. DTO O3HAuaeT, YTO B Hell HeT «LeHTPaJbHOTO» cepBepa
MJTV KaKOTO-7IMO0 ITYHKTA YIIpaBjieHst. BUTKOIHbI CO31aI0TCsI C TOMOIIIBIO ITpoIlecca,
Ha3bIBa€MOT'0 MaiHMHTOM (Mining), KOTOPbIN TOIpasyMeBaeT KOHKYPEHIIUIO B TO-
MICKe peleHuii Ijiss MaTeMaTU4Yeckoii 3ajaun rmpy 06paboTKe TpaH3aKLIyil OUTKO-
HOB. JI106071 wieH GUTKOIH-CeTU (TO eCTh 000, UCTIONb3YIOMINIT YCTPOIICTBO, HA
KOTOpOM paboTaeT MOIHbIN CTEK MPOTOKOIOB OUTKOIHA) MOKET BBICTYIIUTD B POJIU
maiiHepa (miner), MCTIIOb3ysI BHIUMCINTEIbHbIE MOIIHOCTM CBOET0 KOMIThIOTEpa JJIsT
MpoBepkyu ¥ buKcaluy TpaH3akiuii. B cpeqHem yepe3 Kaxkabie 10 MUHYT KTO-TO
rmobexkmaeT B COCTS3aHMM 3@ IPaBO ITOATBEPKAEHMS KOPPEKTHOCTM TpPaH3aKIINiA,
BBITTOJTHEHHBIX 3a 3TU Tpoinenie 10 MUHYT, ¥ BO3HArpaskgaeTcsl 3a 9TO HOBBIM
O6uTKOMHOM. IO CYIIEeCcTBY, MaifHMHT OMTKOHOB CIIOCOGCTBYET MeleHTpaIn3alyumn
(YHKIIMIT KITMPUHTA U BBIITYCKA JEeHEXKHbBIX 3HAKOB IIeHTPATbHBIM 6aHKOM U (GaKTy-
YeCKM UCKTIOUaeT Heo6X0OMMOCTh B KAKOM-JIG0 IIeHTPaTbHOM GaHKe.

[TpoTOKON GUTKOVHA BKIIOUAET BCTPOEHHbBIE aJITOPUTMbI, KOTOPbIE YIIPABJISIOT
dbyHkIMelt MmaitHuHTa B ceTeBoi cpefie. CIOKHOCTh BBIUMCAUTENbHON 3a/1aun, KO-
TOPYIO 00s13aTeJIbHO ITOJIKHBI BBITTOJIHUTL MaiiHepbl, PETyMpyeTcs] IMHAMUYECKH,
MO3TOMY B CpefHeM uepe3 Kaskable 10 MMHYT KTO-TO OCTUTaeT ycriexa BHe 3a-
BYCHMOCTH OT KOJIMYEeCTBA MaifHepOB (M OT KoJMuecTBa 06pabaThiBaeMbIX 3aay),
KOHKYPUPYIOIIUX B TeKyIIuii MOMeHT. Kpome Toro, mpoToKo/a mpeaycMaTpuBaeT
yYMeHbIIIeHVe HAIIOJIOBMHY CKOPOCTY CO3[IaHMs HOBBIX OGMTKOITHOB uepe3 Kaskible
4 roga ¥ orpaHMYMBaeT 06IIee KOJMUYECTBO CO3TAaHHBIX OUTKOMHOB (DUKCUPOBAH-
HOJVi BeJIMUMHOM, KOTOpasi He JTOJ/DKHA ITPeBbIaTh CyMMY B 21 MUJUIMOH eQVHMUII.
Takum 06pa3oM, KOIMIEeCTBO OMTKOITHOB, HAXOISIIMXCS B 0OpalleHni, BeCbMa TOU-
HO OIMCBIBAETCS JIETKO TTPOTHO3MPYEMOi KpUBOIi, KOTOpasi JOCTUTHET 3HaUeHMsI
21 mwuinoH K 2140 ropy. bnarogapss TakoMy YMeHBIIEHUIO CKOPOCTY «3IMUCCUM»
B TeueHue IJIUTEeIbHOTO MHTepBaia BpeMeH GUTKOVH MpeacTaB/sieT coboii med-
JIILVIOHHYIO BAJIIOTY. Bosiee Toro, 6GUTKOIH He moaBepskeH MHOIALNY B hopMe «I1e-
yaTaHMsI» HOBBIX IEHEeKHbIX KYITIOp CBepX Ipe/ojaraeMoii SMUCCMOHHO HOPMBI.

Ecu 3amIssHyTh TTOTTY63Ke, TO OUTKOMH Takke MOKHO ONpeIeInTh Kak Ha3BaHMe
MPOTOKOJIA, MUMPUHTOBOM CETH ¥ HOBOJ TEXHOJIOTUM pacrpemeleHHOi 06paboTKI
JAHHBIX. BUTKOIMH Kak JeHekHas eIVHMUIIa AefCTBUTENbHO MpPeaCTaB/sieT coboii
caMoe TepBoe MpaKTHUUecKoe MpUaoKeHMe 3TOI HOBOJ TeXHOJOTUM. BUTKOIH SIB-
JITeTCSI CYMMapHbIM Pe3yJIbTaTOM MHOTOJIETHUX MCCIeIOBaHMIi B 06JIaCTY KPUIITO-
rpadum 1 pacrpemeneHHbIX CCTEM U BKIIOUAET YeThIpe [JIaBHble MHHOBAIIMM, 00b-
eIVHeHHbIe B eIMHCTBEHHYIO B CBOEM POJle MOIIHYI0 KOMOMHAaINI0. OCHOBHBIMU
KOMIIOHEHTaMM TeXHOJIOT UM GUTKOHA SIBJISTIOTCS :

O [eleHTpanM30BaHHAS MMMPUHTOBAS CETh (ITPOTOKOJ GUTKOITHA);

O o6uIemocTyIHbI peecTp TpaH3akuuii (6iaokueitH (blockchain));

O wHabop mpaBMa OJiI HE3aBUCUMMOJ TMPOBEPKM (BaaMOALMM) TpPaH3aKINMiA

¥ SMMCCUU (BBIITYCKA) NeHEeXHbIX eAUHUL] (IIpaBujia KOHCEHCYCa);
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O MexaHM3M 151 JOCTMSKEHMSI II00aIbHOTO JelleHTPaI30BaHHOTO (pacIpeie-
JIEHHOT0) KOHCEeHCYca IpU IIPOBepKe KOPPEKTHOCTHM (BauIanymn) 6j10KIeiiHa
(anropmTM IOKA3aTeTbCTBA BHIMOMHEHNS paboThl, Proof-of-Work algorithm).

Kak pa3paboTumK s CuMTa0 OMTKOMH CUCTEMOIi, OUeHb MOX0oKel Ha «VIHTepHeT
nener» (Internet of money), To ecTb Ha ceTh JIJIsS pacIIpOCTpPaHEeHMS IIEHHOCTEe 1 JJIs
3alMTHI MpaBa BiageHus] IMGPOBbIMYU aKTUBAMU, GYHKIIVMOHUPYIOIIYIO Ha OCHOBE
pacripeiesieHHbIX BbIUMCIeHMIt. [Ipy 9TOM Pojib OGMTKOIIHA ropasgo 6ojee 3HAUM-
Masl, YeM KaykeTCsl Ha TIepBblIif B3IJISI,

B 9T0i1 I/1aBe MbI HAUHEM M3ydeHMe HEKOTOPbIX OCHOBHBIX KOHIIETIINIA 1 oTIpe/ie-
JIeHU1, TO3HAKOMMMCS C HeOOXOAMMBIM MTPOTPaMMHBIM o6ecrieueHem (I10) u rmo-
mpobyeM MCIOb30BaTh OUTKOIH JJIs1 TPOCTBIX TPAH3aKIMii. B ciieqyionux riaBax
OyayT paccMaTpuBaThcs 6ojiee MIyOOKMe YPOBHM TEXHOJIOTMM, KOTOpas caeajia
BO3MOXXHBIM IOSIBJIEHME OUTKOIHA, a TaKke BHYTPeHHME (YHKIMOHATbHbIE BO3-
MOSKHOCTM ¥ 0COGEHHOCTY CEeTM U TIPOTOKOJIa OUTKOIHA.

LundpoBbie AeHbrM A0 GUTKOMHA

lNosiBNeHue xn3HecnocobHbIX LMGPOBbLIX AEHEr TECHO CBSA3aHO € pa3paboTkamu B 06-

nactn kpuntorpadun. Nos3ToMy BMOMHE eCTeCTBEHHO CYMTATb OCHOBOMOMAratoLLLen

rMaBHOM 3afa4ei MCnonb3oBaHWe BUTOB A4 NpencTaBaAeHUs CTOMMOCTHOM LEHHOCTH,

KOTOpYI0 MOXXHO 06MeHMBaTb Ha TOBapbl M yciyru. Bee xenatowme nonb3oBatbes Lmb-

pOBbIMU AEHbraMU LOMKHbI OTBETUTb HA TPU KJTHOYEBbLIX BOMPOCA:

1. Mory nu 9 6bITb yBEPEHHBIM B TOM, YTO LMGDPOBbIE AeHbIM LOCTOBEPHBI (M 3aKOH-
Hbl) U He ABNAKOTCS NoALENbHbIMU (DanbLUMBBIMKM)?

2. Mory v 9 6bITb yBEPEHHbBIM B TOM, YTO LM(POBbIE AEHBIMM MOXHO NMOTPATUTD TOJb-
KO 0fMH pa3 (3Ta npobneMa M3BecTHa Noj Ha3BaHMEM «IBOMHOE PacXOA0BaHME»
(double spending))?

3. Mory nu 5 6bITb YyBEPEHHBIM B TOM, YTO HUKTO APYroM HE CMOXET 3asBWTb, YTO 3TH
[LeHbrM NPUHAANexaT eMy, a He MHe?

OpraHu3aumu, BefaoLme BbiMyCKOM OYMaXKHbIX AeHer, BeoyT HernpepbiBHY 60pbby

€ npobnemoi noaaenku Kyniop, Cnonb3ys AN 3Toro Bcé bonee CNoXHble CTENEHM 3a-

WMTbl ByMarm n TexHONorMn nevatu. bymaxkHble aeHbrv peluatoT npobnemy ABOMHOIO

pacxof0BaHUS OYEHb MPOCTO, MOTOMY YTO OAMH W TOT Xe UCT ByMarn He MOXeT Ha-

XOAMTbCA B ABYX MECTaX OAHOBPEMEHHO. PasyMeeTcs, M MPUBbIYHbIE BCEM HaM [eHbrM

4aCTo MOXHO XPaHWUTb M Nepenasathb B LUMdpoBoi dopme. B 3tnx ciyyasx npobneml

NoAAeNKU U ABOMHOrO PacXof0BaHUS YCTPAHAKOTCS C MOMOLLbIO NPOLEAypbl KIMPUH-

ra (6e3HannyHbIX B3aMMHbIX PaCYETOB) BCEX 3/MEKTPOHHbIX TPaH3aKUMIA B LieHTpanu-

30BaHHOW CUCTEME KOMMETEHTHbIX OPraHOB, OCYLLECTBASIOWMX OOLWUIA MOHUTOPUHT

BCEX AEHeXHbIX CPEACTB, HAXOAAWMXCS B 0bpaleHnn. 1nsa umdpoBbIX AeHET, KOTopble

He MOryT BOCMO/b30BaTbCS MPEUMYLLECTBAMU HEBUAMMOM TUNOTPaPCKOM KPacku Uan

ronorpacduyeckmnx nonocok, Kpuntorpadusa npennaraet OCHOBHOE CPeACTBO AN CO3-

[3aHWUS YyBEPEHHOCTM B 3aKOHHOCTM 0OBbSBASIEMOM MOMb30BaTeNEM LEHHOCTU. TouHee

roBops, Kpuntorpaduyeckme Undposbie NOANUCH MO3BONSIOT MOb30BATENIO 3aBEPUTD

(cobcTBEHHOM NOAMMCHIO) LMPPOBbIE AKTUBbI MM TPaH3aKLMIO, NOATBEPXKAAIOLLYIO
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NpaBo BNAAEHMS 3TUM aKTUBOM. [1pM UCMONb30BaHMM COOTBETCTBYIOLEN apXUTEKTYPSI
uMdpOoBbIe MOAMUCU TaKXKe MOTYT MPUMEHSTLCS AN YCTPaHeHWs NpobieMbl 4BOMHOIO
pacxoLoBaHums.

C Hauanom bonee WMPOKOW LOCTYNHOCTU M Gonee rnyboKoro NOHMMaHUS METOA0B
kpuntorpadumn B KoHue 1980-X rr. MHOrMe nccaenoBaTeNy NonbITaaMCh MCNOMIb30BaTb
Kpuntorpaduio ans cosgaHus unMdpoBbix BantoT. CaMble nepBble NpoeKTbl B 3TOM 06-
NIACcTU reHepupoBanu UMdpoBble AeHbIM, 0ObIMHO 0becneynBaemMblie HaLMOHANBLHOM
BAJIOTOM MM APArOLEHHbIMX METaNNaMM1, HANpUMep 30/10TOM.

HecmoTps Ha TO 4TO 3TW nepsble LMPPOBbIe AeHbIM AEUCTBUTENBbHO GYHKLMOHMPO-
Ba/M, OHW OCTaBaNMCb B paMKax LLEeHTPaNM30BaHHbLIX CUCTEM, MO3TOMY NpeacTaBns-
M coboi Nnerkyt MULeHb ANS HanaLeHWi rocyaapCTBEHHbIX OPraHOB M XaKepos.
MNepBble uMdpoOBble AEHLIM WCMOMb30BaNU LEHTPASM30BAHHYK pacyeTHy nanarty
AN perynupoBaHUs BbINMOAHEHUS BCEX TPaH3aKUMK C perynsipHbiMM MHTEpBanamu
TOYHO TaK e, Kak B 00bl4HOM OaHKOBCKOM cucTeMe. K coxaneHuto, B 60NbLUMHCTBE
C/ly4aeB 3TU HaxoAswmecs B paHHeW CTaguMu CTaHOBMEHUS UUbpOBblE AeHbIU Npu-
BJeKanu ocoboe BHMMaHME BCTPEBOXXEHHbIX MPaBUTENbCTBEHHbBIX OPraHOB U B KO-
HEYHOM MTOre YHUUTOXanucb B cynebHoM nopsaake. MiHoraa kpax uuMdpoBbiX BankoT
CTaHOBWJICS 3aMETHbIM SIBIEHMEM, KOrAa NOAAEPXKMBAOLLME MX KOMNAHUKU BHE3AMHO
JIMKBUAMPOBANMUCh. YTOObI CTaTb YCTOMYMBBIMU K BO3LENCTBUAM MPOTUBHUKOB, Oyab
To oduuUManbHble NPABUTENbCTBEHHbIE OpPraHbl MAM KPUMWHANbHblE 3/1EMEHTLI, Ae-
LeHTpann30BaHHble LM(OPOBLIE AEHbIM AOMKHbI OblIM HEMPEMEHHO M36aBMTbLCS OT
eJMHCTBEHHOM YA3BMMOM AN aTaK TOUKU. BUTKOMH ABASeTCS UMEHHO TakoM CUCTEMON,
[leLLeHTpasIM30BaHHOM N0 CBOEN CYLHOCTM U3HAYabHO M CBOOOLHOM OT KakMx-nMbo
LLeHTpaNnbHbIX OPraHOB aBTOPU3aLLMK MU MYHKTOB YNpaBAeHUs, KOTOpble MOXHO aTa-
KOBaTb M BbIBECTM M3 CTPOS.

UcTopna co3pAHMS BUTKOVHA

Butkoiin 6611 co3gad B 2008 romy, 0 ueM coob1ana craThs «Bitcoin: A Peer-to-Peer
Electronic Cash System»', ony6iamkoBaHHas mop, rceBgoumumMom Catoir HakamoTo
(Satoshi Nakamoto) (cMm. npuiokeHue A). HakamoTo 06beAVHIII HECKOIBKO Gostee
paHHMX MHHOBaIMif, Takux Kak b-money 1 HashCash, nas cosganusi mosHOCTbIO
JelleHTPaIM30BaHHOM 37IeKTPOHHOI CUCTEMbI AeHeXHBIX PACUETOB, B OCHOBE KO-
TOPOIT He MMEeIOCh KaKOTO ObI TO HU GBIJIO IIEHTPATILHOTO OpraHa aBTOPU3aIuu JJIst
SMMCCUU TeHEeXKHbIX eIVHULL WIN IJiS1 peryaIupoBaHMsI U MTPOBEPKU KOPPEKTHOCTU
TpaH3akiuii. [7TaBHBIM HOBOBBeJeHMEM CTal0 MCIIONb30BaHMe paclpeneneHHO
CUCTEeMbI BbIUMCIeHNI (Ha3BaHHOM aJTOPUTMOM J0Ka3aTeabCTBa BbITTOTHEHUS pa-
60Tb1, Proof-of-Work algorithm) mjist mpoBemeHMsT BCeoOIIMX «BbIGOPOB» Uepe3 Kasxk-
Ible 10 MMHYT, YTO MO3BOJISIIO B AeLleHTPa/IM30BaHHO CeTU OCTUTaTh KOHCEHCYCa
(consensus) IO TeKYIeMYy COCTOSSHUIO TpaH3aKuil. Takoi noAX0I U3SILIHO Pelln

! «Bitcoin: A Peer-to-Peer Electronic Cash System», Satoshi Nakamoto (https://bitcoin.org/
bitcoin.pdf).


https://bitcoin.org/bitcoin.pdf
https://bitcoin.org/bitcoin.pdf
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Mpo6ieMy IBOITHOT'O pacXOI0BaHMSs, TPV BOSHMKHOBEHM KOTOPOi O[THA TeHesKHAsT
eIMHUIIA MOKeT ObITh IIOTPaueHa ABasKAbI. [0 3TOTO MpobiemMa JBOMHOTO PacXomo-
BaHMs ObIIa IBHBIM HEJOCTATKOM LM (PPOBBIX JeHer 1 pellanach ornepaunsiMu K-
pUHTa BCeX TPaH3aKIMii yepes IeHTPaIbHYI0 PAaCUETHYIO TIaIaTy.

BuTKOITH-CceTh Havasa cBoio paboTy B 2009 romy Ha OCHOBE peayn3aliui, OIcaH-
HOI1 B cTaTbe HakamMOTO 1 € TeX TTOp MHOTOKPATHO Y/y4llIeHHO MHOTUMU IPYTUMU
MIporpaMMICTaMMU. Peanmsanus aJropuTMa J0Ka3aTeIbCTBA BbIIOJHEHMST PabOThI
(MaltHuHra), 06eceunBaloiero 3alluTy U KM3HEeCIIOCOGHOCTh GMTKOIHA, TOCTO-
SIHHO HapalllBaja CBOIO MOIIb U B HACTOSIIee Bpems MPeBOCXOAUT CYMMapHYIO
BBIUMCIMUTEIbHYI0O MOITHOCTh CaMbIX JIYUIIMX CYIIepKOMITbIOTepOB Mupa. O6imas
PBIHOYHAS CTOMMOCTH GMTKOIIHA BpeMeHaMM IIpeBbIIaeT cyMmMy B 20 MU/UIMAPIOB
nmosnapoB CIIIA B 3aBMCMMOCTH OT TEKYILEro Kypca o6MeHa 6UTKOHA Ha qosutap. 1o
Cero MOMeHTa caMOJt KPYITHOJ TpaH3aKIIyel, MpoBeAeHHOl B GUTKOITH-CeTH, OblIa
cymma B 150 MmunnmonoB gostapos CIIA, mepeBeeHHAass MTHOBEHHO ¥ 06paboTaH-
Hast 6e3 KaKUX-1160 OTUMCIeHUIA.

Carom HakamMoOTO OTCTpaHUJICS OT aKTMBHOJ HesTelbHOCTU B amnpene 2011 ro-
Ia U Tepenay OTBETCTBEHHOCTDb 3a pa3paboTKy MPOrpaMMHOTrO KOJa M pa3BUTHE
CeTy MmpeycIieBalolei rpymre 106poBosblieB. HacTosiee nMs yejioBeKa U rpyr-
TIbI JIIOZel, TPUAYMaBIINX OUTKOIMH, OCTaeTcs HeM3BeCTHBIM. B i060M ciryuae,
Hu Cartomy HakamMoTO, HM KTO-IM6GO0 IPYroii He MBITAJICS JIMYHO YIIPaBISITh BCet
OUTKOIMH-CUCTEMO B 11eJIoM. PYHKIIMOHATbHOCTh OUTKOMH-CUCTEMBI OCHOBaHa
Ha COBEpPIIEHHO SICHBIX MaTeMaTUUYeCKMX MPUHIMUIIAX, Ha OTKPBIThIX MCXOTHBIX KO-
Iax M Ha KOHCeHcyce (COryiacoBaHMM) MeXKIy uieHaMu cucteMbl. CaMmo 1o cebe 3To
1306peTeHNe CTaJa0 MPOPHIBOM U YiKe TTOPOAMIO HOBYIO 00JIaCTh HAYKM Ha CTHIKE
TaKMUX OUCLUAIUIMH, KaK pacipeaeaeHHas 06paboTka JaHHbIX, SKOHOMUKA U SKOHO-
MeTpuKa (MaTemMaTHUuecKasi SKOHOMUKA).

PeweHune npobnembl pacnpeaeneHHon 06paboTKM AaHHbIX

MN306peTeHune Catowmn HakamoTo, KpoMe BCero npoyero, npeacraBnseT cobor npakTu-
Yyeckoe M COBEepLIEHHO HOBOE pelleHue OLHOM M3 3ajay pacnpeneneHHon obpabot-
KM [aHHbIX, U3BECTHOM NOA Ha3BaHUEM «3afava BU3AHTUICKMX reHepanosy. KpaTtkoe
0ObACHEHMeE 33,a4n: MONbITATbCS COrNAcoBaTh 006pa3 AENCTBUI UM COCTOSHUE CUCTE-
Mbl NMOCpeacTBoM obMeHa MHMOpMaLMeln B HEHAAEXHOW M MOTEHLMANbHO OMNACHOM
ceTeBoW cpese. PeweHne Catowm HakaMoTo, MCNonb3yloLee KOHLENLMIO A0Ka3aTeNb-
CTBA BbIMOJIHEHUS PabOThl AN LOCTUXKEHUS KOHCEHCYca 6e3 LLeHTPalibHOro opraHa
yNpaBneHus, 3aCNy>KMBAOLLEr0 AOBEPUS, ABASETCS HACTOALWMM NPOPLIBOM B 061acTH
pacrnpefeneHHon 06paboTkM AaHHbIX, @ 0061acTb NMPUMEHEHMUS 3TOr0 peLleHUst He
OrpaHnuMBaeTCs GUHAHCOBOW Chepoit. ITy TEXHONOTMI MOXHO NPUMEHSTb ANS O0-
CTUXXEHMS KOHCEHCYCA B AELEeHTPaNM30BaHHbIX CETIX ANS A0KA3aTenbCTBA YECTHOCTU
M KOPPEKTHOCTW MpPOLLeLyp ros0CoBaHUA Mpu BbibOpax, pe3ynbTaToB TMpaXen noTe-
pen, peectpoB MMyLLEeCTBa (aKTMBOB, POHAOB U T.1M.), LMD POBbLIX HOTAapMaNbHbIX CBUIE-
TeNbCTB U MHOFOro Apyroro.
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BAPVAHTbI MCNONb30BAHMS BUTKOMHOB, NOJIb30BATE/IN
n nxX UCToPuun

BUTKOIH — 3TO MHHOBALIMS B APEBHEN TEXHOJIOIMH JeHeXKHOro obopora. ITo cBoeii
CYTV I€HbI'Y MIPOCTO 06eCIIeunBa0T 06MEH Pa3HOOOPA3HBIMY IIEHHOCTSIMM MEKITY
moabMu. [103TOMY, UTOGBI TTOTHOCTHIO TTOHSITh GUTKOIH M €r0 MPaKTUYecKoe Mpu-
MeHeHMe, Mbl HaYHeM 3HaKOMCTBO C 3TOI TEXHOJIOTHEN C TOUKU 3peHus JIIAei,
UCMOMb3yoIMX ee. Kaskaplii 13 YIIOMSIHYTbIX HIMKe JIIOJIeil M COOTBETCTBYIOUIMUX
paccKa3oB O HMUX MOKAa3bIBAeT OAMH WM HECKOJBKO KOHKPETHBIX BApMAHTOB JC-
MOJIb30BaHMsT. MbI Oy/leM BO3BPAIIaThCSI K HUM Ha IPOTSIKEHMM BCeVi KHUTH:

Po3nuunas mopzosns dewessimu mosapamu 8 CesepHolii Amepuxe

Aunnca (Alice) sxuBet B o6;acTy 3anuBa B CeBepHoit Kanmdopraun. OHa yoblinana
0 OUTKOJIIHe OT CBOMX JIpy3eii-TeXHapeil 1 XOueT MCIOAb30BaTh ero. Mbl 6ymem
CJIeIUTD 32 TeM, KaK Anica usydaeT OUTKOH, 3apabaThiBaeT HECKOIbKO OUTKOI -
HOB, 3aTe€M TPATUT HECKOJIbKO OMTKOMHOB Ha yamKy Kode B Kade Boba B ITasno
AJTO. DTa UCTOPMS TTO3HAKOMMUT HAC C MPOTPaMMHBIM obecrieueHmeM, ¢ Ipoiie-
IypaMy o6MeHa ¥ C OCHOBHBIMM ITPOCTBIMY TPAH3AKIMUSIMU C TOUYKY 3PEHUS T10-
TpebuTesIst PO3HUYHBIX TOBAPOB.

Po3nuuHnas mopzosns dopozocmosiujumu mosapamu 8 CegepHoli Amepuke
Kapon (Carol) — Bragenuiia xymoskecTBeHHOI rajsepeu B CaH-@panimcko. OHa
MpoJaeT JOPOTrOCTOSIIINE KAPTHUHBI 38 OMTKOIMHBI. B 3TOIT McTOpuM OyIeT omucaHa
OIaCHOCTb aTakK TUIa 51 MPOIEeHT MPU JOCTUKEHUY KOHCEHCYyCca [JIsT PO3HUYHBIX
MPOAABIOB IOPOTOCTOSIIIMX TOBAPOB.

Ycnyeu no ogpuiopHomy KoHmpaxmy
Bob6 (Bob), Bnagener kade B ITano AnTo, co3maeT HOBbIN Be6-caiiT. OH 3aK/TI0UMIT
KOHTPAKT ¢ Be6-paszpaborunkom l'omemem (Gopesh), KOTopblii kuBeT B BaHra-
qgope (Uugus). T'omell corjaaceH IOJyYUTh OIUIATY B OMTKOJMHAX. DTa MCTOPUS
IeMOHCTPUPYET BO3MOKHOCTY OUTKOIHA B 06/IACTY ayTCOPCUHTA, IIPU TOTyJe-
HUM YOTYT TT0 KOHTPAKTY U MIPY BBITIOTHEHUM MEXIYHAPOIHBIX TeHEXKHbBIX TIepe-
BOZIOB.

Be6-mazasuH
Ta6puanb (Gabriel) — mpeanpuMMUMBEIi I0HOIIA U3 Puo-me->KaHeiipo, opraHu-
30BaJl HEOOJBIIOI Be6-Mara3uH, B KOTOPOM MpopaioTcs Gyr6onku, kodeiiHbie
KPY)KKY ¥ HaKJIEMKU C JIOTOTUIIOM OUTKOIHA. Tabpuasib CAUIIKOM MOJIOH, YTO-
ObI OTKPBITH JIMYHBII CUeT B 6AHKE, HO POAMUTENN BCSTYECKU MOOIIPSIOT €0 TSTY
K IpeIpUHMMATENbCTBY.

FnazomsopumenvHas 0esimenbHOCMb, NO#ePMBE08AHUsl
dyxenus (Eugenia) — IMpeKTOp JETCKOTO 61arOTBOPUTENBHOTO YUPEKIEHMS Ha
OununnuHax. HemaBHO OHa y3HaIa Py GUTKOMH M XOUeT BOCIIONIb30BAThCS UM
IS OXBaTa HOBOW KPYITHOI I'PYIIIbI 3apyOEKHBIX M MECTHBIX SKepPTBOBATEEN,
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YTOOBI OPTaHM30BaAThH COOP CPENICTB MJIST CBOEN 6/IaTOTBOPUTENTBHOI e TeTbHO-
ctu. Kpome Toro, oHa M3y4yaeT CIIOCOObI TMIpMMeHeHMsT OUTKOIHA [T OBICTPOIA
repenauyy INeHeKHbIX CPeICTB HYKAAUMMCS. OTa UCTOPUST TIPOAEMOHCTPUPY-
eT UCIO/MIb30BaHMe OUTKOITHA ISl opraHM3anuu c6opa JeHEXKHBIX CPeCTB 6e3
yJyeTa pasjinmuuii BaJIOT ¥ TOCYJapCTBEHHBIX I'PAHMUII, a Takke MCIOIb30BaHMe
006I1IeJOCTYITHOTO peecTpa it YeCTHOTO BeIeHNsI [Iesl B 6J1arOTBOPUTETBHBIX OP-
raHU3aI UK.

Hmnopm/akcnopm
Moxammen (Mohammed) — uMmnopTep 3/IeKTpOHNUKM B [Tyb6au. OH IbITaeTCs UC-
M0JTb30BaTh OUTKOIH JJIsT TIOKYIIKM 37eKTpoHuKY B CIIIA n Kutae mjis mmmop-
ta B OAD, 4TO6BI YCKOPUTD MPOLIEIYPY OIUIATHl MMIIOPTUPYEMbBIX TOBAPOB. JTa
MCTOPUS TTOKAKET, KAK MOSKHO MCITO/Ib30BAaTh OMTKOMH IJIs1 KPYITHBIX MEKIyHa-
POIHBIX OM3HEC-TUIaTekel, CBI3aHHBIX C MaTepPUaTbHBIMM TOBApaMMU.

Matinune 6umkotiHos
LI3uH (Jing) — CTyIeHT, U3yJaloLnii KOMIbIOTEpHYIO MHXeHepuio B llanxae. OH
cob6pas CTOiKY ¢ 61oKaMy MaliHMHTa [JIs 3apabaThiBaHNsSI GUTKOIHOB, VICTIONb3YST
CBOU MHKeHepHbIe HaBbIKY U 3HAHUS [JIs1 obecrieueHMst mpuobbuin. B aT0i 1cTO-
pun O6yeT pacCMaTpUBATBCS «ITPOMBILIIEHHAs» OCHOBA OMTKOMHA: crieluani-
3MpOBaHHOE 000pyIOBaHKe, IIPUMeHsIeMoe ISl 3al[UThl GUTKOVH-CEeTU U JJis
reHepanyy HOBbIX IeHesKHbIX eqVHNLI.

B KaxKmoii 3 3TUX UCTOPUIL PUTYPUPYIOT peabHble TN, IPEIIPUSITIAS U Opra-
HU3ALMM, UCIIOIb3YIOLIVE B HACTOSIIIee BpeMst 6MTKOMH IJIsI CO3IaHNs HOBBIX PhIH-
KOB, HOBBIX OTpac/Ieii IIPOMBIIIIEHHOCTY ¥ COBPEMEHHbIX 3((HEeKTUBHBIX peIleHMii
npo6ieM r106aabHO SKOHOMMUKINA.

HAYMHAEM OBYYEHMUE

ButkoitH (bitcoin) — 9TO MPOTOKON, JOCTYH K KOTOPOMY MOXKHO IOIYYUTH C IO-
MOIIbI0 KIMEHTCKOTO IPWIOXKEHUS, TOBOPSIIEro Ha $SI3bIKE 3TOrO ITPOTOKOJIA.
butkoiiH-koiesnek (bitcoin wallet) mpencrasisieT co60it Hauboiee YacTo UCIIONb-
3yeMblii TTOJIb30BATEIbCKMIT MHTEepdENic K GUTKOH-CUCTEME, TOUHO TaK Ke, KaKk
Beb-6pay3ep SBNIseTCS Hauboee YacTO MCIIONb3YEMbIM I10Tb30BATEIbCKUM WMH-
Tepdericom K mpoTokoay HTTP. CymiecTByeT MHOKECTBO peaam3alnii ¥ BapyuaHTOB
OUTKOIH-KOIIIeJTbKOB, TOA06GHO MHOKECTBY BApMaHTOB Be6-0pay3epoB (Harpmumep,
Chrome, Safari, Firefox, Internet Explorer, Iumexc-6paysep). Y KaXkIoro eCcTb CBO
J06UMBIN 6pay3ep (s1 3a Mozilla Firefox) u cBoit «oTpuiiaTeIbHbIN Tepoiil» (S IIPOTUB
Internet Explorer), Tak 1 GMTKOITH-KOLIEIbKYM PA3IMUYAIOTCS TI0 KaUeCTBY, TPOU3BO-
IUTETbHOCTY, 3aIIUIIEHHOCTH, YPOBHIO CEKPETHOCTM (IIPUBATHOCTM) U HALEKHO-
cty. CyIecTByeT TakKe STAJIOHHAS peaau3alns MpoToKoaa 6MTKOHA, M3BeCTHAS
Kak Satoshi Client uau Bitcoin Core, mpousBomHast OT MCXOOHOM peannusainuy, Ha-
nuca”nHoi Catomu HakamoTo.
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Bbi60p 6UTKOMH-KOLLENbKa

BUTKOMH-KOIIEeNbKY SBISIOTCST Haubosee aKTMBHO pa3pabaTbiBaeMbIMMU TPUIIO-
SKEHMSIMM B 9KOCHCTeMe OUTKOIHA. 3[ech CylIeCTBYeT JKeCTKash KOHKYPeHIUS, U,
HECMOTpPSI Ha TO YTO OYepeIHO} HOBBIN KOIeJeK, BO3MOXKHO, pa3pabaTbIiBaeTCs
MpSIMO Ceifyac, HeCKOIbKO KOIIeTbKOB, MOSBUBIINXCS B IIPOIUIOM TOAY, YKe He
MMeeT aKTUBHOV MOAAepsKKN. MHOTMe KOIIeNIbKM MpeJHa3HAYeHbI /I KOHKPeT-
HbIX TUIATHOPM WM IJIS1 CHEIMaTbHBIX BapMAHTOB MCIIOIb30BAHMS, HEKOTOPbIE
60s1bIIIe TTOAXOMST AJISI HAUMHAIONIMX, TOTAa KaK APyTMe MPeqoCTaBISIOT MOTHBIN
Hab0p PYHKUMOHAJIBHBIX BO3MOKHOCTEN 117151 60JIee OIbITHBIX ITOJIb30BaTeeli. Bb-
60p KolleabKa abCoMIOTHO MHAMBUIYAIEH M 3aBUCUT OT CIOCOOA VMCIT0Ib30BaHMS
M TPAKTUYECKOTO OTIbITAa TMOJb30BaTesss. TakumM 06pa3omM, HEBO3MOXKHO ITOPEKO-
MeHZO0BaTh KOHKPEeTHOEe Ha3BaHMe MM KOHKPETHBIN MPOEeKT Koleabka. Tem He
MeHee MOXKHO IMPOBECTU KIacCcMUKAIMI0 GUTKONH-KOIIETbKOB B COOTBETCTBUM
C TmonmepkuBaeMbIMM TuiaThopmMaMy U (QYHKIMOHATBHBIMMY BO3MOKHOCTSIMU
¥ BHECTU OTpeie/IeHHYIO SICHOCTh B MH(OPMAIMIO O Pa3IMUHbBIX TUIIAX CYIIEeCTBY-
IOIIVX KOIIIEeTbKOB. XOPOIIIO, UTO IepeMelieHNe AeHeTr MesKAy KoleTbKaMu ITPou3-
BOZAMTCS MIPOCTO, AEIIEeBO U OBICTPO, TOTOMY JIyUllle BCETO MOMPOOOBATh HECKOIb-
KO pa3HbIX KOIIEIBKOB, UTOOBI BBIOPATH TOT, KOTOPBIN OOJIbIIIE BCETO COOTBETCTBYET
BaIlIVIM TPeGOBaHMSIM.

[To mopmepskuBaeMbIM IUIaTGOPMaM MOKHO KIacCHMOUIIMPOBATb OUTKOIH-KO-
HIEJIBKY CJIEYIONIMM 06pa3oM:

O «kowenex 0ns deckmona (desktop wallet) — TIepBbI TUIT OUTKOIH-KOIIIEIbKA,
CO3IAHHBIN KaK 3TAJIOHHAS peann3alyus, M MHOTME TI0Tb30BaTeNy paboTa-
IOT C KOIlIeJbKaMM JJIs1 IeCKTora (HaCTOJMbHOTO KOMITbIOTEPA), BbIOMpast UX
3a GYHKIMOHATbHbIE BO3MOKHOCTY, aBBTOHOMHOCTD U TIOJTHOTY yIIPaBIeHNs,
KOTOpbIe Tpe[jiaraeT 3TOT TUIl KolleabKoB. Ho pabora mop yrpaBieHuem
OIlepaliOHHBIX CMUCTEM O0IIero HasHavueHusl, Takux Kak Windows 1 MacOS,
MMeeT CBOYM HeJJOCTaTKM, CBSI3aHHbIE C HeIOCTATOUHO 3al[UII€HHOCTHIO, TaK
YTO IeCKTOI-TUIAThOPMBI 3aUaCTyI0 He MOTYT 00eCIIeunTh HaAJIeXKaluii ypo-
BEHb 3alIUThI ¥ COOTBETCTBYIOIYI0 KOHMDUTYpaALINIO;

O MmobunwHetli Kowenek (mobile wallet) — HanbosIee YaCTO VMCIIONb3YEMbII TUIT
O6UTKOIMH-KoIIeabKa. PaboTamoiue Ion yIpaBieHMeM OIepalMOHHBIX CHU-
creM 1151 cMapThOHOB, TakuX Kak Apple iOS 1 Android, 3T KolenbKu yaiie
BCETO SIBJISIIOTCST HAWJTYUIIMM BbIOOPOM [IJIS1 HOBBIX ITOJIb30BaTeseit. MHorue
M3 HUX CIIPOEKTMPOBAHbI TAKMM 00pPa30M, UTOOBI 00ECIIEUUTh MAaKCUMAaJIb-
HYIO MPOCTOTY MCITOJIb30BaHMSI, HO €CThb U MOMHOMYHKIMOHATbHBIE MOOUITb-
Hble KOIIeTbKM /IS ONTBITHBIX IT0b30BaTeIel;

O eeb6-kouwenex (web wallet) — moctyrneH yepes Beb6-6paysep, a cam I0JIb30Ba-
TETbCKMII KOIIeNeK XPAaHUTCS Ha cepBepe, IIPMHAJJIEXKAIEM TpPeTheil CTO-
poHe. DTO TOXOXKe Ha OPTaHM3aIMi0 Be6-IOYTHI, MOTHOCTbIO OCHOBAHHOM
Ha MCIIOIb30BaHUM CTOPOHHEro cepBepa. HeKoTopble U3 3TUX CEPBUCOB UC-
MOJIb3YIOT AAJ1s1 PA6OTHI KOJ, Ha CTOPOHE KIIMEHTa, BBITIONHIEMbIi B 6pay3sepe
T0JIb30BATEJIS, UTO TTO3BOJISIET COXPAHUTD YIIpaB/IeHNe KIIoUuaMiu OUTKOTHA
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B pyKax M0/ib30BaTesist. Ho 60IbIIMHCTBO CEPBICOB MpearaeT KOMIIPOMMUCC,
TIpMHUMas Ha cebs yrpaBjieHue KIoyamMy 6MTKOTHA B OOMeH Ha MPOCTOTY
MICITONIb30BaHMsI. U1 BCE ke 1 He peKOMEHIYI0 XpPaHUTh O0JbIIOi 06beM OUT-
KOJHOB Ha CTOPOHHUX CUCTEMAX;

O annapamubtiii kowenex (hardware wallet) — ycTpoiicTBO, o6ecreunBaloliiee 3a-
IUTY OUTKOMH-KOIIIeIbKa, XPAHSIIErocss Ha CIelyMaJu3MpPOBaHHbIX arlra-
paTHBIX cpeacTBax. Takoe YCTPOIICTBO MOXKET paboTaTh BMECTe C IEeCKTOII-
HbIM Be0O-OpaysepoM, 06MeHMBasIChb JaHHBIMU depe3 mopT USB miu uepes
OMKHIOI OECKOHTAKTHYIO CBsI3b (near-field-communication (NFC)) Ha Mmo-
OUJIBHOM YCTpolicTBe. Biaromapst 06paboTKe Bcex orepanuii ¢ OUTKOHaMu
Ha Cenyaau3upoBaHHO afmapaTrype 3TOT TUIT KOIIeJTbKOB CUMTAETCSI OUeHb
XOPOIIIO 3alMIIeHHBIM Y BITOJTHE MTOAXOASIIMM JIJIsI XpaHeHMSI KPYTTHBIX CYMM
B OMTKOHAX;

O OymaxHblii Kowenek (paper wallet) — KITIOUU, yIIPaBIISIONIVE GUTKOTHOM, TAKKe
MOTYT OBbITH pacIieyaTaHbl IJIs JOJITOBPEMEHHOTO XpaHeHMs. ITO Ha3bIBAIOT
OyMaskHBIM KOIIEJIbKOM, HECMOTPSI Ha TO UTO IT€YaTh MOXKET MPOU3BOIUTH-
Cs1 M Ha IPYyTUX MaTepuanax (IepeBo, MeTa/la U T. 1I.). ByMaskHble KOIIeNbKiu
TpearaloT HM3KOTEXHOIOTMYHbIe, HO BeChbMa 3allliIlleHHbIe CpefiCTBa Xpa-
HeHUsI GUTKOMHOB B TeUeHMe IIUTeTbHOTO BpeMeHu. OduiaitH-XpaHWInIIe
TaKke YacTO Ha3bIBAIOT «XOJIOAMIbHBIM XpaHeHeM» (cold storage).

Ipyroit criocob kmaccuduranuy 6MTKOTH-KOIIENbKOB — II0 CTeNeHM UX Hesa-
BUCUMOCTH (BO3MOSKHOCTM aBTOHOMHOIO (DYHKIIVMOHMPOBAHMUS) U IO CIIOCOBY MX
B3aMMOZEMCTBUSA C OUTKOMH-CEThIO:

O nonnoyerHwtli knuenm (full client), unu «nonHoyeHHwll y3ea» (full node), — 31O
KJIMEHT, KOTOPBIii XPaHUT TOJIHYI0 XPOHOJOTUIO TPaH3aKLUMil OUTKOMHOB
(KaKIyI0 TpaH3aKIMIo, KOrma-aub0 BBITOJHEHHYIO JIIOOBIM ITOJIb30BaTe-
JieM), yIipaBJisieT KollleJibKaMy T0b30BaTeseit M MOKeT HerocpeacTBEHHO
HavyaTh BBIMOJTHEHME TPAH3aKUINil B GUTKOIH-ceTU. [I0THOIEHHbIN KIMEHT
MMeeT JeJI0 CO BCeMU acleKTaMy ITPOTOKOJIA U CIIOCOOeH He3aBUCUMO TIPO-
BepSTb KOPPEKTHOCTb BCEii CTPYKTYpbI GIOKUeifHA U J1I060I TpaH3aKIIMUMN.
IMToNMHOLIEHHBII KIMEHT MOTPe6IseT JOBOIbHO-TAaK! CYIIeCTBEHHbIE PeCYPChI
KOMIIbIOTEpa (Harpumep, 6omee 125 I'6 gyickoBoit mamsiti, 2 I'6 orepaTuBHOI
MaMsITH), HO TIPM 9TOM O0ecreunrBaeT MMOJTHYI0 aBTOHOMMIO U He3aBUCUMYIO
BepudUKaINIO TPaH3aKIINIA;

O ynpowennsiii kiuenm (lightweight client) — Takoke M3BeCTeH I0J, Ha3BaHMEM
«KJIMEHT C yIIPOILleHHOV TPOBEPKO¥A IIaTeskei» (simple-payment-verification
(SPV) client), coenuHSIETCS C TIOJHOLEHHBIM y3JI0OM OUTKOIH-CeTH (OTVCaH-
HBIM BBIIIIE) [IJIST JOCTYTIA K MHGOOPMAaLVM O TPaH3aKIMSIX 6UTKOTHOB, HO Xpa-
HUT TI0/Ib30BATEIbCKMIA KOIIeneK JIOKAJIbHO ¥ He3aBUCUMO CO37aeT, IIPoBe-
psieT U TiepechljiaeT TpaH3aKIMK. YIIPOIleHHbIe KAMEeHTbl B3aMOJe/ICTBYIOT
¢ GUTKOIH-CETHIO HATIPSIMYIO, 63 KaKMX-TM00 ITOCPETHIUKOB;
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O  KaueHm ¢ NPUKIAOHbIM NPOZPAMMHBIM UHMeppelicom (API) cmopoHHezo npous-
sodumens (third-party API client) — B3aMOIEeCTBYET C GUTKOIH-CEThIO Uepes
CUCTeMY MPUKIATHBIX TPOTPAaMMHBIX MHTepdeiicoB (API) cTopoHHero mpo-
M3BOAUTENS (TPeTheil CTOPOHBI) BMECTO IMPSIMOTO COEIMHEHUS C GUTKOITH-
ceTbi0. Kolilesiek MOXXeT XpaHUThCSI Y CaMOT0 T0JIb30BaTesI WJIM Ha CTOPOH-
HUX CepBepax, HO BCe TPaH3aKI[MM BBIIIOTHSIOTCS Yepe3 ITOCpeIHMKA (TPEThIO
CTOPOHY).

MHorme 6UTKOITH-KOLIENIbKY MTOMAaloT Cpa3y B HECKOIbKO IPYII Kiaccuduka-
IIMY, TOCKOJIbKY B HUX 00beqMHEHbI pa3IMyHble KaaccuuKaIMOHHbIE XapaKTepuc-
TUKM, HO HauboJjiee 4acTO BCTPEUAIOTCSI TPY KOMOMHAIMN: HACTOIbHbIN (IeCKTOI)
TTOJTHOLIEHHBI! KJIMEHT, MOOUJIbHBII YITPOILIIeHHbII KOIlle/ieK 1 Be6-KOoIelekK ¢ Ipu-
KJIAZHBIM ITPOTPAMMHBIM MHTep(deiicoM OT CTOPOHHEro IpousBomuTes. Yaire
BCETrO TPAHUIIbI MEKAY OMMCAHHBIMM BbIIIe KATETOPUSIMMU CJ1a60 PasIMUMMbI, TaK
KaK MHOTMe KOIIeIbKM paboTaloT Ha HeCKOJIbKIUX IIaTGopMax 1 MOTYT B3auMOoeit-
CTBOBAThH C CEThIO PA3HOOOPA3HBIMU CIIOCOOAMM.

B 9TO0t KHUTe MbI PaCCMOTPUM MCITOJIb30BaHME Pa3HOOOPA3HBIX 3arpyskaeMbIX
OUTKOMH-KIMEHTOB, OT 3TaJIOHHON peanusaiuu (Bitcoin Core) mo MOOGMIBHBIX
" BeO-KOIIIeJTbKOB. B HEKOTOPBIX IIpMMepax MoTpebyeTcst MpUMeHeHMe 3TaTOHHO
peanusanuu Bitcoin Core, koTopast, 6yIyun MOJHOILIEHHBIM KIVMEHTOM, KPOME TOTO,
TpeloCTaB/IsIeT MPUKIIaAHbIe MporpaMMHbie MHTepdelichl (API) K KoIlIenbKy, ceTn
M CcepBMCaM BBITTOJMIHEHMST TpaH3akimii. Eciu BbI HaMepeHbI INTyOKe MCCIegoBaTh
IporpaMMHbIe MHTepdeiichl B OUTKOH-CCTeMe, TO BaM Heobxomuma paboTaio-
11ast aTajgoHHas peannusainus Bitcoin Core man ogyH 13 albTepPHATUBHBIX KIMEHTOB
(cM. pasgen «AbTepHATUBHbIE KJIMEHThI, 6MOIMOTEKN U MHCTPYMeHTaIbHbIe TIaKe-
ThI pa3paboTUYMKa» B I7IaBe 3).

Cpasy nepexoauMm K paeny

Anuca, c KOTOPO¥ Mbl TO3HAaKOMWINCh HEMHOTO paHbllle, B pasfesne «BapuaHTsl mc-
MOJIb30BaHMST GUTKOITHOB, TMOJIb30BATENN U UX UCTOPUN», — TIONIb30BATENb C MUHM-
MyMOM TEeXHUYECKMX 3HaHUI. OHa COBCEM HeIaBHO y3Hajia O OMTKOIHE OT CBOEro
npyra IIxxo (Joe). Kak-To Ha BeuepuHKe [I}K0O B oOUepeHOI pas C SHTY3Ma3MOM pac-
CKa3bIBaJl 0 OUTKOIHEe BCeM MPUCYTCTBYIOUIMM U Iaske Mpeajiarai npofgeMOHCTPU-
poBaTh paboTy ¢ HUM. 3aMHTPUTOBAHHAS €I0 paccka3oM, AJica CIIpoCuia, ¢ 4Yero
HayaTh VICIIO/Ib30BaHMe OUTKOIHA. J[)KO OTBETUJI, UTO /IJIsI HOBUYKOB JIYUIIIMM BbI6O-
poM 6ymeT MOOUITbHBIN KOIIIEIEK, ¥ ITOPEKOMEH0BAT HECKOIBKO MPEIIOYTUTEb-
HBIX, C €r0 TOYKM 3peHMs], BApMAaHTOB. Ajlica 3arpysuia rnporpamMmmy Mycelium gis
matdopmbl Android 1 ycTaHOBIWIIa ee HAa CBOeM MOOUIbHUKE.

Korma Asuca BriepBble 3amyckaeT Mycelium, To, Kak 1 GOJIBIIMHCTBO OGUTKOTH-
KOLIEeTbKOB, 3TO IPUJIOKEHNE aBTOMAaTUU€eCK! CO34aeT HOBBIN KOIllesiek 151 HOBOTO
MO/Ib30BaTesisd. Ajica BUAUT Ha 9KpaHe 3TOT KolllesieK, BBIMTISIASIINIA TaK, Kak MoKa-
3aHO Ha puc. 1.1 (MpuMevaHue: He NMOChUIATe GUTKOMHBI HA aipec U3 9TOTO MPH-
Mepa, Bbl [I0TepsieTe UX HaBCernaa).
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0.00 USD
Receive

1 BTC ~ USD 449.08 (BitcoinAverage)

Buy / Sell Bitcoin

Puc. 1.1 < MobunbHbii kKowenek Mycelium

Camas BakHasl 4aCTh M300pa’keHMsT Ha MOKA3aHHOM 3KpaHe — OUTKOIH-aapec
(bitcoin address) AnMchbl, KOTOPBIN BBIISIAUT Kak IIMHHAS CTPOKa OYKB U 1MUpp:
1Cdid9KFAaatwczBwBttQcwXYCpvK8h7FK. CripaBa OT GMTKOIH-aapeca KOIleJbKa pacrio-
noskeH QR-Kkop, ocobast opMa IITPUXOBOTO KOMa, COmepsKkaIiasi Ty ke MHbopma-
M0 B hopMaTe, KOTOPBIi MOKET ObITh OTCKAHMPOBAH BUIeOKaMepoi cMapTdo-
Ha. OR-Kop, mpeAcTaBiIsieT co60if KBaApaT C PUCYHKOM, COCTABJIEHHBIM U3 UEePHBIX
" GeJIbIX TOUeK. Amca MOKeT CKOMMPOBATh OUTKOMH-aapec i QR-kox B 6ydep
obMeHa IMPOCTHIM KacaHueM (tapping) nsobpaxkenust QR-koga min KHOnky Receive
(ITpuHSTD). B 60MBIIMHCTBE KOIIETbKOB KacaHue QR-KoJa TakKe YBEIMUMBAET €TI0
n306pakeHue, YTOObI YIIPOCTUTH €T0 CKAHMPOBaHMe KaMepoit cMapTdoHa.

0 BuTKoIMH-aapeca HaumHatoTcs ¢ umdp 1 mnu 3. Kak 1 agpeca 3neKTpOHHOMI NoYTbl, BUTKOMH-
afpeca MOXHO co0bWaTh ApYrMM NOMb30BaTeNsM BUTKOMH-CUCTEMDI, KOTOPbIE BOCMO/b3Y-
t0TCA UMM ANS Nepecbikn BUTKOMHOB HENOCPEACTBEHHO B Bal Kowenek. C TOYKM 3peHus
6e30macHOCTM pacnpocTpaHeHue cBoero GUTKOWH-afpeca He CBA3aHO C KakuM-1Mbo puc-
KOM. BUTKOMH-aapec MOXHO Myb6nnkoBaTh Besae 6e3 yrpo3bl AN CBOEM YYEeTHOW 3anucu.
B oTnnune oT appecoB 3neKTPOHHOM NOYTbl, HOBble BUTKOMH-aapeca MOXHO co34aBaTh 6e3
OrpaHuYeHuit, u BCce OHM ByayT HAaNPaBASTb AeHEXHble CPeCTBa B Ball Kowenek. B neiicteu-
TeNbHOCTU MHOTME HOBEWLLIME BEPCUM KOLLIENbKOB aBTOMaTUYeCKM CO3Aat0T HOBbIN aapec Ans
KaX[0M oyepefHON TpaH3aKuuu B Lenax obecnevyeHms MakCMManbHOM cekpeTHocTu. Kowe-
neK — 370 NpocTo Habop afpecoB M KNKOYeW, OTKPbIBAKLWMX LOCTYMN K XPAHSALMMCS B HEM
[eHeXHbIM CpeAcTBaM.
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Temeps Amnca roToBa K MOMyYeHNIO IMQPPOBbIX NeHer. [IpukiamHas mporpam-
Ma KoIlleJIbKa CIyJaifHbIM 06pa3oM CreHepupoBaia CeKpeTHbI Koy (private key)
(6o1mee TOAPOGHO CEKPETHBIN KITIOU OyaeT omucaH B paszene «CeKpeTHbIe KITIUM»
I71aBbl 4) BMECTe C COOTBETCTBYIOIIMM €My OMTKOMH-agpecoM. B 3TOT MOMEHT ee
OUTKOJMH-afipec HeM3BEeCTeH B OMTKOMH-CETU U He «3aperucTPMpOBaH» B KaKOii-
JM60 YacTu GUTKOMH-CUCTEMBL. DTOT OUTKOIH-aIpec — MoKa MPOCTO YUCI0, COOT-
BETCTBYIOILlee KJII0UY, KOTOPBII Ajyca MOXKeT UCIIONb30BaTh JJIs1 YIIpaBaeHUs J0-
CTYIIOM K CBOVM JIeHEKHBIM CpeICTBaM. BUTKOIH-agpec creHeprupoBaH KOIIeTbKOM
aBTOHOMHO 6e3 06palleHys] UM PeTUCTpaliy Ha KakoM-JInbo cepBuce. B meiicTBu-
TETBbHOCTY OOJIBIIMHCTBO KOIIEIbKOB HE YCTAHABAMBAET HUKAKOM CBSI3U MEXKIY
OUTKOIMH-aApecoM U KaKo¥-1nbo BHelnHel umeHTuUdUIMpyeMoii nHGopMmalimeit,
BKJIIOYAs JaHHbIe, TOATBEPKAAIOIINE TUUHOCTb MOIb30BaTes. JIo TOro MOMeHTa,
KOTZa 3TOT aJipec ompenessieTcs Kak MmosyJyaTesnb TeHeKHbIX eUHUL] B pe3yIbTaTe
TpaH3aKIINii, 3aMUKCUPOBAHHBIX B peecTpe OUTKOIHA, OH SIBJIIETCS IMPOCTO YaCThIO
OTPOMHOTO Hab0pa BO3MOYKHBIX a/IPeCOB, OITYCTUMBIX B OUTKOITH-cucTeMe. TobKO
IOoC/Ie CBSI3BIBAHMSI TAKOTO afipeca C HEKOTOPOi TpaH3aKI[Meil OH CTAaHOBUTCS Ya-
CTBIO CITMCKA U3BECTHBIX aJIpeCOB B OUTKOMH-CETH.

Wtak, Aiica roToBa HauaTh MPaKTUUECKOE VCIIONb30BaHME CBOETO HOBOTO OUT-
KOJH-KOIIIeJIbKa.

MonyyaeMm cBoi1 nepBbiii GUTKOMH

[TepBoii 1 3a4acTy0 CaMOIi CJIOKHOT 3a/iaveii 4711 HOBBIX MOJIb30BaTeNel SIB/ISIeTCs
TTOJTyY€eHMe XOTsI Obl HECKOMBbKUX OUTKOMHOB. B OT/MUMe OT MHOCTPAHHBIX BaJIIOT,
HEBO3MOKHO KYIIUTb OMTKOIHBI B 6aHKE UM B ITyHKTE 0OMEHa BaJTIoT.

BuTkoiiH-TpaH3akiuy HeobpatuMbl. TpaHcdepbl B OOIBIIMHCTBE 3JEKTPOH-
HBIX TUIATEKHBIX CETEBBIX CUCTEM, TaKMUX KaK KpeOUTHbIE KapThl, Me6eTOBbIe Kap-
Thl, PayPal 1 6aHKOBCKME cUeTa, SIBASIOTCS 06paTUMbIMU. [IJ1s JII0G0TO MpomaBIia
OUTKOIHOB 9TO pasjinyye CO3AAEeT BIIOTHE PeabHYI0 OMaCHOCTh, COCTOSIIITYIO B TOM,
YTO TOKYIIATeIb MOKET OTO3BaTh CBOI 9JIEKTPOHHBIN IIJIATEX TOC/Ie TOTO, KaK IMo-
JIVUUT OUTKOJHBI, TO €CTh, B CYIITHOCTY, OOMaHeT MpoaaBiia. YTo6bI KaK-TO YMEHb-
IIUTh PUCK, KOMITAHUM, IPUHUMAIOIIVE OObIYHbIE JJIEKTPOHHBIE TIJIATEXM B 00MeH
Ha OUTKOIHBI, OOBIYHO TPEOYIOT OT IOKyIIaTeNleit MPOoTH MpoIeayphbl MPOBEPKU
TTOIJIMHHOCTY JIMYHOCTY U TTOATBEPXKIEHMS TIaTeXeCIIOCOOHOCTH, KOTOPbIe MOTYT
MIPOIOJIKATHCS OT HECKOJIbKUX THEH M0 HeCKOMbKMX Helleb. DTO O3HAUaeT, YTO KaK
HOBBII! IT0JIb30BATEJTb Bl HE MMeeTe BO3MOXKHOCTY MTHOBEHHO KYIIUTh OUTKOMHbI
C TIOMOIIIbIO KPeAUTHOI KapThl. HO HEMHOTO TepIrieHs ¥ TBOPUECKOTO MBIIIEHUST —
¥ TaKOJ cr1oco6 BamM He ITOHAaZ00MTCs.

Hiuke ommcaHbl HEKOTOpPbIE METObI ITOTyUeHMsT GMTKOHOB HOBBIMM I10/Ib30Ba-
TeJSIMU

O HaiimuTe mpyra (3HAKOMOTO), Y KOTOPOTO €CTh GUTKOVHBI, ¥ KYIIUTE Y HETO

HECKOJIbKO emVuHUIl. MHOrue I0JMb30BaTenu OUTKOMH-CUCTEM HauMHAIN
MMEHHO TaKMM CII0COO60M, ITOTOMY YTO OH HaMMeHee CIOKHbI. Haiitu jio-
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Ieii ¢ GUTKOHAMM MOKHO Ha HehopMaJIbHOI BCTpeue MeCTHOV IPYIIITbI 6UT-
KOJH-TTI0/Tb30BaTeJIeit, 0 KOTOPBIX COOOIIaeTcs Ha caiite Meetup.com;

O BOCMONAB3yliTECh HAAEXKHBIM CEepBUCOM, Hampumep localbitcoins.com, uTo-
OBl HaiiTV MpoJaBIla B BallleM PervoHe UM KYIUTh GUTKOIHBI 32 HaJIMYHbIE
C OTJIATO P JIMYHOI BCTpeUe;

O 3apaboraiiTe 6MTKOIHBI, TpoHaBast MPOIYKIMIO UIM YCTyTU. Eciiu BBl TIpo-
rPaMMMCT, TPO/iaBaliTe CBOM HaBbIKM U yMeHUs1. Eciiu Bbl TapuKMaxep, CTpU-
[UTe JIofei 3a OUTKOMHDI;

O BoCIONIB3yiiTeCh OGUTKOIH-O0aHKOMATOM B BallleM ropofe. BUTKoiiH-6aHKO-
MaT — 3TO YCTPOICTBO, KOTOPOe MPUHMMAET HAJTMYHbIE T€HbIU U Mepechlia-
eT OGMTKOITHBI B Balll GUTKOITH-KOIIIeIeK Ha cMapTdoHe. HaitTu Giyskaiimmit
OUTKOIMH-6aHKOMAT MOKHO C ITOMOIIbIO OHJIAITHOBOI KapThl Ha caiite Coin
ATM Radar (http://coinatmradar.com);

O BOCIOIB3YiiTECH 0OMEHHBIM ITYHKTOM OMTKOMHOB, CBSI3aHHBIM C BallliM OaH-
KOBCKUM cueToM. Ceifuac BO MHOTMX CTpaHax CYIIECTBYIOT OOMeHHbIe ITyH-
KThI, IO IeP>KUBAIOIIVE PHIHOK IMOKYIIaTe el ¥ MPOIaBIIOB, 06MEeHMBAIOIINX
OUTKOIMHBI Ha MECTHYIO BaJIOTy. B crmckax 06MeHHBIX KypCOB, Harpumep
BitcoinAverage (https://bitcoinaverage.com), 4aCcTO YKa3bIBAIOTCSI OOMEHHbIE
MTYHKTbI, 0OMeHMBaoI/ie OMTKOMHBI Ha KOHKPETHYIO BaJTIOTY.

OLHWM U3 NpenMyLLecTB BUTKOMHA Nepea LpYyrMMU NATEXHbIMU CUCTEMAMMU, ECTIU UCMOMb30-
BaTb €ro NPaBU/IbHO, IBASIETCA TO, YTO BUTKOWMH 06ecneymBaeT ropasno 6G/blly CEKPETHOCTb
Lns nonb3osatenei. [puobpeTeHune, XxpaHeHWe U pacxofoBaHMe BUTKOMHOB He TpebytoT pas-
rNaLWeHns TMYHON MHDOPMALIMK U CBOUX UAEHTUDUKALMOHHBIX LAHHBIX MU Nepefaym Takux
[LaHHbIX KOMY Obl TO HUM Bblno. Ho TaMm, roe GUTKOMH MMeeT Leno € 06blYHbIMM CUCTEMaMM,
HanpuMep C BaNOTHbIMU BUPXKaMU UM 0BMEHHbBIMM MYHKTaMK, YacTo NPUMEHSIOTCS rocyaap-
CTBEHHbIE MNN MEXAYHApOLHble 3aKOHOAATeNbHble HOpMbI. s o6MeHa BUTKOMHOB Ha ae-
HEXHble efMHWLbI Ballei CTpaHbl OT BaC HaBepHsKa NoTpebytoT NoATBepAUTb CBOK IMHHOCTb
M 0OKa3aTb NOAJMHHOCTb 6aHKOBCKOM MHGOpMaLmK. lNonb3oBaTeny 4OMKHbI 3HATb O TOM, 4TO
nocne o4HOM onepaummn ¢ GBUTKOMHAMMU, MPU KOTOPOK Bblna MAEHTUDULMPOBAHA UX IMYHOCTb,
BCe nocsiesyoLme TpaH3akummn GUTKOMHOB ByayT Tak e Nerko MaeHTMGULMpoBaThCS U Npo-
CNeXunBaTbCS. ITO OAHA U3 MPUYMH, MO KOTOPOW MHOTFME NONb30BaTeNM NPeLNOYUTaOT UMETb
y4eTHble 3anncu, NpefHa3HayeHHble CrneLmanbHo A8 06MeHHbIX onepaLmii U He CBA3aHHble
HaNPSMYI0 C UX KOLLEeNbKaMu.

Asiice pacckasaj o GUTKOIHAX ee APYT, TO3TOMY Y Hee eCTh BO3MOYKHOCTD 06e3 3a-
TPYAHEHMI MPUO6GPeCTy CBOI MepBbIi 6MTKOIH. [lasiee Mbl YBUIAMM, KaK OHA MOKY-
rmaeTt GUTKOIH y cBoero apyra JI;ko ¥ Kak [I3Ko repechliaeT 3TOT GUTKOIH B KOIIEIeK
Aucel.

Mounck nHpopmaumum o TeKyLLein CTOMMOCTU BUTKOMHA

Ipeskne yueM Anyica CMOXKeT KYTIUTb OUTKOMH y [IK0, OHM TOKHBI OTOBOPUTHCS 00
obMmeHHOM Kypce (exchange rate) meskay 6uTKoiiHOM 1 go/tapamu CIIA. Ipu sTom
Yy BCeX HOBMYKOB BO3HMKaeT BIIOJIHE eCTeCTBEeHHbIN BOIPOC: «KTO ycTaHaBiIMBaeT
1eHy 6uTKoiiHa?» KopoTKuii OTBET: 1leHa YCTaHABIMBAETCSI PHIHKOM.


http://Meetup.com
http://localbitcoins.com
http://coinatmradar.com
https://bitcoinaverage.com
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BUTKOIH, KaK ¥ GOJBIIMHCTBO OPYTMX BATIOT, MMEET IJIaBaloIINii 0OMEeHHbI
kypc (floating exchange rate). 3To o3HavaeT, YTO IeHa OGUTKOITHA 11O OTHOIIEHUIO
K JTI00071 IPYyTO¥1 BATIOTE MIOCTOSIHHO M3MEHSIETCSI B 3aBUCUMOCTY OT CIIPOCA U TIPe]I-
JIOKeHMSI Ha Pa3/IMYHBIX PIHKAX, IIe MMeeT X0k IeHre OuTKoTH. Harpumep, «1jeHa»
6utkoitHa B goapax CIIA BRIYMCISIETCS OTAEMBHO Ha KaskKIOM PbIHKE Ha OCHOBE
CaMBIX MOCTEIHNX OIepaluii o 06MeHy 6UTKOIHOB Ha moyutapbl CIIA. Takum 06-
pasoM, LieHa MOXKeT M3MEeHSITbCSl HECKOJIBKO pa3 B CEKYHIY, M 3TU U3MEHEHMUS Clle-
IIYIOT HerpepbIBHO. IHDOpPMaIMOHHbIE BATIOTHBIE CEPBUCH OOBEIUHSIOT JTAHHbBIE
0 I[eHAX C HeCKOJIbKUX PbIHKOB U BBIUMC/ISIIOT CpeIHEB3BEIIEHHOE (C YIeTOM 00b-
€MOB OIlepalluii) 3HaueHue, MpeaCcTaB/sonee o6IIEePbIHOUHbII 06MEHHbI KypC
IIJISI KOHKPEeTHO mapsl BamtoT (Harmpumep, BTC/USD).

CyIIecTBYIOT COTHU TIPWJIOKEeHUIT U Be6-caliToB, Ha KOTOPBIX MOKHO y3HATDb Te-
KyIIMii PBIHOYHBIN OOMeHHbINl Kypc. Hiske mepeuncyieHbl Hambosee M3BECTHBIE
U TIOCellaeMble Be6-CaiiTh:

QO Bitcoin Average (http://bitcoinaverage.com) — caiiT npenjaraet JerkounuTae-
MBI IPOCTOI 0630 CpeaHEeB3BEIIeHHBIX 0OMEHHBIX KyPCOB JIJIST KK 0l Ba-
JIIOTBI;

O CoinCap (http://coincap.io) — cepBUC TpeOOCTaBISIET COUCKY PHIHOUHBIX Olle-
HOK (KanMTaan3anym) u 06MeHHbIe KyPChI ISl COTEH KPUIITOBAJTIOT, BKITIOYAsT

" OUTKOIIH;
O Chicago Mercantile Exchange Bitcoin Reference Rate (http://www.cmegroup.
com/trading/cf-bitcoin-reference-rate.html) — craBka-opuenTup (reference

rate), KOTOpast MOKeT UCIO/Ib30BaThCS [IJISI MUHCTUTYLIMOHAJIBHOI U IOTOBOP-
HOJ CTaBKMU, SIBJISIONIEICS YaCThIO JaHHBIX 00 MHBECTUIIMOHHBIX BBITIATaX
CME.

IToMMMO pasHOOOGPA3HBIX CAWTOB U MPUIOKEHMUI, GOMBIIMHCTBO OUTKOIH-KO-
IIeJIbKOB aBTOMATUUYECKM BHIUMC/ISIET COOTHOILIEH)E MeKAY OUTKOITHOM M IPYTUMU
BaJIIOTaMMu. I3KO BOCIIOIb3YETCSI CBOMM KOIIEIBKOM ISl aBTOMATUUYECKOTO Ipeosd-
pasoBaHMS IeHbI [Tepe[l OTIIPaBKOi 6MTKOTHA Asuce.

OTnpaBkKa u nony4yeHne 6UTKOMHa

Anuca pemnia nomeHsTs 10 gonnapos CIIIA Ha GUTKO¥H, YTOOBI HE CUIIKOM PUC-
KOBaTb CBOMMMU JI€HbraMy IIPU UCIIONb30BaHUM 3TOI HOBOJ [JiI HEe TEXHOJIIOTUN.
OHa otpana [Ixxo 10 gonmapoB HAIMYHBIMY, OTKPbIIa CBOM KOllle/eK (IIPUIoKeHne
Mycelium) u Haskana kHonky Receive (IIpunsts). ITocne atoro nosisuicst QR-kog,
MIPeICTAaBJISIIONIMIA TIEPBBI OUTKOIH-aipec AJIUCHI.

Ianee [I;xo Haxkasn KHOTIKY Send (OTIpaBUTh) B CBOEM KOIlleJIbKe Ha cMapTdoHe,
T10CJIe Yero IMOsIBUJICS 5KpaH C ABYMS I1OISIMY BBOJA:

O OUTKOITH-aapec MoayJaTers;

O ornpasnsiemast cymma B 6utkoitHax (BTC) min B mectHoit BamioTe (USD).

B mosne BBOza 1151 GUTKOH-agpeca eCTb MajleHbKasl MMKTOTPaMMa, BbITJISIASIIast
Kak QR-kof. 310 m1o3BossieT [IKO CKaHUPOBATh IITPUXOBOM KO, C IIOMOIIbI0 BUIE0-
Kamepbl cMapT@oHa, YTOObI He BBOOUTh BPYUYHYIO JOCTATOUHO IJIMHHBIN U CJIOXK-


http://bitcoinaverage.com
http://coincap.io
http://www.cmegroup.com/trading/cf-bitcoin-reference-rate.html
http://www.cmegroup.com/trading/cf-bitcoin-reference-rate.html
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HbIl 6UTKOITH-ampec Anvichl. Kacanmem sHauka QR-koma I3ko aKTUBU3UPYET KaMe-
py cmapTdoHa 1 ckaHuupyeT QR-KofI ¢ skpaHa cmapTdoHa ANMCHI.

Tereps y [I5K0 ecTb OUTKOITH-aApec AJTMUCHI, OTIpeie/IeHHbI Kak IMoyJdaTesb. [I5Ko
BBOAUT cymMy 10 mosmapos CIIIA, 1 KolllesieK BIIOMHSIET aBTOMaTU4YecKoe Impeobpa-
30BaHMe C yUeTOM CaMOT0 CBEKero 06MEHHOT'0 Kypca, ITOTyYeHHOTO C OHJIaitH-CepBU-
ca. Ha ToT MOMeHT 06MeHHbIiT Kypc cocTtasisieT 100 momtapos CIIIA 3a GUTKOIH, TaK
uyto 10 momtapos paBHbI 0.10 6utkoitHa (BTC), uau 100 muwmmbutkoitHam (mBTC),
KaK MO0Ka3aHo Ha CHMMKe C 9KpaHa MOOMIBHOTO KolenbKa ko (cMm. puc. 1.2).

— My Wallet

= HELP
Send

To: 1Cdid...8h7FK

1mBTC=$0.1 USD M
mB 100 mBTC
S EE usD

Puc.1.2 < SkpaH oTnpaBku AeHer
M0o6MAbHOIrO BUTKOMH-Kowenbka Airbitz

3arem [I)ko BHMMAaTEIbHO IIPOBEPSIET, TPaBUIIBLHO JIM OH BBeJ [lepefaBaeMylo CyM-
My, TOCKOJIbKY ITOCJIE TTepeiaul IeHeT OMMOKY UCIIPABUTD OYIET ysKe HEBO3MOXKHO.
[MTocye THiaTeNbHENIIEN TPOBEPKM ajipeca M CyMMbI JI3Ko HaskMMaeT KHOMKY Send
(OTmpaBuUTh), UTOOBI HAuaTh TPaH3aKIMI0. MOOGMIbHBIN OGUTKOITH-KOIIENEK Ko
co3maet TpaH3aKuuiw, koTopas nepenaet 0.10 BTC Ha agpec, ykasaHHbIN AJUCOIA,
M3bIMasl JeHeXXHble CpelCcTBa M3 Kollenabka JXKO 1 MOANMChIBas TEKYIIYIO TpaH3-
aKIMIO C TIOMOIIBI0O CEKPETHBIX KItouei k0. BUTKOH-CeTh ONOBelaeTcss 0 TOM,
4yTO0 /KO BRIIIOJTHWI aBTOPU3aILMI0 IPOLeAyphl Ilepeiauy onpeeneHHO TeHeKHO
CYMMbI Ha HOBbI agpec Annckl. Tak Kak TpaH3aKIIus repenaeTcs 1o MMPUHTOBOMY
(peer-to-peer) MPOTOKOJTY, OHA GBICTPO PACIPOCTPAHSIETCS MO OUTKOIH-ceTn. Me-
Hee yeM 3a CeKyHIY OGOJIbIIMHCTBO HAJEXHO CBSI3aHHBIX MEXIY CO00I y3JI0B 3TOiA
ceTu mpuHMMaeT MHGOPMALMIO O COBEPIIAeMOi TpaH3aKIUM U BIEepPBbie BUIUT
anpec Anucol.

Tem BpemeHeM KolileseK AJIMChI TTOCTOSIHHO «ITPOCTYIIMBAeT» BCe TPaH3aKIIH,
00ObsIB/IsIEMbIE B OMTKOH-CETH, B TOMCKAX TPAaH3aKIIWY, [1eJIeBOii afpec KOTOpPOii
COBITIaJaeT C afipecaMy KOIleabkoB ANchl. Yepe3 HECKOJIbKO CeKyHJ, Kolenek [Iko
3aBepllaeT MpoBeJleHMe TPaH3aKINK, a B KollleJbke AJMChI TIOSIB/ISIETCS OToBele-
Hue o nnoryuenuu 0.10 6utkoiina (BTC).
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MoaTBeppeHus

CHavana agpec Anucbl 0603Ha4YaeTcs B TpaH3akumu, BbinonHgemMon [1xo, kak «Un-
confirmed» (HenoaTBepXaeHHbIN). 3TO 03HAYaeT, YTO TpaH3aKLMa yXKe pacnpocTpa-
HEHa Mo CeTU, HO MOKa eLLe He 3anucaHa B peecTp TpaH3aKLmMin GUTKOMHA, M3BECTHOIO
kak 6nokuyeinH (blockchain). [lng noatBepxaeHWs TpaH3aKuMs 0693aTeNlbHO A0MKHA
6bITb BK/ILOYEHA B 610K M A06aBNEHA B CTPYKTYPY AaHHbIX B/I0KYENHA, a 3Ta onepaums
BbINONHAETCS B cpeaHeM Kaxable 10 MUHYT. B 6onee npmBbIYHbIX PUHAHCOBLIX TEPMU-
Hax Takas ornepauus Ha3biBaeTcs KnMpuHrom (clearing). bonee nogpobHo onepaumu
pacrnpocTpaHeHus, MpoBepPKKU (BanuaaLmMun) U KNMpuHra (noarsepxaeHus) byayTt pac-
cMaTtpmBatbea B rase 10.

Terepb Anyca ctajna 3akoHHOi1 Baagenuiieii 0.10 6MTKOITHA, KOTOPbIe OHA MOKET
pacxomoBaTh. B ciemyroiieii iaBe Mbl paCCMOTPVM ee TIePBYI0 TOKYIIKY Ha 6UTKO¥-
HbI U 6oJiee TTOAPOOHO pa3depeMcsl B TEXHONIOTUSIX, SIBJISTIONIMXCS OCHOBOI Mexa-
HM3MOB TpaH3aKIINii M pacrpocTpaHeHs MH(POpMaIum 1o CeTu.



lnaBa

Kak pabortaet GUTKOMH

TPAH3AKLMW, BNIOKU, MAHUHT U B/TIOKYEMH

BUTKOIMH-CUCTEMa, B OT/IMYME OT OOBIYHBIX GAHKOBCKMX M IIATEXKHBIX CUCTEM,
OCHOBaHA Ha [eleHTPaIM30BaHHbIX JOBEPUTEIbHBIX OTHOIIEHUSX. BMecTo LeH-
TPaJIbHOTO OpraHa, 06JIeUeHHOTO COOTBETCTBYIOIIMMM ITOTHOMOUYMSMY U 3aCTyKU-
BaroIero 6e3ycioBHOIO IOBEPUsl, B OMTKOIH-CUCTEME JOBEPUTETbHbIE OTHOLIEHMS
bopMMpyIOTCS Kak SMepIKeHTHOe (TO ecTh IPUMoGpeTeHHOe) CBOMCTBO (emergent
property) B pe3y/ibTaTe MHOTOYMCIEHHBIX B3aMMOIECTBUIT Pa3INMUHBIX UIEHOB
9TO¥1 cUCTeMBI. B 9T0i1 I71aBe Mbl GyeM paccMaTpuBaTh OUTKOTH-CUCTEMY Ha BEPX-
HEM YpOBHe, MPOCIEKNMBAs OMHY TPaH3aKIVIO, MPOXOASIIYI0 BHYTPU CHUCTEMBI,
¥ HaGMIOmast 3a TeM, KaK OHa CTAHOBUTCS «3aC/TyKMBAIOILEi JOBEPHUSI» U YTBEPK-
JIaeTcss MeXaHM3MOM pacrpeIeeHHOTO KOHCeHCyca GMTKOIHA, IToc/Ie Yero 3amm-
CBIBAETCS B CTPYKTYPY JaHHBIX OJIOKUEITHA, TO €CTh B pacIipeie/IeHHbI peecTp Bcex
TpaH3aKIuii. B mocteayionmux riaaBax 6yayT 60iee Mogpo6HO pacCMaTpUBATHCS TEX-
HOJIOTMH, JIeXKalllyie B OCHOBE MexXaHM3Ma TPaH3aKIINii, CeTeBOi Cpeabl M MaliHMHTA.

06wmit 0630p 6UTKOMH-CUCTEMDI

Ha 0630pHOI1 cxeme, ITOKa3aHHOM Ha puc. 2.1, Mbl BUIMM, YTO OGUTKOIH-CUCTEMA
COCTOUT U3 TMOJIb30BaTesiell ¢ KolleabkaMu, COlePXKaliMMu KU, U3 TPaH3aKIINii,
PacCIIpOCTPaHSIONINXCS 10 CeTH, U U3 MaifHepOB, KOTOPbIe (POPMUPYIOT (C IIOMOIIBIO
KOHKYPEHTHBIX BbIUMCIEHIIT) KOHCEHCYC (COT/IacOBaHMe) CTPYKTYPhI JAHHBIX OJIOK-
yeliHa, IpeICcTaBIgIoNIel co60i1 ouIaNbHbI U TOCTOBEPHbI peecTp BceX TpaH3-
AKLIUIA.

Kaskgplii mpuMep B 9TO¥ IJlaBe OCHOBAH Ha TPaH3aKIUSIX, AeiICTBUTEIbHO BbITION-
HEHHBIX B OMTKOMH-CETY U UMUTUPYIOLIMX B3aMMOZECTBIE MEXKIY I0Th30BaTeIsI-
mu (II>xo, Anvica, o6 u T'omeln), 3ak/Ioyalonieecs B epefave JeHeXKHbBIX CPEICTB 13
OTHOTO KoIllesibKa B Apyroii. [Ipu mpociieskuBaHUM TpaH3aKUUU, TIPOXOAsIeii ue-
pe3 6UTKOITH-CeTh B CTPYKTYPY JaHHBIX GI0KUeifHa, Mbl OyIeM MCII0Ib30BaTh CaiT
npoBopHMKa 6yokyeitHa (blockchain explorer), UTo6bI HAISITHO MPEACTABUTD KasK-
Iblii mar. [IpoBOgHMK GJIOKYEliHA — 9TO BeO-IPUIOKeHe, KOTOpoe paboTaeT Kak
TTOMCKOBBII MeXaHM3M OUTKOMH-CHCTEMbI, TO €CTh IT03BOJISIET BAM MCKaTh ajpeca,
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TpaH3aKINUM 1 OJIOKM, a TAKKe HAOJII0AaTh B3aMMOOTHONIEHMS Y3JI0B M TIOTOKY MH-
dbopmanuy Mesxxay HUMMA.

Private Keys
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Transaction:

User From: Previous Block/Transaction Output
g To: New Recipient Addess
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s ey
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Block0 o« =
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™0 \
03 neried
Block Header :
™

Hashing power calculates
Proof-of Work

Puc.2.1 <% 0O6wasn cxema GUTKOMH-CUCTEMBI

CaMbIMM M3BECTHBIMU U IHIMPOKO MCITONb3yeMbIMM ITPOBOIHMKAMM OJI0OKUeiiHa
SIBJISIIOTCSI CIeAyIOoIINe:

O Bitcoin Block Explorer (https://blockexplorer.com);

O BlockCypher Explorer (https://live.blockcypher.com);

O blockchain.info (https:// blockchain.info);

O BitPay Insight (https://insight.bitpay.com).

B KakgoM 13 STUX MPOBOIHMKOB €CTh (YHKIIMS TOVCKA, C TIOMOIIbIO KOTOPOIA
MOYKHO y3HATb OGMTKOIH-ampec, X3Il-3HaueHue TpaH3aKIuy, HoMep Oj0Ka WUIn
X3II-3HavyeHue 6I0Ka ¥ MOMYUYMUTh COOTBETCTBYIOIIYIO MHGOPMALINIO 13 OUTKOH-
cetu. 1711 KaXKIOro IpuMepa TPaH3aKLIMM MIM MCIIOAb30BaHMS 6jI0Ka Mbl Oymem
rmonyyaTh URL, Tak YTO MOKHO OyIEeT ITOCMOTPETh, KaK BBITIOJHSIETCS OIeparius,
Y U3YUUTH €€ BO BCeX IMOAPOOHOCTSIX.

Mokynka yawku koge

Anuca, ¢ KOTOPOJ MbI TO3HAKOMMWIVCh B MIPeabIAYILEil IJIaBe, — HOBBI MOJIb30Ba-
TeJIb, KOTOPBIN TOJIBKO UTO ITOJTYYMII CBOY ITIEPBbIe OMTKOMHBI. B pasmene «[Toayuaem
CBOJi ITePBBIi OUTKOVH» IM1aBbl 1 Ajiica BCTpeTuaach CO CBOMM APYroM [I3K0, YTOObI
00MeHSTh HEKOTOPYI0 CYMMY HaJMYHBIMM Ha OUTKOIMHBI. TpaH3aKUMs, CO3AaHHAs
IIxo, mononmHuna Kouenek Aymncel Ha 0.10 BTC. Tennepb Asyca BbITTIOTHUT CBOIO Mep-

BYIO POSHMYHYIO TPaH3aKIMIO, KyIIMB YaIliKy Kode B Kaderepun Boba B I1ano Anto
(Kamudopuus).


https://blockexplorer.com
https://live.blockcypher.com
https:// blockchain.info
https://insight.bitpay.com
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Kade Boba coBceM HeIaBHO Havyaso MPUHMMATH OIUIaTy GUTKOTHAMM, TOOaBUB
Mo Iep>kKKy 6MTKOIIHA B CBOIO cucTeMy POS-TepmiHaia (CunThiBaTesNs KapT). LleHbl
B Kace Boba 06bsBIEHBI B MECTHOI BasioTe (mostapbl CIIIA), HO Ha KOHTPOJIBHOM
KacCOBOM ITyHKTE IOJIb30BaTeNM MOTYT BhIOpATh OIUIATy MO0 B mojuiapax, Jmbo
B OMTKOTHAX. AjTyica 3aKa3bIBaeT Yaliky Koge, 506 BBOIUT ee 3aKa3 B peecTp TOUHO
Tak >Ke, KaK OH JiejlaeT 3TO IJIsl BceX TpaH3akiuii. POS-cyucTeMma BbITIOTHSIET aBTO-
MaTuUuyeckoe MpeobpasoBaHue CYMMapHOi CTOMMOCTY 3akasa M3 mosutapoB CIIA
B OMTKOJHBI [0 TEKYIIEMY PhIHOYHOMY O0OMEHHOMY KypCy ¥ BBIBOJUT CTOMMOCTD
B 00e1X JeHEeKHbIX eIMHULIAX:

Total:
$1.50 USD
0.015 BTC

Bo6 rosoput: «C Bac Joyiap MaThAeCsIT IeHTOB, WK 15 MUIIMOUTOB>.

Kpowme Toro, POS-cucrema Bo6a aBToMaTHueCKky cO3aeT crienyaabHbiii QR-Kog,
cofepskanvii IaTeskHoe TpeboBaHme (payment request) (cMm. puc. 2.2).

B otimtune ot QR-Kofa, comepskamiero ToabKO 6UTKOTH-aipec moyJyaTens, Iia-
TeKHOe TpeboBaHMe MpeacTaBisieT co6oit QR-3akomupoBanHbIit URL, KOTOPBINi CO-
IepXKUT afipec ToTyJyaTesi, CyMMy IuiaTeska u obiee ommcanne, Hanpumep «Kade
Bo6a». DTo MO3BOJISIET MIPUIOKEHMIO OMTKOH-KOIIeIbKa 3all0JHUTh 3apaHee MH-
(hopMaioHHbIe OIS, MCIIOTb3yeMble TP OTIIPaBKe IIaTexka, C IIepeaaveii moib-
30BaTei0 OMMCaHMs, MOHSITHOTO YeloBeKy. MOXXHO OTCKaHMPOBaTh 3TOT QR-Kop,
C TIOMOIIbIO TTPUJIOKEHMST OUTKOIH-KOIIIebKa, YTOOBI YBUAETD TO, UTO AO/DKHA BU-
IeThb Anuca.

Puc. 2.2 < QR-kop nnatexHoro TpeboBaHms

O MonpobyiiTe OTCKaHMPOBATb KO Ha pUC. 2.2 C MOMOLLbI CBOEro Kollenbka, 4Tobbl yBUAETb
aapec u cymmy, Ho HE NMOCLITAMTE OEHBIVM MO STOMY ALPECY.

bitcoin:1GdK9UzpHBzqzX2A9IFP3D14weBwqgmoQA?
amount=0.015&

label=Bob%27s%20Cafe&
message=Purchase%20at%20Bob%27s%20Cafe

Components of the URL



TpaH3akumu 6utkoitHa ** 43

A bitcoiln address: "1GdK9UzpHBzqzX2A9JFP3Di4weBwqgmoQA"
(BUTKOIH-aapec: )

The payment amount: "0.015"

(Cymma nnatexa:)

A label for the recipient address: "Bob's Cafe"
(KpaTtkoe coobueHne no agpecy noayyatens:)

A description for the payment: "Purchase at Bob's Cafe"
(Onncanve nnaTtexa:)

C IMOMOIIIbI0 CBOETo cMapTdhoHa Aica CKaHUPYET IITPMUXOBOI KO, ¥ BBIBOJUT €TI0
Ha aucrieii. CMapTdOH IMoKa3bIBaeT IIaTeX B pasmepe 0.0150 BTC B Kade boba (Bob's
Cafe), moTom Asnca HaxkuMaeT KHonKy Send (OTmpaBuTh), UTOOBI MMOATBEPAUTH
9TOT IIaTeX. Yepes HEeCKONbKO CEeKYHJ, (3TO 3aHMMaeT MPUOIU3UTETIBHO CTOTbKO
5Ke BpeMeH!, CKOJIbKO aBTOPU3aIMs KpeAUTHO KapThl) Bo6 BUANT B CBOEM peecTpe
TTOJTHOCTBIO 3aBePIIeHHYI0 TPaH3aKINIO.

B cnemyromux pasgenax Mbl 6oyee Togpo6GHO pasdbepeM 9Ty TPaH3aKIUIO. B
YBUIUTE, Kak KollleneK AJMChI CO3Jal ee, KaK CO3IaHHas TpaH3aKIMs pacrpocTpa-
HsIJTach 110 CeTHU, KaK ee MPOBepU/IU, HaKOHeIl, Kak Bo6 MOXKeT MOTPaTUTh 3TY CYMMY
B ITOC/IeAYIOIIMX TPAH3AKIUSX.

BUTKOMH-CEeTb MOXET MPOBOAUTL TPAH3aKLMM B APOOHBIX eAMHULAX CTOMMOCTU, HAaNnpuUMep oT
mMunanbutkoriHos (1/1000 6uTkoiHa) ao 1/100 000 000 (o4HOM CTOMUNNIMOHHOM) BUTKOWHA,
M3BECTHOM Kak «caTtowm» (satoshi). B 310l KHWre TepMuH «6UTKOIMH» ByaeT MCNonb30BaTLCS
[N19 0603HAYEHUS KONIMYECTBA OUTKOMHOB KaK AEHEXHbIX €AMHUL,: OT MUHMManbHOW — 1 caTo-
Wy — o obLiero MakcMManbHoro konuyectsa Bcex 6utkoiHos (21 000 000), koTopble MoryT
ObITb CreHepupOBaHbl B pe3ynbTaTe MalHMHrA.

Bbl MOkeTe BHMMATETbHO PAaCCMOTPETh BCE MOAPOOHOCTY TPAaH3AKIMU AJIMCHI
17151 Kade Boba B CTPYKType HaHHBIX OJIOKYEiiHa, MCITONb3Ys OOMH U3 CaiiTOB MPO-
BOIHMKA OyIoKueiiHa (mpumep 2.1):

Mpumep 2.1 <+ lNpocMoTp TpaH3akumm Anncbl ¢ noMowbio caiTa blockexplorer.com

https://blockexplorer.com/tx/
0627052b6128912f2703066a912ea577f2ce4dadcaasasfbd8a57286c345¢c2f2

TPAH3AKLIMM BUTKOMHA

B ymporeHHOM CMbIC/Te TPAaH3aKIMSI COOOIIAET CEeTH O TOM, UTO BJajiesel] HeKOTO-
POTO KOJIMYECTBA OUTKONHOB MOATBEPAWI (C TIOMOIIIBIO ITPOLIEIYPbl aBTOPU3AIINN)
repenavy 5TOro KOJIMYECTBa OMTKOTHOB IpyromMy Biiajesbiy. [Tocie 3Toro HOBbII
BJIafIeIel] TaKsKe MOXKeT pacXoI0BaTh OUTKOIHBI, CO3/IaBas APYTye TpaH3aKIU, KO-
TOpPbIE IOATBEPKAAIOT (ABTOPU3YIOT) Iepenady 6MTKOTHOB OUepeaHOMY BJIaIeJIbITy
U T. [. B LIeTIOYKe TIpaB BJIaJeHMUsI.

BxoaHble U BbIXOAHbIE AAHHbIE TPpaH3aKuuu

TpaH3aKIMM MOXOKM Ha CTPOKM B KHUTE OYXTaJTEPCKOTO yUeTa C IBOIHOI 3aIChIO0.
Kaxkpast TpaH3aKUMsT COOEPSKUT OAMH MM HECKOIbKO 37IeMEeHTOB BXOIHBIX TaHHbBIX


http://blockexplorer.com
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(inputs), KoTOpble MOMOGHBI 1e6ETOBBIM (PACKXOJHBIM) 3aIMUCSIM HAa OUTKOITHOBOM
cuere. Y TpaH3aKIM TakoKe MMEIOTCS HEKOTOPbIe BBIXOLHbIE AaHHbIe (outputs), Mo-
IOOHBIE KPeOUTOBBIM (ITPUXOLHBIM) 3aIMCSIM Ha OUTKOMHOBOM cueTe. BXogHbIe 11 BbI-
XO[IHbIe TaHHbIe (IebeT 1 KPeOuT) He BCerna OAMHAKOBLL. BbIXOmHbIE JaHHbIE MOTYT
I06aB/ISITh HECKOBKO MEHBIIYI0 CYMMY, IT0 CPAaBHEHMIO C YKa3aHHOI BO BXOMHBIX
IAHHBIX. DTO HEOOJIBIIIOE PasINuye OObSICHSIETCS TIOAPa3yMeBaeMbIM 110 YMOTYAHUIO
TpaH3aKIMOHHBIM c60poM (transaction fee), To ecTh HEOGOIBINON CyMMOIA, OTUMCIISIE-
MOJ1 MajiHepy, KOTOPBIV BKIIOUAeT JaHHYI0 TPaH3aKIMIO B CBOVI peecTp. TpaH3aKuus
OMTKOIHOB ITOKAa3aHa B BUE 3aIMCH B OyXTaJTepCKOii KHUTe Ha puc. 2.3.

TpaH3akuusl Takke COAEPXKUT TOATBepKIeHMe (4OoKa3aTelbCTBO) IpaBa Bia-
OEeHUS 1T KaXKIOM CyMMBbI OMTKOITHOB (BXOJHbBIE JaHHBIE), KOTOPAsl PacXOmyeTcs,
B hopme 111D poBoit MOAINCK BIaAeIbIIa, TOAIMHHOCTb KOTOPOi MOXKET GbITh ITPO-
BepeHa JIIObIM WIEHOM CeT He3aBUCUMO OT APYTUX. B TepMMUHaxX GUTKOITH-CUCTe-
MBI «pacxon» — 3TO MpoLenypa MOANNCY TpaH3aKU MUK, KOTOpasl IepefaeT HEKOTO-
PYIO CTOMMOCTb U3 TIOJIHOCTBIO 3aBePIIeHHOI MpeApIaylleli TpaH3aKuy HOBOMY
BJIaJIeNIbLY, MAEHTUQUIPyeMOMY 110 GUTKOMH-aipecy.

Transaction as Double-Entry Bookkeeping
Inputs Value : Outputs Value
Input 1 0.10 BTC - Output 1 0.10 BTC
Input 2 0.20 BTC - Output 2 0.20 BTC

Input 3 0.10 BTC = Output 3 0.20 BTC
Input 4 0.15 BTC :

Total Inputs: 0.55BTC Total Outputs: 0.50 BTC

Inputs 0.55BTC
Qutputs 0.50B8TC

Difference 0.05 BTC (implied transaction fee)

Puc. 2.3 <« TpaH3akuus, npeacTaBneHHas B GopMe KHUTU
OyxranTepckoro yyeta c 4BOMHOM 3anNmUCbio

Llenoyku TpaH3akuum

[TnaTexx Anvichl B Kade Boba 1cIonb3yeT BHIXOAHbIE JaHHBIE ITPeIbIaYIIEeil TPaH3aK-
LMY KaK CBOM BXOJHbIEe JAaHHbBIE. B mpenbiayiieii rjaBe Ajiica rmonayymnaa OUTKO¥-
HBI OT CBOero apyra /I[>ko B 0OMeH Ha HaJIM4yHble TeHbru. Ta TpaH3aKIus co3maia
HEKOTOPYIO IIEHHOCTD, BBIPAXKEHHYI0 B OMTKOIHAX M 3alIUIIEHHYIO («3aepTyIo»)
KirouoM Asvcel. Ee HoBast TpaH3akLyst A1t Kade Boba cchbutaeTcst Ha MpeablIyInyio
TpaH3aKIMI0 Kak Ha BXOAHbIe JAaHHbIe M CO37aeT HOBble BbIXOJHbIE NaHHbIE ISl
OIJIAThI YalIKM KOode U IONyUYeHUs COauM. DTU TPaH3aKUIUM 0O6pasyioT IEMOUKY,
B KOTOPOJI BXOOHbIE JaHHBIE OJIS CaMOJ IOCAeIHel TpaH3aKUUU COOTBETCTBYIOT
BBIXOJHBIM JAHHBIM, TTOJIYYeHHBIM U3 IIpelIliecTBYIONel TpaH3akuunu. Kimou Ann-
CbI 00eCITeuMBaeT HAJIMYME TTOATIMCH, KOTOPAsT pas3dIOKMPYET («OTIIMPAET») BBIXOI -
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Hble JaHHbIe MTPeIbIIyIeli TPaH3aKI[MM, TEM CAMbIM JI0Ka3bIBast GMTKOIH-CETH, UTO
MMEeHHO A/Tca BllaieeT STUMMU JeHeKHbIMIU CpefCTBaMu. AJlica CBSI3bIBAET IIaTeX
3a Kode ¢ ampecom Boba, co3maBas «IIaTeXXHOe 00513aTeNIbCTBO», BLIXOAHbBIE TaH-
HbIe KOTOPOTO COOTBETCTBYIOT IJIATEXXKHOMY TPEOOBAHUIO, 3aBEPEHHOMY ITOATINCHIO
Boba, YToOBI TOTPATUTH O3HAYEHHYIO CYMMY. DTO IeliCTBMe MpeCTaB/IsIeT epema-
Yy CTOMMOCTHOI IIeHHOCTY MeXKIy Anncoit u bo6om. Ilermouka TpaHsakuuit ot [I3Ko
K Anuce, 3aTeM K Bo6y rmokasaHa Ha puc. 2.4.

Transaction 7957a35fe64f80d234d76d83a2a8f1a0d8149a41d81de548f0a65a8a999f6f18
INPUTS From OUTPUTS To

T g, 0TS G

Transaction Fees: 0.0005 BTC

a5a5fhd8a57286345¢2f2
OUTPUTS To

:7957a35fe64fsod;|3|gedssa2aaﬂaodm49a41usad%‘tggﬁa&sw%f1s T utput 0 Bob's Address 00750 8TC (spent) ©
poconodStononoonnotdsssonon - ) “Output #1Afice’s AddgesSTchange) 0.0845 BTC (unspeni)

0.0005 BTC

Transaction 0627052b6f28912f2703066a912ea577f2ce4da
INPUTS From

Transaction 2bbac8bb3a57a2363407ac8¢16a67015ed2e88a4388af58cf90299e0744d3de4
OUTPUTS To

|0627052h6f289‘||23f2703066a9‘|ZeaS77f2ce4da4(aa(§aosflb5dgaé7Tlgéc34Sc2f2 0t Output #06 opesh s Address 0.0100 BTC (unspent)
[ T e e e e e e e q Output #1 Bob”s Address (change) 0.0845 BTC (unspent)
Transaction Fees: 0.0005 BTC

Puc.2.4 < Llenoyka TpaH3akumui,
B KOTOPOM BbIXOAHbIE AAHHbIE OLHOW TPAH3aKLMK
CTaHOBATCS BXOAHbIMU AAaHHBIMUM ClefyloLei TpaH3akLumm

MonyyeHue caauun

MHorme TpaH3akiuy 6MTKOMHOB GYIOyT COMEpsKaTh BbIXOJHbIE MaHHbIE, CChIIAI0-
1Iyecst Kak Ha aJjpec HOBOTO BJIaje/blia, TaK M Ha aJpec TeKyIIero Bjiajenblia, Ha-
3BIBAEMOTO aipecoM s roryuenust cnaun (change address). [TpyunHa B TOM, UTO
BXO[HbIE JaHHbIE TPaH3aKIIMM, TOJO6HO JeHEeKHbIM GAaHKHOTAM, HE MOTYT ObITh
pasnesnensl. ECii BbI [TOKyIIaeTe B MarasyHe Belllb CTOMMOCTBIO B 5 I0//1apoB, HO
PV 9TOM MCITO/Ib3yeTe 6aHKHOTY B 20 0/UIapOB, TO BIIOJIHE 0OOCHOBAHHO PacCum-
ThIBAeTe MOYYNUTh 15 J0/1apoB caaun. TOUHO TaKast ke KOHIIEIIMS IPMMEHSIeTCSI
K BXOIHBIM JaHHBIM TPAH3aKIMii GUTKONHOB. EC/IM BbI KYIIM/IN BEIllb CTOMMOCTHIO
B 5 OMTKOITHOB, HO BO BXOJHbBIX JaHHbIX MCII0JIb30Baach cymMma 20 GUTKOIHOB, TO
BaM CJIeZIOBAJIO OTIIPaBUTh OAMH (PparMeHT BBIXOAHbBIX JaHHbBIX C CYMMOIi 5 OUT-
KOJHOB BjIafie/Iblly MarasyuHa, a BTOpoii parMeHT JaHHbBIX C CYMMOi 15 6UTKOIi-
HOB BEpHYTbh cebe Kak crauy (YyTh MeHbIlIe M3-3a cO0pa 3a TPaH3aKIMIo). BaskHO
OTMETUTh, YTO afpec s MOJyUYeHMs] COauy He 06s13aTeNbHO JOJIKEH COBIIAAATh
C aipecoM, yKa3aHHbIM BO BXOIHbIX JAHHBIX, ¥ YaCTO U3 COOOPaskeHIi COXpaHeHNUsI
CEeKPeTHOCTH B KOILIeIbKe BJIafie/iblla CO3/1aeTCsT HOBbIN ampec.
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Ko1resibky MOTYT MCITOJIb30BaTh PA3HOOOPa3HbIe CTPATernu 06beIMHEHNS BXO -
HBIX JTaHHBIX TpU (GOPMUPOBAHUM IUIATEXA, 3aTPEOOBAHHOTO IMOIH30BATEIEM.
MoskeT 06BbeIMHSITHCSI MHOKECTBO HEOOIbIINX BXOMHBIX JAHHBIX, UM MOTYT UC-
MOJTb30BaThCSI BXOAHBIE JAaHHbIe, PaBHbIE MM HECKOIBKO GOJbINNE TPebyeMOoTro
riaTexka. Ecim Kolienex He MOKeT 00beJUHUTD BXO[IHbIE TAHHbIE TAKMM 06pa3oM,
YTOOBI 06ECTIEUNTH TOYHOE COOTBETCTBYME CYMMe TpeOyeMOoro IiaTexa IUTiC co6op
3a TpaH3aKUMIO, TO KOILIeJIeK JO/DKeH CreHepypoBaTh COOTBETCTBYIOILYIO Cauy. JTO
OuYeHb TIOXOXe Ha obpalleHye HAIMYHBIX AeHer. Ecau Bbl Bcerma HOCUTe ¢ co6oii
TOJIbKO KPYITHbIE KYITIOPBI, TO B KOHIIe KOHIIOB Y Bac HabepeTcs MOMHBIN KapMaH
MeJouM, IOJy4YeHHOM Ha caavy. Eciiy Bbl aeTe cady MCKIIUUTENbHO MeI0Yblo, TO
y Bac Bceraa GyOyT OCTAaBaThCSI TOMBKO KPYITHBIE KYIIOPBI. JIIOAM MOCO3HATENTbHO
UIIYT 6aJIAaHC MEXKAY STUMU JBYMSI KPAifHOCTSIMM, U Pa3paboTumMKyu GUTKOIH-KO-
IIeThKOB CTapaloTCs 3alIPOrPaMMUPOBATH TAKOM OaslaHC.

TakuM 06pa3oM, TPaH3aKIUYM MMePEMEIAl0T CTOUMOCTHYIO II€HHOCTb M3 BXO[I-
HBIX JAaHHBIX TpaH3akuuu (trasaction inputs) B BBIXOAHbIEe HaHHbIE TPaH3aKUUN
(transaction outputs). BxonHble JaHHbIE — 3TO CCbUIKA Ha BBIXOLHbBIE JAHHbBIE IIpe-
IbIAyIIeil TpaH3aKUMM, IOKa3bIBAlOLIasi MCTOYHMK 3asBIE€HHON CTOMMOCTHONM
LIeHHOCTH. BbIXOmHbIe NaHHbIe TpaH3aKUMM HAlPaB/SIOT KOHKPETHYI0 CTOMMOCT-
HYIO LIEHHOCTh Ha GUTKOITH-a/ipec HOBOTO BJIAZE/blla ¥ MOTYT COZIePXKaTh JaHHbIE
0 cIiaye, BO3BpalllaeMoii TepBOHAYaIbHOMY Bilazienblly. BeIXOgHbIe JaHHbIE ONHOM
TpaH3aKUMM MOTYT MCIIOAb30BaThCsl KaK BXOIHble NaHHble B HOBOV TpaH3aKLUM,
CO3[laBasi TeM CaMbIM LIeIIOUKY IlepellauM MpaB BlaafeHMsl KaK CTOMMOCTHYIO LIeH-
HOCTb, lIepeMellaeMyIo OT Bajiesiblla K BAaeabIly (CM. puc. 2.4).

O6wune hbopMbl TpaH3aKL M

Hamnbonee o611ieit hopMoit TpaH3aKIMM SBASIETCS IIPOCTON IJIATEX C OLHOTO afipeca
Ha JIpyTro¥i, B KOTOPBIJ 4aCTO BK/IKYAETCS] HEKOTOpasl cAava, BO3BpallaeMast ep-
BOHAuaJbHOMY Biafesbly. [Ipy 3TOM Tume TpaH3aKLuM BXOJHbIE JaHHbIE Ipef-
CTaBJieHbl OIHUM dparMeHTOM (OAVH BBOJ,), @ BHIXOJHbIE JaHHbIE COCTOST U3 JBYX
(bparmeHTOB (IBa BbIBOJA), Kak MMOKa3aHO Ha puUC. 2.5.

061was hopma TpaH3aKLmuu
Beigog 0
«boby»
Bog 0
«OT Anmcel,
noAnucaH
Anucoity
Bbiog 1
«Anuce»
(cnaya)

Puc. 2.5 < Haubonee obwas dopmMa TpaH3aKLum
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Ipyroii 4acTo MCIONb3yeMoi (GopMOii SIBJIIETCS TpaH3aKIMs, 00beoHSIomast
HECKOJIbKO (hparMeHTOB BXOIHBIX JaHHbBIX B IMHbII (PparMeHT BHIXOTHbBIX TaHHbIX
(cM. puc. 2.6). B peasibHOI KM3HM 9TOJ OIepalyy COOTBETCTBYET 0OMEH TOpCTH MO-
HeT ¥ HeCcKOJbKUX MEeJKMX KYITIOp Ha OmHY 60jiee KpPYITHYI0 6aHKHOTY. [Togo6GHbIe
TPaH3aKIUY MHOTAA TeHepPUPYIOTCS MPUIOKEHUSIMIM KOIIEJbKOB, UTOObI 06bemy-
HUTb MHOKECTBO MeJIKMX CYMM, ITOJTy4eHHBIX B KaueCcTBe CauM Mpu riaTexax.

ObbeanHsIoLLAs TPaH3aKLKA

Bsog 0

Beop 1
BbiBoa 0

Bsog 2

Beog N

Puc.2.6 < TpaH3akuus, 06beaMHAOLWAsA AeHeXHble CpeacTBa

Emie opHoit ¢bopMoii, YacTO BCTpeuarwolneiics B OUTKOMH-peecTpe, SIBISIETCS
TpaH3aKIMsl, pacipeaensonas oauH GparMeHT BXOJIHbIX JAHHBIX 110 HECKOJIbKUM
(bparmeHTaM BBIXOHBIX TAHHbIX, TPEICTAB/SIONIMX PA3JINUHBIX ITOTyJYaTeNei (CM.
puc. 2.7). OTOT TUI TPaH3aKLMI MHOILA UCIIONIb3YeTCs KOMMepUeCKMMU OpraHusa-
UMSIMU [IJIS pacIipeiesieHys TeHEeKHbIX CPeliCTB, HalipyuMep Ipu Bbigaue 3apaboT-
HOJA IUIaThl HECKOJIBKUM COTPYAHUKAM.

Pacnpenensiowas TpaH3akums

Boigog 0
Boigog 1

Beogn 0
A Boigog 2

BuiBog N

Puc. 2.7 « TpaH3akuus, pacnpenensiowas geHexHble CpeacTsa

CO030AHUE TPAH3AKLIUK

[MpwutoskeHMe KoIleabKa AJIMChI COTEPSKUT BCIO HEOOXOAMMYIO JIOTUKY IJIsT BbIOOpa
COOTBETCTBYIOIIMX BXOAHBIX ¥ BBIXOAHBIX JAHHBIX MPU CO3TAHUM TPAH3AKIUA T10
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nHbOpMaIuK, MpefoCcTaBIeHHOM Aicoit. Anica Jo/isKHA YKa3aTh TOMbKO 11e/1eBOit
azpec M CyMMY, a BCSI OCTaJIbHasi paboTa BBIMONHAETCS MPWIOKEHMEM KOIebka
6e3 yyacTus Iob30BaTeNsl. BaskHO, UTO MPWIOKEHME KOIIeTbKa MOXET CO3/1aBaTh
TpaH3aKIUK Aaxke B peskume oduiaiiH (TO eCTh B peXkuMe MOJTHOTO OTK/IIOUEHMS OT
cetu). [Tomo6GHO TOMY, KaK MbI BBIIIMCHIBAEM UY€K JOMa U IOC/Ie 3TOTO OTIIpaBjsieM
ero 6aHKY B KOHBEPTe, TpaH3aKIIMs He 06s13aTe/IbHO JO/DKHA CO30aBaThCs U MO~
CBIBATBHCS TIPY HATMYMY aKTUBHOTO COEIMHEHMS C OUTKOIH-CEThIO.

cDOpMMpOBaHMe npaBUNIbHbIX BXOAHDbIX AaHHbIX

[IpunoxkeHue Koluenbka AJIMUChHl CHavala OO/DKHO HAMTU BXOOHbIE JAaHHbIE, KOTO-
pblIe MMO3BOMMIM Obl BBITIATUTh CYMMY, YKa3aHHYI0 BoOOM. BOBIIMHCTBO KOIIeTh-
KOB TIPOCJIEXXMBAET BCe NOCTYIHbIE BbIXOAHbIE TaHHbIE, IIPUHAJIEXal/e aIpecam
TeKyllero Kouenbka. CienoBaTebHO, KOlleneK AJMUChI OOJKEH XPaHUThb KOIUIO
BBIXOIHbBIX JAHHBIX TPaH3aKIyM JI3K0, CO3IaHHO TPy 0OMeHe HaJIMUHbIX JeHer Ha
OGUTKOIHBI (CM. pasfen «IlomyuaeM CBOII epBbIil GUTKOH» 1aBsl 1). [IpuiokeHne
OUTKOJH-KOIIIeJIbKa, paboTaoliee Kak MOJHOIEHHbI KIMEeHTCKUIT y3e, IeiiCTBU-
TEJIbHO COAEPKUT KOIIMIO KaXKAbIX HEM3PaCXONOBAHHBIX BBIXOLHBIX NAHHBIX IJIS
KaXIO0i TpaH3aKUMM B CTPYKTYpe AAHHBIX O0KUeliHa. DTO MO3BOJSIET KOIIEIbKY
CO3/1aBaTh BXOAHbIE JAHHbIE TPAH3aKIIMM, a TAKKe OBICTPO MPOBEPSTH BXOASIINE
TpPaH3aKUU KaK UCTOYHUK KOPPEKTHBIX BXOIHBIX NaHHbIX. HO IMOMHOLIEHHbIN K/IU-
eHTCKUI y3es TpebyeT 3HaUMUTeIbHOIO IMCKOBOTO IIPOCTPAHCTBA, I03TOMY B 60JThb-
LIIMHCTBE T0JIb30BaTEIbCKIX KOLIEIbKOB IIPUMEHSIOTCS YIIPOLIeHHbIEe KIMEHTCKUE
TIPUJIOKEHMSI, KOTOpbIe TPOC/IEXUBAIOT TOJBKO HEM3PACXOLOBAHHbIE BBLIXOILHBIE
JlaHHbIE, IPpMHAJIeKalle TEKYIEeMY [10JIb30BaTeko.

Eciu nmpunoskeHue KollleJibka He obecIieunBaeT XpaHeHMsT KOMMii Heu3pacxo-
JIOBAHHBIX BBIXOJHBIX JAHHBIX TPAH3aKIMI1, TO OHO MOXXET 00PaTUTHCS C 3aITPO-
COM K OUTKOMH-CeTH, YUTOOBI TTOMYUUTD ITY MHGOPMAIIMIO C TTOMOIIbI0 MHOKECTBA
pa3sHOO0Opa3HbIX MPUKIALHBIX IPOrPpaMMHBIX UHTepdeiicoB (API), mpemgoctaBiis-
e€MbIX pas3IMUYHBIMK TIpOBaiifepaMu, MM OOGPATUBLINCH K TIOJHOLIEHHOMY Y3y
ceTy ¢ moMoInbio BeizoBa API-uHTepdeiica. B mpumepe 2.2 nmokasaH API-3armpoc,
co3paHHblil B Bume komauabsl GET nporokosnia HTTP, o6paiieHHO K 3aJaHHOMY
URL. Yka3anHb1ii URL BO3BpaljaeT Bce HeEM3PACXOJOBaHHbIE BBIXOAHbIE TaHHbIE
TpaH3aKIIUM 11 HEKOTOPOTO ajfpeca, IMpeaoCcTaBJsisl IIOO0OMY MTPUIOKEHNUIO VH-
dbopmanuio, HeoOX0AUMYIO i GOPMMUPOBAHMS BXOMHBIX JAHHBIX TPaH3aKINNA,
pacxonyolleil JeHeXXHble CpencTBa. 34eCh Mbl BOCIIONIb3YeMCS IIPOCTON YTUIN-
TOM KOMaHAHO cTpoku — HTTP-knmeHTOM curl AJjid mOayyeHusT OTBeTa Ha Hall
3amnpoc.

Mpumep 2.2 <+ onck BCEX HEM3PACXOA0BAHHbIX BbIXOLHbIX AAHHbIX AN BUTKOMH-agpeca Anumcol

$ curl https://blockchain.info/unspent?active=1Cdid9KFAaatwczBwBttQcwXYCpvK8h7FK
{
"unspent_outputs": [
{
"tx_hash":"186f9f998a5. . .2836dd734d2804fe65fa35779",
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"tx_index":104810202,

"tx_output_n": 0,
"script":"76a9147f9b1a7fb68d60c536c2fd8aeaa53a8f3cc025a888ac”,
"value": 10000000,

"value_hex": "00989680",

"confirmations":0

OTBeT Ha 3a1poc 13 IMpuMepa 2.2 MOKa3bIBAeT OAVH HeM3PacXOg0BaHHbIN (par-
MEHT BBIXOJHBIX TAHHBIX (TOT, KOTOPBIN MOKA ellle He peaJn30BaH UK «He Tora-
1IeH»), MpuHaJIekamnii agpecy Anncol 1Cdid9KFAaatwczBwBttQcwXYCpvK8h7FK. OTBeT
BKJIIOUaeT CChUIKY Ha TPaH3aKIMio, B KOTOPOW COMEPKUTCS 3TOT HeM3pacxoJ0BaH-
HbIVi (hparMeHT BBIXOIHBIX JAHHBIX (TlepeBof, OT [I3K0), i YKa3aHHYIO B HEM CYMMY
B caTomM (OmHA HeCITUMMJUIMOHHAsT 6UTKOMHA), paBHYyI 0.10 6MTKOIHA. C 1MO-
MONIbIO 3TOJ MHGOPMAaLMK IIPUIOKEHMEe KOIIeIbKa AJIMChI MOKET CO30aTh TPaH3-
aKkuuio AJ1s1 epefaun 3Tol CyMMbI Ha afjpeC HOBOTO BJIafeblia.

BHMMaTeNnbHO M3yunTe TpaH3aKuMio, nepeaatoLlyto 6utkorHbl ot [xo k Anuce (http://bit.
ly/1tAeeGr).

Kax BbI MOKeTe yOemuThCsl, KoLeseK AJVChI COIEePKUT AOCTATOUHOE KOJTMYECTBO
OUTKOITHOB, TOMYYEHHBbIX KaK OAVH HEM3PACXOIOBaHHbBIN (PPArMEHT BBIXOAHBIX
IIaHHBIX, JIS OTUIAThI YalllkM Kode. B MpOTMBHOM ciydyae MpuioKeHMe KolleabKa
Anuicel, BO3MOKHO, JOKHO 6bIIO ObI HAYATh MOMCKU Goee MeaKuX (parMeHTOB
HeM3PaCXOAOBAHHBIX BBIXOAHBIX JAHHBIX, IOZOGHO TOMY, KaK POIOTCS B KOIIEJbKe
M B KapMaHaxX B MTOMCKaxX MeJI04M, UTOObI cCOOPaTh CyMMY, HEOOXOOUMYIO /IS TI0-
KyIIKM yaiky kode. B 060ux ciaydasx, BeposiTHee BCEro, moTpedyeTcss HeKoTopas
CyMMa cauy, 0 KOTOPOi Mbl 60/1ee IOZPOOHO MOTOBOPYM B C/eLylOlleM pasfe-
Jie, TIe TIPWIOKEHMeE Kolllesibka OyJleT CO3aBaTh BbIXOAHbBIE TAHHbBIE TPAH3aKIVN
(nmaTexn).

CDOpMMpOBaHMe BbIXOAHbIX AdHHbIX

BbIxo/iHbIe TaHHbIe TPaH3aKIVM HOPMUPYIOTCS B BUIE CKPUIITA, KOTOPBIN co3/1a-
eT 3aKJaZHoe 00s13aTeIbCTBO HA MepeaBaeMyl0 IEHHOCTb, KOTOPOE MOKET ObITh
MOTAIIeHO TOJIbKO MPEeCTaBIeHNEM PeIIeHUs IJIs1 3TOro cKpurita. [Ipolie ropopsi,
BbIXOJJHbIE JAHHbIE TPAH3aKIUY AJIVICHI COEPXKAT CKPUIIT, KOTOPBI TOBOPUT MPH-
OM3UTENIbHO CIefyIoliee: «DTY BHIXOJHbIE JAHHbIE IJIATEXECITOCOOHDI JIsl TOTO,
KTO MOXXET IPEeACTaBUTh MOMAMNUCH C TIOMOIIbIO KII0Ua, COOTBETCTBYIOIIErO 00IIe-
IOCTYIMHOMY azpecy Boba». [TockombKy b Bo6 06/amaeT KOLeNIbKOM C KIova-
MU, COOTBETCTBYIONIVIMM €T0 aJipecy, TOIbKO Kolenek bo6a cMOXeT MpecTaBUTh
MOJMNCh [IJIST «IIOTAlIeHNsT» 3asBJIEHHBIX BBIXOAHBIX JAaHHBIX. TakuM 00pasoMm,

! BHUMAaHMe: MpY MOTBITKE MEePENTY 110 YKa3aHHOMY afipecy IeJieBasi CTpaHuIla He HaliieHa,

BO3MOJKHBI [T€PEeHAIPaBIeHNs Ha HeHAIeKHbIe Pecypchl. — [Ipum. nepes.
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Anmnca «oTHaeT B 3aKj1aj» eHHOCTH, yKa3aHHbIE B BBIXOAHBIX JaHHBIX, C 3aIIDOCOM
nognucy bo6a.

B 3Ty TpaH3aKIIMIO BKIIOUEH TaKKe ele ofiH ¢pparMeHT BbIXOIHBIX JaHHBIX, TAK
Kak geHesxkHast cymma B 0.10 BTC ciiMiikom BesMKa JIJisl OTIaThl Yaliky Kode cTou-
mocThio 0.015 BTC. Anuca gomkua nomyunts 0.085 BTC cgaun. Bosspat coaum Anu-
Ce CO3aeTcsl ee KOIIeJbKOM B TO¥ JKe camoii TpaH3aKuum miatexa booy. ITo cyTu,
KOIIIeJIeK AJTMCHI pa3iesieT ee eHeXKHbIe CPeCTBA Ha [IBa IIaTeXa: OnUH — Booy,
BTOPOJi — BO3BpaT JeHer B Kolenek Anycel. [Tocie 3TOro oHa MOXeT UCIIOb30BaTh
Cavy 13 BBIXOHBIX JAHHBIX B CJIeyIOIel TpaH3aKIMA.

HakoHell, 32 CBOeBpeMeHHYI0 06pabOTKy TpPaH3aKIUU B CETU MPUTIOKEHNE KO-
IIeTbKa AJVChI OTUMCIISIET HEOOBINYIO IJIATY. DTO HeSIBHAS YaCTh TPaH3aKI[MU, OHA
TIPOSIBJISIETCS] B BUJIE PA3HOCTY MEXKAY BXOAHBIMM M BBIXOAHBIMM JaHHbIMU. Ecin
BMmecTo nosryueHus: 0.085 coaum Anmca cosmaeT TosibKo 0.0845 kak BTOpoit hparMeHT
BBIXOIHBIX TAHHBIX, TO y Hee ocTasioch 661 0.0005 BTC (T10710BMHA MMWIIMKOIHA).
Cymma BxomHbIx faHHbIX 0.10 BTC He MOMHOCTBHIO pacxoayeTcs Ha JBa (parmeHTa
BBIXOJHBIX JAHHBIX, IOTOMY YTO B CyMMe OHM cocTaBisiioT MeHblie 0.10. iToroas
pa3HOCTH MpeACTaBIsIeT co60¥ cO0p 3a TpaH3aKIuIo (transaction fee), B3umaemblIit
MaliHepoM B KauyeCTBe IIJIaThl 32 POBEPKY KOPPEKTHOCTU U BKJIIOUEHMEe TPaH3aK-
MU B OJIOK, 3aTTChIBAEMBIN B CTPYKTYPY JaHHBIX OJIOKUeiTHA.

OrmMcaHHYIO BBIIIE TPAH3AKIWIO MOKHO HAOMIOAATh BO BCEX TOAPOOHOCTSIX, UC-
TOJTb3YSI BeO-IPUIIOKeHMEe TTPOBOIHIKA OI0OKUeiTHA, KaK MMOKa3aHo Ha puc. 2.8.

Transaction view information anout a bitcoin transaction
0627052b6{289122703066a912ea577f2ceddadcaaSabibdBab7286c345c212
1GdK9UzpHBzqzX2A9FP3DidweBwggmoQA
-{U ) 0.015 BTC
1Cdid9KFAaatwczBwBtHQewXYCpvK8h7FK (0.1 BTC - Output) » (Unspent) °
1Cdid9KFAaatwczBwBHQewXYCpvKBh7FK -
(Unspent) 0.0845 BTC
97 Confirmations | 0.0995 BTC:
Summary Inputs and Outputs
Size 258 (bytes) Total Input 0.1 BTC
Received Time 2013-12-27 23:03:05 Total Qutput 0.0995 BTC
Included In 277316 (2013-12-27 23:11:54 +9 Fees 0.0005 BTG
Blocks minutes)
Estimated BTC Transacted 0.016 BTC

Puc. 2.8 <« TpaH3akumsa Anucel, BbinonHaowWwas onnaty B kadge boba

BHUMaTeNbHO M3yunTe TpaH3aKuMio, nepeaaroLyto 6UTKoMHbI OT Anuncel B kade boba (http://
bit.ly/1uOFIGs)™.

! BHMMaHMe: TPy MOTBITKE MepeiiTy 1o yKa3aHHOMY aJipecy liejieBasi CTpaHMIla He HalileHa,
BO3MOXKHbI IIepeHanpaBjieHs] Ha HeHaJlexkKHble pecypchl. — [Ipum. nepes.
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[o6aBneHue TpaH3aKuuuM B peecTp

TpaH3aKkiusi, Co3gaHHasK IPUIOKEHMEM KOIIIeJIbKa AJIMChI, UMeeT IJIMHY 258 6aiiToB
M CONEP>KUT BCe HeoOXomuMoe IJisl TTIOATBePsKAeHMs TTpaBa BaafgeHus JeHeXKHbIMU
CpelCcTBaMM U IMepefaul MX HOBBIM BiafenbliaM. Terephb 3Ta TpaH3aKIMs Helpe-
MeHHO JO0JDKHA ObITh MepeJaHa B OUTKOIH-CETh, TIe OHA CTAHEeT YacThI0 CTPYKTY-
pbI JAHHBIX OI0KUeiiHa. B ciemyiomem paspene Mbl YBUOMM, KaK TPAH3aKIMS CTa-
HOBUTCSI YaCThI0 HOBOTO 6j10Ka M KaK 3TOT 610K «MalfHUTCSI». B KOHIle TVIaBbl MbI
PacCMOTPMM, KaK HOBBII OJIOK ocjie J0OaBIeHMs B CTPYKTYPY JaHHbBIX OJIOKYeiiHa
IOCTEIIEHHO 3apabaThIBaeT JOBEPHE B CETHU I10 Mepe A06aBIeHNs IPYTUX GIOKOB.

IMepedaua mpansaxkyuu

TTOCKOJIbKY TPaH3aKLMS COMEPKUT BCIO MHGOPMALNIO, HEOOXOIMMYIO IS ee o6pa-
OOTKI, HE MMeeT 3HauUeHMsI, KakK M IJIe 9Ta TPaH3aKI s IIepeaeTcs: B OUTKOMH-CeTh.
BUTKOJH-CeTh — 9TO IIMPUHIOBASI CETh, B KOTOPOI KasKIblii OMTKOH-KIMEHT COeIM-
HEH C HEeCKOJIbKUMMMU APYIUMM OUTKOMH-KIMeHTaMmu. OCHOBHAS 3amadya GUTKOMH-
CeTU — paclpocTpaHeHle TPaH3aKIVii ¥ GIOKOB MeXKIy BCeMY UeHaMU CETH.

Kaxk npoucxodum pacnpocmpaHeHue

Jltobas cucTeMa, Takast Kak cepBep, AeCKTOM-IIPUIOKEHMEe VI KOIIeeK, yu4acTBY-
Io11ast B OMTKOMH-CETH, TO €CTh «TOBOPSIIAS HA SI3bIKE» ITPOTOKOJIA OUTKOIHA, Ha-
3pIBaeTcsl 6UTKOIH-y3710M (bitcoin node). IIpunoskeHne Koileabka AJMCHI MOXKET
OTTIPABJISITh HOBYIO TPAaH3aKUMIO Ha 0607 OGUTKOMH-y3e/l yepe3 YCTaHOBIeHHOe
coenyHeHMe MPaKTUYECKH JII6oro tura: kabemabHoe, Wi-Fi, MmobwmibHOe 1 T. 1. Ee
OUTKOIH-KOIIIeJIEK He 00s13aH YCTaHABIMBATH IIPSIMOE COeIVIHEHMEe C OGUTKOMH-KO-
menabkoM Bo6a, 1 HeT HMKaKoii HeoOXOOMMOCTH 00s3aTe/IbHO MCIIOIb30BaTh MO -
KIoueHne K VMiHTepHeTy, npeajaraeMoe kade boba, xoTs 06a 3TuX criocoba Tak-
K€ BO3MOJKHBI. JI106071 GUTKOMH-Y3€e/, TPMHMMAIOIINIA JOIYCTUMYIO TPaH3aKIINIo,
KOTOpasi 10 Cero MOMeHTa ObUla eMy HeM3BeCTHa, HeMeJJIEHHO TepeHarnpassieT
ee BCeM y3JiaM, C KOTOPBIMM OH COeIMHEH, TaKasi METOAVKA PacIIPOCTPaHEeHUSs U3-
BECTHa IoJ1, Ha3BaHueM jiaBuHHast agpecanys (flooding). Takum o6pasom, TpaH3aK-
1[Ms1 OBICTPO PACIIPOCTPAHSIETCS TI0 MMUMPUHTOBO CETYU U MPUXOAUT HA GOBUTNHCTBO
Y3JI0B 32 HECKOJIBKO CEKYH/I,.

Kaxk smo eudum bo6

Ecnu nipuioskeHme GUTKOMH-KoIIeTbKa Boba HampsiMyro COeIMHEHO C TTPUIOKEHN-
€M KoIlleJibKa AJIChI, TO TPUJIOKeHe KollleJibka Bo6a MOKeT CcTaTh IepBbIM Y3JI0M,
MPUHSIBIIMM paccMaTpUBaeMyl0 TpaH3akiuo. Ho gaske eciau Koiesek AJUCHI OT-
MpaBJisieT TPaH3aKIMI0 Yepes IpyTHe y3Jibl, Yepe3 HeCKOJIbKO CeKyH], 3Ta TpaH3aK-
1Ms JOMAeT U o Komenbka bo6a. Komienek Boba cpasy ske onpenennT TpaH3aKIIo
AnyChbI KaK TOCTYNMBIINIA TIJIATEX, TAK KaK TPAH3aKIMST COIEPIKUT BbIXOHbIE JaH-
HbIe, TTOATBepsKAaeMble Kiouamu bo6a. KpomMe Toro, mpuioxkeHue koiueabka Boba
MOKeT He3aBMCHMO OT ITPOUMX y3J0B MPOBEPUTD, MPABMIbHO U chopmMupoBaHa
3Ta TpaH3aKIMsl, MCIIOb3YeT JIM OHA paHee Heu3pacxoOBaHHbIe BXOAHbIE TaHHbIE
Y COTIEPSKUT JIV AOCTATOUYHYIO CYMMY [IIJIST OTIAThI cO0pa 3a TPaH3aKIMIO, YTOOBI ITO-
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SIBMJIACh BO3MOYKHOCTD BKJIIOUEHMSI ee B CJIeAYIOLii 610K, B aT0T MoMeHT Bo6 Mo-
SKeT PeIInTh ¢ HeOOJbIION NojIel picKa, 4YTo TpaH3aKLus B 6isKaiineM Oyayiem
OyIeT BK/IIOUeHa B GJIOK U TIOATBEPsKIeHa.

0 Camas pacnpocTpaHeHHas OlWMBKa B MOHUMAaHUM TPAH3aKLMI BUTKOMHOB — HeMpaBuabHOE
NpeacTaBieHME O TOM, YTO TPaH3aKLMKM 0093aTeNIbHO 4O/KHbI BbITb «MOATBEPXKAEHbI» NOCNE
10 MUHYT 0XXMAAHMA NOSBNEHNSA HOBOTO 610Ka MK Yepes 60 MUHYT ANS WECTU MNOSHOLEHHbIX
NoATBEPXAEHUIA. HeCMOTpS Ha TO YTO NMOATBEPXKAEHWS rapaHTUPYIOT NPUHATUE KOHKPETHOM
TpaH3aKLUMK BCEW CETb0 B LIESIOM, YKa3aHHble Bbille 3aLepXKKM BOBCE He 06s3aTe/bHbl A
CaMblX AeLleBblX TOBAPOB, TaKMX Kak yallka kode. Mponasel, MOXET NPUHATL LOMYCTUMYHO
TpaH3aKLUMI0 C HeBO/bLLIOK CyMMOi 6e3 NOATBEPXKAEHMI, TPUYEM PUCK 3A4eCh HE BonbLLe, YeM
onnata KpeauTHoOM KapToit 6e3 naeHTMdMKaTopa UK NOAMUCHU, IPUHMMAEMas B Halle BpeMs
PO3HUYHbIMU NPOAABLAMM LECATKU, a TO U COTHM Pa3 B AeHb.

MAWHUHI BUTKOMHOB

WTak, TpaH3aKuus AJMCHI Telepb pacipocTpaHseTcs Mo 6UTKOIH-ceT. OHa He
CTaHeT YaCTbl0 CTPYKTYPHI JAHHBIX GJIOKYEliHA O TeX Iop, MokKa He 6ymeT Mpo-
BepeHa M BKJIIOUEeHa B OGJIOK B Pe3yJbTaTe BBITIOJHEHMS MPOIlecca, Ha3bIBAeMOTO
MaliHMHTOM (mining). Boyee mogpo6HO 3TOT mpoiecc GymeT paccMaTpUBaThCS
B m1aBe 10. JloBepuTeabHbIE OTHOIIEHWSI B OUTKOMH-CUCTEME OCHOBAHbI Ha Ma-
TeMaTUYeCKMX BbIUMCAeHMUsIX. TpaH3akiuu oobeauusores B 61moku (blocks), mo-
Ka3aTeIbCTBO KOPPEKTHOCTY KOTOPBIX TpeGyeT OrpOMHOI0 06beMa BhIUMCIEHNIA,
HO JIJISI IPOBEPKYU IIPUHSITOTO 6;10Ka HeO6XOAMM OTHOCUTEIbHO HeOO0JIbII0i 06beM
BbIUMCIIeHMIA. [Tpoliecc MaifHMHTA CIYSKUT JOCTVDKEHUIO IBYX 11e/ielt B GUTKOH-CH-
creMme:

O y3JIbI MaiiHMHTA IPOBEPSIIOT MPaBMIBHOCTH (validate) Bcex TpaH3akIuMii Ha
COOTBETCTBME ITPaBMiaM KOHCceHcyca (consensus rules) 6UTKOH-CUCTEMBI.
CnemoBaTeIbHO, MaiiHMHT 06eceuMBaeT 3alMUTy TPaH3aKIINUii GUTKOTHOB,
oTBeprasi HefOIyCTMMble MJIM HeINpaBUIbHO cHoOpMMpPOBAHHbIE TpaH3-
aKIInu;

Q MaJiHMHT C03[aeT HOBble OMTKOJMHBLI B KakAOM OjI0Ke ITOYTU TaK 3Ke, KakK
LIeHTPAJIbHbII OAaHK IeYaTaeT HOBbIE JEHEKHbIE KyIMopbl. KomnuecTBo OUT-
KOJHOB, CO37aBaeMbIX B OIHOM 6JI0Ke, OTpaHUYEHO U YMEHbIIIAeTCs CO Bpe-
MeHEeM B COOTBETCTBUM C OOIIVM IJIAHOM OIpaHMUYEHHO SMUCCUN.

MajiHUHT TTO3BOJISIET NOCTUYD OYTU UAEATbHOTO 6ajaHca MEXKIY CTOMMOCTBIO

¥ BO3HarpaxaeHuem (KommeHcaiuei). s pelleHMs MaTeMaTMUeCKUX 3amad
B IIpOIeCCe MAifHMHTA PACXOAYETCSl JIeKTPOIHeprus. YCIelHblii MajitHep 6ymeT
MOJIy4aTh BO3HArpaxkmeHue miay KoMmeHcaiuo (reward) B popme HOBBIX OUTKO¥-
HOB 1 c60POB 3a BBINOJHEHME TpaH3akiuii. Ho Bo3HarpaxkmeHue MOXKHO IIOIy-
YaTh TOJIBKO B TOM C/Ty4yae, eCii MaiiHep JeliCTBUTeIbHO MPaBWIbLHO MPOBEPUII BCe
TpaH3aKIUM Ha COOTBETCTBME MpaBUaaM KOHCeHCyca (consensus). OTOT JUHAMMU-
yecKuit 6asaHc 06ecreunBaeT 3aInuTy OUTKOTHOB 6€3 KaKoro-am60 IeHTPaIbHOTO
opraHa yrpaBjeHMs.
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Hemioxoit aHanmoruei Ajisl OMMCaHUS MMpoljecca MaliHMHTA SIBJSIETCS KPYITHO-
MacIITabHOe COpPeBHOBaHME IO PEIIeHUI0 TOJMIOBOJIOMOK CymoKy (sudoku), KoTo-
poe BO306GHOBIISIETCST BCSIKMI pa3, KOrjga KTO-HMOYIb HAXOMUT pelieHue, TPy 3TOM
CJIOKHOCTb TOJIOBOJIOMOK aBTOMATUYECKM PETYINPYETCS TAKMM 06pa3oM, UTOObI Ha
TOUCK pelieHust TpeboBasoch 0Koio 10 MuHyT. [IpeacTaBbTe ce6e rMraHTCKYIO Io-
JIOBOJIOMKY CYZIOKY Pa3MEPOM B HECKOJTBKO THICSU CTPOK ¥ CTOIOITOB. EC/N 5T MOKaxKy
BaM pellleHHYI0 r0JI0BOJIOMKY, TO Bbl CMOXKeTe ITPOBEPUTH MPaBUIBHOCTh MOETO pe-
IIeHMUS JOCTaTOYHO 6bICTPO. Ho eciti ro;ioBostoMKa coe pykKUT HECKOTBKO 3aIT0JTHEH-
HbIX KBaJIpaTOB, & OCTaJIbHbIE IYCTHI, TO pelIeHue MoTpedyeT OrpOMHOTO 06bema
paboTbl. CIOKHOCTD CYIOKY MOXKHO PeryInMpoBaTh M3MeHeHNeM ee pa3sMmepa (yBe-
JIMYMBAST MM YMEHbIIasi KOJIMYECTBO CTPOK ¥ CTOJIOIOB), HO IIPOBEPKA peIIeHNs
MOXKET OCTAaBaThCSI OTHOCUTEIBHO MPOCTOI 3a7aueii Jaske Ipy OG0JbIIMX pasMepax.
TonoBoOMKa, MCIIOIb3yeMasi B OMTKOMH-CUCTeMe, OCHOBaHA Ha KpuIlTorpaduye-
CKMX X3III-3HAYeHUSIX ¥ 00/1aJaeT IMTOXOKMMM XapaKTePUCTUKAMM: pellleHe ee He-
CpaBHMMO Tpy[Hee, yeM IpoBepka (KOTOpasi 3HAUMUTENbHO IIPOIlle), a CI0KHOCTh
MOSKHO peryaupoBaTh.

B paspese «BapuaHThbI MCTIOTb30BaHMsI OUTKOITHOB, IIOTb30BATENN Y X UCTOPUN»
I71aBbl 1 MbI TO3HAKOMMINUCH ¢ LI3nHOM, mpeanpunaumaTtenem u3 lllanxas. LI3uH co3-
nman hepmy MaitHMHTA (Mining farm), To eCTh IpeanpusiTHe, UCITOMb3YIOIIee ThICSUN
KOMIIbIOTEPOB, TIpeJJHa3HaUEHHbIX CIIelMaIbHO I/ MaiTHMHTA U [T KOHKYPeHIUMI
3a Bo3Harpaxkaenue. C MHTepBaJaMM, PaBHbIMU MPUOIM3UTENbHO 10 MMHyTaM,
MAafHMHTOBbIE KOMIThIOTEPHI L[31HA BCTYIAIOT B COCTSI3aHMeE C ThICSUYaMU ITOH00-
HBIX CMCTEM B IVIOOQIbHOM ITPOITeCcce TTOVCKa peleHus st 6yi0Ka TpaH3akuuit. ITo-
MICK TaKOTO PeIleHMs, VIY TaK Ha3bIBa€MOe JOKa3aTeabCTBO BbITIOTHEHMST pabOThI
(Proof-of-Work, PoW), TpebyeT KBaJpM/IbOHOB OIlepaIyii XaMIMPOBAHNS B CEKYHIY
TI0 BCeii OGUTKOMH-CETU B 1€JIOM. AJITOPUTM [,0Ka3aTeIbCTBA BbIITOJIHEHNST PabOThI
(PoW-anroputm) moapasyMeBaeT MOBTOPSIONeecs] BhITIOHEHME OoTlepaln X31Imn-
pOBaHMS 3aroyioBKa 6;10Ka ¥ CIy4aifHOTO YMC/Ia ¢ TTOMOIIbI0 KpUITTOTpadnueckoro
anroputma SHA256 o Tex IOop, IOKa BhIUMCIEHHOE 3HAUeHMe He COBMHAET IT0JI-
HOCTBIO C IIPeIBapUTEIbHO OIpee/IeHHbIM 00pa3iioM (11aboHoM). ITepBbIit Maii-
Hep, HallleAINii PaBWIbHOE pellleHue, MOOeKAaeT B TEKYIEM PayH/Ie COCTSI3aHMs
¥ OTIOBEI[aeT BCeX WIEHOB CETY O BKITIOUEHNY COOTBETCTBYIOIIETO 6;10Ka B CTPYKTY-
PY IaHHBIX OJIOKYEITHA.

LI3m1H Havan 3aHMMaTbCst MaitHMHTOM B 2010 ropy, MCIOAb3ysT BBICOKOITPOU3BO-
IUTENbHBIV HACTObHBIN KOMITbIOTEP, YTOOBI BBIUMC/ISITh COOTBETCTBYIOIIEE AOKA-
3aTebCTBO BBITTOTHEHMST PAGOTHI /1T HOBBIX 6/I0KOB. [TocTereHHO K GMTKOMH-CeTU
Havyasu IPUCOEIMHSITHCS HOBbIE MaifHEPBI, ¥ CJIOKHOCTD 33424y ObICTPO YBEIUIM-
Basack. Bekope 1[3MH M Apyrue MaifHepsbl MepenumM Ha 6ojiee TTPOU3BOAUTETbHOE
obopymoBaHyMe, HAaIpUMep Ha JOPOTOCTOSIIIME CIENMaTN3VPOBAHHbIE YCTPOii-
ctBa o6paboTku rpaduku (GPU), TO eCcTb BUOEOKAPTHI, MCIIOIb3yEMbIE€ B UTPOBBIX
KOMIIbIOTEpax MM UTPOBBIX KOHCOJSIX. BOo BpeMsi HanmmcaHusi 3TOV KHUTU CJIOXK-
HOCTb 33Jla4 BO3POCiia HACTOIbKO, YTO ITPOIeCC MaifHMHTA CTal OKYIAaThCsl TOJIbKO
NPV IPYMEHEeHUM VHTErPaJbHBIX CXeM CIelMaJbHOro HaszHaueHus (application-
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specific integrated circuits, ASIC), B KOTOpbIX COTHM @JITOPUTMOB MaifHMHTA 3a-
IIUTHI HETIOCPEICTBEHHO B alllapaTypy M paboTaioT B Mapa/uieJIbHOM peXuMe Ha
onHoM umrne. Komnanus LI3uHa Takke yuyacTByeT B Iy/ie MaiiHMHra (mining pool),
KOTOPBIi BO MHOTOM HaIllOMMHAET JIOTePeiHbI My, MO3BOSIONMIT HECKOTbKUM
yYaCTHMKAM OObeIVHSITh CBOM YCUJIUS Y 3aTPaThl M COBMECTHO MOTb30BaTHCS BbI-
urpbimamu. Ceituac komrmanus 1[3uMHa paboTaeT Kak KpymHOe MpenIpusTue, co-
nepxkamiee Toicssuyu ASIC-MaifHEpPOB MIJIsT KPYIJIOCYTOYHOTO MaliHMHTa GUTKOITHOB.
KoMmnaHus ortaunBaeT pacxo[l SJIeKTPOIHePIUY, IIPOoAaBasi OMTKOMHbI, CreHepUPO-
BaHHBIE B IIPOIIecce MaifHMHTA, IIPY 9TOM M3BJIeKast HEKOTOPYIO MpUOBLIb U3 06111e-
rO 10X0za.

MAVHUHI TPAH3AKLMIA B BNTOKAX

HoBble TpaH3akiuy MOCTOSHHO MPUXOOSAT B CEThb U3 KOILEIbKOB MOAb30BaTeneit
M OT OPYTMX NpuiokeHui. Kak TOMbKO 3TM TpaH3aKUUM IOMafaloT B IOjie 3pe-
HMUSI Y3/I0B OUTKOMH-CETU, OHU J06ABJISIIOTCS BO BpeMEHHBIN ITy/T HeITPOBePEeHHbIX
TpaH3aKI M, TOAJEePXXKMBAEMbII KaKAbIM y3710M. Korna mariHepsl CO30al0T HOBbIE
6JI0KM, OHY T0OABJISIIOT HEIIPOBEPEHHbIE TPaH3aKI[MM U3 ITyJIa B HOBBIN GJIOK, 3aT€M
MIBITAIOTCST OKAa3aTh KOPPEKTHOCTh 3TOTO HOBOTO 6I0Ka C IMOMOIIBIO0 aJITOPUTMA
maiiamHra (PoW). Bonee moapo6HO mpoiiecc MaifHMHTa omucaH B miase 10.

TpaHsakuy g06aBISIOTCS B HOBBIN OJIOK C HA3HAUEHMEM ITPUOPUTETA B ITEPBYIO
ouepenb 10 HaMbOJbIEl cyMmMe c6opa 3a TPAH3AKIMIO U 110 HECKOIBKUM APYTUM
KpuTtepusiM. Kaskaplii MajiHEp HauMHAeT IPOoIlecC MaliHMHTa HOBOTO OJIOKAa TpaH3-
aKIuMii Cpasy ke Mocye ToTyYeHUs MPeabIAyIero 6JI0Ka 13 CeTH, IOHUMAs, YTO OH
IIPOUTPaJ TOJIBKO YTO 3aBEPIIMBILMIICS payH[ COCTs3aHMs. MaiiHep HeMeaIeHHO
CO37aeT HOBBIN OJIOK, 3aTIOJTHSIET er0 TPaH3aKIMSIMM, BKIIOUYAET B OJIOK OTIIEYATOK
MpeAbIIyIero 6J0Kka M HAUMHAET BbIUMCIEHNME 110 AITOPUTMY A0KA3aTeTbCTBA BbI-
TTOJTHEHMST PabOTHI JIJIST HOBOTO 6J10Ka. KaskabIii MajiHep BK/IIOUYAET B CBO¥1 GJIOK 0CO-
OyI0 TpaH3aKIMI0, B KOTOPOJ HAa3HAUYAET OIIaTy CBOEMY OUTKOIH-aipecy KaK BO3-
HarpakaeHue 3a 3TOT 6JI0K (B HacTosiee Bpems 12.5 BHOBb CO3JaHHOTO OMTKOIIHA)
TUTIOC CyMMa C60pOB 3a BCe TpPaH3aKLMM, BKIIOYEHHbIE B 3TOT 60K. Ecyin maitHep
HaxOAUT pellleHue, ToATBepKaarIee KOPPEKTHOCTh OJI0KA, TO OH «BBIUTPBIBAET»
Ha3HAUYeHHOe BO3HArpakieHue, TOTOMY UYTO €ro YCIIeITHO CO3[JaHHbBIN OJI0K I0-
6aBJIsIeTCs B OOIIYIO CTPYKTYPY IAaHHBIX OJI0OKYEliHA, a OIJIaYeHHbIe TPaH3aKLN,
BK/IIOUEHHbIE B 3TOT OJIOK, CTAHOBSITCSI YTBEPKIEHHbIMM (TIPOBeIeHHbIMM). 1[31H,
YYaCTBYIOIIMIA B ITyJle MaifHMHTA, HACTPOMJI CBOe ITPOrpaMMHOe obecrieueHne Ha
CO37aHKe HOBBIX 6JI0KOB, KOTOPbIE TIepeaoT BO3HATPaskAeHMe Ha aapec mmyna. [To-
3TOMY IOJyY€HHOE COBMECTHBIMM YCUIMSIMM BO3HarpaskieHue pacipepensieTcs
Mexxay LI3MHOM U IpyruMu MaitHepaMy IIPOIOPIMOHATBHO 00beMy pabOoThl, KOTO-
PpbIit OHM (DaKTUUECKM BBITIOJIHWIN B TIPOILEAIIEM payH/e.

TpaH3akius Anuchl ObIa MPUHSATA CETHIO ¥ MOMEIIeHa B ITyJl HEeIPOBEPeH-
HBIX TpaH3akiuii. I[locyie MpoBepKM IIPOrpaMMHBIM OOecreyeHueM MaliHMHTa
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TpaH3aKius Obla BKIIOUEHA B HOBBIN OJIOK, HA3bIBA€MbIii 6JIOKOM-KaHAUIATOM
(candidate block), creHepupoBaHHbIVi TTyaoM MaliHuHTa 1[3uHa. Bce maiiHepsl,
Y4acTBYIOIIVE€ B 9TOM MyJie, HeMeJ[JIeHHO Haya/iu BbIUMCIEHUS 110 aTOPUTMY [0-
Ka3aTeIbCTBA BbIMOJHEHMs pabOThI OIS 6/I0Ka-KaHauaaTa. IIpubans3uTenbHo ye-
pes MATh MUHYT ITOCJIe TOTO, KaK TPaH3aKI[Ms Oblja IepemaHa 13 KOIleIbka AJIMCHI,
omuH u3 ASIC-maiiHepoB lI3MHa Haillles pellieHKe O 6J0Ka-KaHOUAATa U 06b-
SIBUJI 00 9TOM B ceTu. ITocjie TOro Kak Mpoure MaiiHepbl IIPOBEPUIN KOPPEKTHOCTD
rmo6enuBIero 6J10Ka, OHU CPasy BKIIOUMIUCDH B COCTS3aHMe M0 reHepaluy ciaemy-
olero 6;10Ka.

[To6emuBIMit 610K 131HA CTaT YaCThIO CTPYKTYPhI JaHHBIX OJI0OKUeiHA KaK 610K
o, HoMmepoM #277316, comepskaiuit 420 TpaH3aKI1Iuii, B TOM 4lC/ie ¥ TpaH3aKIIUIO
Auycel. BJ0K, B KOTOPOM HaXOOMTCS TPaH3aKUMS AJTMCHI, TeIIePb CUMTAETCST «IT0M-
TBepKIeHMeM» IIPaBMUIbHOCTU 3TO TPaH3aKIUMA.

Bbl MoxeTe yBuaeTb 610K, KOTOPbIV COAEPXUT TpaH3akuumto Anucel (https://blockchain.info/
block-height/277316).

[TpubnusuTenbHo yepes 19 MUHYT APYTMM MaitHepoM 6bUT J06aBIeH HOBBII GJI0K
oz HoMmepom #277317. TIoCKO/IbKY 9TOT HOBBI O6JI0K CO3aH IoBepx 6y10Ka #277316,
cofiepsKallero TpaH3aKUyIo AJTMChI, OH YBETUUYMI 00beM BBIUMCIEHUI B CTPYKTY-
pe 6710KUeiiHa, CJIeA0BATENbHO, YKPEIWI JOBEPYE K 3TO U APYTUM TPaH3aAKIUSIM
B 6y10Kke. Kaskmplii 610K, TOMEIeHHbI B pe3yibTaTe MailHMHTa ITOBepX Mpembiay-
I1er0, COAEPXKUT CUETUMKM TPaH3aKIMii KaK JOMOJHUTENbHOe TIOATBEpXKIeHe Jie-
raJIbHOCTY TpaH3aKLyy Auchl. Tak Kak 6JI0KM pasMeNaloTcsl OMH ITOBEepPX APyro-
r'0 CBOE0OPA3ZHBIM «CTOIOMKOMY», CJIOKHOCTh OTMEHBI 3TO¥ TPAH3aKI[UM TTOCTOSTHHO
BO3pAaCTaeT M0 IKCIIOHEHTe, CIe0BATeNbHO, TPAH3AKIMS TOMyYaeT BCe OOJbIie
1 GoJblIle OBEPYs B CETH.

Ha cxeme puc. 2.9 MOKHO BuIeTh 610K #277316, comepskalliuii TpaH3aKIMIO An-
cbl. Huoke Hero HaxomsTest 277 316 6710KkoB (HaumHast ¢ 6;1o0ka #0), CBI3aHHBIX IPYT
C IpyroM B 11ernouky 6;10koB (blockchain — mociOBHO «I1erouka 6I0KOB») A0 CaMOTo
nepBoro 6;10ka #0, Ha3pIBaEMOT0 MePBUYHBIM 6s10KOM (genesis block). Co BpemeHeM
«BBICOTA CTOOMKA» GIOKOB YBEIMUYMBAETCS, COOTBETCTBEHHO, BO3PACTAeT U CIIOXK-
HOCTb BBIUMCJIEHMUSI JIJIST KAXKIOTO 6JI0KA U JIJIST LIETIOUKY B 1[eJIOM. Bitoku, co3jaHHbIe
B pe3y/bTaTe MaifHMHTa TOC/Ie 6/I0Ka, COIePsKaIlero TpPaH3aKII0 AJMChI, CTAHOBSIT-
CS1 IOTIOJTHUTEIBHO TapaHTHe, TOCKOIbKY HapalliMBaloT 00'beM BbIUMCIEHNI! B ITO-
CTOSTHHO YBeJIMUMBAIOIIIEl CBOIO IJTMHY 1erouke. [1o cormanieHuIo 160t 610K ¢ KO-
JIMYECTBOM ITOATBEPKAEHMIT, OONBIINM IIEeCTH, CUUTAETCS He IMOAJIeKalMM OTMEeHE,
TaKk Kak MpU OTMeHe MOTpebyeTcs: OrpOMHbIN 06beM BBIUMCIEHU ST aHHYIUPO-
BaHMSI U TlepecyeTa 1o mrectu 6;1okam. bosee mompo6HO mpoliecc MmaiitHuHTa 1 GHop-
MMUPOBaHMS TOBEPUTETHLHOTO OTHOIIIEHMS B XOZle 9TOT0 Mpoiiecca Mbl paCCMOTPUM
B rmase 10.


https://blockchain.info/block-height/277316
https://blockchain.info/block-height/277316
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PACXOO0OBAHME TPAH3AKLIMM

Terepb, KOTOa TpaH3aKIMs AJMChI BKIIOUEHA B CTPYKTYPY JaHHBIX 610KUeiiHa Kak
YacTh OJHOIO U3 6JIOKOB, OHA CTAHOBUTCS YaCThIO pacIpeieieHHOTO peecTpa OUT-
KOJTHOB U ee BUIST Bce GUTKOMH-TIpuIokeHUs . Kaxkaplit GUTKOMH-KIMEHT MOXKET
HEe3aBUCUMO OT APYTUX IIPOBEPUTH 3TY TPAH3aKLUIO HA KOPPEKTHOCTD U IIJIaTeXe-
CITOCOOHOCTD. ITOTHOLIEHHBIE Y3JIbI-KIMEeHThI MOTYT IMPOCIeIUTh MICTOYHMK IOCTYTI-
JIEHUST TeHEeXKHBIX CPeJICTB OT MOMEHTA reHepalyi COOTBETCTBYIOIIEro 6UTKOIHA
B GJIOKe, TTOCTEIIEHHOe TMPOABIMKEHME ero M3 TpaH3aKIMM B TPaH3aKIUIO 0 TeX
Iop, TTOKa yKa3aHHasi CyMMa He JIoiifeT mo aapeca bo6a. YipouieHHble KIMEHTbI
MOTYT BBITIOJIHUTD OTlepallifio, Ha3bIBaeMyI0 YIIPOIeHHOV TpoBepKoii (Bepudnka-
1Keit) iaTexxa (CM. paszmen «Y3ibl YIpolleHHOot Bepudukauum mwiateskeit (SPV)»
B IiaBe 8), MOATBEPKAAIOIIYI0, UTO TPAH3AKIUS HAXOOUTCS B CTPYKType AAHHbBIX
6710KUeiiHa U Tocae Hee M00aBJIeHO HECKOIbKO GJIOKOB B pe3ylIbTaTe MailHMHTA,
TeM CaMbIM [aBas TapaHTUIO TOr'O, YTO MaiHepbl IIPUHSIM 9Ty TPaH3aKLUI0 KakK
JIerajbHYIO.

Terepb B06 MOKeT pacxoI0BaTh BHIXOAHbIE JaHHbIE (IeHEKHbIe CPEICTBA) ITOM
M IpyTUX TpaH3akuuii. Hampumep, o6 MoKeT 3aI1IaTUTh MTOAPSIAUNKY WM TTOCTaB-
IIMKY, TIepeaBasi CTOMMOCTD Ualliky Kode, KyTieHHO AJTCOoii, B KauecTBe IiaTexka
HOBBIM BJIafienbliaM. Ho 60iee BepoSITHO, UTO OGUTKOIH-TIpUIokeHe boba 06bemy-
HUT MHOYKECTBO MEJIKMX IIJIaTeXeil B 6ojee KPYIHBINA IIaTesk, BO3MOXKHO, COOpaB
BCe MOCTYIUIeHMsI GUTKOITHOB 3a IeHb B eIVHYI0 TpaH3aKIuIo. [Ipy 3TOM pasanyHbie
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IJIaTEXM 00beAVHSIOTCS B ONVH (hparMeHT BbIXOJHBIX TaHHBIX (Ha OMHOM ajpece).
Cxemy 0ObeIMHSIONIEN TPaH3aKIUY CM. Ha puc. 2.6.

Korma Bo6 pacxomyeT IaTexXu, MOyuYeHHbIe OT AJIMCBI ¥ TTPOUYMX MTOKyIIaTeseit,
OH YBeIMUMBAET IJIMHY LIEeNOYKY TpaH3aKuuii. [Ipearnonoxum, uto bob maaTut
cBOEMYy BeO-mu3ariHepy lomeiry 13 baHrasmopa 3a cosgaHyue HOBOJ CTpaHUIIbI Be6-
cajita. [Tocte 9TOrO LEMOYKa TpaH3aKIuii 6yAeT BHINISAETDh TakK, Kak ITOKa3aHo Ha
puc. 2.10.

BxognHble faHHble BbixogHble AaHHbIe

Tpanzakuus #1 Ko - Annca
Tpawsakuma #2  Anuca ‘ bo6

Tpawzakuua #3  b06 - Tonew

Puc.2.10 < TpaH3akums Anucel
KaK 4acTb Lenoyku TpaH3akumui ot ko no fonewa

B 3TO¥ r;aBe MbI PacCMOTPEIM, KaK TpaH3aKIuyu (GOPMUPYIOT LIEIIOUKY, KOTO-
pas nepeMellaeT CTOMMOCTHbIE LIEHHOCTU OT BJiaZesiblia K Baagenbiy. Mbl Takke
MTOIPOOHO MPOCIeNNIN TPAH3aKIMIO AJTMChI OT MOMEHTAa CO3JaHMs B ee KOIlleIbKe,
JIaJibHeliIee MPOoABIsKeHYE TI0 OUTKOMH-CeTH K MaliHepaM, KOTOPbIe 3aMycaay 3Ty
TPaH3aKIIMIO B CTPYKTYPY JaHHbIX OjI0KUeiiHa. [lajiee Mbl OyaeM 13ydyaTh KOHKPET-
Hble TEXHOJIOTMU, JIeKalllie B OCHOBE IMPOrpaMMHOr0 oGecIieueHus KOIIEJIbKOB,
apecoB, OATIMCEN, TPaH3aKIMIA, CETEBO Cpelibl M, KOHEYHO, MallHMHTA.



lnaBa

Bicoin Core: aTanoHHas
peanusauums

BUTKOMH — 3TO MPOEKT C OTKPBITHIM MCXOJHBIM KOAOM (Open source), U BCe UCXOZ, -
HbI€e KOJbI OCTYIHbI ITOZ, OTKPbITOM uieH3uei MIT, To eCTh X MOKHO CKauMBaTh
6ecIIaTHO M UCIOb30BaTh JJIs1 TIOOBIX Liesieit. OTKPBIThIN MCXOIHBIN KO/ 03HAYAET
HeuTo 6obIliee, YeM MPOCTO OeCIIaTHOEe MUCIT0/Ib30BaHMe. DTO 03HAYAET, UYTO MPOo-
rpaMMHOe obecIieueHre OMTKOHA pa3pabaThIBAeTCSI OTKPBITHIM IJIsSI BCEX COO0O-
[ecTBOM 106poBosibileB. CHauaaa 3TO COOOIIECTBO COCTOSIO M3 ogHOro Caromm
Hakamoro. Ho k 2016 rogy B MCXOmHbIE KOl OMTKOHA BHECIM CBOV BKJIA[, (B TOM
uu uHoii hopme) 6omee 400 yesroBeK, a OKOIO AeCsTKa pa3paboTUMKOB OTHABAIN
O6UTKOITHY BCe CBOe pabouee BpeMs, KpOMe TOTO, HECKOJIbKO AeCSITKOB 3aHMMAJINCh
pa3paboTkoit II0 6uTKoIHA KaK YaCTUUHO 3aHSIThbIe COTPyAHVMKM. KaxknbIit MOKeT
BHECTM CBOJ BKJIAJ, B pa3paboTKy KOJa, B TOM UMCIIe U BbI.

[Tpu cosgauuu 6uTkoitHa Catom HakaMOTO ITOJTHOCTBIO 3aBepIIn/ pa3paboTKy
MIPOTPaMMHOT0 0becrieueHnst 70 HaIMMCaHNS CBOel CTaThy, MPeICTaBIeHHO B TIPU-
noskeHuu A. CaTom XoTesn yoeauThCs B TOM, UTO BCe paboTaeT HaJjIekammum obpa-
30M, MpeXk[e yeM mucath 06 sToM. [lepBast peanusaniusi, B JaabHeIIeM U3BeCTHAS
oz Ha3BaHMeM Bitcoin, min Satoshi client, 6bu1a cyIecTBeHHO M3MeHEeHa 1 yiyJlie-
Ha. Peanusaiiust CaToly nocTerieHHO pa3Bujach B TO, UTO ceityac Ha3bIBaloT Bitcoin
Core, 4TOOBI OT/INYATH 3TY BEPCUIO OT IPYrMX COBMECTMMBIX peaymsaliuii. Bitcoin
Core — aT0 3TanmoHHas peanusanus (reference implementation) 6UTKOIH-CUCTEMBI,
TO eCTb aBTOI)I/ITeTHI)II‘/JI VICTOYHMK, B KOTOPOM Ka)K,Z[I)II‘/JI KOMIIOHEHT TeXHOJIOTUN O0JI-
SKEH OBITD ITOJTHOLIEHHO peayn3oBaH. B Bitcoin Core peasn3oBaHbl BCe aCITIEKThHI OUT-
KOJHA, BKJIIOUasl KOIIeJIbKY, MEXaHMN3M TPaH3aKLNUI U MeXaHU3M IIPOBEePKU (Ban-
Jauuy) 6I0Ka, a TaKkKe MOMTHOIEHHBI CeTeBOi y3ell B MMPUHTOBOM OMTKOIH-CETH.

Hecmotps Ha To uTo B Bitcoin Core BktOYEHA 3TaNOHHAs peanu3alus KOWeNbKa, OHa He
npefHasHayeHa AN peanbHO MCMOMb3yeMbIX KOLIENbKOB M0b30BaTENEN UM NPUNOKEHUIA.
MpuKknapHbIM pa3paboTymMkaM peKoOMeHLYyeTCs CO03AaBaThb KOLWENbKM Ha OCHOBE COBPEMEH-
HbIX CTaHAAPTOB, Taknx Kak BIP-39 n BIP-32 (cm. pa3penbl «MHeMOHUYeCKune KoLoBble C10Ba
(BIP-39)» n «HD-kowenbku (BIP-32/BIP-44)» B rnaBe 5). BIP o3HauaeT Bitcoin Improvement
Proposal (MpennoxeHue no ynyyleHunto OUTKOMHA).
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Ha puc. 3.1 noka3zaHa cxema apxuUTeKTyphbI Bitcoin Core.

lnpuHrosas
CeTb

06HapyxeHue
napTHepoB

MeHenxep

) Mpuno-
COEMHEHMIA

XeHne

Kowenek » RPC'

* YnanexHble
BbI30BbI

npouenyp

L

MexaHu3m MexaHuam

Myn namaTv »
y "] Banuaaumm XpaHeHusa
A 4 \ 4
MaiiHep
3aronoBKy bnoku
Bitcoin Core

b oo o o EE R e e e - o

Puc. 3.1 < Apxwutektypa Bitcoin Core (nctouHumk: Ipuk Jlombpo3o (Eric Lombrozo))

CPEDIA PA3PABOTKM BUTKOMHA

Ecnu BeI paspabotumk I10, TO, BEpOSITHO, 3aXOTUTE YCTAHOBUTD Cpely pa3paboTKu
CO BCEMU MHCTPYMEHTAIbHBIMU CPeICTBAMM, 61OIMOTeKaMM U IIPOrpaMMaMU ITOA -
IePsKKU ¥ COIPOBOXKIEHMS IJIs HalMCaHUsl OUTKOMH-TIPUIOKeHMIi. B 9TOol r1aBe,
HAaCBIIEHHOJ TeXHUYEeCKUMM IMOAPOOHOCTSIMM, Mbl PacCMOTPUM IIPOIecC paspa-
OO0TKM ITOCTEMEeHHO, 1lIar 3a marom. Eciy usnaraemslii MaTepyas MOKaskeTCsT CIINIII-
KOM TPYIHBIM /11 IOHMMAaHMS (M eI Bbl HEe YCTAaHOBM/IM Cpemy pa3paboTKi), TO
BbI CIIOKOIHO MOXXeTe MepeiTy K UTeHUIO CIeyIOolIeil IaBbl, B KOTOPOi TeXHUYe-
CKOJi MHGOpMAaIMM He TaK MHOTO.
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Komnunaumsa BitcoiIN CORE M3 MCXOOHbIX KOL4OB

Ucxonnbie koasl Bitcoin Core MOXXHO 3arpy3uTh B Bujie ZIP-apxuBa Uau KIOHUPO-
BaTh COOTBETCTBYIONIYIO BETBb aBTOPM30BAHHOTO Pero3uTopust Ha cepsuce GitHub.
Ha crpanuie GitHub bitcoin (https://github.com/bitcoin/bitcoin) BbiGepuTe MyHKT
Download ZIP B 60KkoBo#i maHenu. JIpyroit criocob — McIoab30BaHue MHTepderica
KOMAaHIHO CTPOKM git I7IsT CO3IaHMsT TOKATbHOM KOTIMY MCXOIHOT0 KoJia OMTKOTHA
B Ballleii cuCTeMe.

0 Bo MHOrmMx npumepax 3Toi rnaBbl Mbl 6yAEM MCMONb30BaTb MHTEPHENC KOMAHAHOM CTpO-
Kv onepaLMOHHON CUCTEMBI, U3BECTHbIN TaKXKe Kak KoMaHAHas obonoyka (shell), nocTynHbii
C MOMOLLbI0 MPUIOXKeHUs Tuna TepMuHan (terminal). KomanaHas ob6onouka BbIBOAWUT NoA-
CKa3Ky (MpoMnT; prompt), Bbl BBOAUTE KOMAHAY C KNaBMUATYpbl, 3aTeM KOMaHAHAs 060104Ka
OTBEYaeT, BbIBOAS HEKOTOPbIN TEKCT M 0YepefHY0 NOACKA3KY A9 BBOAA Ballei crenyoLlein
KOMaHAbl. B pa3HbIx cucteMax NpOMAT MOXET BbIFSAETb NO-Pa3HOMY, HO BO BCeX nocieny-
oLMX npuMepax oH ByaeT obo3Hayatbes cumsosioM $. B npumepax, rae Bbl BUAMTE TEKCT
nocie cumeona $, cam 3TOT CMMBON BBOAUTHL HE HAZO, @ HEOBXOAMMO BBECTU C/IEAYHOLLYHO
HenocpencTBEHHO 33 HUM KOMaHAy, 3aTEM HaxaTb Knaeuwy Enter, 4Tobbl BbINONHWTL KO-
MaHay. B 6onblMHCTBE NpUMepoB CTPOKA (MM HECKOMBKO CTPOK) MOJ, KaXA0M KOMaHAoM
npencraBnseT coboi OTBET OnepaLMOHHOM CUCTEMbI HA BBEAEHHYIO KoMaHay. Koraa ctpoka
HauMHaeTcs ¢ ouepenHoro npomnra $, 370 03HauaeT BBOA HOBOM KOMaH[bl, U Bbl JOMKHbI
6yaeTe BOCMPOM3BECTM AaHHbIN NpoLecc.

B mpuBeleHHOM BbIIIIe MMPUMeEpPe UCIOIb3yeTCs] KOMaHaa git IJIsT co3maHusI JIo-
KaJIbHOJ KOIMY («KJIOHA») UCXOLHOTO KOfa:

$ git clone https://github.com/bitcoin/bitcoin.git

Cloning into 'bitcoin'...

remote: Counting objects: 66193, done.

remote: Total 66193 (delta 0), reused 0 (delta 0), pack-reused 66193
Receilving objects: 100% (66193/66193), 63.39 MiB | 574.00 KiB/s, done.
Resolving deltas: 100% (48395/48395), done.

Checking connectivity... done.

$

0 Git - 370 camMas LWMPOKO MCMoNb3yeMas pacnpefeneHHas CMCTEMA YNPAaBIEHNUS BEPCUAMMU,
BECbMa BaXXHAs YacTb MHCTPYMEHTApMs Kaxkaoro paspabotumka 0. BoamMoxHO, BaM npw-
LEeTCS YCTaHOBUTb NPOrpaMMHbIi NaKeT git uaun rpacmyeckmin Nonb3oBaTeNbCKMi MHTepdEC
INs git B CBOEI ONepaLmMoHHOI CUCTEME, ECTIM OH He Obl YCTAHOB/EH paHee.

[Tocsie 3aBeplIeHNMsT OTlepanyy KIOHMPOBAHMSI KOMaH/IO/ git BbI [ToTy4yaeTe Mmoj-
HYIO0 JIOKaJIbHYIO KOTIMIO PETIO3UTOPHSI MCXOHOTO KOoJja B Katasiore bitcoin. Ilepeiinmu-
Te B 9TOT KATaJIOT, BBE CIeAYIOIIYI0 KOMaHIy MOC/Ie TO/ICKa3KM-TIPOMIITA:

$ cd bitcoin

Bbi60p Bepcum Bitcoin Core

ITo yMOIuaHMIO JIOKaIbHASI KOS CUHXPOHM3UPYETCS C CAMbIM CBEXKVMM MCXOIHBIM
KOZOM, KOTOpPBI/i MOXKET ObITh HEeCTaOMJIbHBIM MM HPENCTaB/ISTh OeTa-BepCuio
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6uTKolHa. [Tepen KOMIWISIME Koma BbIOepUTe KOHKPETHYIO BEPCUIO, SIBHO YKa-
3aB HOMep peyn3a tag. OTO MO3BONIUT CUHXPOHU3MPOBATH JIOKAIBHYIO KOIIMIO C yKa-
3aHHBIM CH/MMKOM PENO3UTOPUS UCXOOHOTO KOMa, OIpeaeisieMoro 10 KI4eBOMY
CJIOBY tag. Tervt MCIONb3YIOTCS pa3paboTuymMKamMu 151 0603HAUEHMS KasKAOTo pejy3a
Kozma HoMepoMm Bepcuu. CHavasta, YToObl YBUAETH BCe AOCTYITHbIE TETY, BOCIIOIb3Y-
eMcsl KOMaHOo git tag:

$ git tag

v0.1.5

v0.1.6testl
v0.10.0

v0.11.2
v0.11.2rcl

v0.12.0rcl
v0.12.0rc2

B criiicKe TeroB MoKa3aHbI BCe MOCTYIIHbIE Bepcuy OMTKOIHA. IIo commamieHnio
IpeBapuUTe/IbHbIE BEPCUM WM penu3-KaHauaaThl (release candidates), mpemHa-
3HAUEHHbIE JIJIT TECTUPOBAHMS, ToMevaTcs cybdurcom rc. CTabuabHbIE BEPCUU
IIST peaibHOM 9KCITTyaTalyy He MMeloT cyddukca. Vi3 mpuBegeHHOro BhIIIe CIMCKa
BBIOEPUTE CaMYIO CBEXYIO CTaOMJIbHYIO BEPCHIO, Ha BpeMs HaIlMCaHMs KHUTHU 3TO
6bu1a Bepeust v0.11.2. JI1s1 CMHXPOHM3aLVM JIOKAJIbHOM KOIIMM KOJIa C 3TOM Bepcueit
BOCMOJIb3yeMCSI CIeyIONeil KOMaH0M:

$ git checkout v0.11.2
HEAD is now at 7e27892... Merge pull request #6975

MosKHO YOemUThCS B TOM, UTO TOy4YeHa Tpebyemast BepCus, IPOBEPUB ee C I0-
MOIIIbI0 KOMAaH/Ibl, TOKa3aHHOM HUXKe:

$ git status
HEAD detached at v0.11.2
nothing to commit, working directory clean

KoHdurypuposaHue komnunupyemoii sepcum Bitcoin Core

B KOMIUIEKT MCXOAHBIX KOAOB BK/IKYEHA AOKYMEHTALVsI, KOTOPYI0O MOXHO HAWTU
B HeCKOJIbKMX (aitinax. OCHOBHYIO TOKyMeHTa1uio B ¢aitie README.md, pacrono-
SKEHHOM B Kartasiore bitcoin, MOXXHO MTPOCMOTPETh KOMaH/10¥ more README.md, eciu
BBECTH €€ MOC/Ie TIPOMIITa M MCITOIb30BaTh KJIABUIITY ITpobesia [IJis mepexoia K ciie-
IyIoliel cTpanuiie. B aToit raBe Mbl CKOMIMIMPYeM OUTKOIH-KIMEHT IJis1 pabo-
ThI B KOMaHIHOJ CTPOKe, TAaKKe M3BECTHBIN Mmoo Ha3BaHMeM bitcoind B OC Linux.
N3yunTe MHCTPYKIMUM MO KOMIWISIIUM KIMEeHTa [IJis KOMaHAHO cTpoku bitcoind
Ha cBoeii riaTdopme C TOMOIbI0 KOMaHIbI more doc/build-unix.md. IHCTpyKUMM
IJIsT orepaluoHHbIX cucteM macOS u Windows MoKHO HaiiTu B Katajore doc,
B daiinax build-osx.md v build-windows.md cOOTBETCTBEHHO.
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BHMMAaTENbHO IIPOUNTAITe IIpeBapuTeIbHble TPe6OBaHMS K IIPOLIeAyPe KOMIII-
JIIUMK M COOPKM, IIPpMBENeHHbIe B IIePBOii 4aCTM JOKyMEHTAI[MM. 3[0eCh YKasaHbl
OM6IMOTEKM, KOTOPbIE HOKHBI 6bITh YCTAHOBJIEHBI B CHCTEME 0 Haua/aa KOMITHISI-
1un 6uTKoMHA. ECiu Kakoe-1nb0 13 ImpeaBapuTeIbHbIX TPe6OBaHMIi He OYIEeT Bbl-
MTOJIHEHO, TO KOMITUJISILIVISI aBapUITHO 3aBEPINNUTCS C coobIeHeM 06 ommnbke. Ecian
Takoe MPOM30IILIO, TO Bbl MOXKETE YCTAHOBUTH HEMOCTAIOIIYI0 OGUGIMOTERY U elle
pas 3amyCTUTh IPOLEAYPY KOMIIMISALMK ¥ COOPKU. IIpearonoskm, 4To Bce Heoo-
XOIMMbIe KOMIIOHEHThI YCTAHOBJIEHBI, M IIPOLIECC HAUMHAETCSI C TeHepaluu Habopa
CKPUIITOB COOPKM C TIOMOIIIBIO CITEIMaTbHOTO CKPUIITA autogen.sh.

B npouecce cbopku Bitcoin Core cuctema autogen/configure/make npumeHseTcs ¢ sepcun
0.9. bonee crapbie Bepcun mucnonb3oBanu npoctov Makefile, u npouenypa c6opku HEMHO-
ro OT/IMYanacb OT MOKA3aHHOM B CneayloweM npumepe. BoinonHamTe MHCTPYKUMKM ONs TOWM
BEPCUM, KOTOPYK HaMepeHbl CKOMMNUAMPOBaTb. BeposTHee Bcero, BBefeHHas B Bepcumn 0.9
cucteMa autogen/configure/make cTaHeT cucteMont c60pkm ans Bcex ByayLumMx Bepcuii Koaa,
Mo3TOMY MMeHHO ee paboTa NokasaHa B ClefyloLmnx NpuMepax.

$ ./autogen.sh

glibtoolize: copying file 'build-aux/m4/1libtool.m4'
glibtoolize: copying file 'build-aux/m4/ltoptions.m4'
glibtoolize: copying file 'build-aux/m4/ltsugar.m4'
glibtoolize: copying file 'build-aux/m4/ltversion.m4'

configure.ac:10: installing 'build-aux/compile’
configure.ac:5: installing 'build-aux/config.guess'
configure.ac:5: installing 'build-aux/config.sub'
configure.ac:9: installing 'build-aux/install-sh'
configure.ac:9: installing 'build-aux/missing'
Makefile.am: installing 'build-aux/depcomp’

Cxpunr autogen.sh co3maet HabOP CKPUIITOB aBTOMATUUYECKOT0 KOHDUTYypUpoBa-
HIsI, KOTOPbIE OMPAIIBAIOT LI€JIEBYIO CUCTEMY, YTOOBI ITOYUUTh [TPAaBU/IbHBIE ITapa-
MeTpbI KOHGUTYpALN 1 YOeIUTHCS B TOM, UTO BCe HEOGXOMMMBbIe /11 KOMITU/ISILIAN
Koa 6MOIMOTeKNM YCTaHOBIeHbI. CaMbIM BasKHBIM B 9TOM HabOpe SIBJISIETCST CKPUIIT
configure, mpearaiolnii pasHoo6pasHble BapMaHThI [JIsI HACTPOIKM IIpoliecca
KOMITU/ISILIVM U COOPKM. UTOGBI YBUIETH BCE BO3MOXKHBIE K/THOUM 1 OV HaCTPOJi-
KM, BHITTOJIHMTE CIeIYIOIIYI0 KOMaHIy:

$ ./configure --help
‘configure' configures Bitcoin Core 0.11.2 to adapt to many kinds of systems.

Usage: ./configure [OPTION]... [VAR=VALUE]...

Optional Features:
(flononHNTENbHbIE BO3MOXHOCTH: )
--disable-option-checking 1ignore unrecognized --enable/--with options
(MrHOPMPOBATL HEPACNO3HaHHble Kaw4n --enable/--with)
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--disable-FEATURE do not include FEATURE (same as --enable-FEATURE=no)

(He BKk/KYaTb QyHKUMi FEATURE (aHanor --enable-FEATURE=no))
--enable-FEATURE[=ARG] 1include FEATURE [ARG=yes]

(BkAUNTL GyHKuMi FEATURE [ARG=yes])

--enable-wallet enable wallet (default is yes)
(pa3pewnTb MCNOMb30BaHWe Kowenbka (MO YMOMYaHMI Pa3peweH))

--with-gui[=no|qt4|qt5|auto]

CKpuUIT configure TO3BOJISIET pa3peIlUTh WM 3AMIPETUTh HEKOTOPbIe QYHKIINO-
HaJIbHbIe BO3MOXHOCTYM HPOTpaMMbI bitcoind ¢ moMombio (aros --enable-FEA-
TURE 1 --disable-FEATURE, rme FEATURE 3aMeHSIETCSI UMeHeM KOHKPeTHOM QyHKINNA,
yYKa3aHHOJi B BBIBOJI€ BCIIOMOTATENbHOM MHMDOpMAay 1 CKpUIITa. B aT0I rmaBe
OyIyT BBITTOTHEHBI KOMITWIISIIIMS M cOOpKa KiIMeHTa bitcoind co Bcemu byHKIMO-
HaJIbHBIMM BO3MOKHOCTSIMU, TIPUHSITBIMM T10 YMOJTYaHMI0. MbI He 6yIeM UCITONTb-
30BaTh Guiaru KOHGUIypauuu, HO BaM ClIeAyeT BHMMATEIbHO U3YUUTh UX OIM-
caHue, YTOObI TTIOHSTDb, KaKue ITOMOTHUTENbHbIe (QYHKIMM BXOIST B COCTAB 3TOTO
KineHTa. Ecam KoHGUrypupoBaHue BHITTOMHSIETCS B yUeOHOI cpefe, TO 0 YCI0-
BUSIM yUeOHOI KOMITbIOTEPHOII JTabopaTOPUM MOKET IMOTpe6oBaThCsl yCTaHOBKA
TIPWJIOKEHUT B IMYHOM JOMAaITHEM KaTajiore (TO eCTh C MCIIOIb30BaHMeM (ara
- -prefix=$HOME).

Hiske mpuBeneHO ommicaHue HeCKOMbKUX IO/Ie3HbIX (UIaroB M OTIIMIA, KOTOPbIE
M3MEHSIIOT TIoBeJleHe KOH(MUTYPalMOHHOTO CKPUIITa, OMpee/ieHHoe 10 yMoJya-
HUIO.

- -prefix=$HOME
[To3BossieT U3MEHUTD OIpeLie/IeHHOE 10 YMOTUYaHMI0 MEeCTOIOJIOKEeHE YCTaHaAB-
JIMBAeMOJi IporpaMmbl (06BIYHO 3TO KaTajor /usr/local/). 3HaueHne SHOME maer
BO3MOKHOCTb YCTaHAB/IMBATh BCe KOMIIOHEHTHI ¥ IIPOTPaMMBbI B CBO¥ JOMAaLIHUI
KaTaJIoT, HO MOXKHO YKa3aTh JIOO0V APYTO¥i CYIeCTBYIOMIVIA ITyTh.

--disable-wallet
Vcrionb3yeTcs 1 3amnpelneHyst CO0OpKyM STaJIOHHON peann3saluu KolleabKa.

--with-incompatible-bdb
Eciiv BBITIOTHSTIOTCST KOMITUIISIIUST M cO0OpKa KOIIeNbKa, TO 3TOT (uiar pasperiaeT
JCIIOJIb30BaHMe HECOBMECTUMOI Bepcuu 6ubamoreku Berkeley DB.

--with-gui=no
OTkioyaeT c60pKy rpaduyeckoro Iojib30BaTeabCKOro MHTepdeiica, mpu KOTO-
poit Tpebyercs 6ubamoreka Qt. B pe3ynbTaTe BBIITOMHSIETCS COOpPKA TOJIBKO Cep-
Bepa U YTUIUTBI KOMaHIHO CTPOKY OUTKONHA.

[Tocste 3TOTO 3aITyCKAeTCst CKPUIIT configure MI/IT aBTOMATUUECKOTO OIPeee s
HaIMUMS BCeX TpeGyeMbIX 6MOIMOTEK M CO3TaHMS CKPUIITA COOPKHA, CITEI[MaTU3UPO-
BaHHOI'O 151 KOHKPETHOJ CUCTEMBI:
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$ ./configure

checking build system type... x86_64-unknown-linux-gnu
checking host system type... x86_64-unknown-1linux-gnu
checking for a BSD-compatible install... /usr/bin/install -c
checking whether build environment is sane... yes

checking for a thread-safe mkdir -p... /bin/mkdir -p
checking for gawk... gawk

checking whether make sets $(MAKE)... yes

[manee cnepyeT HECKONbKO CTPaHWL C pe3yibTaTaMu TECTOB KOHOUIypauun]

$

Eciu mporiecc 3aBepImiics yCIeIHo, TO KoMaHzAa configure co3maeT crienmanm-
3MPOBAHHbBIE CKPUIITHI COOPKM, TO3BOJISIONIVIE CKOMITMIMPOBATh M COOPATh bit-
coind. Ecim kakme-nmm60 6MOGIMOTEKM He HalfeHbl UaM OOHApyKeHbl Kakue-mnbo
Mpo6IeMbl, TO KOMaH/a configure 3aBEPIIUTCS C OMIMOKOM U HE CO3/4ACT CKPUIITOB
c6opku. Hambonee BeposiTHbIE TTPOGIEMbBI — OTCYTCTBME HEOOXOAMMOIi 616IMOTERKN
MJIY HECOBMECTMMaAsT BepCUsl TaKoi 6MOIMoTekn. B aTom cydae ene pa3 BHMMA-
TEJIbHO ITPOUYNTAIITe JOKYMEHTAIIVIO TT0 CO0pKe, TPOBEPhTE U YCTAHOBUTE BCE Tpe-
6yeMble 6MOIMOTEKM. 3aTeM 3aIyCTUTE CKPUIIT configure TOBTOPHO U TTIOCMOTPUTE,
TTIOMOIJIO JIV 9TO YCTPaHUTD IIPOGIEMY.

C6opka BbinonHsiembix dannos Bitcoin Core

IMocne mpotiemypbl KOHGUTYpaIMy 6yaeT BhIMOTHEHA KOMITWIISIIIUS MCXOIHBIX KO-
IOB, TIPVYEM JIJIS 3aBEPIIEHMST STOTO IIPOliecca MOXKET IMOTpeboBaThCs OKOJIO Yaca,
B 3aBMCUMOCTM OT CKOPOCTU LIEHTPaJIbHOTO IpoIleccopa 1 o6beMa TOCTYITHOI ore-
pPaTUBHOI MaMsaTy. Bo BpeMsI KOMITUJISILIVIY COOOIIEHMS O ee XOfe OYIyT BbIBOIUTh-
Cs1 yepes Kakable HeCKOIbKO CeKYH]I (MM uepe3 Kaskable HECKOJIbKO MUHYT), UJIU Bb
TTOJIyIMTE COObIIeHVe 06 OIMOKe, eC/TM UYTO-TO ITOIUIO He TaK. [Ipu ommbKe mmpoiecc
KOMIIWISIIIAY TTPEPBIBAETCS, HO €er0 MOSKHO BO30OHOBUTD B JII000€ BpeMsl, BBE[S KO-
MaHAy make. [IJ1s1 HauaIa KOMIIVISIIIMY BBITIOTHSIEMBIX (QaiijioB TPUIOKEHUS BbITION-
HUTE CIeOYIONTYI0 KOMaHIy':

$ make
Making all in src
CXX crypto/libbitcoinconsensus_la-hmac_sha512.1lo
CXX crypto/libbitcoinconsensus_la-ripemd160.lo
CXX crypto/libbitcoinconsensus_la-shal.lo
CXX crypto/libbitcoinconsensus_la-sha256.1lo
CXX crypto/libbitcoinconsensus_la-sha512.1lo
CXX libbitcoinconsensus_la-hash.lo
CXX primitives/libbitcoinconsensus_la-transaction.lo
CXX libbitcoinconsensus_la-pubkey.lo
CXX script/libbitcoinconsensus_la-bitcoinconsensus.lo
CXX script/libbitcoinconsensus_la-interpreter.lo

[... MHOXecTBO CoObueHUit O XoAe KoMmmuaauun ... ]
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Ecnu mpotecc 3aBepinicst ycneuHo, To Bitcoin Core cKOMIMJIMPOBAH MOTHO-
CTBI0. 3aKJIIOUMUTENIbHBINM 3Tall — YCTAHOBKA BCEX BBIMOIHIEMbBIX (DaiijIoB B CUCTEME
C TIOMOIIbI0 KOMaHbI sudo make install. Bo3amMoskHO, ITOTpe6GyeTCsT BBECTH MApOib
IT0JIb30BATeJIsT, TAK KaK JIJIsT BBIMIOTHEHMSI 9TO/ KOMaHIbl HEOOXOAMMbI IIPUBUIETUN
aaMMUHUCTpATOPA (CYIepIioab30BaTeIs):

$ sudo make install
Password:
Making install in src

../build-aux/install-sh -c -d '/usr/local/lib’
libtool: install: /usr/bin/install -c bitcoind /usr/local/bin/bitcoind
libtool: install: /usr/bin/install -c bitcoin-cli /usr/local/bin/bitcoin-cli
libtool: install: /usr/bin/install -c bitcoin-tx /usr/local/bin/bitcoin-tx

$

[To ymonuanuio bitcoind ycraHaBiuBaetcst B Katanor /usr/local/bin. TIpoBepuThb
MPaBUIBHOCTD YCTAHOBKYM MOYKHO C IIOMOIIIBIO 3a1TPOCa CUCTEMHOTO ITyTH K BBITIOJ-
HseMbIM (aiiyiam, Kak TToKa3aHo HIDKe:

$ which bitcoind
/usr/local/bin/bitcoind

$ which bitcoin-cli
Jusr/local/bin/bitcoin-cli

3AnycK v3nA BitcoiN Core

[MupuHTOBast CeTh OUTKOIHA COCTOUT M3 CETEBBIX y3/70B (nodes), paboTa KOTOPHIX
MO IeP>KMBAETCS B OCHOBHOM JI0OPOBOJIbHBIMU YUaCTHUKAMM Y HEKOTOPbIMMU O13-
HeC-OpraHu3alysIMU, KOTOPbIe CO3MAI0T OMTKONH-IPUIOKEHNSI. DTUM aKTUBHBIM
OUTKOIMH-y3/1aM pa3pelnieH MPSIMOil 1 TTOTHOMOYHbIN JOCTYI K CTPYKTYpPe TaHHbIX
0JIOKYEliHA B OMTKOIH-CUCTEME C BO3MOKHOCTBIO CO3IaHMsI JIOKAIbHOJ KOIIMM BCEX
TpPaH3aKIINii, He3aBMUCUMO OT IPYTUX ITPOBEPSIEMOIE B COOCTBEHHOI CHCTEME KaKI0-
ro ysia. ITocsie BBoza y3/1a B 9KCIUTyaTal[Mi0 Bbl He JOJIKHBI TT0JIaraThCsl Ha KaKylo-
60 TPEThIO CTOPOHY JIS1 IPOBEPKM TPaH3aKIuii. Boiee Toro, rmocie 3amycka ak-
TUBHOTO OMTKOIH-y3/1a BbI BHOCUTE OIpeAeIeHHbI BKIA B GUTKOH-CETh, meast
ee 6oj1e€e HAJIESKHOI 1 YCTOMUMBOIA.

Ho BBOp y3/1a B pealibHYIO 9KCIUTyaTaIlMIO0 TPeOYyeT MOCTOSTHHOTO MOAKIIOUeHNS
K CETU CUCTEMBI C BEIUMCIUTEIBHBIMY pecypcami, JOCTATOUHBIMMU JIJIsT 06paboTKM
BCeX OMTKOMH-TpaH3aKLuii. ECiv BbI HAMepeHbI BBIIIOJIHTh MHIEKCUPOBAHME BCeX
TPaH3aKIINi ¥ XPaHUTD ITOJIHYIO KOIMIO CTPYKTYPhI JaHHBIX OJI0KUYeiiHa, TO /IS 9TO-
IO MOJKET ITOTPeO60BATHCSI OIPOMHBIV 06'b€M IMCKOBOI'O IIPOCTPAHCTBA U OTIepaTHB-
Hoit mamsiTi. B koHIie 2016 roma [ij1s1 y371a ¢ IO Ie psKKO¥ ITOTHOM MHIeKcal M HeoO-
XOOMMO ObIIO MMeTh 2 I'6 orepaTuBHO mamMsTi 1 125 I'6 AMCKOBOTO MPOCTPAHCTBA
C BO3MOYKHOCTBIO HapaliMBaHUSI 3TUX PeCcypcoB. BUTKOIH-Y3/bl TaKKe MepeaaloT
Y IPUHMMAIOT 6IOKY U TPAH3aKIIMY OUTKOMHOB, UCITOIb3Ys /IS 9TOTO IIPOITYCKHYIO
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crioco6HOCTh VHTepHeTa. ECiint Balle coenyiHeHMe ¢ IHTEPHETOM OTpaHUYEHO 10
oTIpeieIeHHOMY 06beMy TpaduKa WIK C YBeTMYeHUEM CKOPOCTH Tapu@ MOBbIIIA-
eTcs, TO, BO3MOKHO, He CIeflyeT 3aIlycKaTb OGMTKOMH-y3e/ Ha TAaKOM COelMHEeHUN
MY HeOOXOIVIMO OPTaHM30BaTh ero paboTy Tak, YTOObI OTPAHUYUTH €T0 MPOU3BO-
IUTENBHOCTD (MIPOTYCKHYIO CITOCOOGHOCTD) (CM. TIpuMep 3.2).

Bitcoin Core coxpaHsieT MOMHYK KOMWK AaHHbIX BAOKYEMHA MO YyMOMYaHMI0 C 3anucamu
0 KaXXA0W TpaH3aKLMK, BbINOHEHHOW B OUTKOMH-CETM C MOMeHTa ee nossneHuns B 2009 ro-
[ly. DTOT HAabop LaHHbIX MMEET pa3Mep B AECATKM rMrabaiTos, MO3TOMY 3arpyaeTcs nocre-
MEHHO B TEYEHME HEeCKObKUX AHEN UK faxe Hefenb, B 3aBUCMMOCTM OT PecypCcoB Ballero
KOMMbOTEPA M NPOMYCKHOM CNOCOBHOCTU UHTEpHeT-coeanHeHus. Bitcoin Core He cmoxeT
06pabaTbiBaTb TpaH3aKUMM M OOHOBNATL BanaHCbl yY4ETHbIX 3anucei Ao Tex Mop, Noka He
OyneT MOMHOCTBIO 3arpyXeHa BCA CTPYKTypa AaHHbIX 6nokyeiHa. Bbl LomkHbI BbiTh abco-
NKOTHO YBEpPeHbl B TOM, YTO AEMCTBUTENbHO MMeeTe A0CTaTOuHOe AMCKOBOE MpOCTPaHCTBO,
CcoeaMHEHMe C BbICOKOM MPOMYCKHOM CMOCOOHOCTbIO U BpeMSs AN1S 3aBepLIEHUS HavyanbHOM
CUHXPOHM3aLUMK. MOXHO onpepennTb KoHbUrypauuio Bitcoin Core Taknum ob6pas3om, 4ToObI
COKpaTUTb pa3Mep CTPYKTYpbl AaHHbIX 6N10KYEeMHa 3a CHeT 0TOpacbiBaHMSA CTapbiX 610KOB (CM.
npumep 3.2), HO A9 3TOro BCe paBHO NOTpebyeTcs 3arpyska Bcero o6bema AaHHbIX, Npexae
4yeM MOsIBUTCS BO3SMOXKHOCTb YAANEHUS AAHHbIX.

HecMoOTpsI Ha JXeCTKMe TpeOOBaHMS K pecypcaM, ThICSTUM TOOPOBOIBHBIX YUaCT-
HUKOB TOJIIEPXKUBAIOT PAbOTYy OUTKONH-Y3/710B. HEKOTOpBIE y3/Ibl (GYHKIVIOHUDY-
IOT Ha TaKMX MPOCTeHInuX cucTeMax, Kak Raspberry Pi (komIibioTep! cTOMMOCTbIO
35 moymapoB U pa3mMepoM He 6osiee KooIbl KapT). MHOTHME O6POBOIBIIBI 3aITyCKa-
10T OUTKOITH-Y3J/IbI Ha apeH/IyeMbIX CepBepax, 0OBIYHO TMOJ YIIPaBIeHNEM OJHOTO
13 BapuaHToB OC Linux. Kpome ToTO, /11 3a1ycKa GMTKOITH-Y3/1a MOXKHO MCITOTb-
30BaTh 3K3eMIUISIP BUPTYaJbHOTO BbiIeneHHOro cepsepa (Virtual Private Server,
VPS) wnu cepBepa o6maunbix Bberumcienuii (Cloud Computing Server). MHorue
MpoBaiiaepsl MpejiaraioT B apeHay Takyue cepBephl ¢ oriaToit ot 25 go 50 mosma-
POB B Mecs1l.

3aueMm BaM HyKeH aKTUBHBII OUTKOIH-y3e1? Hike mepedncieHsl Hanbosnee yoe-
JIUTeNbHbIe OTBETHI Ha 3TOT BOIIPOC:

O ecnu BBl pa3paboOTUMK MPOTPAMMHOTO obecreueHust 6UTKOIHA, TO BaM He-

o6xoauM OUTKOMH-y3en mjis mporpammupyemoro (API) mocryma K cetwu
M K CTPYKTYpe JaHHbBIX 6JI0KYeiTHa;

O ecnu BbI CO3aeTe MPUWIOKEHNST, KOTOPBIE 00SI3aHbI TPOBEPSITh KOPPEKTHOCTH
M IOITyCTUMOCTb (BaJIMIHOCTD) TPAH3aKI[Mii HA COOTBETCTBME ITPaBUIaM KOH-
ceHcyca B OGUTKOIH-crucTeMe. OGBIYHO BCe KOMITAHUM, 3aHMMAIOIIVECS TIPO-
u3BoncTBOM I10 11 GUTKOITHA, UMEIOT aKTUBHbIE Y3JIbI;

O ecnu BbI XOTUTE 3aHUMATHCS TTOEPKKOM OUTKOIHA. Co3maHMe HOBBIX Y3-

JIOB CITOCOBCTBYET MOBBIIIEHNUIO HAJTEXKHOCTU U YCTOMUMBOCTY OUTKOIH-CETH,

U Bukunenus yTouHsieT: «B cTaHAapTHBIM KOMIIEKT ITOCTaBKY BXOAUT TOIbKO caMa
miaTa. Kopmyc, 670K mutanust, Gisii-KapTy He0GXOAMMO 3aKa3bIBaTh OTAETbHO»
(https://ru.wikipedia.org/wiki/Raspberry_Pi).
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II03BOJISIET OGCTY;KMBATh 60JIbIlE KOIIEIbKOB M II0Ib30BaTeIel 1 BhIIIOIHSTh
60JIbIIIe TPaH3aKIINiA;
Q ewmn HeKeNIaTeNIbHO JOBEPATHCS KaKOoi-nb0 TpeThelt CTopoHe py 06padoT-
Ke WIM IIpoBepKe (BaIMOALMIA) BallliX TPAH3aKIIMIA.
Ec/iu BbI UMTaeTe 9Ty KHUTY U CePbhe3HO 3aMHTepecoBaHbl paspaborkoii 10 mis
OMUTKOJIHA, TO BaM C/IeQyeT 3agyMaTbCsl O HeOGXOOMMOCTH 3aIyCKa COGCTBEHHOTO
ysJa.

Cambiii nepBbii 3anyck Bitcoin Core

IIpu nepBoMm 3amycke bitcoind 6ymeT BbIBeIeHO HAITOMMUHAHNKE O HEOOXOIMMOCTY
cosmanus (aitna KoHGUTypauuu ¢ HaJEKHbIM TaposieM st uHTepdeiica JSON-
RPC. OToT napossb yrpasisieT JOCTYIIOM K IIPUKIAJHOMY IIPOrPaMMHOMY MHTEp-
deiicy (API), npennaraemomy Bitcoin Core.

B TepmuHase BbITIOJHUTE KOMaHAYy 3arrycka bitcoind:

$ bitcoind

Error: To use the "-server" option, you must set a rpcpassword in the configuration file:
(Owmbka: pn9 MCMONb30BaHMA Kawda "-server" HeobXxoAuMMO YCTaHOBWUTb Maposib rpcpassword B daine
KOHGUrypaumu: )

/home/ubuntu/.bitcoin/bitcoin.conf

It is recommended you use the following random password:

(PeKkoMeHAYeTCA 1CMO/Ib30BaTh NPUBEAEHHDI HUXE CYYalnHO BbiGpaHHbIA Naposb: )

rpcuser=bitcoinrpc

rpcpassword=2XA4DuKNCbtZXsBQRRNDEWEY2nM6MAHITx5dF joAVVDK

(you do not need to remember this password)

(3T0T naposnb He 06A3aTeNbHO 3anoMWHaTb)

The username and password MUST NOT be the same.

(Mma monb3oBaTens u naponb HE JONMKHbl 6biTb 0AMHAKOBLIMM. )

If the file does not exist, create it with owner-readable-only file permissions.

(Ecnm dain He cywecTByeT, TO CO34aliTe €ro C OrpaHNyeHneMm JOCTYMNa TOMbKO AS YTEHUA BAjesbleM. )
It is also recommended to set alertnotify so you are notified of problems;

(Takxe peKkOMEeHAYeTCA HACTPOMTb MEXAHW3M MpeAynpexaeHunii, 4Tobbl nosyyaTb COOBWEHMA O BO3HMKWNX
npobnemax; Hanpumep:)

for example: alertnotify=echo %s | mail -s "Bitcoin Alert" admin@foo.com

MosKHO BUIETbh, YTO IPU MIEPBOM 3aIrycke bitcoind coobImaeT o HEOGXOIUMOCTH
cosnmanus daitna KoHbUTypalum, B KOTOPOM Kak MMHUMYM JIOJIKHBI COJlepsKaThCsI
3amyMcy O TMOJAb30BaTele rpcuser U ero rmnapoie rpcpassword. Kpome Toro, pekomeH-
IyeTCsl HACTPOUTh MeXaHU3M TpenynpexXaeHuii. B ciemyiomem pasaene Mbl 601ee
MOAPOOHO PAaCCMOTPUM pas/IMUHbIE ITapaMeTPhl ¥ OMIMM KOHGUTYpAIMK, a TAKKe
npumep daitna KoHGUrypauum.

KoHdurypuposaHnue ysna Bitcoin Core

OTpepakTupyiite daita KoHGUrypauyu ¢ MOMOIIbI0 Hambosee ymoOHOrO JJs1 Bac
pemakTopa TeKCTa U YCTaHOBUTe TpebyeMble MapaMeTpbl, 3aMeHUB Mapojb Ha 60-
Jlee HaJleXKHbI, Kak peKoMeHayeT bitcoind. He cnonb3yiiTe maponu, npuBeeHHbIe
B 3TOit KHUTe. Co3maiite (aiin koHduUrypalumu B mogkarasaore .bitcoin Baiiero io-
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MalllHero KaTajiora, TakuMm o6pasom, aTo 6ymeT daiin .bitcoin/bitcoin.conf, u ompe-
IeJIATe B HEM UMsI IT0Ib30BaTeIS U MapoJib:

rpcuser=bitcoinrpc
rpcpassword=CHANGE_THIS

B moronHeHue K TapameTpam rpeuser 1 rpcpassword Bitcoin Core npepyiaraet 60-
siee 100 mapameTpoB KOHGUTYPALIMHA, PETYIUPYIONIMX TIOBEIeHE Y3/1a CeTH, XPaHEeH e
CTPYKTYpPbI JAHHbIX OJIOKUEITHA 11 MHOTME APYTie acleKThl QYHKIMOHUPOBaHust. UTo-
ObI IIOJTYYNTb ITOJIHBIN CIIMCOK STUX IIAPaMEeTPOB, BHITOJHNATE CJIEAYIOIIYIO KOMAHIY:

$ bitcoind --help
Bitcoin Core Daemon version v0.11.2

Usage:
bitcoind [options] Start Bitcoin Core Daemon (3anyck aemoHa Bitcoin Core)

Options:
-2
This help message

(BbIBOA 3TOrO COObUEHNA)

-alerts
Receilve and display P2P network alerts (default: 1)
(MonyyeHne w BLIBOA MPeAYNpPEXAeHUil OT MUPUHTOBOM ceTu (Mo ymonyaHuwo: 1))

-alertnotify=<cmd>
Execute command when a relevant alert is received or we see a really
long fork (%s in cmd is replaced by message)
(BbiNONHUTL KOMAHAY MpW MOJYYEHWN COOTBETCTBYHWErO MPeaynpexAeHns wam ecanm HabawgaeTcs
C/VWKOM A/MTE/IbHAA 3aJepxka npu co3gaHum Hosoro npouecca (fork)
(%s B KoMaHAe cmd 3aMeHAETCA MONYYeHHbIM CoobueHneMm))

[AAVHHBIA cnMcok napameTpoB]

-rpcsslciphers=<ciphers>
Acceptable ciphers (default:
TLSv1.2+HIGH: TLSv1+HIGH: !SSLv2: 'aNULL: 'eNULL: !3DES:@STRENGTH)

Huke mpMBemeHbI TOJIBKO CaMble BayKHbIE ITapaMeTpbl, KOTOPbIE BbI MOXKETe yCTa-
HOBUTH B (aitie KoHGUTYpalluy MM KaK MapameTpbl KOMaHIHO CTPOKM IPU 3a-
nycke bitcoind:

alertnotify
[To3BonsieT 3amyCTUTDb 3aaHHYI0 KOMaH/Iy WM CKPUIIT [AJis OTIIPaBKU MPeayTIpex-
IeHUI BJIafIeNbIly y3/1a, 0OBIYHO M0 3JIEKTPOHHOI ITOYTe.

conf
AnbTepHaTUBHOE MeCToToNoKeHne daitna koHnurypauyu. [IpymeHeHne 3TOTO
rapaMeTpa MMeeT CMBICI TOJIbKO B KauecTBe MapaMeTpa KOMaHIHOM CTPOKM JIJIst
bitcoind, Tak Kak OH He MOKeT HaXOAUTbCS B (aitie KoHGUTypalyn, Ha KOTOPBI
caMm sKke U CChllaeTcs.
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datadir
OmnpepneneHye KaTtanora 1 (aiioBoii CCTeMbI, B KOTOPOI OymyT pa3sMelieHbl Bce
IaHHbIe 6j0KUeitHa. [To yMOI4aHMIo0 3TO MoAKaTaIor .bitcoin B Bamem gomari-
HeM KaTasiore. Y6eauTech B TOM, UTO B YKa3aHHO (aiiyIoBOM CUCTEME MMeeTCs
HECKOJIbKO rMrabaiiToB CBOGOIHOTO MPOCTPAHCTBA.

prune
[To3BoJISIET HECKOIBKO CHU3UTD TPEOOBAHMSI K 00BEMY IMCKOBOTO ITPOCTPAHCTBA
IyTeM yIaJeHMs CTapbIX OJIOKOB. MCob3yiiTe 3TOT MapaMeTp Ha y3Jie ¢ orpa-
HUYEHHBIMU pecypcami, HeLOCTaTOYHBbIMU [JIST TTIOOJEPIKKU TTOTHOM CTPYKTYPhI
JaHHBIX OJIOKYeliHa.

txindex
ConpoBoXAeHMe MHAEKCA BCeX TpaH3aKIMii. JTO O3HAuaeT MOAAEPXKKY MOJi-
HOJ1 KOMUM 6JI0KYeiiHa, YTO MO3BOJISIeT IPOrpaMMHO TOIyYaTh JOCTYII K JII000Ii
TpaH3aKIMUA 10 ee UIeHTUhUKATOPY.

maxconnections
YcTaHOBKA MaKCMMAaJbHOTO KOJIMYECTBA Y3JIOB, C KOTOPBIMM BO3MOYKHO yCTa-
HOBJIEHME COeIVIHeHMI. YMeHbIIIeH e 3HaUeHMsI, [10 CPAaBHEHMIO C IIPUHSITBIM 110
YMOJTYAHUIO, CHU3UT HATPY3KYy I10 MPOITyCKHOW CITOCOGHOCTM Baiiero yama. Mc-
MOJIb3yITE 3TOT MapaMeTp, eC/iy Ballle coeViHeHMe ¢ VIHTepHeTOM OrpaHU4YeHO
10 00'beMY JAHHBIX MM YCTAaHOBJIEHA OIIIaTa 38 KasKIbIi rUrabaiir.

maxmempool
OrpaHuueHue pasmMepa Imysna rnmaMsaTu. VICronbp3yiiTe 3TOT napameTp IJisl yMeHb-
HeHus o6beMa IaMsITH, MCII0Ib3YeMOIi Y3/I0M.

maxreceivebuffer/maxsendbuffer
OrpannueHue pazMepa 6ydepa maMsIT AJist KaXKI0To coenrHeHust. Onpepenser-
cs1 B eIMHUIAX, KpaTHBIX 1000 6aiiToB. Vcmombp3yeTcst Ha y3/1ax C OrpaHNUeHHbBIM
00bEMOM ITaMSITH.

minrelaytxfee
YcTaHOBKA MMHMMAIBHOM CYMMBI CO0pa 3a KaXKIYI0 ITepeaBaeMyo TPaH3aKIMIO.
Ecwin cymma MeHblile 3HaUeHMsI 9TOro IlapameTpa, TO CYMTAeTCsl, YTO TPaH3aKIMs
repenaeTcs C HyJIeBOJ OIIaTol. VICIIonb3yiiTe 3TOT ITapaMeTp Ha y3J/1ax C orpa-
HMYEHHBIM 06'b€MOM MaMSITH, YTOOBI YMEHBIINTD pasMep ITy/1a TPAaH3aKI[MiA, BbI-
TIOTHSIEMBIX B OITePaTUBHON NaMsITH.

MHpekc 6a3bl JaHHBIX TPAH3aKLMi U NapameTp txindex

Mo ymonuanutio Bitcoin Core co3paet 6a3y faHHbIX, COAEPXKALLYHO TONbKO TPAH3aKLMMK,
CBSI3aHHble C KOLWeNbKOM Mosb3oBaTens. Eciv Hy)kHa BO3MOXHOCTb A0CTyNa K /1060w
TPaH3aKLMM C NOMOLLbIO KOMaH[, Nof06HbIX getrawtransaction (cm. pasgen «O6pabot-
Ka M paclwmMppoBKa TPaH3aKLUMIA» HUXKE), TO HE0OX0AMMO OnNpeaennTb KOHPUrypaumo
Bitcoin Core ong co3paHmsa NOAHOMO MHAEKCA TPAH3AKLUMIA, YTO MOXHO CAENaTb C No-
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MoLbio NapameTpa txindex. YcTaHOBUTe 3HayeHUe txindex=1 B daine KoHPUrypauuu
Bitcoin Core. Ecnu 3T0T napameTp He Obln yCTaHOBNEH Nepef, NepBbIM 3aMyCcKoM, a U3-
MeHeH Mo3xe, To NoTpebyeTcs nepesanyck AeMoHa bitcoind ¢ 0693aTenbHbIM K/THOUOM
-reindex, nocne yero NpuaeTCs NOAOXKAATb HEKOTOPOE BPEMS, MOKa MHAEKC He ByneT
nepecTpoeH.

B nmpumepe 3.1 mokasaHo, KaK MOKHO KOMOVHMPOBATDb OIMCAHHbBIE BBIIIE Tapa-
MeTpBI JJ1s1 y3J1a C TIOTHBIM MHIeKCMPOBaHMeM, 3alTyCKaeMbIM B KauecTBe BHYTpPEH-
Hero API-KOMITOHEeHTa GUTKOH-TPUIOKEHNS.

Mpumep 3.1 <+ TNpumep KoHMIrypaLmm yana c NOAHbIM MHAEKCMPOBAHUEM

alertnotify=myemailscript.sh "Alert: %s"
datadir=/lotsofspace/bitcoin

txindex=1

rpcuser=bitcoinrpc
rpcpassword=CHANGE_THIS

B mpumepe 3.2 mokasaHa KOH(PUIypaluusi ysJjia C OrpaHMYeHHbIMM pecypcaMu, 3a-
ITyCKaeMOro Ha 6oiee c1abom cepBepe.

Mpumep 3.2 < MpuMep KOHOUIYpaLMU CUCTEMbI C OFPaHUYEHHBIMK pecypcamm

alertnotify=myemailscript.sh "Alert: %s"
maxconnections=15

prune=5000

minrelaytxfee=0.0001

maxmempoo =200

maxreceivebuffer=2500

maxsendbuffer=500

rpcuser=bitcoinrpc
rpcpassword=CHANGE_THIS

[MTocme pemakTupoBaHus (aitma KOHGUTYypauy ¥ YCTAHOBKYM 3HAUYEHMIT Tapa-
MEeTpPOB, HAMIYUIIMM OOpPa3OoM COOTBETCTBYIOIIMX BAIIMM TpPeGOBaHMSIM, MOKHO
MpoBepUTb GYHKIMOHMPOBaHME bitcoind ¢ 3amaHHO KoHUTypatyeii. J[as 9Toro
HY’KHO 3aITyCcTUTD Bitcoin Core ¢ Ki1ouoMm -printtoconsole, ob6ecreunBaiommum pabo-
Ty B aKTUBHOM peXKMMe C BBIBOJOM B KOHCOJIb:

$ bitcoind -printtoconsole

Bitcoin version v0.11.20.0

Using OpenSSL version OpenSSL 1.0.2e 3 Dec 2015

Startup time: 2015-01-02 19:56:17

Using data directory /tmp/bitcoin

Using config file /tmp/bitcoin/bitcoin.conf

Using at most 125 connections (275 file descriptors available)
Using 2 threads for script verification

scheduler thread start

HTTP: creating work queue of depth 16
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No rpcpassword set - using random cookie authentication
Generated RPC authentication cookie /tmp/bitcoin/.cookie
HTTP: starting 4 worker threads

Bound to [::]:8333

Bound to 0.0.0.0:8333

Cache configuration:

* Using 2.0MiB for block index database

* Using 32.5MiB for chain state database

* Using 65.5M1B for in-memory UTXO set

init message: Loading block index...

Opening LevelDB in /tmp/bitcoin/blocks/index

Opened LevelDB successfully

[... 6onbuwoe KonnM4ecTso coobuenuit ... ]

YToObI IIpepBaTh BHITIOJHEHNE aKTMBHOTO IIPOLecca, MOKHO HakaTh KOMOMHA-
uuio kiasumn Ctrl+C, e Bbl yoemuiuch B TTPaBWIbHOCTY 3HAUEHMIT BCeX mapa-
METpPOB U IIporpaMMa paboTaeT Tak, KaK IIpeaIionarajioch.

I 3ammycka Bitcoin Core B hoHOBOM peskuMe (3TO er0 OCHOBHOI PEXXUM PabOThI)
3aITyCTUTE ero C KJII0YOM -daemon, TO €CTb BBITTOJIHUTE KoMaHAy bitcoind -daemon.

Iyis HaGMIomeHusT 3a paboToi U TEKYIIMM COCTOSIHMEM GUTKOIH-Y3j1a BOCIIO/b-
3yITECh CAenyIoNeil KOMaHI0M:

$ bitcoin-cli getinfo

{
"version" : 110200,
"protocolversion" : 70002,
"blocks" : 396328,
"timeoffset" : 0,
"connections” : 15,
"proxy" : ""
"difficulty” : 120033340651.23696899,
"testnet" : false,
"relayfee" : 0.00010000,
"errors" : ""

}

3mech MOKHO BUIETH, UTO Ha y3j1e paboTaert Bitcoin Core Bepcuu 0.11.2, BricoTa
CTPYKTYPBI TaHHBIX OJI0KUeiiHa cocTaBsieT 396 328 GJ0KOB U yCTaHOBJIEHO 15 ak-
TUBHBIX CETEBbIX COeIMHEHMIA.

Ecu BbI BITOJIHE YIOBJIETBOPEHbI BHIOPAHHBIMYM 3HAUEHUSIMY MTapaMeTPOB KOH-
durypauum, To cienyet 106aBUTh KOMaH/Iy 3aITycka 6MTKOH-CUCTEMBI B CKPUIIThI
aBTO3aITycKa Ballleil omepalMoOHHO CHCTeMBbl, UTOObI ITporpaMma Bitcoin Core pa-
60Tajia IOCTOSTHHO M aBTOMAaTHYeCK! Iepe3aryckaaach Py KaxkIoii epesarpyske
oTepalOHHO cucTeMbl. MHOTOUMC/IEHHbIE TTPUMepPbl CKPUIITOB aBTO3aITycKa JIJIst
PasIMUHBIX OMEePAI[MOHHBIX CMCTEM MOKHO HAlTH B MOJIKATaIOTe UCXOMHbBIX KOIMOB
6uTKoitHa contrib/init u B daitne README.md, tie 06bsICHSIETCsI, KAaKOi CKPUIIT [IJIsT
kakoii OC nmpegHa3HayeH.
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MpuknapHon nPorpAMMHbIN MHTEP®ENC (API) BiTcoin CoRre

B xinente Bitcoin Core peanmsoBan mHTepdeiic JSON-RPC, K KOTOPOMY TaKke
MOXXHO TOMYYUTh AOCTYN C ITOMOIIbI0O BCIIOMOTATeIbHOM YTWJIUTBI KOMaHIHOM
cTpoku bitcoin-cli. KomaHgHas CTpoKa Mo3BOJsIeT 3KCIIepUMEHTUPOBATb B MHTEP-
aKTMBHOM peXyume ¢ (GYHKIMOHATbHBIMM BO3MOKHOCTSIMM, JOCTYITHBIMU B TOM
Ylcje U uepes MPUKIaIHOI TporpaMMHbIii mHTepdeiic (API). CHavyasa BbIIOIHN-
Te KOMaHAy help, YTOOBI 03HAKOMUTBCS CO CITMCKOM AOCTYITHBIX RPC-KOMaH 1 6UT-
KOJHa:

$ bitcoin-cli help

addmultisigaddress nrequired ["key",...] ( "account" )

addnode "node" "add|remove|onetry"

backupwallet "destination"

createmultisig nrequired ["key",...]

createrawtransaction [{"txid":"id","vout":n},...] {"address":amount,...}
decoderawtransaction "hexstring"

verifymessage "bitcoinaddress

signature" "message"
walletlock
walletpassphrase "passphrase" timeout
walletpassphrasechange "oldpassphrase" "newpassphrase"

Kaskmast 13 3TMX KOMaH/I, MOKeT IIPMHMMATh HECKOJIbKO ITapaMeTpoB. YToOkI 110-
JIVUUTH PaCIIMPEHHYIO MO/ICKA3KY C ITOAPOOHBIM OIMCcaHKeM U MHGOpMAaIMeli O ma-
pameTpax, 106aBbTe MMSI KOHKPETHOI KOMaHIbI mocie help. Hanpumep, njis BbI-
Boja roapobHoro onucanusi RPC-komaHabl getblockhash BhITIOMHUTE CJIETYIOILYIO
KOMaH/Iy:

$ bitcoin-cli help getblockhash
getblockhash index

Returns hash of block in best-block-chain at index provided.
(Bo3BpawaeTt X3u-3HayeHne 6/10Ka B CaMOM MPaBUALHON LENOYKE MO 3a4aHHOMY WHAEKCY.)

Arguments:
(AprymeHTbl: )
1. index (numeric, required) The block index
(4ncno, obazatenbHbin)(MHaekc 6aoka)
Result:
(PesynbTat:)
"hash" (string) The block hash
(cTpoka) (Xauw-3HauyeHue 6s0ka)
Examples:
(Npumepsi: )

> bitcoin-cli getblockhash 1000

> curl --user myusername --data-binary '{"jsonrpc": "1.0", "id":"curltest",
"method": "getblockhash", "params": [1000] }' -H 'content-type: text/plain;'
http://127.0.0.1:8332/
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B KOHIIe BbIBeIEHHOT'0 OMMCAaHMsI MOKHO BUIETh [Ba IIpMMepa IPUMeHeHUS 5TOM
RPC-komaHpl C MCIIO/Nb30BAHMEM BCIIOMOTATeNbHOM YTWINTBI bitcoin-cli wmmm
HTTP-xknuenTa curl. [IpMmepsl NOKa3bIBalOT, KaK MOXKHO BbI3BaThb KomaHAy. Eciau
CKOIIMPOBATb MI€PBbIN IIPUMED U BBITIOIHUTD €r0, TO [IOYUYMUM CJIeYIOIIIA pe3y/IbTaT:

$ bitcoin-cli getblockhash 1000
00000000c937983704a73af28acdec37b049d214adbdag1d7e2a3dd146f6ed09

Pe3ynbTat npecTaBsieT co60it X31-3HaueHne 610Ka, KOTopoe Gosiee OJPOGHO
OymeT paccMaTpuUBaThCS B CaeAyOIMX maBaxX. Ceifuac mMpoCTO OTMETUM, UYTO 3Ta
KOMaH/1a IO/DKHA BBIBECTY TOUHO TaKO¥ sKe pe3y/bTarT B Balllei cucTeMe, oA TBepXK-
nast, uTo y3en Bitcoin Core paboTaeT KOppeKTHO, TPAaBWIbHO BBITIONHSIET KOMAaH/IbI
" BBIIAET JOCTOBEPHYIO MHpOpMaIMio o0 6710ke ¢ Homepom 1000.

B cienyromux paszenax Mbl 60j1ee moJpo6HO paCCMOTPUM HEKOTOPbIE MOJIe3HbIe
RPC-koMaH/Ibl ¥ BBIBOAMMbIE UMY Pe3YAbTAaThl BHIMIOTHEHMSI.

MonyueHne nndpopmaumum o coctosiHum kKnmenta Bitcoin Core

Komanpa: getinfo.

RPC-komaHga 6uTKOVHA getinfo BBIBOOAMT BaskHYI0O MH(OpPMAIIMIO O COCTOSI-
HUM y3J1a GUTKOITH-CeTH, KolllelbKa 1 6a3bl JaHHBIX Oj0KUeifHa. 1) BhITIOTHEHMS
KOMaHZbl UCITOIb3YiiTe BCIIOMOTATe/IbHYI0 YTUINUTY bitcoin-cli:

$ bitcoin-cli getinfo

{
"version" : 110200,
"protocolversion" : 70002,
"blocks" : 396367,
"timeoffset" : 0,
"connections" : 15,
"proxy" : "",
"difficulty” : 120033340651.23696899,
"testnet" : false,
"relayfee" : 0.00010000,
"errors" : ""

}

IlanHbIe Bo3BpamiaTcs B popmate JavaScript Object Notation (JSON), koTopblIii
6e3 3aTpymHeHuii 0O6pabaThbIBAeTCSI IPAKTUUECKM BCEMM SI3bIKAMM IPOrpaMMIu-
pPOBaHMS, K TOMY JKe BIIOJTHE YIOOeH [IJisT UYTeHMs UeJOBeKOM. B mpencTaBieHHbIX
IAHHBIX yKa3aHbl HOMepa Bepcuil MporpaMMHOro KiameHTa 6utkoitHa (110200)
" MpoTokoja 6uTkoitHa (70002). Takke MOKHO BMUIETh BBICOTY TEKyILIero 6JIOKa,
MTOKa3bIBAOIIYI0, CKOJIbKO GJIOKOB M3BECTHO 3TOMY KIMEHTY (396367). Kpome Toro,
MOKa3aHbl PA3HOOOPa3HbIe CTATUCTUUECKYE TaHHbIe O OUTKOMH-CEeTI U HEKOTOPbIe
rapaMeTpbl HACTPOV KM TEeKYIIero KiueHTa.

O MoTpebyeTcs HEKOTOPOE BpeMsl, BO3MOXHO, Aaxke BonbLLe CYTOK, AN TOrO YTOObI KNMEHT bit-

coind onpenenun TeKyLLYH BbICOTY CTPYKTYpPbl AaHHbIX B/10K4Y€eiHa, NOTOMY YTO 6710KM 3arpy-

XKaKTCA U3 APYrUX KAMEHTOB OUTKOMHA. XOL 3TOro npoLecca MOXHO NpoBepsThb, UCMONb3Ys
KoMaHay getinfo ons HabnaeHWs 3a KONMYECTBOM M3BECTHbIX BI0KOB.
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O6paboTka u pacwmdpoBKa TpaH3aKLUA

KomaHnppbl: getrawtransaction, decoderawtransaction.

B paspeine «ITokyrika Jamky Kode» riaBbl 2 Anvca Kynuia Jaiky Kode B Kade
Boba. Ee TpaH3akiys O6bla 3aMcaHa B CTPYKTYPY JaHHbBIX OJI0KUEiHA C UAEHTUDN-
katopom txid 0627052b6f28912f2703066a912ea577f2ce4dadcaa5a5fbd8a57286c345
c2f2. Bocronb3yeMcst BO3SMOKHOCTSIMM ITPUKJIAIHOIO ITPOrPaMMHOI0O MHTepdeiica
(API) mjist M3BJIeUEHMS M VICCTIEAOBAHMS 9TOM TpaH3aKILMM, yKa3aB ee UIeHTUUKa-
TOp Kak IapameTp A1 claeAyloleii KoMaHAbl:

$ bitcoin-cli getrawtransaction 0627052b6f28912f2703066a912ea577f2ce4dadcaasa
5fbd8a57286¢345c2f2

0100000001186T9f998a5aa6f048e51dd8419a14d8a0f1a8a2836dd734d2804fe65fa35779000.]
000008b483045022100884d142d86652a3f47ba4746ec719bbfbd040a570bldeccbb6498c75c4.]
ae24cb02204b9f039ff08dfO9cbe9fb6addac960298cad530a863ea8f53982c09db8f6e3813014.]
10484ecc0d46f1918b30928fa0ed4ed99f16a0fbafde0735e7ade8416ab9fed23cc54123363767.J
89d172787ec3457eeed41c04f4938de5cc17b4al0fa336a8d752adfffffffff0260e3160000000.]
0001976a914ab68025513c3dbd2f7b92a94e0581f5d50f654e788acd0ef8000000000001976a9.]
147f9b1a7fb68d60c536c2fd8aeaa’53a8f3cc025a888ac00000000

NneHTUdMKaTOp TPaH3aKLMK He SIBNSIETCS NMONHOCTbI AOCTOBEPHBIM M 33C/YXKMBAOLWMM A0-
BEPWS NEMEHTOM AAHHbIX 40 TeX Mop, NoKa TpaH3akuus He bynet noarsepxaeHa. OTcyT-
CTBME X3LU-3HAYEHUS TPaH3aKLMK B CTPYKTYpe AaHHbIX BNOKYeliHa He 03HAYaeT, YTo TPaH3-
aKuMsa He Hbina obpaboTaHa. OTO COCTOSAHME M3BECTHO NOJ Ha3BaHMEM «aedOpMaTUBHOCTb
TpaH3akuum» (transaction malleability), noToMy 4To TpaH3aKuUMs MOXeT ObITb U3MEHEHA [0
MOMEHTa ee NoaTeepxaeHus B 6noke. [ocne noaTeepXxaeHUs naeHTMPUKaTop txid craHo-
BUTCS HEU3MEHSIEMbIM U MOHOCTbI AOCTOBEPHbBIM.

Komanpa getrawtransaction Bo3Bpalujaer cepuaan3oBaHHbIe TaHHbIE TPAH3aKLIUU
B IIeCTHAIIATEPUYUHOI KOAMpPOBKe. [IJisI ee pacminppoBKM UCIOAb3yeTCs] KOMaHIa
decoderawtransaction, B KOTOPYIO KaK IapaMeTp IepefarTcs JaHHbIe B lIeCTHaa1a-
TepuyHOM ¢opmaTe. MOKHO CKOMMPOBATH IIECTHAAIIATEPUUYHbIE JaHHbIE U3 BbI-
BOJA KOMaHAbI getrawtransaction ¥ BCTaBUTh UX KaK IapaMeTp KOMaH[bl decoder-
awtransaction:

$ bitcoin-cli decoderawtransaction 0100000001186f9f998a5aa6f048e51dd8419a14d8.
a0f1a8a2836dd734d2804fe65fa35779000000008b483045022100884d142d86652a3f47ba474.]
6ec719bbfbd040a570b1deccbb6498c75c4ae24cb02204b9f039ffO8dfO9cbe9f6addac960298.]
cad530a863ea853982c09db8f6e381301410484ecc0d46f1918b30928fa0eded99f16a0fbafd.]
e0735e7ade8416ab9fe423cc5412336376789d172787ec3457eee41c04f4938de5cc17b4al0fa.
336a8d752adf ffffffff0260e31600000000001976a914ab68025513c3dbd2f7b92a94e0581f5.]
d50f654e788acd0ef8000000000001976a9147f9b1a7fb68d60c536c2fd8aeaas53a8f3ccO25a8.
88a3c00000000

{
"txid": "0627052b6f28912f2703066a912ea577f2ce4dadcaabasfbd8a57286c345¢c2f2",

"size": 258,
"version": 1,
"locktime": 0,
"vin": [
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{
"txid": "7957a35fe64f80d234d76d83a2. ..8149a41d81de548f0a65a8a999f6f18",

"vout": 0,

"scriptSig": {
"asm":"3045022100884d142d86652a3f47ba4746ec719bbfbd040a570bldecc...",
"hex":"483045022100884d142d86652a3f47ba4746ec719bbfbd040a570b1de. .."

3

"sequence": 4294967295

}
]’
"vout": [
{

"value": 0.01500000,

"n": 0,

"scriptPubKey": {

"asm": "OP_DUP OP_HASH160 ab68...5f654e7 OP_EQUALVERIFY OP_CHECKSIG",
"hex": "76a3914ab68025513c3dbd2f7b92a94e0581f5d50f654e788ac",
"reqSigs": 1,
"type": "pubkeyhash",
"addresses": [

"1GdK9UzpHBzqzX2A9JFP3D14weBwqgmoQA"

}
}J
{
"value": 0.08450000,

"n": 1,
"scriptPubKey": {
"asm": "OP_DUP OP_HASH160 7f9bla...025a8 OP_EQUALVERIFY OP_CHECKSIG",
"hex": "76a9147f9b1a7fb68d60c536c2fd8aeaa53a8f3cc025a888ac”,
"reqSigs": 1,
"type": "pubkeyhash",
"addresses": [
"1Cd1d9KFAaatwczBwBttQcwXYCpvK8h7FK"

PacmmdpoBaHHas TpaH3aKLMs IIOKA3bIBAeT BCE CBOM KOMIIOHEHTHI, BKJIIOYAs
BXOJIHbIE U BbIXOJHbIE NaHHbIe. B 3TOM mpumepe Mbl BUAMM, YTO TPAaH3aKLMS 3a-
Tcaja Ha KpeauT Halllero HOBOro ajgpeca 50 MUIIMOUT, UCTIONb3YS OAMH (pparMeHT
BXOIHBIX JAHHBIX, ¥ CTeHepMpoBaja ABa pparMeHTa BbIXOOHbBIX JaHHbBIX. BXOIHBI-
MM JAaHHBIMM JJISI pacCMaTpPMUBaeMOl TpaH3aKIMUM CTAJIM BbIXOAHbIE TaHHbIE Mpe-
OBIAYINeN TMOATBEPKAEeHHOM TpaH3aK UM ([IOKa3aHHbIe Kak vin ¢ txid, HAUMHaI-
muMMcst ¢ 7957a35fe). JIBa parMeHTa BBIXOAHBIX JAHHBIX COOTBETCTBYIOT KPEIUTY
B 50 MWIITMOUT U caue, BO3BpAIllaeMOii OTIIPaBUTETIO.

MOsKHO TTPOIOJIKUTH MCCIeNOBaHMe CTPYKTYPhI JaHHBIX OJIOKYEliHA ¥ PacCMOT-
peTh MpeabIayIIyI0 TPaH3aKINI0, 0003HAUEHHYIO COOCTBEHHBIM MIEeHTU(GUKATO-
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poMm txid, UCIIO/IB3YS Te ke KOMaHbI (Halpumep, getrawtransaction). Ilepexons ot
TPaH3aKIIMM K TPaH3aKINM, Mbl MOKEM ITPOCIEAUTD 1IeTIOYKY TPaH3aKIuit B 06paT-
HOM HarpaB/IeHIM, TPAKTYs UX KaK JieHesKHbIe CPefiCTBa, lepeaBaeMbie OT OLHOTO
aJipeca BiiaJiesiblia K HOBOMY afpecy Biagesblia.

UccnepoBaHue 6510K0B

Komanppbi: getblock, getblockhash.

HccnemoBaHue GJIOKOB TIOXOXKE HAa MCCIemOBaHMe TpaH3akumii. Ho K 6G1okam
MOXXHO 00paIiaThes ¢ MoMoIbio BeicoThl (height) 6y10Ka min ¢ IOMOIIBIO €T0 X31II-
3HaueHus (hash). CHauasa HaiimeM 610K 110 ero BbicoTe. B pasmere «[ToKyIika yaiku
Ko(e» m1aBbl 2 6bUIO OTMEUEHO, UTO TPaH3aKIIMs AJIVChI BKIIOUeHa B 610K 277316.

Bocrmonb3yemcst KomaHA 01 getblockhash, KoTopasi B KauecTBe mapameTpa MpUHN-
MaeT BbICOTY 6/10Ka, a BO3BpaIllaeT X31I-3HaueHue JJ1s 3TOro 6yioKa:

$ bitcoin-cli getblockhash 277316
0000000000000001b6b9a13b095e96db41c4a928b97ef2d944a9b31b2cc7bdc4

Terepb MbI 3HaeM, B KaKoii 6JIOK BKJIIOUEHA TPAH3aKIIVsT AJTUCHI, U MOKeM 00pa-
TUTBCS K 3TOMY OJIOKY. [IJIs1 9TOTO MUCTIONb3yeM KOMaHTy getblock ¢ Xa1I-3HaueHreM
6710Ka, 3aJJaHHBIM KaK IlapameTp:

$ bitcoin-cli getblock 0000000000000001b6b9a13b095e96db41c4a928b97ef2d944a9b3.
1b2cc7bdc4

{
"hash": "0000000000000001b6b9a13b095e96db41c4a928b97ef2d944a9b31b2cc7bdc4",
"confirmations": 37371,
"size": 218629,
"height": 277316,
"version": 2,
"merkleroot":
"c91c008c26e50763e9f548bb8b2fc323735f73577effbc55502c51ebdcc7cf2e",
"tx": [
"d5adaf64c6417ca25c4308bd158c34b77elc0ecaza73cdal6éc737e7424afbazf",
"b268b45¢c59b39d759614757718b9918caf0badd97c56f3b91956ff877c503fbe",
"04905ff987ddd4cfe603b03cfb7ca50ee81d89d1f8f5f265c38f763eeadaz1fd",
"32467aab5d04f51940075055c2f20bbd1195727¢961431bf0aff8443f971081",
"561c5216944e21fa29dd12aaala45e3397f9c0d888359¢cb05e1f79fe73da37bd",
[... coTHu TpaH3akumit ...]
"78b300b2a1d2d9449b58db7bc71c3884d6e0579617e0dad991b9734cef7ab23a",
"6c87130ec283ab4c2c493b190c20de4b28ff3caf72d16ffalce3e96f2069aca9"”,
"6f423dbc3636ef193fd8898dfdf7621dcade1bbe509e963ffbff91f696d81a62",
"802ba8b2adabc5796a9471f25b02ae6aeee2439c679a5c33c4bbcee97e081196",
"eaaf6a048588d9ad4d1c092539bd571dd8af30635¢c152a3b0e8b611e67d1alaf",
"e67abc6bd5e2cac169821afc51b207127f42b92a841e976f9b752157879ba8bd",
"d38985a6a1bfd35037cb7776b2dc86797abbb7a06630f5d03df2785d50d5a2ac",
"45ea0a3f6016d2bb90ab92c34a7aac9767671a8a84b9bcce6c019e60197c134b",
"c098445d748ced5f178ef2ff96f2758cbec9eb32cbOfc65db313bcac1d3be9s8f" ],
"time": 1388185914,
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"mediantime": 1388183675,

"nonce": 924591752,

"bits": "1903a30c",

"difficulty": 1180923195.258026,

"chainwork":
"000000000000000000000000000000000000000000000934695e92aaf53afala",

"previousblockhash":
"0000000000000002a7bbd25a417c0374cc55261021e8a9¢ca74442b012840569",

"nextblockhash":
"000000000000000010236c269dd6ed714dd5db39d36b33959079d78dfd431ba7"

}

bnoxk cogep>xxut 419 TpaH3akuuii, M 64-M 10 CrIUCKY (0627052b...) SIB/IsIeTCS IJIaTeX
AnychI 3a yaliky Kode. DeMeHT height coobmiaet, uTo 310 610K ¢ HoMepoMm 277316
B CTPYKTYpe JAaHHBIX OJIOKUEIiHA.

Ucnonb3oBaHue nporpaMmHoro uHtepgeiica Bitcoin Core

BcriomorarenbHas yruianta bitcoin-cli oueHb monesHa npu M3ydyeHun NpuKIagHoO-
ro mporpammMmHoro uHTepdeiica Bitcoin Core API u mpu TectupoBaHuu QyHKIIMIL.
Ho camas rmaBHas 1eb MPUKIALHOTO MPOrpaMMHOro MHTepdeiica — obecrieueHme
MIPOTrpaMMHOTO AocTyIa K pyHKumsiM Bitcoin Core. B aToM pasgene 6ymeT mokazaHa
opraHusanys gocryrna K Bitcoin Core 13 1pyroi mporpamMmMbl.

Bitcoin Core API — sto uaTepdeiic JSON-RPC. JSON osHauaer JavaScript Object
Notation u npeacraBisieT co60it oOueHb YOOOHBIN CI1OCOO MpeACcTaBIeHNs TaHHBIX,
KOTOpble 0e3 3aTpyIHeHUi MOTYT ObITh ITPOUYMTAHBI KaK UeTOBEKOM, TaK U IpOo-
rpammamu. RPC o3HauaeT Remote Procedure Call (BbI30B ymasieHHBIX ITPOIIEAYP), TO
eCTb BBI3OB Ipo1enyp (GyHKINMIT), PACIIONIOKEHHbBIX HAa AVMCTAHIMOHHO YIAJIEHHOM
ycrpoiictBe (Ha y3ie Bitcoin Core), ¢ ucnonb3oBaHMeM CETEBOTO MPOTOKOIA. B naH-
HOM cJiyyae ceTeBbIM IpOoTOKoJIoM sBisieTcss HTTP miu HTTPS (o151 sammuuieHHbIX
coenvHeHMi ¢ mudbpoBanueM Tpaduka).

Korma MbI mcrionb3yeM KoMmaHay bitcoin-cli a5t BbIBOgA CIipaBOYHOM MHGOpMa-
MM O KaKO¥-TMO0 KOMaHJe, TO BBIBOAUTCS U MpUMep MpuMeHeHus curl, yHUBep-
canbHoro HTTP-knueHTa Oj1s1 KOMaHAHOM CTPOKU, I1sT OpMMUPOBAHMS OOHOTO M3
BapuaHTOB BbI30Ba JSON-RPC:

$ curl --user myusername --data-binary '{"jsonrpc": "1.0", "id":"curltest",
"method": "getinfo", "params": [] }' -H 'content-type: text/plain;' http://
127.0.0.1:8332/

B sT0i1 KOMaHze 1okasaHo, uTo curl BeinoaHseT HTTP-3ampoc K JIOKaJIbHOMY XOC-
Ty (127.0.0.1), ycTaHaB/IMBaeT coefVHEHMe C MPUHSITHIM IO YMOTYAHUIO TTOPTOM
(8332) st GUTKOMH-CUCTEMBI ¥ MHUITMAIU3UPYET 3aIIPOC jSonrpc Ha BITIOJTHEHYE
MeTona getinfo ¢ Mcrionb30BaHMeM KOOUMPOBKM TuIla text/plain.

Ecnn peanusanus Bbi3oBa JSON-RPC BbITNIONHSIETCS B CO3aBaeMOii BaMM IIPO-
rpaMme, TO MOKHO BOCIIONb30BaThcs obuiernenesoit HTTP-616nmmoTexoit gjs gop-
MMPOBAHMS BbI30BA, ITOXOKETO HA BbI30B, NTOKA3aHHbBIN B MpeabIaylleM IpuMepe
C YTUINTOI curl.
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Tem He MeHee MPAKTUYECKM JJIsT KAXKIOTO SI3bIKa IMTPOTPaMMUPOBAHUS CYIIECT-
BYIOT CHELMaIM3MPOBaHHbIe OUOIMOTEKN, 0OecIIeuMBaloNe yIoOHYI0 «06epTKY»
Bitcoin Core API 1 HAaMHOTO yIIpollalie paboTy ¢ 3TuM uHTepdeiicom. s yrpo-
meHus mocTyra K API Mbl 6ymeM MCIOIb30BaTh 6MOIMOTEKY python-bitcoinlib. Ho
clemyeT TMIOMHUTD, YTO BaM IOTpebyeTcs pabortaromnimii sk3eMruisip Bitcoin Core,
4TOOBI C €ro IIOMOILBIO BBIIIOIHSITH BbI30BbI JSON-RPC.

CxpunrT Ha s13bIke Python B mpumepe 3.3 co3gaer MpoCToii BI30OB MeToa getinfo
¥ BBIBOAUT 3HaUeHMe rapameTtpa blocks, B3sToe 13 JaHHBIX, BO3BpallaeMbix Bitcoin
Core.

Mpumep 3.3 <« YnaneHHbi BbizoB MeTona getinfo uepes Bitcoin Core JSON-RPC API

from bitcoin.rpc import RawProxy

# YcmaHosneHue coeduHeHus C JoKa/ibHeIM y3710M Bitcoin Core
p = RawProxy()

# 3anyck KomaHOsl getinfo C coxpaHeHuem pe3y/bmama BbINOJHeHUS B nepemeHHol info
info = p.getinfo()

# W3sneyeHue snemenma 'blocks' u3 nepemenHol info
print(info['blocks'])

BaHYCK 3TOro CKpMIITa JaeT CJ'IQ,HYlOH.U/IVI pe3yibTart:

$ python rpc_example.py
394075

OJTO roBOPUT O TOM, YTO Ha HallleM JIOKajJbHOM Yy3je Bitcoin Core comepsxurcs
394 075 6JIOKOB B COOTBETCTBYIONIEN CTPYKType NJaHHBIX OlI0KUeiiHa. Pe3ynbraT He
OueHb BIEYAT/SIIONINIL, HO 9TOT MpUMepP NeMOHCTPUPYET OCHOBBI IPMMEHEHUST BbI-
O6paHHO¥ 6M6IMOTEKY KaK yIIpoIleHHOTo nHTepdetica K Bitcoin Core JSON-RPC API.

Ilanee ucCIonb3yeM BbI30BbI (DYHKIIMI getrawtransaction 1 decodetransaction mjs
MTOJTyYeHMSI TTOAPOOHOCTE OTIIAThI Yaliky Kode Ancoii. B mpumepe 3.4 TpaH3ak-
1Mst AJTVICHI M3BJIeKaeTCs 13 GJI0KA M BIBOAMUTCS CITMCOK BBIXOIHBIX JAHHBIX TOM
TpaH3akuuu. 151 KaXKIOro 27eMeHTa BbIXOIHbBIX TaHHBIX YKa3bIBAIOTCS afpec IMo-
JyyaTtenst U 3HaueHue. Kak yke 6bUIO CKa3aHO paHee, TPAH3aKIIMs AJIMChI COCTOUT
13 dparMeHTa BbIXOIHbBIX JAHHBIX C TUIaTesXKoM Kade boba u dhparmenTa co crauveit,
BO3Bpalllaemori Amnuce.

Mpumep 3.4 <« M3BneyeHue TpaH3akumu 1 06paboTKa ee BbIXOLHbIX AAHHbIX
from bitcoin.rpc import RawProxy
p = RawProxy()

# WoeHmugukamop ID mpan3akyuu Anucs
txid = "0627052b6128912f2703066a912ea577f2ce4dadcaa5asfbd8a57286c345¢c2f2"

# CHayana u3sjiekaencs Cbipds MPAH3AKyus 8 wecmHadyamepuyHoM gopmame
raw_tx = p.getrawtransaction(txid)

# [peobpa3osaHue wecmHadyamepuyHo2o dopmama mpawsakyuu 8 obbekm JSON
decoded_tx = p.decoderawtransaction(raw_tx)
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# [MonydeHue BCex BbIXOOHbIX OAHHbIX U3 3Mol MPAH3aKyuu
for output in decoded_tx['vout']:
print(output['scriptPubKey']['addresses'], output['value'])

BeInonHMB 3TOT Ko, IMOJTyYM:

$ python rpc_transaction.py
([u'1GdK9UzpHBzqzX2A9JIFP3D14weBwggmoQA'], Decimal('0.01500000'))
([u'1Cd1d9KFAaatwczBwBttQcwXYCpvK8h7FK'], Decimal('6.08450000'))

O6a mpuBeIeHHBIX BbIIIE ITPMMepa JOCTATOUHO ITPOCTHI. B AeiiCTBUTENTbHOCTY CO-
BCEM He 00s13aTeJIbHO ObIJIO MICATh IPOTPAMMY [IJIst [IOTyUYEeHMST 9TUX Pe3y/IbTaToB,
IOCTaTOYHO OBLJIO 6Bl TPOCTO BOCIIOMB30BATHCSI BCIIOMOTATENIbHOM YTUIUTOM bit-
coin-cli. Ho B ciemyronieM nmpumepe rmorpebyeTcss HecKoabKo coTeH RPC-BbI30BOB,
¥ OH 6oJiee HAIISTHO JeMOHCTPUPYET MPAaKTNYeCcKoe MpyMeHeHMe ITPOTPaMMHOTO
uHTepdeiica.

B npumepe 3.5 cHavasia u3ByiekaeTcs 6710k 277316, 3atem — Kaxkmast 13 419 TpaHs-
aKIMit C COOTBETCTBYIONIMMIU MAeHTU(GMKaTOpaMu. [lasiee BBITIONHSIETCS MTOC/IEN0-
BaTeJIbHBII ITPOXO[, 0 BCEM 3/IeMeHTaM BbIXOAHBIX MJaHHBIX KaXKI0i TpaH3aKIUU
Y CYMMMPYIOTCSI UX 3HAUEHUS.

Mpumep 3.5 <+ O6paboTka 610Ka U CyMMUPOBAHWE BbIXOLAHbIX AAHHbIX BCEX TPAH3aKLIMMA

from bitcoin.rpc import RawProxy
p = RawProxy()

# Beicoma 670ka, 8 KOMOPOM 3ANUCAHA MPAH3AKYuUs AUCH
blockheight = 277316

# [MonyyeHue x3u-3HayeHus 6/0Kka, Bbicoma Komopo2o pasHa 277316
blockhash = p.getblockhash(blockheight)

# W3Bs1eyeHue 610ka No €20 X3u-3HAYeHUH
block = p.getblock(blockhash)

# JnemeHm tx codepyum CNUCOK UOeHmUPUKAmopos BCex mpaH3akyud 8 3mom 6J0ke
transactions = block['tx']

block_value = 0

# VimepamusHbili Npoxod No BceM udeHmudukamopam mpaH3akyul 8 6s0ke
for txid in transactions:
tx_value = 0
# WN3BneyeHue cbipoli mpaH3akyuu no ee udeHmudukamopy
raw_tx = p.getrawtransaction(txid)
# Pacuugposka mpaH3akyuu
decoded_tx = p.decoderawtransaction(raw_tx)
# VimepamusHbili NpOX00 NO BCeM ¢pazmeHmam BbIX0OHbIX OAHHbIX 0b6pabamsisaemol MpaH3akyuu
for output in decoded_tx['vout']:
# [lobasneHue 3Ha4eHus Kax0020 ¢pazmeHma BbIXOOHbIX OAHHbIX K 06Wel cymme mpaH3akyuu
tx_value = tx_value + output['value']
# J[lobasneHue CymMmMapHo20 3HayeHus mekywel MpaH3akyuu K obuel cymme Bcez20 6J0Kka
block_value = block_value + tx_value

print("Total value in block: ", block_value)
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Pe3ynbTaT BBITIOJTHEHNS 9TOTO KO/Ia OyIeT CIeIyIONM
$ python rpc_block.py
('Total value in block: ', Decimal('10322.07722534'))

Kon mpuBemeHHOTO BbIlIe MpUMepa MO3BOJSIET BBIYMCIUTD OOIIYI0 CYMMY, T1e-
pemaHHyI0 B MccaeayeMoM 06j10ke, Kotopas paBHa 10322.07722534 BTC (Bkiaouast
25 BTC BosHarpaxkmenust 1 0.0909 BTC TpaH3aKkiIMOHHBIX c60poB). CpaBHUTE 3TO
3HaueHlMe C CYMMOIi, TIOJIyYeHHOI Ha cajiTe MPOBOMHMKA OJIOKUE/iHA B pe3y/bTaTe
ITOMCKA TT0 X31I-3HAUE€HNIO IV T10 BBICOTE TOTO JKe 6;10Ka. HeKoTopbie MpOBOTHUKY
COOOIIAIOT CYMMapHOe 3HaueHue 6e3 yyeTa BO3HATPAKIEHMS Y TPAH3aKIIMOHHbIX
c6opoB. Pasauune B cyMMax JIerkKo O6BSICHMMO Y He TOJKHO BbI3BATh 3aTPYIHEHMIA.

Mpoune KJIMEHTbI, BUBJIMOTEKN U MUHCTPYMEHTAJIbHBIE MAKETDI

CylecTByeT MHOKECTBO Pa3HOOOPA3HbBIX KIMEHTOB, OMOIMOTEK, MHCTPYMEHTATb-
HBIX TIAKETOB M JJa)Ke IOJHOLEHHBIX Peann3aluili y3JI0B SKOCUCTeMbl OMTKOIHA.
OHM HamMCaHbl HA PA3JIMYHBIX SI3bIKAX MPOTPAMMMPOBAHUS U TMPEIaralT pas-
paborunkam MHTepGEeChl, CrienuaaM3upOBaHHbIe JIS KOHKPETHBIX SI3bIKOB MPO-
rpPaMMUPOBAHMSI, TIPEITOUNTAEMbBIX TEM MUY MHBIM ITPOTPAMMVCTOM.

B cremyromux pasgeniax MPUBOIATCS CIUCKY C KPAaTKUM OMKcaHueM Hauboree
U3BECTHBIX OMOIMOTEK, KTMEHTOB Y MHCTPYMEHTA/IbHbIX MTAKETOB C Kaaccudukaim-
eif 1Mo A3bIKaM MPOrPaMMMUPOBAHMS.

C/C++

Bitcoin Core (https://github.com/bitcoin/bitcoin)
OdrayoHHas peanu3anus 6MTKOHA.

libbitcoin (https://github.com/libbitcoin/libbitcoin)
Kpocc-mmardopMeHHasi 6M6a1MOTeKa MHCTPYMEHTAIbHBIX CPEICTB pa3paboTKu
y3J1a U TIOAAEePKKY MexaHM3Ma KOHCeHCyca Ha si3bike C++.

bitcoin explorer (https://github.com/libbitcoin/libbitcoin-explorer)
WHCTpyMeHT ¢ MHTepdeiicoM KOMaHIHOM cTpoKu it 6ubnuoreku libbitcoin.

picocoin (https://github.com/jgarzik/picocoin)
VrpoieHHast 616IMoTeKa MOAIeP:KKM KiIneHTa Ha sa3bike C, aBTop Ixkedd Tap-
3uK (Jeff Garzik).

JavaScript

bcoin (http://bcoin.io)
Xopolio opraHuM3oBaHHas (II0 MOIY/ISIM) MaclITabupyemast peajan3anysi OTHO-
IIEHHOTO y3J/1a C IPUKIAgHBIM ITPOrpaMMHBIM MHTepdeiicom (APT).

Bitcore (https://bitcore.io/)
[MonHoneHHbIN y3en API-uHTepdeiica u 6ubnmmoreka ot Bitpay.


https://github.com/bitcoin/bitcoin
https://github.com/libbitcoin/libbitcoin
https://github.com/libbitcoin/libbitcoin-explorer
https://github.com/jgarzik/picocoin
http://bcoin.io
https://bitcore.io/
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Bitcoin]S (https://github.com/bitcoinjs/bitcoinjs-lib)
HamucanHast MCKIIOUMTEIbHO Ha JavaScript 6ub6amoTeka Bitcoin, crieuanusmupo-
BaHHas AJi node.js 1 6pay3epoB.

Java

bitcoinj (https://bitcoinj.github.io)
BubmmoTeka noaepskKy KIVeHTa JJ1sT TIOTHOIIEHHOTO y3J1a, HallyCcaHHas MCKITIO-
YyuTeJIbHO Ha Java.

Bits of Proof (BOP) (https://bitsofproof.com)
Peanm3aiiusi GUTKOMH-CUCTEMBI Ha YPOBHE MpennpustTus (enterprise-class) Ha
sI3bIKe Java.

Python

python-bitcoinlib (https://github.com/petertodd/python-bitcoinlib)
BubnauoTeka Ojisl co3maHusl GUTKOMH-CUCTEMbI, 6M6/IMOTeKa MOANEPKKM MexXa-
HM3Ma KOHCEeHCyca M Co3MaHms y3ia Ha s3bike Python, aBTop ITutep Tonp (Peter
Todd).

pycoin (https://github.com/richardkiss/pycoin)
Bubnmmoreka noamepskku 6UTKOIHA, aBTop Puuapm Kucc (Richard Kiss).

pybitcointools (https://github.com/vbuterin/pybitcointools)
Bubnnoreka nmopmepskky 6UTKOIHa, aBTOp Butanuk Byrepun (Vitalik Buterin).

Ruby

bitcoin-client (https://github.com/sinisterchipmunk/bitcoin-client)
Bubnmnoreka GpyHKIMIT-06epTOK Ha si3bike Ruby mj1st JSON-RPC API.

Go

btcd (https://github.com/btcsuite/btcd)
BUTKOVH-KIMEHT ¢ peanu3alyeii MOTHOLEHHOTrO y31a Ha s3bike Go.

Rust

rust-bitcoin (https://github.com/apoelstra/rust-bitcoin)
BubnamoTeka moamepskky 6MTKOIHA Ha sI3bIKe Rust ¢ QyHKUMSIMU cepuaamusaiim,
CMHTaAKCHMYeCcKoro pasbopa u API-BbI30BaMu.

C#

NBitcoin (https://github.com/MetacoSA/NBitcoin)
BubamoTeka MOJHOLIEHHON MOAIEPKKM OUTKOMH-CUCTEMBI IJIs1 ITPOrPaMMHOI
cpenpl .NET.


https://github.com/bitcoinjs/bitcoinjs-lib
https://bitcoinj.github.io
https://bitsofproof.com
https://github.com/petertodd/python-bitcoinlib
https://github.com/richardkiss/pycoin
https://github.com/vbuterin/pybitcointools
https://github.com/sinisterchipmunk/bitcoin-client
https://github.com/btcsuite/btcd
https://github.com/apoelstra/rust-bitcoin
https://github.com/MetacoSA/NBitcoin
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Objective-C
CoreBitcoin (https://github.com/oleganza/CoreBitcoin)
VHCTpyMeHTa/IbHBIN ITaKkeT MoaIepskky 6uTKoiiHa st Objective-C u Swift.

Kpome TOro, CylIecTByeT MHOKECTBO Pa3sHOOOpPa3HbIX OMOIMOTEK MJI APYrux
SI3BIKOB ITPOTPaMMMPOBaHMS, ¥ TIOCTOSIHHO CO3/Aal0TCSI HOBbIE OMOIMOTEKM U UH-
CTPYMEHTaJIbHbIE CPEJCTBa.


https://github.com/oleganza/CoreBitcoin

lnaBa

Knioun n agpeca

Bo3Mo)kHO, BaM M3BECTHO, YTO OMTKOIH-CUCTEMa OCHOBaHA Ha KpuUIITOrpadumn
(cryptography), SIBisTIONIEiiCS OGHMM U3 Pa3e/IoB MaTeMaTUKM ¥ MHTEHCUBHO VIC-
TT0JIb3yeMOi1 B 0071aCT 0b6ecIieueHst KOMITbIOTepHOI 6e3011acHOCTH. [To-rpeuecku
KpunTorpadusi 03HavaeT «CeKpeTHoe MMUCbMO», HO KaK HayKa Kpurrorpadus 3a-
K/II0UaeT B cebe Oosiblle, YeM MPOCTOE HAMMCAHUE CEKPETHBIX COOOILIEHMIA, KO-
TOpoe 0O03HAuUaeTCsl TeEPMMHOM «3amudpoBaHue» (encryption). Kpunrorpadus
TaKoke MOXKET MPUMEHSIThCS [JIS H0Ka3aTeabCTBA 3HAHMSI CEKpPeTHON MHpopma-
1y 6e3 packpbITHs camoil nHbopmanyu (umdbpoBas moanmuck; digital signature)
VIV [IJIST TIOATBEPSKOEHMST TOCTOBEPHOCTM AAaHHbBIX (1IMdpoBoit ormeuarok; digital
fingerprint). 3T¥ TuUbl KpUMTOrpadUUecKuxX MOKA3aTEIbCTB SIBISIOTCS MaTeMaTy-
YeCKMMM MHCTPYMEHTaMM, KpajiHe BaKHBIMM JJiT GUTKOIHA U aKTUBHO MCIIOTb-
3yeMbIMM B OUTKOMH-TIPUIOKEeHMIX. [Io MpoHMM cynbbbl Kak pas 3aiumdpoBaHye
He SIBJISIETCS CTOJIb BASKHOI YaCThI0 OMTKOMH-CUCTEMBI, TAK KaK MepefaBaeMble CO-
00IIeHMs ¥ TaHHbIe TPAH3aKIMii He MUQPYIOTCS, TTOCKOIbKY B 9TOM HET He06X0-
IVMOCTM TIPU 3alIUTe JeHEXKHBIX CPEICTB. B 3T0i1 IM1aBe JaeTcst KpaTKoe BBeIeHue
B Kpunrorpaduio, TouHee B Ty ee 4acCTb, KOTOpast MCIOIb3YeTCsI B GUTKOIH-CUCTe-
Max [JIs YyIIpaBjaeHus IIpaBaMy BJIaJleHUS JeHeXKHbIMM CPeICTBAMU B popMe KITIo-
yeit, aipecoB 1 KOIIeTbKOB.

BBEOEHUE

IpaBo BajeHNUs] OUTKOMHAMM YCTaHABIMBAETCS C MOMOMIIBIO IIM(PPOBBIX KIIOUEN
(digital keys), 6uTkoitH-agpecoB (bitcoin addresses) n undpoBbIx moamuceit (digital
signatures). LI poBbie KIIOUM B JEICTBUTEIBHOCTY HE XPAHSITCS B CETH, a CO3/a-
IOTCSI ¥ COXPaHSIIOTCS TTOJIb30BaTesIMU B (haiiyie v B MPOCTOii 6a3e JaHHBIX, Ha-
3bIBaeMoIi KolienbkoM (wallet). IIdpoBsie KiIouM B KOIIeJNbKe M0Jb30BaTes ab-
COJTIOTHO HE3aBMCUMMBI OT ITPOTOKOJIAa OUTKOJHA, TT09TOMY MOTYT T€HepUpOBaThCs
M YIIPaBJISThCS IIPOrPaMMHBIM OGecIieueHeM M0Ib30BaTeIbCKOTO Kollleabka 6e3
obpalleHnit K CTPYKType HaHHbIX 6/10KUeiiHa 1 6e3 moctyia K HTepHeTy. Kimoun
CO3IAI0T MHOTO MHTEPEeCHbIX CBOMICTB OUTKOIHA, BKIIOUAS pacIpeeseHHbIe T0Be-
pUTeTbHbIE OTHOIIEHUSI M pacIipelie/ieHHOe yIIpaBjeHle, 3aCBUIETeIbCTBOBAHME
TpaBa BJIAJIEHNST ¥ MOMEJb 3alllMThl, OCHOBAHHYIO Ha KPUIITOrpaduIecKoM IToKa-
3aTeNbCTBE.
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BOBIIMHCTBO TpaH3aKUMil GUTKOMHOB TpeOyeT KOPPEKTHOI 1(POBOIT moam-
cu, 00s13aTeJIbHO BK/IIOYAEMOI B CTPYKTYpPY [OaHHbBIX OoKyeitHa. KoppeKkTHas
nudpoBast MOAIMMUCH MOXET ObITh CTeHEPUPOBAHA TOTBKO C IMTOMOIIBI0 CEKPETHOTO
KJTIOUa, CIeIOBATebHO, 00/aaTeb KOMMK 3TOTO KITI0Ua YIpaB/sieT OUMTKOHAMM.
Lindposas noamnuch TpUMeHSIeTCs IPU PACXOLO0BaHUY JeHEKHBIX CPeICTB U TakoKe
0003HaYAETCSI TEPMUHOM «CBUAETENBCTBO» (Witness), UCIOMb3yeMbIM B KPUIITO-
rpacdun. JlaHHBIE CBUIETENIbCTBA B OMTKOH-TPAH3AKI[UM MTONTBEPKIAIOT UCTUH-
HOCTb IIpaBa BIaleHMs pacXOLyeMbIMU TeHEeKHbIMY CPefCTBAMU.

Kinroun co3pmaroTcst mapaMmy, COCTOSILMMM M3 3aKPBITOTrO (private) My ceKpeTHO-
ro kiawoua (secret key) u oTkpbsiToro kitwoua (public key). OTKpbITBI K/II0U MOKHO
CUMTATh HEKOTOPHIM aHAJIOTOM HOMepa GaHKOBCKOTO CUETa, & CEKPETHBI KITI0Y —
aHaJIOTOM CeKPeTHOTO JUYHOTO uAeHTUudMKamoHHoro HoMmepa (PIN) mnu nopnucu
Ha YeKe, TO eCTh CPEICTBOM YITpaBIeHus cueToM. [1omb30BaTeny GUTKOMH-CUCTEMBI
KpaiiHe pefKo BUAST 9TU LU(POBbIe KII0un. B OCHOBHOM KITIOUM XPaHSITCS B Qaiiie
KOIIIeJIbKA U YIIPABJISIIOTCS TPOrPaMMHBIM 0becTieueHrieM GUTKOIH-KOIIeTbKa.

B m1aTeXHOM 4acTu GUTKOMH-TPAH3aKIUY OTKPBITHIN KITIOU ITOMyJaTessl Ipel-
CTaB/ieH ero IUGPOBBIM OTIIEUATKOM, Ha3bIBaeMbIM OUTKOVH-ampecom (bitcoin
address), KOTOPbIi UCTIONB3YETCSI TEM Ke CITIOCOO0M, UTO U MMS TIOTyJYaTess JeHer
IO YeKY (TO eCTb «BbITUIATUTD IPEIbSIBUTEINIO UeKar»). B G0MbIINHCTBe CTydyaeB OUT-
KOJH-aipec TeHepupyeTcs II0 OTKPHITOMY KJIIOYY M OLHO3HAaYHO COOTBETCTBYET
emy. Ho He Bce 6GUTKOIH-aipeca IPeCTaBIISIOT OTKPIThIE KITIOUM, OHM MOTYT TaKKe
MIpeLICTaBIISTh IPYTMX MToIydaTesneil, TaKMX KaK CKPUIITHI, KaK Bbl YBUAMTE HECKOJIb-
KO TIO3Xe B 3TOI 1aBe. Vcronb3yeMblie TOAO0OHBIM CITOCOO0M GUTKOIH-aapeca OT-
JeJISTFOTCST OT KOHKPETHOTO TOTyYaTesl AeHEXXHBIX CPEJCTB, UTO MO3BOJISIET 6osee
rn6KO Ha3HAYATh [[eIM TPAH3aKIINIA, TOJO06HO TOMY, KaK 3TO JIelaeTcs B OyMaskHOM
yeke Kak efMHOM IIaTeKHOM MHCTPYMEHTe, IIPMMeHsIeMOM JJ15 TlepeBoja JeHer
Ha JIMYHbIe cYeTa M cueTa KOMIIAHMIA, [IJIsl OIIAThI [0 cyeTaM-dakTypaM WiIu Ijist
BBITIJIAThl HAAMYHBIMU. BUTKOIH-agpec — 9T0 Bcero auiib hopma npecTaBaeHus
KJIIOYei, C KOTOPBIMM IT0JIb30BaTe/M BCTPEYAIOTCS PETyIIPHO, IOCKOJIBbKY 3TO 4YaCTh
TOM MH(pOPMAaLNY, KOTOPOI HEOOXOAVMO TTOJETUTHCS C OKPYKAOIIUM MUPOM.

B HauaJte I71aBbI Gy/IET ITPEICTABIEHO BBeIeHIE B KPUIITOTPA(UIO M OMMCAHBI Ma-
TeMaTUYeCKIe MEeTOIbI, CTIONb3yeMble B OUTKOIH-cucTeMe. 3aTeM OyIOyT paccmar-
pUBATbCSI TeHepalus KITIo4el, Crioco6bl UX XpaHEeHUS U YIpaBieHus umu. [lanee
cyenyeT KpaTkoe OmMcaHue PasauMyHbIX (OpMaTOB KOAMPOBAHUS, UCIIONb3yeMoOe
LIS IPEeICTaBIeHYSI CeKPETHBIX M OTKPBITHIX KIII0Ueli, aipecoB U alpecoB CKPUIITOB.
B KOHIIe I71aBbI MBI PaCCMOTPUM 6oJiee CIOXKHbIE CIIOCOObI TPUMEHEHUSI KTrodeit
U aJIpecoB: «IIPeCTVMKHBIV» (vanity) Kollesaek, MyJIbTUIIOAIINCH, afipeca CKPUIITOB
" GyMaskKHbI€ KOIIETbKI.

KpunTtorpadus ¢ oTKpbITbIM K/II0MOM M KPUMNTOBANIOTA

Kpuntorpadusi ¢ OTKpbITHIM KIIOUOM M300peTeHa B 1970-x romax u MpencTaB-
JisieT co60ii MaTeMaTUYeCKyl0 OCHOBY I KOMITbIOTEPHO!M ¥ MH(OPMAaILMOHHO
6€e301acHOCTH.
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[Tocste mosiBJIeHMSI KPUIITOTpaduy ¢ OTKPHITHIM KIIOUOM ObLIY paspaboTaHbl Me-
TOAVKM MPAKTUYECKOTO MPUMEHEHMs COOTBETCTBYIOIIMX MaTeMaTUUeCKuX QyHK-
[[Mi1, TaKMe KaK BO3Be[eHMe B CTeleHb MPOCThIX UMCea M YMHOKeHMe Ha SJUIUII-
TUYECKUX KPUBBIX. ITU MaTeMaTuuyeckue (GYHKIMM TPAKTUUECKM HeoOpaTUMBI,
TO €CTh BBIUMCIEHMS B OJHOM HAaIlpaBJe€HUM JOCTATOYHO IMPOCThI, a B 06PaTHOM
HaImpaB/JIeHN HEBBITOMHUMBI. [TomoOHbIe MaTeMaTHUYeCKMe QYHKINY KaK OCHOBA
HOBOJ1 KpUITTOrpaduy mo3BOIWIN CO3IaTh IM(GPOBbIe METOIVKN HaIEKHOTO (-
poBaHMs U HUDPOBbIE TOMAMNICH, KOTOpble HEBO3MOXKHO IO IeaaTh. BUTKOMH Mc-
MOJIb3yeT METOAMKY YMHOXKEHMSI Ha SJUITUIITUYECKUX KPUBBIX (YMHOKEHMSI TOUEK
SITUTITUYECKUX KPUBBIX) KAK OCHOBHYIO KPUIITOTPAbUUECKYI0 METOIMKY.

B 6uTKOVH-CHcTEME KPUIITOTPadMsI C OTKPHITHIM KITIOUOM ITIPUMEHSIETCSI /IS CO3/1a-
HIS TIapbl KITI0Ueli, YIIPaBJISIONIMX JOCTYIIOM K 6MTKOIHaM. JTa Iapa COCTOUT U3 CeK-
peTHoro Kioyva (private key) 1 TpoM3BOIHOTO OT HETO YHUKAILHOTO OTKPBITOTO KITIO-
ya (public key). OTKPBITBIN KITI0Y MCTIONb3YETCS /IS TTIOTYIEeHMS TeHESKHBIX CPEJICTB,
a CeKpeTHbII KITI0Y — JIJIST TTOAITCH TPaH3aKIMit, PACXOAYIOIIMX TeHeXKHbIe CPefCTBa.

MeXIy OTKpPBITBIM M CEKPETHBIM K/IIOUaMM CYIIECTBYET MaTeMaTuuecKasl 3aBy-
CUMOCTbH, KOTOpast TTO3BOJISIET IIPUMEHSITh CEKPETHBIN KITIOU 1)1 TeHepaly MOII-
ceit K coobueHnsIM. JI0oCTOBEPHOCTD TAKOI IMMOATIMCY MOKET ObITh ITPOBEPEHA C TT0-
MOIIIBIO OTKPBITOTO KTI0Ya 6e3 pacKpPbITUS CEKPETHOTO KTIoua.

ITpu pacxomoBaHMy OUTKOMHOB TEKYIINIT Bilaesiell IIPeIoCTaBIsIeT CBOI OTKPhI-
THI KII0Y ¥ HYEGPOBYIO MOAIMCH (TTOATIMCY Pas3IMUHbIe IJI KaXKIOTo Caydasi, HO
CO3IAI0TCS C TIOMOIIbIO OHOTO M TOTO K€ CEKPETHOTO K/TI0Ua) B TPaH3aKIVM, OTIpe-
JeJISTIOI el pacxo/l 6MTKOMHOB. Biarogapst Haauumio OTKPBITOTO KITFoUa U U poBoii
MTOMTICY 1106071 UsieH 6MTKOIH-CeTH MOKET ITPOBEPUTD TPAH3aKIIMIO U IIPUHSITD ee
KaK KOPPEKTHYIO, [IOATBEPANB, UTO JINIIO0, TIepeaalollee OMTKOMHBI, Ie/iCTBUTEILHO
SIBJISIETCS VX BJIAZENIbIIEM B MOMEHT ITepeaunl.

O B GonblUMHCTBE peanu3aLmii KOWeNbKoB CEKPETHbIN U OTKPbITbIA KIKOUM ANs yaobCcTBa Xpa-

HATCS BMECTe Kak 06beanHeHHas napa kntoueid. Ho OTKpbITbIN KN4 BCETAa MOXHO BbIYMC-

NIUTb N0 CEKPETHOMY KJTHOMY, TO3TOMY Tak)Ke BO3MOXHO XpaHEeHMWe TONIbKO OAHOT0 CEKPETHOro
Ktoua.

CeKpeTHbIN K04 U OTKPbITbIM K04

Korresiek 6UTKOMHOB COmEPKUT HAbOP Map KIIoueit, Kaxkaast 13 KOTOPBIX COCTOMUT 13
CEeKpEeTHOTO KJTI0Ua M OTKPBITOTO Kitovya. CeKpeTHbIN KoY (K) — 3T0 4nciio, 06bIYHO
BBIOpaHHOe CIy4aitHbIM 06pa3om. MeToayKa YMHOKEHMS Ha SJUTUTITUYECKUX KPU-
BbIX (WUIM YMHOXEHMS TOUEK HA JUTUNTUYECKUX KPUBBIX), OHHOCTOPOHHSIST KPUII-
Torpaduueckast QyHKIIMS, UCIIONb3yeTCs MIJIsT reHepaluy oTKpbIiToro Kimova (K) mo
cexpeTHOMY Kitouy. K rmoryueHHOMY OTKpbITOMY Kitouy (K) mpyMeHsIeTCs OMHOCTO-
POHHSIST KpuUITTorpadudeckast Xsui-QyHKINS OJisI reHepaluy 6UTKOMH-aapeca (A).
ITOT pasgesn HauMHAEeTCs C OMMCAHMS TeHepalyy CeKPETHOTO KIIoua, 3aTeM pac-
CMaTpUBAETCS MaTeMaTyKa JUIUIITUIECKUX KPUBBIX, UCIIONb3yeMast IJIsl Toyde-
HMSI OTKPBITOTO KJTI0Ya, ITOC/Ie Yero OOBSICHSIEeTCS TeHepalus OMTKOH-aapeca u3
OTKPBITOTO KIT0Ya. B3anMOCBsI31 MeXXDY CEKPEeTHBIM KITFOUOM, OTKPBITBIM K/II0UYOM
" OUTKOIH-aipecom moka3aHbl Ha puc. 4.1.
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YMHOXeHWe b
Ha ANMMTUYECKON KPUBOJA
(0BHOCTOPOHHSAA YHKLMS

Xaw-¢yHKLMA
(0BHOCTOPOHHSS)

CeKpeTHbIi Koy OTKpbITBIA K/tO4 buTkoiiH-aapec

Puc.4.1 <+ CekpeTHbll K04, OTKPbITbIN K04 M BUTKOWMH-aApec

MNMoueMy ucnonbsyetca acMMMeTpUYHas Kputorpadus
(C OTKPbITBIMM/CEKPETHBIMU KNHOHaMMU)?

[Moyemy B BUTKOMH-CMCTEME MCMOMb3YETCS UMEHHO aCMMMETpUYHAg Kpuntorpapus?
OHa He npefgHa3HayeHa Ans «3almndpoBaHUNa» (COXpPaHEHUS B CEKpeTe) COAEePXKMMOro
TpaH3akumi. [lpyrMM nonesHbiM CBOMCTBOM aCMMMETPUYHON KpunTorpadum sensetcs
BO3MOXHOCTb reHepaummn umdposbix noanucen (digital signatures). CekpeTHbIN KoY
MOXHO NMPUMEHWUTb K LMPPOBbLIM OTMeYaTKaM TpaH3akKuuMK A8 NoayYyeHus noanucu
B UMCNIOBOM dopMe. Takas noanmncb MOXET ObiTb CO34aHA TONIbKO TEM, KOMY M3BECTEH
CEKPEeTHbIM KoY. HO KaxabIi MOXET NOAYy4YMTb AOCTYN K OTKPLITOMY K4y, a Lndpo-
BOWM OTMeYaToOK TPaH3aKLMM B COMETAaHUM C OTKPbITbIM K/IHOHOM MO3BONSET NPOBEPUTH
LLOCTOBEPHOCTb MOAMMCK. ITO Nose3Helwee CBOMCTBO AaCMMMETPUYUHOM KpunTorpapuu
npenocTaBasieT BO3MOXHOCTb MPOBEPUTb KAXAYH MOAMUCH KAXKA0M TpaH3aKLMKU Npu
YCNOBUM, YTO TONbKO BrafeneL, CeKPeTHbIX K/HYel MOXeT C034aBaTb KOPPEKTHble
noanucu.

CGerTH blé KN4un

CekpeTHbIit Km0y (private key) — aT0 MpOCTO YMC/I0, BBIOPAHHOE CIYYaifHbIM 06-
pa3oM. BnaseHue 1 ynpaBjieHMe CeKPeTHBIM KIIIOUOM SIBJISIETCSI OCHOBOJ ITOJIb30-
BaTeJIbCKOTO YIIPAaBIeHUs BCEMM AEeHeXHbIMU CpeACcTBaMM, CBSI3aHHBIMM C COOT-
BETCTBYIOIIMM OUTKOIH-agpecoM. CeKpeTHbIN KoY UCTIONb3yeTCs ISl CO30aHNs
MoJmceit, HeOOXOMMMBIX MJIT PACXOfOBaHUSI GUTKOWHOB, UTOGBI MOATBEPAUTH
IIpaBO BJIafeHMsI JeHEeKHbIMM Cpe/ICTBaMM, YKa3aHHbIMM B TPaH3aKLUM. 3HaUeHNe
CEeKPEeTHOIO K/Ya HellpeMeHHO HY)KHO COXPaHSIThb B TaliHe MOCTOSIHHO, TaK Kak
3HaHMe ero [I0OCTOPOHHMM JIMLIOM PaBHOCWIIBHO Ilepeiaue 3TOMY JIMLY YIIpaBIeHMs
BCeMM GUTKOMHAMM, 3AIIMUIIEHHBIMU JAHHBIM KJIOUOM. KpoMme TOro, HEOGXOAMMO
CO37,aBaTh Pe3epBHbIE KOMMY CeKPETHOr0 KII04a M 3alUTUTh ero OT CJIy4aifHO 1o-
TepH, MOCKOJIbKY IIOTEPSTHHBINM KJII0U BOCCTAHOBUTb HEBO3MOXXHO, CJIeJOBATEJIbHO,
6e3B03BPATHO TEPSIIOTCS U JeHESKHbIE CPEJCTBA, 3aIMIIeHHbIe ITUM KITIOUOM.

CeKpeTHblIit KoY Ans GUTKOMHOB — 3TO MPOCTO YMC/0. Bbl MOXETE BbIBMPaTb CEKPETHBIE KITHO-
UM CnyyaiHbIM 06pa3oM C MOMOLLBI0 MOHETKM, KapaHaalwa 1 Gymaru: noabpocsTe MOHETKY
256 pa3 - v nonyunTe LBOMYHbIE LMbPbI CTYYaMHOTO CEKPETHOTO KJHOYA, KOTOPbIA MOXHO
MCMOb30BaTh B GUTKOMH-KOLWENbKE. [10C/1e 3TOro M3 NOMy4eHHOTo CEKPETHOIO K/toYa MOXKHO
CreHepupoBaTb OTKPbITbIA KJIHOY.
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Fenepauuu CEeKpemHo20 K/irua u3 cnyuaﬁuozo qucia

IepBbIM U HaMbOEe BaXKHBIM 3TATIOM MPOIIECcca TeHepaluu KIoueli SIBJISeTCs Mo-
MCK HaJIeXKHOTO MICTOUHMKA SHTPOITUN, WU CTydaitHOCTH. Co3/1aHye GUTKOMH-KITIO-
ya JIOCTaTOYHO TOYHO OMMCHIBAETCS BBICKAa3bIBaHMEM: «BbIOpaTh umcio mMexmy 1
u 2%, KoOHKpeTHasl MeTOIMKa BbI6OpA 3TOTO YMC/Ia He MMeeT 3HAUeHMs], TaK KaK
YJICJIO HeTIpesicKa3yeMo M He TOBTopsieTcs. IIporpaMmHoe obecrieyeHne GUTKOI-
Ha I0JIb3YeTCsl TeHepaTopaMy CJIy4aiHbIX 4ucell, [IpefoCTaB/sieMbIMM Olepanu-
OHHBIMM CUCTEMAaMMU, AJIST ITOJy4eHUsT CTydaitHoTro 256-6uToBoro umciaa. O6bIYHO
reHepaTop ciayvaiiHbIX uyncen OC MHMLMANMU3UPYETCS HEKOTOPBIM ITPOM3BOIbHBIM
3HaueHMeM, 3aJaHHBIM YeJIOBEKOM, BOT IToueMy, Harpumep, OC MOXeT MOIIPOCUTh
BacC MOABUTATh MBIIIb B TeUEHMEe HECKOIbKMUX CEeKyH/I.

Eciv ToBOpUTD 60JI€€ TOYHO, CEKPETHBIN KITIOU MOXKET ObITh JTIOOBIM UMCJIOM B V-
arasoHe OT 1 10 n-1, Te n — KoHcTaHTa (n = 1.158 * 1077, 3T0 UyTh MeHbIlIe, uem 225%),
ompefiesisieMast Kak MOPSIOK JUTUIITUUECKOI KPUBOIA, UCIIOIb3yeMOii B GUTKOIH-
cucreMme (cM. pasgen «Kpunrorpadmus ¢ ucrnonb3oBaHMeM /UIUNTUUECKUX KPUBBIX»
HIDKE B 9TOJ r7aBe). [Iyisl co3MaHusI TAaKOTO KIIIoua CIydaiiHoO BeIOMpaeTcs 256-6u-
TOBOE YMCJIO U IPOBEPSIETCS, SIBIETCS 1M OHO MeHbUIUM, UyeM n-1. C TOYKM 3peHust
MPOrpaMMMUPOBAHNST OOBIYHO 3TO TOCTUTAETCS MPeIOCTaBIeHeM 6osiee IIMHHOIM
CTPOKU CJTyYaliHbIX GUTOB, BBIOPAHHBIX 13 KPUITTOTpa®UUECKM HAIEXKHOTO UCTOU-
HMKa SHTPONMUHU, B KaUueCTBe BXOJHbIX JaHHBIX JJis x3u-anroputma SHA256, koTo-
pbIii TapaHTUPOBAHHO TeHepupyeT 256-6uToBOe uncio. Eciu pe3ynbTaT MeHbIIe
n-1, TO CTeHepMPOBaH JOMYCTUMBbIN CEKPETHDIN KII0U. B IPOTMBHOM Ciiydyae HYy>KHO
IIPOCTO MOBTOPUTH BBIUKCIIEHNE C APYIUM CTy4aliHbIM UMCIIOM.

He nuwwuTe cBOM KOA, CO34atOWMIA CNyYalkiHble YUCNa, U HE NOMb3YWTeCh KNPOCTbIMUY reHe-
paTopaMu CilyvaiHbIX Yncen, npeanaraeMbiMu NPaKTUYECKU BCEMU S3bIKaMM NPOrpaMMmpo-
BaHuWs. Mcnonb3yiite Kpuntorpaduyecky 6e3onacHblii reHepaTop NCeBAOCTYYaNHbIX Yncen
(CSPRNG) ¢ 3aTpaBoyHbIM KNOYOM (seed) U3 MCTOYHMKA [OCTAaTOYHO CUMBbHOW SHTPONMUK. BHK-
MaTeNbHO M3yunTe AOKYMEHTaLMI0 BbIOpaHHOM BMBNIMOTEKM reHepaTopa ClydYalHbiX uncen,
4YTOObI NONHOCTBIO YOeauTbCs B ee KpunTorpaduyeckon HafexHOCTH. [NpaBuibHas peanusa-
ums CSPRNG ype3BbluaiHO BaXKHA ANS 3aLUMTbI KHOYEN.

Huske mpMBOOUTCST CIyyaifHO CreHepUpPOBaHHBIN ceKpeTHbI kiou (k) B miect-
HaguaTepuyHoM (opmate (256 6UTOB MOKa3aHbI B BuIe 64 IIeCTHAAIATePUUHBIX
undp, Kaskaast U3 KOTOPbIX MPeACTaBIsIeT 4 6uTa):

1E99423A4ED27608A15A2616A2BOEIES2CED330AC530EDCC32C8FFC6A526AEDD

Pa3mep npocTpaHCcTBa CeKpeTHbIX Kntoueit BUTKoMHA (22°¢) — AeiCTBUMTENbHO OFPOMHOE YUC-
N0. B necatMyHoM npenctaBieHuMu 3T0 YMCA0 NpubansmTenbHo pasHo 1077. [Ins cpaBHEHMS:
B Hablo4aeMol BCeNIEHHOM KONMMYECTBO aTOMOB MO NPUOGIM3UTENbHBIM OLLeHKaM paBHo 10%°,

YTOoO6BI CreHepUpOBaTh HOBBIN KITIOU C MMOMOIIbI0 KireHTa Bitcoin Core (cMm. mia-
BY 3), UCITO/Tb3YiiTe KOMaHAY getnewaddress. V13 coob6paskeHuit 6€30MmacHOCTM OHa T10-
Ka3bIBaeT TOJAbKO OTKPBITHIN KJII0Y, HO He CeKPETHBIN KITI0Y. /17151 BBIBOAA CeKPeTHO-
ro KJIto4a yTUIUTO bitcoind Bocmonb3yiiTech KOMaHAoM dumpprivkey. dTa KoMaHaa
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BBIBOJIUT CEKPETHBIN KU B hopmaTe Base58 ¢ rmpoBepKoit KOHTPOJIbHOM CYyMMBbI,
HasbiBaemoM Wallet Import Format (WIF), KOTOpbIii 60jiee TTOAPOGHO paccMaTpu-
BaeTcs B pasgene «@opMaThl CEKpPETHOTO KJloua» HIKe B 3TOJ I71aBe. BOT mpumep
reHepalyy U BbIBOJA CEKPETHOTO K/I0Ua C IpUMeHeHMEeM JIBYX BBIIIEYTTOMSIHYThIX
KOMaH/I:

$ bitcoin-cli getnewaddress
137mdg5rbQyUHENYdx39WVWK7fsLpEoXZy

$ bitcoin-cli dumpprivkey 137mdg5rbQyUHENYdx39WVWK7fsLpEoXZy
KxFC1jmwwCoAC1CAWZ3eXa96mBM6tb3TYzGmf6YwgdGWZgawvrt]

Komanpa dumpprivkey OTKpbIBaeT KolLleleK M M3BJIEKAeT U3 HEero CeKpeTHBIN
KJII0Y, CTeHepUPOBAHHbI KOMaHI0/1 getnewaddress. YTunaura bitcoind He MmMeeT BO3-
MOYKHOCTM Y3HATh CEKPETHbIN KITIOU 10 OTKPBITOMY KJIIOUY, eC/ii 00a 3TUX K/Tioua He
XPaHSTCS B KOLIENbKe.

KomaHgaa dumpprivkey He reHepupyeT CEKPETHBIN K4 M3 OTKPbITOro KJ4a, 3T0 abCONMOTHO
HEBO3MOXHO. JTa KOMaHAA MPOCTO NpenbsBAsSeT CEKPETHbIN KoY, KOTOPbIN Y)Xe U3BecTeH
KOLUEeNbKy U CreHepupoBaH paHee KOMaHAoM getnewaddress.

Bbl Takke MOXXeTe BOCIIONb30BaThCsl YTUAMUTOV KOMaHIHOW CTpoKM Bitcoin
Explorer (cm. mpunoskenue JK) 11 reHepaluy ¥ BbIBOA CEKPETHBIX KIIIOUeii ¢ Mo-
MOIIbI0 KOMaH[, seed, ec-new 1 ec-to-wif:

$ bx seed | bx ec-new | bx ec-to-wif
5J3mBbAH58CpQ3Y5RNIpUKPE62SQ5tfcvU2IpbnkeyhfsYB1Jcn

OTKpbITblE KNOUYU

OTKpbITHIN KiTI0Y (public key) BeruncisieTcst o ceKpeTHOMY KITIOUY C IpUMeHeHeM
METOIMKM YMHOXKEHMS Ha JUTUIITUUYECKUX KPUBBIX, KOTOpas SIBJsSIeTCS HeoOpaTu-
moii: K=k * G, roe k — cekpeTHbIii K104, G — ITOCTOSTHHAS TOUKA SJUIMIITUYECKO Kpy-
BOI1, Ha3bIBaeMasi 6a30BO¥1 TOUKOIT reHepalu (generator point), K — BbIUMC/ISIEMbIii
OTKPBITHIN KiTI04u. O6paTHast orepanyst Mol Ha3BaHMeM «IIOMCK JMCKPEeTHOTO jiora-
pudma» — BpIuncieHne k mo u3BecTHOMY 3HaueHUIo K — sIB/isieTCsl BBIUMCIEHUEM,
TPYAOEMKOCTh KOTOPOTO CpaBHMMa C ITepe6opoM BCeX M3BECTHBIX 3HAUeHUIT k, TO
€CTh C METOIMKOI ITOJTHOTO ITepe6opa (Mu «Ipyooii cuibl»). [lepen qneMoHCTpaleit
MpoLeayphl reHepaluyu OTKPBITOTO K/IK0Ua 10 CEKPEeTHOMY K/II0UY Mbl HEMHOTO I10-
IpobHee pacCMOTPUM KPUIITOTpadUIO C UCITONb30BAHMEM SJUIUIITUUECKMUX KPUBBIX.

YMHOXeHWe Ha 3AMNTUYECKON KPUBOW (MW YMHOXEHUE TOYEK 3MMNTUYECKOM KPUBOM) —
370 TN PYHKLMK, KOTOPbIA KpunTorpadbl Ha3blBAOT «OAHOCTOPOHHEN dYHKLUMEN C NoTau-
HbIM BxodoM» (trapdoor function): BblYMCNEHME Nerko NMpoBeCT B OAHOM HaMpaBieHUM
(YMHOXeHwe), HO NPaKTUYeCKn HEBO3MOXHO B 06paTHOM HanpasneHun (aeneHue). Bnapened,
CEeKpPEeTHOro K/to4a MoxeT 6e3 Tpyaa Co3aTb OTKPbITbIN K/HOY U NPeabsBUTb €r0 BCEMY MUDY,
3Has, YTO HUKTO HE CMOXET NPUMEHUTb 06PaTHYI BYHKLMIO U BbIYUCIUTD CEKPETHbIN KoY
MO 3TOMY OTKPbITOMY K/t04Y. ITOT XUTPbI MaTeMaTUYECKUIA MPUEM CTan OCHOBOM ANS HaLeX-
HO 3aLUMLLEHHbBIX LMdPOBbIX MOANMCENH, KOTOPbIE HEBO3MOXHO NOAAENATb U KOTOPbIe CyXaT
[L0Ka3aTeNIbCTBOM NpaBa BlafeHWUs BUTKOMHaMMU.
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KpMﬂTOFpaq)Mﬂ C UCNoJib30BaHUEM IIJI/TUNTUYHECKUX KPUBDIX

Kpunrrorpadust ¢ Mcronb3oBaHMeM JUIUIITUYECKUX KPUBBIX — 0COOBIN THUIT AaCMMMeT-
PUYHOI Kpuntorpaduy Uiy Kpuntorpaduy ¢ OTKPHITHIM KITIOUOM, OCHOBAHHBII Ha
3a7aye AVCKPETHOTO JJorapubMupoBaHusi, KOTOPYIO MOXKHO OIMMCATh KaK CIOKEeHVe
¥ YMHOKEHME TOYEK Ha IMITUYECKO KPUBOJA.

Ha puc. 4.2 nipuBeneH mpuMep S/UIUIITUYECKOI KPUBOI, IIOTOOHO MCIIONb3ye-
MOVi B OUTKOIH-CHUCTEME.

Puc.4.2 < 3Snauntuyeckas Kkpusas

B 6MTKOIH-CHUCTEMAX MUCITONb3YIOTCSI 0COOEHHAS AITUITTIYECKast KpUBasi M Habop
MaTeMaTUYeCKMX KOHCTAHT, ONpeJeNeHHbIX B CTaHOapTe secp256kl, yCTaHOBIIEH-
HOM HanyoHambHBIM MHCTUTYTOM cTaHmapToB u TexHosnoruii CIIA (The National
Institute of Standards and Technology, NIST). KpuBasi 1o crangapTy secp256k1 ompe-
IesieTCs caenylolei pyHKimeit, Kotopast GOpMUPYET JUITUITUIECKYI0 KPUBYIO:

y* = (x*+7) nag nonem (),
U
y?mod p = (x* + 7) mod p.

BoipaskeHne mod p (B3siTMe ocTaTKa Ipu JeJIeHUM Ha TIPOCTOe YMCJIO P) O3HaYa-
€T, YTO 3TO KpUBasl HaJl KOHEUHBIM ITOJIEM C XapaKTePUCTUKON MOPSIAKA ITPOCTOTO
4uCrIa p, TAKXKE 3aMMCbiBaeMoii B Bujie [, rae p = 226 = 252 - 29— 28 - 2726 - 24— ] —
OuU€eHb OOJIBINOE ITPOCTOE UMCIIO.

[TockonbKy 3Ta KpuBasi onpezeneHa Haj, KOHEUHbIM TT0JIEM ITPOCTOTO TOPSIAKA,
a He Haj, [MojieM JIe/CTBUTENbHBIX (VMJIM BEIeCTBEHHbIX) UMCes, OHA BBIVISIAUT Kak
Habop TOYEK, paclpeneleHHbIX 0 ABYMEPHOMY IIPOCTPAHCTBY, UYTO 3aTPyIHSET
ee BU3yaJbHOe TIpeicTaBieHe. Ho MmaTreMaTuueckme MeTO/IbI OCTAIOTCSI TEMU Ke,
YTO U IJISI SJUTUIITMUECKO KPMBOI Haj IOJIeM JeiCTBUTENbHBIX uucen. IIpumep
Ha puc. 4.3 MokaspIBaeT aHATOTMYHYIO SJUTUIITUYECKYIO KPUBYIO HaJl CYIIeCTBEH-
HO MEHBIIMM KOHEUHBIM MOJIeEM C XapaKTePUCTUKOI MOopsaKa MpoCToro unuciaa 17
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B BiJle Habopa TOUeK Ha KOOPAMHATHOI ceTKe. DJUNTUITUYECKYIO0 KPUBYIO OMTKOTHA
M0 CTAaHAAPTY secp256k1 MOKHO TIPeJICTAaBUTh cebe Kak 3HAYUTENbHO 6ojee C/I0XK-
HbII1 HaOOp TOUEK Ha HeorpaHMUYeHHOI KOOPAMHATHO CeTKe.

i 2 4 5 6 7 8 9 10 11 12 13 14 15 16 17

Puc. 4.3 < Kpuntorpadus ¢ UCnonb30BaHMEM SNAUNTUHECKUX KPUBDIX:
HarnsAHoe n306paxeHue INNUNTUYECKOW KpUBOW Hag nonem F(p) npu p = 17

B kauecTBe npumMepa Bo3bMeM TOUKY P ¢ koopauHaTamu (X,y), KOTOpas SIBJISIeTCS
OLHOJ 13 TOUEK JIUIITUIYECKOV KpUBOJ, COOTBETCTBYIOILEN CTAHAAPTY secp256ki:

P =
(55066263022277343669578718895168534326250603453777594175500187360389116729240,
32670510020758816978083085130507043184471273380659243275938904335757337482424)

B npumepe 4.1 nokasaHO, KAk MOKHO POBEPUTH COOTBETCTBME CTAHAAPTY, UC-
TIO/Tb3YS SI3bIK ITporpaMmMupoBanus Python:

Mpumep 4.1 < Mcnonb3oBanue Al Python ang aokasatenbCcTBa NPUHAANEXKHOCTY TOUKM
CTaHAAPTHOM 3NAUNTUYECKON KPUBOW

Python 3.4.0 (default, Mar 30 2014, 19:23:13)

[GCC 4.2.1 Compatible Apple LLVM 5.1 (clang-503.0.38)] on darwin

Type "help", "copyright", "credits" or "license" for more information.
>>> p =
115792089237316195423570985008687907853269984665640564039457584007908834671663
>>> X =
55066263022277343669578718895168534326250603453777594175500187360389116729240
5>y =
32670510020758816978083085130507043184471273380659243275938904335757337482424
>>> (X ** 34+ 7 - y*%2) % p

0
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B MaTemaTuke 3IIUITUUYECKMX KPUBBIX CYIIECTBYeT TaK Ha3bIBaeMasl «TOYKa
B 6eckoHeuHOCTM» (point at infinity), KoTopast MPUOIMKEHHO COOTBETCTBYET POJIN
HyJISI B oTiepaluy ¢JIoskeHus. [Ipy KOMITbIOTE PHBIX BBIYMCIEHUSIX 3TO MHOTAA TIpe[i-
CTaBJIEHO PaBeHCTBOM X =y = 0 (He SIBJIsIeTCs pellieHVeM YpaBHeHUS JJIUIITUYeCKO
KPMBOJA, HO ITO3BOJISIET CPa3y BbIAEINUTD CJIydall, KOTOPBIV JIETKO IIPOBEPUTD).

Taxoke MMeeTCs orepaTop + (CJIoKeHMe), 06J1aIaronii HeKOTOPBIMM CBOJCTBA-
MM, TIOXOKMMM Ha CBOVICTBA OOBIYHOI OIepanuy CIOKEHUS OeliCTBUTEIbHBIX UM-
Ces, KOTOPYIO M3y4aloT B HauaabHOI 1iKosie. Eciiu B35Th IBe Touku P, u P, Ha aniuii-
TUYECKOV KPUBOJ, TO CYILECTBYeT TPeThs TouKa P; = P, + P,, Taxoke npmuHagaexamas
3TOI STUITUYECKOI KPUBOIA.

leomeTpyuecky 3Ta TpeThbsl TOUKA P, onpenensieTcs MOCTPOEHNEM JIMHUM MeX-
Iy Toukamu P, u P,. JIuHus nepecekaeT S;UIMIITUYECKYIO KDUBYIO B OLHOM U TOJIb-
KO B ofHOM MecTe. HazoBeM 3Ty TOuKy nepeceuenusi Py = (x, y). 3aTem HaiimeMm ee
3epKaJibHOe 0TOOpakeH1e OTHOCUTENIBHO 0cU X, YTOOBI MOTYIUTH ICKOMYO TOUKY
P3 = (X’ _Y)

Kpome Toro, CyIecTByeT HeCKOIBKO OCOOBIX CTyuaeB, KOTOPbIe OOBSICHSIIOT He-
06XOMMOCTb TOUKY B 6ECKOHEUHOCTM.

Eciu Touku P, u P, coBafaioT, TO IMHUST «MeKIy» HUMM JO/DKHA MPEICTaBISITh
co060i1 KacaTelbHYIO K pacCMaTpMBaeMoit KpuBoii B Touke P, (P,). DTa KacarenbHast
repecekaeT KpPUBYIO B OJHOI M TONBKO B OLHOJM HOBOJ TOYKe. MOXXHO BOCIIOJIb-
30BaThCsl METOLAMM MaTeMaTHYeCcKOro aHanmusa IJIsl OoNpele/leHNsl yIyia HaklIOHa
9TOJt KacaTeJbHOM IMHNUM. DTU METOAbI Pab0TaI0T HECKOJIBKO HEOOBIUHO, Aaxke eC/In
OTPAHUYUTHCS TOTHKO TEMY TOUKAMU Ha KPUBOIL, KOTOPbIE UMEIOT 06€ IeTIOUMCIIeH-
Hble KOOPAVHATBHI.

B HekOTOpBIX ciyvyasx (Hanpumep, Touku P, u P, uMeloT copnazamouye Koopanu-
HATBI X, HO PA3MYHbIe KOOPAVHATHI y) KacaTelbHast OyIeT CTPOTO BEPTUKAIBHOI,
a Touka P; = «TouKa B 6€CKOHEYHOCTI».

Ecnu P, gBsieTcss TOUKOI B 6eCKOHEUHOCTH, TO P, + P, = P,. AHa/llorMuHO, ec/in
P, SIBISI€TCST TOUKOJV B 6€CKOHEUHOCTH, TO P, + P, = P,. DTO ITOKa3bIBAaeT PojIb TOUKM
B 6@CKOHEUHOCTHM KaK HYJISI B OTIepalyy CJIOKEHUSI.

Omnepanus cinokeHus (+) IBIsIeTCS aCCOLMATUBHOM, TO ecTh (A+B)+ C=A+ (B + C).
9To 03HaUaeT, uTo BhipakeHue A + B + C MOKHO 3ariChIBaTh 6€3 CKOOOK U ITPU 3TOM
He BO3HMKaeT HMKaKOJ HeOLHO3HaYHOCTH.

[Tocne onpeneneHns ornepanny CIOKEHMS U ee CBOJICTB MOXKHO OIIpeeINTh Olle-
panuio yMHOKEHMSI CTAaHTaPTHBIM CIIOCOO0M KaK MHOTOKPATHO ITOBTOPSIEMYIO OTTe-
panuio ciaoxkeHust. [IJist 10607 TOUKM P Ha S/TMIITUYECKOl KPUBOIL, ecsin k — 11eoe
yncio, To kP =P +P + P + ... + P (k pa3). OTmMeTuM, UTO B 3TOM C/Ty4yae k MHOTIa He-
MPaBUJIBHO HAa3bIBAIOT «9KCIIOHEHTOM».

leHepauus OTKPbLITOro Karuva

[MonyunB cekpeTHBIN K/II0Y B popMe CIyuaifHbIM 06pa30M CreHepUPOBAHHOTO YMC-
s1a k, Mbl yMHOXKaeM ero Ha IpeJBapUTeIbHO OIpefe/IeHHYIO TOUKY JTUIITUYECKO!
KpUBOI1, Ha3bIBaeMoli 6a30B0Jt Toukoii reHepauuu G (generator point G), iJis BbI-
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YUCJIeHUS APYTOl TOUKHU, TaKKe MPUHAJJIesKallelt 3ToV KpUBOI, KOTOpAsi U SIBJSIeT-
€S COOTBETCTBYIOLIMM OTKPBITHIM K/It0UOM K. ba3oBas Touka reHepanuu ornpezesie-
Ha KaK 4acCTb CTaHOapTa secp256k1 1 Bcerna SBSIeTCS OCTOSIHHOM BeJIMYMHONM 151
BCeX KJIloueii OMTKOJHA:

K=k*G,

rae k — cekpeTHbIl Kimtod, G — 6a3oBasi Touka reHepaiinu, K — BoIYMCIIEMBbII OTKPbI-
TBIii KJIIOYU, TOUKA Ha SJUTMIITUYECKO KpuBoit. Tak Kak 6a30Bast TOUKa reHepamumn
BCerga OOMHAKOBA JJISI BCEX IMOJIb30BaTeNell GUTKOHA, Pe3y/lIbTaTOM YMHOKEHMS
HEKOTOPOTO CeKpPeTHOTO Kiatoua k Ha G Bcerga OyeT OOMH ¥ TOT ke OTKPBITHIN KITI0Y
K. OtHomenne mexxmy k u K skecTko 3aMKCHMPOBAHO, HO BBIUMCIEHME MOXKET ObITh
BBITIOJIHEHO TOJIbKO B OJTHOM HarmpasjeHun — ot k K K. IMeHHO 1o3ToMy GUTKOITH-
agpec (MMpou3BOAHbIN OT K) MOKHO COOOIIATh BCEM, HE OTKPBIBAsI IIPU 3TOM IMOJTb-
30BaTeNbCKIUIi CeKpeTHBI KTty k.

CeKpeTHblIit K/Ho4 MOXET BbiTb Mpeobpa3oBaH B OTKPbITbIA K04, HO OTKPbITbIA K04 HEBO3-
MOXHO Npeobpa3oBaTb 06PAaTHO B CEKPETHbIN KJTHOY, TOTOMY YTO OMMCAHHbINA Bbille MaTeMa-
TUYECKMIA MeTof, paboTaeT TO/IbKO B OJHOM HampaBieHUH.

BBITIOMHSIST yMHOKeHYe TOYeK Ha JJUIUIITUYECKOI KPUBOIL, MbI 6epeM CEeKpPeTHbIN
KITI0Y K, CreHeHPMPOBaHHBIN 3apaHee, ¥ YMHOKaeM ero Ha 6a30BYIO TOUKY reHepa-
1y G, YTOOBI MOTYUUTH OTKPBITHIN KiTtou K:

K = 1E99423A4ED27608A15A2616A2BOEIE52CED330AC530EDCC32C8FFCE6A526AEDD * G
OTkpbiThIN KiIt04 K onipepnernseTcs Kak Touka K = (x, y):

K=(x,y)

rae

x = FO28892BAD7ED57D2FB57BF33081D5CFCF6FIED3D3D7F159C2E2FFF579DC341A
y = 07CF33DA18BD734C600B96A72BBC4749D5141CO0EC8AC328AE52DDFE2E505BDB

[1jis1 HAISIAHOTO TeOMEeTPUUECKOro TpeCcTaBIeHNs orepalyyi YMHOKEHMS TOUKA
Ha 11e/I0€ YMCJI0 BOCIIONIb3YeMCST YIPOILEHHO SJUITUIITUYECKO KPUBOJ Haf, TI0JieM
TIeICTBUTENbHBIX YMCeJI, TOCKOIbKY paHee y>Ke OTMeUasoCh, UTO JJIs TAKUX KPUBBIX
MaTeMaTuyecKe MeTOIbl OCTAlOTCSI HeM3MeHHbIMU. Hallia 1ie/ib — HaliTu ITpon3Be/ie-
Hue kG ny1a 6a30Boii TOUKM reHepanyu G, Wiu, 4TO OIHO U TO K€, TOC/IeA0BATENTbHO
CJIOKUTh TOUKY G ¢ camoii co60oi1 k pas. Ha s/umMnTMyecKmx KPUBBIX CJIOKEHME TOUKN
€ co00Ji paBHOCHJIBHO MOCTPOEHMIO KacaTeIbHO B 9TOI TOUKE U ONpeIeIeHIUI0 HO-
BOJ TOUKM IlepeceueHNs KacaTeJIbHOM C KPUBOIA, ITOC/IE Yero BBITTOTHSIETCS 3epKajlb-
HOe OTpa)keHe HOBOI HaliIeHHO TOUKM MepecevyeHnsi OTHOCUTENIbHO Ocu X.

Ha puc. 4.4 nokasas npouecc rnoiaydyeHus: 3Hauenuii G, 2G, 4G xak nociefnoBa-
TeJIbHOCTh FreOMeTpUYeCcKMX MOCTPOeHMI1 Ha pacCMaTpUBaeMoii KpUBOIA.

B 6onblwmnHCTBE peannsaumii GUTKOMHA A1 BbINMOMHEHWS MaTeMATUYECKMUX BbIYMCIEHWU C 31
NUNTUYECKMMM KPUBBIMM Mcnonb3yeTcs bubnunoteka OpenSSL cryptographic library (https://
wiki.openssl.org/index.php/Elliptic_Curve_Cryptography). Hanpumep, ans BblumMcneHus oT-
KpbITOro Kntoua npumMeHseTcs dyHkuma EC_POINT_mul().


https://wiki.openssl.org/index.php/Elliptic_Curve_Cryptography
https://wiki.openssl.org/index.php/Elliptic_Curve_Cryptography
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A

A J

1 - KacatenbHas (tangent)
2 - 3epKanbHoe oToBbpaxeHue OTHOCUTENBHO och X
(reflect on X-axis)

Puc. 4.4 < Kpuntorpadus c UCNONb30BAHMEM INAUNTUYECKUX KPUBDIX:
HarnagHoe npeacTaBieHue NpoLefypbl YMHOXEHUS TOUKU G
Ha Lenoe Yncno k Ha anIMnTUYeCcKom KpuBom

BuTKOMH-ADPECA

butkoitH-agpec (bitcoin address) — 310 cTpoka 1ubp M CMUMBOJIOB, KOTOPYIO MOKHO
COOGIINTD KasKAOMY, KTO HAMEpEH TepeciaTh BaM JeHbIM. Aipeca, TeHepupyeMble
Ha OCHOBE OTKPBITHIX KITIOUEii, TPeACTaBIIsSIIOT 060 CTPOKY 1udp U OYKB, Bcerma
HauMHAIIILyoCs ¢ nudpsl 1. Huske nipuBemeH mpuMep OUTKOMH-aapeca:

137mdg5rbQyUHENYdx39WVWK7fsLpEoXZy

BuUTKOIH-aipec yaiile BCEro MOSIBISETCS B TPAH3aKIMUAX KaK «IIOIydaTe b» qe-
HEKHBIX cpencTs. Eciv cpaBHMBATh TPAaH3aAKIMIO OMTKOHOB C 6YMaKHBIM UYE€KOM,
TO OUTKOMH-aZpec — 9TO aHAIOT MOAyYaTess MO YeKy, TO ecThb JuIla, YKa3aHHOTO
B CTPOKE I10C/Ie CJIOB «BBIMIATUTD IIPEIbSIBUTENIO:». B 6YMaskHOM UeKe B KaueCcTBe
MoJTyyaTesass MOXKeT 6bITh YKa3aHO MMs Biafiesibila 6aHKOBCKOTO CUeTa, HO, KpoMe
TOTO, IT0JTy4aTe/IeM MOIYT ObITh KOPIIOPALIM, OPTaHU3aLIAN, UV JAKe MOXKET ObITh
oIpefe/ieHa BbIIIaTa HAJIMYHBIMU IIPEIbSIBUTEII0 YeKa. [I0CKOIbKY B 6YMasKHOM
yeke He 00s13aTe/IbHO YKa3bhiBaTh HOMEP CUYeTa, BMECTO ITOTO UCIOIb3YeTCs MPOo-
M3BOJIbHOE VMSI IIOJydaTesIsl JeHEXKHbIX CPeICTB, YeKM SIBJSIIOTCS B BBICIIEH CTe-
[IeHM YHUBEPCAIbHBIMU IIATEKHBIMM MHCTpYMeHTamu. TpaH3aKyuu OUMTKOHOB
UCTIO/B3YIOT MTOXOKYI0 abCTPaKIMio — GUTKOMH-aIpec, YTo TaKkKe JeaaeT UX yYHU-
BepCaJbHbIMM IUIATEKHBIMU MHCTPYMEHTaMM. BUTKOIH-apec MOXKET IIpenCcTaB-
JISITD BJIaie/Ib1ia IIapbl CEKPETHOIO/OTKPBITOIO KIII0YA MM YTO-I160 APyroe, Harpu-
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Mep IUIaTeXHbBIN CKPUIIT, KaK MbI YBUAMUM B pasfene «Pay-to-Script-Hash (P2SH)»
B I1aBe 7. A cejfuac pacCMOTPUM ITPOCTOI CTydail — GUTKOITH-ampec, peICcTaBIIsio-
MM OTKPBITHIN K/II0Y, 10 KOTOPOMY OH CTeHepUpOBaH.

ButkoitH-aipec reHepUpPyeTCsl HA OCHOBE OTKPBITOTO KJII0Ua C MCII0/b30BaHMeM
OIHOCTOPOHHeN QYHKUIMY KpUunTorpadmnueckoro XaumpoBaHus. AITOPUTM X3IIN-
poBaHus, UM npocto xanr-aaroputm (hash algorithm), mpeacrasisieT co60it ogHO-
CTOPOHHIOIO (OZHOHAMpaBIeHHYI0) QYHKLNIO, KOTOpas BeIUMUCISIET UUbPOBOI OT-
nevaTok (fingerprint) min xaui-3Hauenne (hash) BXoIHbIX JaHHBIX TPOU3BOIBHOTO
pa3mepa. Kpunrorpaduueckue xa1i-QyHKIIMM aKTUBHO UCIIOIb3YIOTCS B OUTKOIH-
cucTeMe: B OUTKOIH-ampecax, B ajpecax CKpUIITOB U B IIPOIlecce MaifHWHTA TI0 aJl-
TOPUTMY JTOKa3aTeNbCTBa BBITOMHEHMS] paboThl (Proof-of-Work). K anroputmam,
MIPUMEHSIEMBIM [1JIsI TeHepaluu GUTKOMH-aipeca Mo OTKPHITOMY KITIOUY, OTHOCSIT-
cst Secure Hash Algorithm (SHA) u RACE Integrity Primitives Evaluation Message
Digest (RIPEMD), B uactHocTM Bepcun SHA256 1 RIPEMD160.

Vmest OTKPBITHIN K104 K, MBI BEIUMC/ISIEM X31II-3HAUeHMe 0 anroputmy SHA256,
a K IOJTyuUeHHOMY pe3ybTaTy puMeHsiem anroputm RIPEMD160, monyyas B uTore
160-6uToBOE (20-6ai1TOBOE) UMCIIO:

A = RIPEMD160( SHA256( K )),

rae K — OTKPBITHIN KITIOU, A — BBIUYMCISIEMbII OUTKOIH-aapec.

BUTKOWH-aapec — 3TO He TO XXe CaMOe, YTO OTKPbITbIM K/toY. BUTKOMH-aapec reHepupyeTcs Ha
OCHOBE OTKPbITOrO KJIl04a C UCNONb30BaHMEM OLHOCTOPOHHEW (OAHOHANPaBAeHHOM) QyHK-
LMK,

BuTkoiiH-ampeca mouTH Bcerma KogupyroTcs B ¢popmate Base58Check (cm. pas-
nen «®opmaTel kogupoBaHust Base58 u Base58Check» Huke B 3TO¥t I71aBe), KOTO-
pbIi MCTIoNMb3yeT 58 cMMBOIOB (cucTeMa cumcieHMs Base59) 1 KOHTPOIbHYIO CyMMY
IUISI TIOBBILIIEHUST YOO0OCTBA UTEHMS UEeJIOBEKOM, i YCTPAaHEHUs HEOZHO3HAYHO-
CTV ¥ JJIsI 3alIMThI OT OIIMOOK B 3aMKCK afgpeca u ero BBoga. Kpome toro, hopmar
Base58Check mcronb3yeTcsi MHOTMMM JPYTMMM CIIOCO6aMU B GUTKOIH-CcUCTEME,
TaM, rae Heo6XomuMo, YTOObI M0Jb30BaTe b 6e3 3aTpyqHeHMIT MPOYNUTAT U TIpa-
BUJTBHO 3aIMCaJ YMCI0BOE 3HAUEeHMe, HallpuMep GUTKOIH-aipec, CEKPETHbIN KITIOY,
3amM(pPOBaHHBIN KIIOU MM X311 CKPUIITA. B ciemyroieM paszese Mbl TOAPOGHO
paccMOTpMM MeXaHU3M KOAMpOBaHUS U AekopupoBaHus Base58Check, a Takske
Mpe[CTaBIeHNs] pe3yJabTaToB ero paboTsl. Ha puc. 4.5 mokasaH mnpotiecc mpeodpa-
30BaHMSI OTKPBITOTO KII0Ua B OUTKOMH-aapec.

®opmarbl kogupoBaHusa Base58 u Base58Check

It 60/1ee KOMIIAKTHOTO MPeACTaBIeHUS JIIMHHbBIX YMCeT C MCTIONb30BaHeM MeHb-
1Iero KOJIM4yecTBa CMMBOJIOB MHOTME KOMITbIOTEPHbIE CUCTEMBbI UCIIO/Ib3YIOT CMe-
IIaHHbIe ayaBUTHO-1IM(GPOBHIE MpeacTaBaeHnus: ¢ ocHoBaHueM (base mnu radix),
6ompimM 10. HammpumMep, B IPUBBIYHOV [IJIS HAC MECSITUYHO CUCTEME UCIIOIb3YIOT-
cst mecsaTb 1uudp ot 0 mo 9, a B IIeCTHAALIATEPUYHO cucTeMe «1udp» 16 ¢ mecTbio
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MpeobpasoBanue OTKPLITOro KNKYA B GUTKOIH-ampec

OTKpbITBI K04

SHA256
«/lgoliHoe
X3WUpOBaHUE»
unu HASH160
RIPEMD160

Xaw otkpbiToro kntoya (20 6aiitoe/160 61ToB)

Koanposanue
B Gopmare Base58Check
¢ npedukcom Bepcun 0x00

buTKOIH-aapec (X3 OTKPbLITOro K/toua,
3aKOAMPOBaHHbI B Gopmate Base58Check)

Puc.4.5 < (Cxema npeo6pa3oBaHus OTKPbLITOro K/touya
B GUTKOMH-afpec

IOTIOJTHUTENbHBIMY CUMBOMIaMu — GykBamu oT A mo F. Uucio, npeacraBiaeHHOE
B IIIeCTHaillaTepuIHOM (hopmaTe, KOpoue, UeM paBHOe eMy IeCSITUUHOe Tpe/iCTaB-
nenue. Enle 60ee KOMITAaKTHOE TIpeacTaBjeHe Base64 1cromb3yeT 26 MPOMMCHBIX
" 26 CTPOYHBIX OYKB jJaTMHCKOTO anidaBuTa, 10 unbdp 1 2 TOMOTHUTEIbHBIX CUMBO-
J1a «+» (TUTI0C) U «/» (CIJISM) AJIs Tlepeauy 6MHAPHBIX JaHHBIX C TTOMOIIbIO CPEMICTB
CBSI3M, OCHOBAHHbBIX Ha TEKCTOBOM (popmare, TaKMxX Kak 3/IeKTpOHHas nmouTa. Yarie
Bcero (popmat Base64 npumeHsieTcst A1l TPUKPEIUIeH st 6MHapHbBIX BIOXKEHUI K CO-
OBIIIEeHNIO 3JIEKTPOHHOJ MMOYThL. Base58 — 3TO 0CHOBaHHbIN Ha TeKcTe GpopMaT KO-
IUPOBaHMST OMHAPHBIX JAHHbBIX, pa3paOOTaHHbINA AJIsI GUTKOIH-CUCTEM U MCIOTb-
3yeMblii MHOTMMU OPYTMMU KpurnrtoBagioTamu. OH obecrieunBaeT 6ajaHC MEKIY
KOMIIAKTHOCTBIO TIPeICTaBIeHNSI, yIOOCTBOM UTEHMS ¥ BOSMOKHOCTbIO O6HapysKe-
HUSI U TIpeJoTBpalleHus oinbok. Base58 sBjsieTcsl MOAMHOKECTBOM Base64, 1o-
CKOJIbKY TaKyKe MCITO/Ib3yeT 3aIyIaBHbIe ¥ CTPOUYHbIE GYKBBI JJATMHCKOTO ajdaBuTa
" 1MdPbI, HO UCKIIOYAeT CMMBOJIbI, KOTOPbIE UaCTO ITyTAIOT APYT C APYTOM U KO-
TOpbIe MOTYT BBIIJIIIETh OJMHAKOBO ITPU OTOOpaskeHMM HEKOTOPBIMU HMIPUGBTAMMA.
dakTuuecky Base58 — aro Base64 6e3 1udpsl 0 (Hynb), 6e3 6ykB O (3araBHas 0),
1 (ctpounas L), I (3arnmaBHas i) 1 6e3 cuMBOJIOB + 1 /. [Ipolie roBopsi, 9T0 Habop 13
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3amIaBHBIX U CTPOUHBIX OYKB M 1udp 6e3 ueTsipex BbileynoMsHyTsix (0, O, 1, I).
B nmpumepe 4.2 rokasaH IMonHbIi andaBut Base58.

Mpumep 4.2 <+ Andasut Base58 nna 6utkonHa
123456789ABCDEFGHIKLMNPQRSTUVWXYZabcdefghijkmnopgrstuvwxyz

JIns1 MOTIOMTHUTENBHO 3aIIUTHI OT OTIEYATOK M OIMIMOOK MPYU 3aIUCU B OUTKOIH-
CUCTeMax vacTo ucrnosb3yetcs: Base58Check — ¢popmat komupoBanus Base58 ¢ mo-
6aBJieHEM BCTPOEHHOIT MTPOBepKU Ha omnOKku. KoHTposnbHast cymma (checksum) —
9TO AOTOMHUTENbHBIE 4 6aliTa, Jo6aBsseMble B KOHEI| 3aKOJMPOBAHHBIX JAaHHbIX.
KoHTponbHast cyMMa BBIUMCISIETCST TIO X3II-3HAUEHUIO 3aKOIMPOBAHHBIX TaHHBIX,
CJIeoBaTebHO, MOSKET MCIIOb30BAThCS /IS OOHAPYKEHMSI M IIPemOoTBpaIleHMs
ommb0K 1 orieyaTok. ITpu moayuennu koga B popmare Base58Check pekogupymoinee
MPOrpaMMHOe 06ecrieueHre BhIYMCISIET KOHTPOIbHYIO0 CYMMY TaHHBIX Y CPaBHUBA-
eT ee C KOHTPOJIbHOM CyMMOJ, BK/IFOUeHHOJ B KoA. HecoBmaaeHMe KOHTPOIbHBIX
CYMM CBUIETENBCTBYET 06 olnbKe, 1 faHHbIe B popmaTe Base58Check cumratorcs
HEKOPPEKTHBIMM. JTO 3alIUIIAET IIPOrpaMMHOe obecrieueHye KoIleabKa OT Mpu-
eMa HelIpaBMIbHO BBEJEHHOr0 OUTKOH-aApeca Kak JOMYCTUMOTO ajipeca moayJa-
TeJIsl, TO eCTh OT OMMOKM, KOTOPast MOT/Ia ObI IIPUBECTH K IOTEPE JEeHEXKHbIX CPECTB.

Ilyis mpeobpa3oBaHmst JaHHBIX (uncia) B popmar Base58Check cHavana K maH-
HBIM f06aBisieTcs mpeduKc, Ha3bIBaeMbIi 6aiiToM Bepcuu (version byte), KOTopbIit
CITYKUT AJISI IPOCTOI MAeHTUGMKAIIMY TUITA KOOUPYEMbIX TaHHbIX. Hampumep, oist
6uTKOIH-aapeca npeduke paBeH Hya0 (0x00 B mecTHaAnaTepuuyHOM (opmare),
a mpeduKC Mpy KOAMPOBAHUYM CEKPETHOTO Kiioua paBeH 128 (0x80 B miecTHamia-
TepuuHoM ¢opMmate). CIMCOK Hambojiee YacTo MCI0Ib3yeMbIX ITpe(pUKCOB Bepcuit
npuBeneH B Ta6m. 4.1.

Hanee Boprumciasercs: ApykpaTHass SHA KOHTpoJ/ibHasE CyMMa, TO €CTb K Ipefbl-
IoylieMy pes3ynbTary (pedukc 1 JaHHbIe) ABa pa3a MPUMEHSeTCs] X3UI-aIroOpPUTM
SHA256:

checksum = SHA256 (SHA256(prefix+data))

/3 monmy4eHHOro 32-6aiiTOBOTO X3II-3HAUEHMS (X3IIIa OT X311a) 6epyTCs TOIbKO
MepBbie YeThIpe OaiiTa, KOTOPbIE CIyKaT B KAUeCTBe KOJa MJIsS TPOBEPKU OIIMOO0K
MM KOHTPOJIbHOI cyMMbI (checksum). BerunciaeHHast KOHTpOJbHASI CyMMa m06aB-
JIIeTCSI B KOHeIl JaHHbIX.

Takum 06pa3soM, KOHEUHBI pe3ylIbTaT COCTOUT U3 TPeX uacTeii: mpeduxc, coo-
CTBEHHO JAHHbBIE ¥ KOHTPOJIbHASI CyMMa. DTOT Pe3y/IbTaT KOOUPYETCS C UCITONb30-
BaHKeM ajdaButa Base58, onmmcanHoro Boiie. Ha puc. 4.6 mokasaH Mpoiecc Koam-
poBaHus B hopmat Base58Check.

B O6UTKOIMH-cKcTEME GOJBIIMHCTBO JAHHBIX MPEIbSIBASETCS T0b30BATENIO
B KopypoBke Base58Check mjis1 KOMITaKTHOCTY TpeICTaBIeHNs, yI06CTBa UTEHMS
u GpICTpOro o6HapykeHus omubok. IIpedurc Bepcun B KoaupoBke Base58Check
MICITONIb3YeTCs [JIS1 CO3aHMsI JIETKO pasinyaeMbIix OpMaTOB, KOTOPbIE PU KOIUPO-
BaHUM B Base58 comepskaT crienyanabHbIe CMMBOJIBI B CAMOM Havasie 6J10Ka OCHOBHBIX
3aKOAVPOBAHHBIX AAHHBIX. DTM CMMBOJIbI TIO3BOJISIIOT Y€JIOBEKY 6e3 Tpyaa ornpenae-
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JIUTh TUI 3aKOAMPOBAHHBIX JAHHBIX M PELINUTh, KaK UX UCII0NIb30BaTh. Hampumep,
BCerma MOXKHO OTJIMUYUTh OUTKOIH-aapec, KOTOPhIi B KoaupoBke Base58Check Ha-
yuHaeTcs ¢ 1, ot cekpetHoro kimoua WIF, B kogupoBke Base58Check HaunHaromero-
cs1 ¢ 5. HekoTopble puMepbl TpedyKCOB BePCHii ¥ COOTBETCTBYIOIIMX MM CMMBOJIOB
B UTOTOBOIT KOmMpOBKe Base58 mokasaHbl B Ta6. 4. 1.

Koauposanue B popmate Base58Check

OCHOBHblE AaHHblE
a [lo6asneHve npedukca Bepcun Xaw (npedmkc Bepcun +
OCHOBHblE 1aHHbIE)
Bepcua OcHoBHble AaHHbIe SHA256
SHA256
nepsble 4 6aiita
Koxtponb- )
Bepcus OCHOBHble AaHHble v cywva |
°ﬂo6aaneume nepsbix 4 6aiTos
Komypogatue Base58 Kak KOHTPONIbHOM CyMMbl
o KoauposaHue
B Gopmar Base58
[laHHble, 3akoanpoBaHHble B opmate Base58Check

Puc. 4.6 < KoauposaHue B Base58Check,
dopmat Base58 ¢ nobasneHnem BepCcumn 1 KOHTPONbHOM CyMMbI
LN KOPPEKTHOrO KOAMPOBAHMS AAHHbIX OUTKOMHA,
MCK/TYAOLLEro HEOLHO3HAYHOCTb

Tabnuua 4.1. Kooupoeka Base58Check: npumepel npegpukcos sepcuii
U c00meemcmeyruux Umozoebix CUM8os108

Tvun Mpedukc Bepcum WUtoroBbiii npedukc
(B WwecTHaguaTtepuuHom opmare) | Base58

buTkoliH-agpec 0x00 1

Azpec nnatexHoro ckpunta Pay-to-Script-Hash | 0x05 3

Anpec ans TectupoBaHus Bitcoin Testnet Ox6F m uam n

CekpeTHblit kntou WIF 0x80 5, Kuam L

CeKpeTHbIN KNtoy, 3alwmndpoBaHHbii no BIP-38 | 0x0142 6P

PacwmpeHHbI oTKpbITbIM Koy no BIP-32 0x0488B21E xpub

PaccMOTpUM TMOJTHBIN MPOIIECC CO3IaHMsI OUTKOIH-aipeca: OT CEKPETHOTO KIToUa
K OTKPBITOMY KJIIOUY (TOUKA Ha JIIMIITUUECKOI KPMUBOI), 3aTeM K ABasKIbI XIIIUPO-
BaHHOMY aJipecy U, HaKOHeIl, K ITpolieaype KoaupoBanus B popmarte Base58Check.
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Kop Ha si3bike C++ B IpuMepe 4.3 Moapo6HO MOKa3bIBAeT STOT MPOIIECC IT0 IIaram, OT
CEeKpeTHOTr0 K/Iiova 1o GUTKOIH-a/ipeca, 3aKoaupoBaHHoro B popmare Base58Check.
B xome mpuMepa MCIOIb3YIOTCSI HEKOTOPbIE BCIIOMOTraTeibHble QYHKIUY U3 6U6-
nuoreku libbitcoin, npencraBieHHoi B pasgene «[Ipoune KIMEHTHI, OMOIMOTEKA
M MTHCTPYMEHTaJIbHbIE TTAKeThI» IJIaBbI 3.

Mpumep 4.3 <+ Co3paHune GUTKOMH-anpeca, 3akoanMpoBaHHoro B dopmare Base58Check, u3

CEKPETHOro K/k4a

#include <bitcoin/bitcoin.hpp>

int main()

{

// Jluyneili cekpemHbii KoY.

bc::ec_secret secret;

bool success = bc::decode_basel6(secret,
"038109007313a5807b2eccc082c8c3fbb988a973cacf1a7df9ce725¢31b14776");

assert(success);

// BblHUC/IEHUE OMKPHIMO20 K/IKWYA.

bc::ec_point public_key = bc::secret_to_public_key(secret);

std::cout << "Public key: " << bc::encode_hex(public_key) << std::endl;

// Co30aHue 6umkolH-adpeca

// 06bi4HO MOXHO UCNOJIL308AMb :

//  bc::payment_address payaddr;

//  bc::set_public_key(payaddr, public_key);

// const std::string address = payaddr.encoded();

// BblduC/IieHUE X3u-3HAYeHUs OMKpbIMO20 KAw4a 048 co30aHus adpeca P2PKH
const bc::short_hash hash = bc::bitcoin_short_hash(public_key);

bc::data_chunk unencoded_address;

// Pe3epsupyemcs 25 6alimos

// [ version:1 ]

// [ hash:20 ]

// [ checksum:4 ]

unencoded_address.reserve(25);

// balm sepcuu @ - o6biyHbil BTC-adpec (P2PKH)
unencoded_address.push_back(0);

// XawuposaHue O0aHHbIX

bc::extend_data(unencoded_address, hash);

// KoHmpo/ibHas Cymma BbIHUC/AISEMCS NO X3WUPOBAHHBIM OaHHbIM, nomom dobasaswmcs 4 6adma u3 x3wa
bc: :append_checksum(unencoded_address);

// Pe3ysbmam dosmxeH 6bimb 3akoduposaH 8 dopmame Bitcoin Base58
assert(unencoded_address.size() == 25);

const std::string address = bc::encode_base58(unencoded_address);

std::cout << "Address:
return 0;

<< address << std::endl;

B sTOM KOme mcIionb3yeTcs IpeaBapUTENIbHO OIpeAeNeHHbIi CeKPeTHbIN KU

IUIST BBIYVMCIEHMSI OJJHOTO M TOTO XKe GMTKOVH-agpeca Ipy KaskAoM 3aITycKe Ipo-
rpaMMmbl, KaK ITOKa3aHo B Ipumepe 4.4.
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Mpumep 4.4 + Komnunaums u 3anyck koga addr.cpp

# Komnunsyus koda addr.cpp

$ g++ -0 addr addr.cpp $(pkg-config --cflags --libs libbitcoin)

# 3anyck npozpammsl addr

$ ./addr

Public key: 0202a406624211f2abbdc68da3df929f938c3399dd79fac1ib51bledad1id26a47aa
Address: 1PRTTaJesdNovgne6EhcdulfpEdX7913CK

®opmartbl Knouen

U cexpeTHbIe, ¥ OTKPBITbIE KJTIOUM MOTYT OBITh IIPEICTAaBIE€Hbl B HECKOIbKUX pPa3-
JIMYHBIX (opMaTax. Bce 3Tu mpencTaBiaeHust KOOUPYIOT OTHO Y TO K€ UUCIIO0, JaxKe
eCTM BBITVISIIAT MO-pasHoMy. TM (opMaThl B OCHOBHOM MCITOTb3YIOTCS JIJIST TTOBbI-
IIeHUs yI060UYMTaeMOCTH JIIOIbMY U 3aITICH KiTloueit 6e3 OImooK.

Dopmamul ceKpemHsIx Karouetl

CeKpeTHbIt KITI0U MOKET OBITh IIPeJICTaB/lIeH B HECKOIbKUX pa3ANYHbIX (hopmaTax,
COOTBETCTBYIOIMX OJHOMY U TOMY ke 256-61MTOBOMY umciy. B Tab6m. 4.2 npusene-
HbI TpU HaubosIee YacTo MCIONb3yeMbIX GopMara JJisl MpeiCTaBleHUs] CEKPeTHBIX
Kitoueit. Pasnuynble popmaThl IPUMEHSIIOTCS B pa3HbIX yenoBusx. lllectHagiare-
PUYHBIN U UCXONHbBIV OMHAPHBIN (GOPMATHI MCIIOAL3YIOTCS B IIPOrpaMMax U pemaKo
NIpeabsBISIIOTCS TTonb3oBaTensaM. @opmaTt WIF mpenHasHaueH i1 3KCIIOPTa/MM-
ropTa K/Iwo4eli MexXay KolleJbKaMy M 4acTO BCTpedaeTcsl B IpencraBieHusIx QR-
KOZa (IUTPMUXOBOTO KOJIa) CEKPETHBIX KIIIOUeNi.

Tabnuuya 4.2. [lpedcmasnenus cekpemHeoix Katoyell (hopmamel KOOUpoBaHUs)

Tun Mpedukc | Onucavue

McxomHbii (raw) Het 32 6aiita

LectHaauatepuyHbii (hex) Het 64 wecTHapuaTepuyHble LMdpbl

WIF 5 Kopmnposka Base58Check: Base58 ¢ npedukcom Bepcun
ot 128-61T0BOI M 32-6MUTOBOI KOHTPONLHOM CyMMbI

WIF cxatbiit Kwunn L | AvanornuHo WIF, Ho ¢ pobasneHnem cyddukca 0x01 nepep,
KOAMPOBaHUEM

B Ta6i1. 4.3 moKa3aH CeKPeTHbIIT KITH0Y, 3aKOAVMPOBAHHbII B 3TUX TpeX hopMaTax.

Tabnuua 4.3. [pumep: 00UH U MOM e K/IoY 8 Ppas/Iu4HbIX hopmamax

®Mopmar CeKpeTHbIN KoY

LWectHapuatepuubiit (hex) | 1€99423a4ed27608al5a2616a2b0e%e52ced330ac530edcc32c8fc6a526aedd
WIF 5J3mBbAH58CpQ3Y5RNIpUKPE62SQ5tfcvU2)pbnkeyhfsYB1lcn

WIF oxaTblit KxFC1jmwwCoACiCAWZ3eXa96mBM6tb3TYzGmf6YwgdGWZgawvrt)

Bce mokasaHHbIE BbIIE ITPEACTaBIEHUS SIBJSIIOTCS PasJIMUYHBIMMU CIIOCOGaMMU
3aIMCY OJHOIO ¥ TOTO JKe UMC/Ia — CeKPeTHOTO Kiaoua. OHY BBIIVISIAST [10-Pa3sHOMY,
HO KasKblii popMaT MOKET ObITh JIETKO ITpeobpa3oBaH B Apyroii. CiieqyeT OTMETUTbD,
YTO MCXOIHBIV OMHAPHBIN (raw binary) ¢popmat He 1mokasaH B Tab:1. 4.3, Tak Kak Bce
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KOAVIPOBKM, TTOKa3aHHbIE BbIIIE, IT0 YMOTUAHUIO He SBJISIIOTCS MCXOMHBIMY OMHAP-
HBbIMM JaHHBIMU.

Bocronb3yemcst KomaHoi wif-to-ec 13 mpoBogHMKa Bitcoin Explorer (cMm. ripu-
noxkeHue JK), 4TOObI IPOBEPUTD, MEICTBUTEIBHO i1 06a popmaTta WIF mipeacTaBiis-
10T OJIVIH U TOT K€ CeKPeTHBIN K/II0YU:

$ bx wif-to-ec 5J3mBbAH58CPQ3Y5RNIpUKPE62SQ5tfcvU2IpbnkeyhfsYB1Jcn
1e99423a34ed27608a15a2616a2bbe9e52ced330ac530edcc32c8ffc6a526aedd

$ bx wif-to-ec KxFC1jmwwCoACiCAWZ3eXa96mBM6tb3TYzGmf6YwgdGWZgawvrt]
1e9942334ed27608a1532616a2b0e9e52ced330ac530edcc32¢8ffc6a526aedd

Zlekodupoesanue u3 ¢popmama Base58Check
Komanpgs!r mpoBogumka Bitcoin Explorer (cm. mpuioskenue JK) yIpoImaioT Hamm-
CaHye CKPUIITOB KOMAaHIHO 06GO0JIOUKM M KOHBEepOB B KOMAaHIHOI CTPOKe MJIs
00paboTKM KJII0Ueli, afpecoB M TpaH3aKUuii 6MTKOHA. MOKHO BOCIIO/Ib30BaTh-
cs1 mpoBOAHMUKOM Bitcoin Explorer mast mekomupoBaHus u3 popmara Base58Check
B KOMaHIHOI CTpOKe.

[TpumeHuM KOMaHAYy base58check-decode [ IeKOOMPOBaHMS HECKATOIO KJIK0Ua:

$ bx base58check-decode 5J3mBbAH58CPQ3Y5RNIpUKPE62SQ5tfcvU2IpbnkeyhfsYB1Jcn
wrapper

{
checksum 4286807748
payload 1e99423a4ed27608a15a2616a2b0e9e52ced330ac530edcc32c8ffc6a526aedd
version 128

}

PesyibTaT COmepsKUT KITIOU KaK 3HaUYeHKe MapaMeTpa payload, nmpedurc Bepcumn
WIF 128 1 KOHTPOJBbHYIO CYMMY.

OTMeTHuM, UTO K 3HAUeHMIO payload mjist cKaToro Kiwoua gobasiieH cydoukc 01,
03HAYAIINI, UTO FTeHEPUPYEMbII OTKPBITHIN KITIOY JO/IKEH ObITh CKAThIM:

$ bx base58check-decode KxFC1jmwwCoACLCAWZ3eXa96mBM6tb3TYzGmf6YwgdGWZgawvrt]
wrapper

{
checksum 2339607926
payload 1€99423a4ed27608a15a2616a2b0e9e52ced330ac530edcc32c8ffc6a526aeddol
version 128

}

Kodupoeanue u3 wecmuadyamepuunozo ¢popmama é Base58Check

IOna kogupoBauus B popmaTr Base58Check (omepamnusi, o6paTHas IpuBedeHHOI
BbIllle KOMaH[e) BOCIIOJIb3yeMCs KOMaHAOW base58check-encode m3 mpoBomHMKA
Bitcoin Explorer (cm. mpunoskenue JK) 1 Bo3bMeM B KauecTBe MapaMeTpa LiecTHak -
LIaTePUUHBIN CEKPETHBIN KJII0U, 38 KOTOPBIM ciefyeT rpedukc Bepcun WIF 128:

bx base58check-encode

1e99423a4ed27608a15a2616a2bbe9e52ced330ac530edcc32c8ffc6a526aedd --version 128
5J3mBbAH58CpQ3Y5RNIpUKPE62SQ5tfcvU2IpbnkeyhfsYB1Jcn
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Kooduposanue u3 wiecmnaduyamepuyHozo popmama (cx#amozo Kawoua)

6 Base58Check

s kopypoBanus B popmat Base58Check «cskaToro» cekpeTHOro Kiitoua (CM. paszen
«CkaTble CeKpeTHbIE KITIUM» HIDKE B 3TOI I1aBe) nobasisieM cybdukc 01 K mrecr-
HaAllaTepPMYHOMY KIII0UY, 3aTe€M KOLMPYeM KJII0Y, KaK B ITpeJbIayleM pasjese:

$ bx base58check-encode

1e99423a4ed27608a15a2616a2b0e9e52ced330ac530edcc32c8ffc6a526aedddl --version 128
KxFC1jmwwCoAC1CAWZ3eXa96mBM6tb3TYzGmf6YwgdGWZgawvrt]

[MomyuenHsbIit pesyabTaT B WIF-ckaToM dopmaTe HaumHaeTcs ¢ cumBosia K. 3to
03HAYaeT, YTO CEKPETHBII KITI0U BHYTPU 3aKOAMPOBAHHBIX JAHHBIX MMeeT cyhduKc
01 u 6ymeT MCITONb30BaH TOJBKO JJIT TeHepaIMy CKAaTbhIX OTKPBITBIX KITIOUEl (CM.
paspen «CxkaTble OTKPBIThIE KJIIOUM» HIDKE B 9TOM I/IaBe).

dDopmamel 0MKpsIMbIX Karouell
OTKpBITHIE KITIOUM TaKKe MPeCTaB/SIOTCS PA3IMYHBIMM CII0CO6aMM, OOBIYHO KaK
okatbie (compressed) iy HeckaTbie (uncompressed) OTKPBITHIE KITIOUM.

Kaxk mblI Bugenu paHee, OTKPBITBIN KJIOU — 3TO TOYKA Ha S/UIUIITUYECKOI KPUBOM
¢ KoopauHatamu (x, y). OGbIUHO OHA TIpeACcTaBiIeHa ¢ mpeduKcom 04, 32 KOTOPBIM
CJIETYIOT ABa 256-0MTOBBIX UMCIA: KOOPAVHATHI X M Y COOTBETCTBEHHO. [IpedumKkc 04
MCIIONIb3YeTCsI, UTOOBI OTIMUMUTD HECKATbIe OTKPIThIE KJIOUM OT CKAThIX OTKPBITHIX
KJTI0U€i1, KOTOPbIe HAUMHAIOTCS C Ipedukca 02 vim 03.

OTKpBITHIN KITI0Y, CTeEHEPUPOBAHHbIN 10 CEKPETHOMY KJII0UY, CO3JaHHOMY paHee,
TOKa3aH B BUJe Mapbl KOOPAMHAT:

F028892BAD7ED57D2FB57BF33081D5CFCF6FOED3D3D7F159C2E2FFF579DC341A
07CF33DA18BD734C600B96A72BBC4749D5141C90ECBAC328AE52DDFE2E505BDB

X

Hiuke mpMBeIeH 5TOT JKe OTKPBITHINA Ki1iou B Buze 520-6utoBoro uncia (130 mect-
HaJIaTePUIHBIX IUP) C mpednKcom 04, 38 KOTOPBIM CIEAYIOT KOOPAMHATHI, TO €CTh
04 xy:

K = 04F028892BAD7ED57D2FB57BF33081D5CFCF6F9ED3D3D7F159C2E2FFF579DC341A]
07CF33DA18BD734C600B96A72BBC4749D5141C90EC8AC328AE52DDFE2E505BDB

Cixcamole omKposlmole KaOUU
CkaTble OTKPBITbIE KIIOUM IOSIBWIMCH B OUTKOJHE JJisI YMEHbIIEHNSI Pa3MepoB
TPaH3aKIINi1 ¥ 9KOHOMUU AVCKOBOTO ITPOCTPAHCTBA HA y3/1aX, KOTOPbIe XPaHST 6a3y
IAHHBIX CTPYKTYPbI GI0KYEifHA GUTKOH-CUCTEMBI. B GONBIIMHCTBO TpaH3aKIii
BKJTIOUAETCST OTKPBITBIN KITIOU, HEOOXOIMMBIi [JIs1 TIPOBEPKY HMOIIMHHOCTY JIUYHO-
CTY BJIafieNiblia U MpaBa Ha pacxomoBaHMe OMTKOMHOB. KaKOblii OTKPBITHIA KITIOU
umMeet namHy 520 6uToB (TTpeduKe + x + y), UTO IPU YMHOKEHMM Ha HECKOJIBKO COTeH
TPaH3aKIIMii B 6JI0KE VIV Ha TEeCSITKY ThICSY TPaH3aKLMI B eHb N0OaB/IsIeT 3HAUM-
TeJIbHBII 00beM JaHHBIX B CTPYKTYPY GJIOKUEliHA.

Kak mbI yke Bumenu B pasmene «OTKpPbITbIe KIIOUM» 3TOM IVIaBbl, OTKPbITHIN
KITI0Y TIpeACTaBisieT co60i TOUKY (X,y) HA JUIMIITUUYECKON KpuBOI. [TOCKONbKY
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KpuBasi BbIpaykaeTcsl MaTeMaTuueckoi (QyHKIIMel, Touka Ha 3TO¥ KPUBOII Tpe-
CTaBJIsIeT pellleHre COOTBETCTBYIOIIEro ypaBHeHUsI, Clief0BaTe/NbHO, eClIM HaM U3-
BeCTHa KOOpAMHATA X, TO MOXHO BBIUMCJIUTH KOOPAMHATY Y, PEIIVB ypaBHEHNe
y* mod p = (x> + 7) mod p. ITO MO3BOMSIET XPAHUTDH TOABKO KOOPAMHATY X TOUKMU
KJII0Ya, UCKIIIOUasi KOOPAMHATY Yy, TeM CaMbIM yMeHbIIasi pasMep Kiouya U Mpo-
CTPaHCTBO, TpeOGyeMoe 115 ero XpaHeHus Ha 256 6uToB. [TouTu 50-TIpoiieHTHOE CO-
KpallleHye pa3Mepa B KaskIoii TpaH3aKI[MK TTO3BOJISIET XPaHUTh TOPas3mao GOJIbIINit
06beM TaHHBIX.

HeckaTbie OTKPBITHIE KIIOUM UMEIOT TpeduKe 04, B OT/IMUME OT HUX, CKaTbie OT-
KPBIThIE KII0UM HAUMHAIOTCS ¢ Tipedukca 02 miau 03. BhIICHUM, TOueMy BO3MOKHBI
JIBa pa3/JIMIHBIX ITpedMKca: Tak Kak B JIeBOI 4YaCTV YpaBHEHMSI HAXOAUTCS BbIpake-
HMe V2, perieHreM JJ1s1 Y SBSEeTCS KBaApaTHbBI KOpPeHb, AA0IINii TTOIOKUTeTbHOe
U OTpUIlaTeIbHOE 3HaUeHUsI. B Bu3yasbHOM MpeiCTaBIeHMUN 3TO O3HAUAeT, UYTO BbI-
yycIsieMast KoOOpayHaTa y MOKeT pacIioyiaraThCs BbIile win Hiuske ocu X. TakuM 06-
pasoM, HECMOTPSI Ha TO UTO KOOpAMHATA Y MMPOITyCKaeTCst, He06X0AMMO XPaHUThb ee
3HaK (TUTIOC YJIYM MUHYC), IPYTUMU CJIOBaMM, HEOO6XOAMMO 3aIIOMHUTD, paciojara-
eTCsl JIM TOYKA BBIIIIe MM HYDKe OcU X, TIOTOMY UTO KasK/Iblii BAPMAHT IPeiCTaB/IseT
COBepIIeHHO Pa3auvYHble TOYKU, COOTBETCTBEHHO, U Pa3/IMYHbIe OTKPBIThIE KITIOUNA.
ITpy BBIYMCAEHUSIX Ha JIIUIITUYECKOM KpUBOI B TepMMHAX OMHApHOI apudme-
TUKU HAJl, KOHEYHBIM T0JIEM MTPOCTOTO MOPSIIKA P KOOPAMHATA Y SIBJISIETCSI UeTHOM
WJIV HEeUEeTHOI, YTO COOTBETCTBYET 3HAKY III0C/MUHYC, KaK YKa3aHo Bbille. Takum
06pa3oM, YTO6BI pa3InMvaTh IBA BO3MOKHBIX 3HAUEHMUS Y, CKAThIN OTKPBITHIN KITI0Y
coxpaHsieTcsl ¢ IpeMKcoM 02, eC/iv 3HaUeHMe Y UeTHO, WK ¢ TipeuKkcom 03, ecsin
OHO HEUYEeTHO, IT03BOJISISI TPOrpaMMHOMY O6ecrevueHNIo TPaBUIbHO BHIBOAUTD 3HA-
YyeHMe KOOPAMHATHI Y M0 3HAUEHUI0 KOOPAMHATHI X U «PaClaKOBbIBATh» OTKPBITHIN
KJII0Y B BUZE TMOMHBIX KOOPAMHAT TOUKH. [Ipoijecc cKaTusi OTKPBITOTO KJIKOYa IMO-
KasaH Ha puc. 4.7.

31ech IOKa3aH TOT sKe CaMblIli OTKPBITHIN K/II0Y, CrTeHeEpUPOBAHHbIN paHee, B BUe
CKaTOTO OTKPBITOrO KJII0Ua, COXPAaHEHHOTrO B 264 6uTax (66 IIeCTHaAIaTePUUHbIX
undp) ¢ mpedrrcom 03, COOTBETCTBYIONIMM HEUETHO KOOpAMHATE V:

K = 03F028892BAD7ED57D2FB57BF33081D5CFCF6F9ED3D3D7F159C2E2FFF579DC341A

ODTOT CKAThIM OTKPBITBIN KIII0U COOTBETCTBYET TOMY K€ paHee CO3[JaHHOMY CeK-
peTHOMY KJII04Y, TO eCTh OH CreHepMpPOBaH Ha OCHOBE TOTO ke CeKPEeTHOro KiItoua.
Tem He MeHee OH OTIMYAETCS IO BHEIIHEMY BUAY OT HECKAaTOI'O0 OTKPBITOTO KITIO-
ya. Ho 6osiee BaKHO TO, UTO €C/TM BBIMIOJIHUTD ITPeobpa3oBaHye 3TOTO CKATOTO OT-
KPBITOTO KJTI0Ua B GUTKOITH-aZpec ¢ MTOMOIIbI0 GYHKIINY JBOMHOTO X3UIMPOBAHMS
(RIPEMD160(SHA256(K))), TO B pesyabTaTe IONYUYMUTCS APYroit GUTKOMH-aapec. TO
MOKeT MOKa3aThCsl HEOKMUTAHHBIM, TaK KaK 03HAYaeT, UYTO OAMH CeKPEeTHDIN K04
MTO3BOJISIET BBIUMCIUTD OTKPBITBIN KITIOY, IIPEICTABIEHHBII B IBYX Pa3IUUYHBIX HOpP-
MaTax (CKaThIii M HECKAThIN), KOTOpbIe JAlOT IBa pa3sHbIX OUTKOIH-aapeca. U Bce
5Ke 9TOT CeKPETHBIN KITI0U OJMHAKOB [IJIs 060X GMTKOIH-aIpecoB.
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OxaTue OTKpLITOro Ktoua
OmKpoimbili Koy
X KaK moyka
) y € KoopAuHamamu
X Uy Ha Kpugol
Hecxameiii
OMKPLIMbIL K04
@4 X y 8 wecmxaoyame-
pUyHOM popmame
¢ npepukcom 04
I
\“\O\Q Ky,
Q,\\kez é’a,oe
RS\
‘//,O]o

Cramelii omkpsimeiii Crameli omkpsimelil

K04 8 WecmHaoya- K/TK0Y 8 WecmHaoua-

mepuyHoM dopmame mepuyHoM popmame

¢ npegpuxcom 02, ¢ npepuxcom 03,
ecnu y - YemHoe Yucno ec/u y - HedemHoe yucno

Puc. 4.7 < CxeMa Ckatms OTKPbITOro K/toua

CskaTble OTKPBIThIE KJIIOUM TTOCTEIIEHHO CTaHOBSITCSI (hOpMATOM IO YMOTYAHUIO
IIJIST BCEX TI0JIb30BaTeeit OMTKOIHA, M 9TO OKa3bIBAeT 3HAUMUTETbHOE BO3AEICTBIE
Ha COoKpallleHe pa3MepoB TpaH3aKIiii, CJieloBaTeIbHO, i Ha YMEHbIIIeH)e pa3me-
pa CTPYKTYpbI JaHHBIX 6j0KYeiiHa. Ho Moka ellle He BCe KIMEHTHI MOAAePsKUBAIOT
(dopmaT cKaThIX OTKPBITHIX Kitoueil. bojiee HOBbIe KIMEHTHI, TTOMIePsKMUBAIOIINE
dbopMar cKaThIX OTKPBITBIX KIIIOUEl, BHIHYKAEHbI pab0oTaTh C TPaH3aKIUSIMMU OT
6oJiee cTapbIX KIMEHTOB, KOTOpPbIE He MOANEePKMBAIOT 3TOT (hopMat. DTO 0COOEHHO
Ba)KHO, €C/IM MPWIOKeHMe KollleJbKa UMIIOPTUPYET CeKpeTHbIe KITIOUM U3 IPYTroTo
MIPUIOKEHMST OUTKOIH-KOIIIeIbKa, TOTOMY UTO HOBBIN KOIIIe/IeK TOIKeH IMPOCKaHM-
pOBaTh CTPYKTYPY JaHHBIX 6JIOKUEITHA B MOMCKAX TPAH3aKIINi, COOTBETCTBYIOIINX
9TUM MMITOPTUPYEMBIM KTIOUaM. A Kakue OUTKOMH-aapeca TOKHO MCKATh MPUIIO-
>KeHMe HOBOTO Kolllesibka? BUTKOIH-aapeca, MomydeHHbIe U3 HeC)KAThIX OTKPbITHIX
KJTIOU€i MJIM U3 CKAThIX OTKPBITHIX Kitodeii? U Te, u Ipyrue SIBASIIOTCS KOPPEKTHbI-
MM OUTKOMH-aipecaMy M MOTYT OBbITh MMOAIIMCAHBI OJHUM CEKPETHBIM KJIIOUOM, HO
BCe JXe 9TO pa3/IMuHbIe apeca.

Iyis pelieHusl OMMCAHHOM MPOOGIeMbI TIPU IKCIIOPTUPOBAHUY CEKPETHBIX KITIO-
yeli U3 Kakoro-n16o xoienbka popmat WIF (mpemHasHavueHHBIN 15 IpeacTaBye-
HUSI CEKPETHBIX KJ/TI0Ueil) B HOBBIX OMTKOIMH-KOIIEIbKAX Peaan30BaH MO-IPyTroMY,
yKa3bIBas, YTO 3TU CEKPETHbIE KUK UCIOIb30BAINCH JJIsI TeHepalu CKaThIX OT-
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KPBITBIX K/IIOUEeit, CJIeloBaTeIbHO, U JJIST CKAThIX GUTKOH-apecoB. ITO MO3BOJISIET
KOIIIeTbKY, BBITIONHSIONIEMY MMIIOPTUPOBaHMe, Pa3indyaTh CEKpeTHbIe KU U3
CTapbIX ¥ HOBBIX KOIIETBKOB ¥ MPOBOIUTH MOUCK B CTPYKTYpe JAHHBIX GIOKUeiiHa
TpaH3aKIMii ¢ GUTKOMH-aipecaMy, COOTBETCTBYIONIMMY HEC)KAThIM MM CKAThIM
OTKPBITBIM KJIIOUaM COOTBETCTBEHHO. B ciiemyiomiem paspeiie Mbl 60iee Iogpo6HO
paccMOTpUM, KaK 3TO paboTaer.

Cxcameole CEeKpemHbule K/irouu

Kak HUM CTpaHHO, TEPMUH «CKaTbI/i CEKPETHBIN KIIOU» MCKasKAaeT UCTUHY, TaK KaK
3KCITOPTUPYeMbIii B cxkaToM hopmaTte WIF ceKpeTHBbIN KITI0U B Ae/ICTBUTETbHOCTY Ha
OIIMH 6aiiT IJMHHEee, YeM «HeCKaThbI» CeKPeTHbI KTou. IIpMumHa B TOM, UTO CKa-
TBIl CEKPETHBIN KITIOU COEPKUT JOTIOTHUTEIbHbIN OTHOGaNTHBIN cydduKe (TToKa-
3aHHBIN KaK IIeCTHAaTepUIYHOe 3HaUeHue 01 B Ta6J1. 4.4), yIOCTOBEPSIIONINIA, UTO
3TOT KJII0Y B3SIT M3 COBPEMEHHOI BepCuu KollleJibKa U JOJKeH UCTIOAb30BaThCS [IJ1sT
reHepaIMy TOIbKO CKAThIX OTKPBITHIX Kitoueit. Camu 1o cebe ceKpeTHbIe KITIoUM He
CKMMAIOTCS ¥ BOOOIIe He MOTYT ObITh CKaThbl. TEpMUH «CKaThIif CEKPETHBIN KITHOU»
B [IeiCTBUTEIBbHOCTM O3HAUYaeT «CeKPeTHbIN KII0Y, IT0 KOTOPOMY IO/DKHBI TeHepu-
POBaTbHCS TOJIBKO C3KaTble OTKPBIThIE KTIOUM». Tora TepMIH «HeCKaTbIli CEKpPeTHBIN
KJIIOU» B IEVICTBUTEIbHOCTU O3HAUAET «CeKPEeTHBIN KITI0Y, TT0 KOTOPOMY A,0JIKHbI Te-
HEepPUPOBATHCS TOIBKO HECKAThIe OTKPBIThIE KITIOUM». UTOOBI B TajibHeemM 13oe-
SKaTh IyTaHUIIbI, CJIEAYET YeTKO 0003HaUaTh (hopMaTt IKCIOpTUpoBaHus Kak « WIF-
compressed» mm «WIF», a He Ha3bIBaTh CEKPETHBIN KITIOU ITPOCTO «CSKATBIM».

B Tabi1. 4.4 moka3aH OIMH U TOT ke CeKPeTHBIN KITI0Y, 3aKOAMPOBAHHbI B hopma-
tax WIF u WIF-compressed (cxkaToM).

Ta6nuua 4.4. lMpumep: 00uH cekpemHbiil K04 8 pasHbIX popmamax

Mopmar CeKkpeTHbIi KoY

LectHapuaTepuyHbIi 1E99423A4ED27608A15A2616A2BOE9E52CED330AC530EDCC32C8FFC6A526AEDD
(Hex)

WIF 513mBbAH58CpQ3Y5RNJpUKPE62SQ5tfcvU2)pbnkeyhfsYB1icn
LectHapuaTepuyHblit 1E99423A4ED27608A15A2616A2BOE9E52CED330AC530EDCC32C8FFC6A526AEDDOL
okatblii (Hex-compressed)

WIF oxatbliii KxFC1jmwwCoACiCAWZ3eXa96mBM6tb3TYzGmf6YwgdGWZgawvrt)
(WIF-compressed)

OTMeTMM, YTO CEKpeTHBbI/i KU B CKATOM INEeCTHAALaTEPMUHOM Qopmare
B KOHIIe COIEPKUT OOVH IOTIOJHUTENbHBIN OalT (IlecTHAALIATePUUHOE 3HAUeHNe
01). Tak Kak rpeduKc Bepcuu B KogupoBke Base58 ogmaakos (0x80) mist popmaToB
WIF u WIF-compressed, mo6aBieHye ofHOTo 6aiiTa B KOHEIl Yic/Ia IPUBOAUT K M3-
MeHEeHMUIO TIepPBOT0 CMMBOJIa B KomupoBKe Base58 ¢ 5 Ha K man L. [Ias1 KogypoBKu
Base58 3To MOKHO CUMTATh aHATIOTOM pasanunii Mexxay unciamu 100 u 99 B mecsi-
TUYHOI cucTeMe cumciaenust. Yucmno 100 Ha ogHy mmdpy gamMHHee yneia 99, HO OHO
nmeet npedukc 1 Bmecto nmpeduxca 9. To ecTb M3MeHeHMe AJIMHbI HeITOCPeICTBeH-
HO BiMsIeT Ha Tnpedukc. B komuposke Base58 mpedukc 5 nsmensiercs Ha K mnnm L,
MTOCKOJIbKY JJIVHA YMC/Ia YBeJINUUIACh HA OAVH OaiiT.
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CremyeT MOMHUTD, YTO 3T (HOPMATHI He SIBJISIOTCS B3auMO3aMeHsieMbIMu. B 60-
Jiee HOBBIX BEPCUSAX KOIIEIbKOB C MOAAEPIKKONM CKAThIX OTKPBITBIX KJIIOYel CeK-
peTHbIe KJIIOUM JOJKHBI SKCIIOPTUPOBATHCSI TONbKO B dopmare WIF-compressed
(c mpedurcom K mau L). Eciu Bel pabGoTaeTe co cTapoit peannsariyeii KOIIenbKa,
He JMCIIOIb3YIOLIel CKaTble OTKPBIThIE KUY, TO CEKpPeTHbIe KUY JOJDKHBI 9KC-
MTOPTUPOBATHCS TOMBKO B hopmate WIF (c mpedukcom 5). 3mech 3amavya COCTOUT
B TOM, YTOOBI COOOIUTD KOIIENbKY, BHITIOTHSIIOIIEMY MMIIOPTUPOBAHYE CEKPETHBIX
KJTIOUelf, TO/KEH JIM OH MCKATh B CTPYKTYpe OIOKYelTHA CKATbhle WM HeCKAThIE OT-
KDBITbIE KJIIOYM U afpeca.

Ecmu B OGUTKOIH-KOIIENbKE €CTh BO3MOXHOCTb MPUMEHEHMSI CKATBIX OTKPbI-
TBIX K/TI0Ye, OH OyZIeT MCTI0b30BaTh UX BO BCEX TPAH3aKIMsIX. CEeKpeTHbIe KITI0UN
B TAKOM KOIIIeTbKe OYIyT TPUMEHSTHCS JIJIS1 TeHepaIMM OTKPBITHIX KITI0Ueil KaK TO-
YeK Ha JUTUIITUYECKOI KPUBOM, KOOPAMHATHI KOTOPBIX OYAYT cKaThl. C MOMOIILI0
CKaTBIX OTKPBITBIX KJII0Uei 6ymyT hopMUpoBaThCsl OUTKOH-aipeca, BKIIIoYaeMble
B TpaH3akuumu. [Ipy skcropTe 13 KoulelbKa HOBOJ BEPCUM C pean3alyeli OKaTbIX
OTKPBITHIX Kitouelt hopmaTt WIF naMeHsieTcs TOCpeiCTBOM J06aBIeHNST OHOOaIT-
HOTO cyhduKkca 01 K ceKpeTHOMY K/TIOUY. 3aKOAMPOBaHHbII B popmaTe Base58Check
CEeKpeTHbIIT K/Tt0u 0603HavaeTcs Kak « WIF-compressed» 1 HaumnHaeTcst ¢ 6ykB K mim
L BmecTo 111pbl 5, 0603HavaomIeli 06bIUHbIN (Hec)kaTblit) popmaT WIF kioueit 13
6o0Jiee CTapbIX BEPCHiT KOIIETHKOB.

O «OKaTble CEKpEeTHble KNHUM» — TEPMUH, MCKAKAOLWMIA AeiCTBUTENbHOCTb. CeKpeTHble KIto-
UM He okumatotcs, a dopmat WIF-compressed 03HauyaeT, YTO TakMe KJIKOUM [O/MKHbI UC-
MoNb30BaTbCs ANS FEHepaLuu TONMbKO CKaTblX OTKPbITbIX K/KOYel M COOTBETCTBYIOLLMX UM
OUTKOMH-aapecoB. Kak HM CTPaHHO, «CXKaTbliM» GOPMAT KOAMPOBAHUS CEKPETHbIX KHYen
WIF-compressed Ha oaounH 6anT ganHHee m3-3a gobasneHuns cydoukca 01, ytobbl otanMyaTth
€ero oT «Hecxartoro» dopmara.

PeEAnu3ALMS KNIOYEA M ADPECOB HA S3bIKE PYTHON

CaMoit IOJTHO¥ U TIIATeNbHO ITPOpaboTaHHO 6MOIMOTEKO TTOAIEePIKKY OUTKOTHA
Ha sI3bIKe TIporpamMmMupoBanys Python sBmsieTcst pybitcointools (https://github.com/
vbuterin/pybitcointools), HamucanHas Butanukom Byrepunbim (Vitalik Buterin).
B mpumepe 4.5 sta 6ubmMoTeRa (MMIoOpTHUpyeMast Kak bitcoin) ucrnomnbsyeTcs mst
reHepalu 1 BbIBOJIa KJIIOUEe 1 aipecoB B pa3anMyHbIX (popmaTax.

Mpumep 4.5 + leHepauuns u npenctaBneHune B pasnnuHbiX GopmaTtax Koyen 1 aapecos
C ucnonb3oBaHneM 6ubMoTEKM pybitcointools

import bitcoin

# [eHepayus C/y4alHo20 CEKPemHo20 KJKya

valid _private_key = False

while not valid_private_key:
private_key = bitcoin.random_key()
decoded_private_key = bitcoin.decode_privkey(private_key, 'hex')
valid_private _key = 0 < decoded_private_key < bitcoin.N


https://github.com/vbuterin/pybitcointools
https://github.com/vbuterin/pybitcointools
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print "Private Key (hex) is: ", private_key
print "Private Key (decimal) is: ", decoded_private_key

# lpeobpazosaHue cekpemHo2o Kiw4a 8 ¢opmam WIF
wif_encoded_private_key = bitcoin.encode_privkey(decoded_private_key, 'wif')
print "Private Key (WIF) is: ", wif_encoded_private_key

# [lobasneHue cyppukca "01" 019 0603HayeHUs CHAMO20 CeKPemHO20 KK4a
compressed_private_key = private_key + '01'
print "Private Key Compressed (hex) is: ", compressed_private_key

# l[eHepayus dopmama WIF u3 cwamoz2o cekpemHo2o kiwda (WIF-compressed)

wif_compressed private_key = bitcoin.encode_privkey(
bitcoin.decode_privkey(compressed_private_key, 'hex'), 'wif')

print "Private Key (WIF-Compressed) is: ", wif_compressed_private_key

# YMHomeHue 6a30800 moyku 2eHepayuu G Ha 3/Aunmudeckol Kpusol Ha cekpemHbii Ky
# 0/18 NOJYYeHUs MOYKU OMKPLIMO20 K/4a

public_key = bitcoin.fast_multiply(bitcoin.G, decoded_private_key)

print "Public Key (x,y) coordinates is:", public_key

# KoduposaHue 8 wecmHadyamepuyHoMm dopmame C npegukcom 04
hex_encoded_public_key = bitcoin.encode_pubkey(public_key, 'hex")
print "Public Key (hex) is:", hex_encoded_public_key

# Cwamue OMKpbIMO20 K/WYd, BbI60P Npegukca 8 3ABUCUMOCMU OM YemHOCMU UJAU HeYemHoCmu KOoopouHamsi Y
(public_key_x, public_key_y) = public_key
if (public_key y % 2) == 0:
compressed_prefix = '02'
else:
compressed_prefix = '03'
hex_compressed_public_key = compressed_prefix + bitcoin.encode(public_key_x, 16)
print "Compressed Public Key (hex) is:", hex_compressed_public_key

# l[eHepayus 6umkoliH-adpeca U3 OMKPhIMO20 K/KWYA
print "Bitcoin Address (b58check) is:", bitcoin.pubkey_to_address(public_key)

# [eHepayus cxamo20 6UMKOUH-adpeca U3 Cxamo2o OMKPhIMO20 KJKYa
print "Compressed Bitcoin Address (b58check) is:", \
bitcoin.pubkey_to_address(hex_compressed_public_key)

B nmpumepe 4.6 rokasaH BbIBOJ, pe3yabTaTa IOC/e BBIIIOJHEHMS 3TOTO KOaa.

Mpumep 4.6 <+ BbinonHenne nporpammsl key-to-address-ecc-example.py

$ python key-to-address-ecc-example.py

Private Key (hex) is:
3aba4162c7251c891207b747840551a71939b0de081f85c4ed44cf7c13e41daab
Private Key (decimal) is:
26563230048437957592232553826663696440606756685920117476832299673293013768870
Private Key (WIF) is:
5JG9hT3beGTIUUAMCQEMNaxAuMacCTfXuwlR3FCX1g23RQHMr4K

Private Key Compressed (hex) is:
3aba4162c7251c891207b747840551a71939b0de081f85c4ed4cf7c13e41daasdl
Private Key (WIF-Compressed) is:
KyBsPXxTuVD82av65KZkrGrivi5qLMah5SdNg6uftawDbgKa2wv6S
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Public Key (x,y) coordinates is:
(41637322786646325214887832269588396900663353932545912953362782457239403430124L,
16388935128781238405526710466724741593761085120864331449066658622400339362166L)

Public Key (hex) is:
045c0de3b9c8ab18dd04e3511243ec2952002dbfadc864b9628910169d9b9b00ecl

243bcefdd4347074d44bd7356d6a53c495737dd96295e2a9374bf5f02ebfc176

Compressed Public Key (hex) 1is:
025c0de3b9c8ab18dd04e3511243ec2952002dbfadc864b9628910169d9b9b0Gec

Bitcoin Address (b58check) is:
1thMirt546nngXqyPEz53258fLwbozud8

Compressed Bitcoin Address (b58check) 1is:
14cxpo3MBCYYWCGF74SWTdemxipnGUsPw3

B npumepe 4.7 npuBeneH ApPyroi Kof, C UCIONb30BaHKeM 6ubnmoTeku Python
ECDSA, o6ecrieunBaonieii oaae pskKy MaTeMaTUKY SJUITUIITUYECKUX KPUBBIX. 311eCh
He MMPUMEeHSIOTCS KaKue-1100 6MOaM0TeKH, CrielMaIu3poBaHHbIe )il GUTKOIHA.

Mpumep 4.7 < CkpunT, BEMOHCTPUPYIOLLMIA NPUMEHEHNE MAaTEMATUKMN SNIMNTUYECKMX KPUBBIX
ON$ BbIYMCNEHNS KNKOUYEN OUTKOMHA

import ecdsa
import os
from ecdsa.util import string_to_number, number_to_string

# secp256k1, http://www.oid-info.com/get/1.3.132.0.10

_p = OXFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFC2FL
_r = OXFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEBAAEDCEGAF48A03BBFD25EBCDO364141L
_b = 0x6000000000000000000000000000000000000000000000000000000000000007L
_a = 0x6000000000000000000000000000000000000000000000000000000000000000L
_Gx = Ox79BE667EFIDCBBAC55A06295CE870B0O7029BFCDB2DCE28D959F2815B16F81798L
_Gy = 0x483ada7726a3c4655da4fbfc0e1108a8fd17b448a68554199c47d08ffb10d4b8L

curve_secp256k1 = ecdsa.ellipticcurve.CurveFp(_p, _a, _b)

generator_secp256k1 = ecdsa.ellipticcurve.Point(curve_secp256kl, _Gx, _Gy, _r)
oid_secp256kl = (1, 3, 132, 0, 10)

SECP256k1 = ecdsa.curves.Curve("SECP256k1", curve_secp256k1, generator_secp256k1,
oid_secp256k1)

ec_order = _r

curve = curve_secp256k1
generator = generator_secp256k1

def random_secret():
convert_to_int = lambda array: int(

.join(array).encode("hex"), 16)

# Cbop 256 6umos cay4aliHeix OAHHBIX U3 KPUNMO2pAPUYECKU HAOeXHO20 2eHepamopa CAy4aliHbix yuces
# onepayuoHHoU cucmems
byte_array = os.urandom(32)

return convert_to_int(byte_array)

def get_point_pubkey(point):
if point.y() & 1:
key = '03' + '%064x' % point.x()
else:
key = '02' + '%064x' % point.x()



108 <« Knioun v agpeca

return key.decode('hex')

def get_point_pubkey_uncompressed(point):
key = '04' +\
'%064x" % point.x() + \
'%064x" % point.y()
return key.decode('hex')

# [eHepayus HOBO20 CeKpemHo20 KJW4a
secret = random_secret()
print "Secret: ", secret

# BblyuC/ieHue moYKU OMKPbIMO20 K/KYa
point = secret * generator
print "EC point:", point

print "BTC public key:", get_point_pubkey(point).encode("hex")

# [lo moyke ¢ KoopduHamamu (X, y) MOXHO co30amb mpebyemsili 06bekm:
pointl = ecdsa.ellipticcurve.Point(curve, point.x(), point.y(), ec_order)
assert pointl == point

B npmumepe 4.8 1I0Ka3aH BbIBOJ, pe3ybTaTa BbIIIOJIHEHMS 3TOIO0 CKpUIITA.

0 B npumepe 4.7 ncnonb3lyetcs dyHKUMS os.urandom, vcnonb3yowas Kpuntorpaduyecku
HaAeXHbIM reHepaTtop cnyyaiHbix uncen (CSRNG), npepocTaBnsemblii onepaLMoHHON Cu-
ctemon. B Unix-nofo6HbIX onepaumMoHHbIX CUCTEMAX, TakMx Kak Linux, 3To cooTBeTcTBYyeT
ncespoycrpoicTay /dev/urandom. B OCWindows reHepatop Bbi3biBaeT CryptGenRandom( ). Ecnm
NOAXOASLLMIA UCTOUHMK CITyHaMHBIX YUCEN He HAalAEH, TO BO3HMKaeT owmnbka NotImplemented-
Error.leHepaTop ciyyaiiHbIX YMCen B NPUBEAEHHOM BbILLE MPUMeEPe UCMOb3YeTCs UCKIOYM-
TeNbHO B A€MOHCTPALMOHHbIX LLeNsiX, HO ero He ciefyeT NPUMEHSTb AN reHepaLumn peanbHo
3KCNyaTUpyeMbIX Ktoden BUTKOMHA, Tak Kak 3Ta peanunsauns He obecneuynBaeT npuemne-

MOro ypoBH$ 6€30nacHOCTU.

Mpumep 4.8 <+ Ycranoska 6ubnunotekn Python ECDSA v 3anyck ckpunta ec_math.py

$ # YcTaHoBKa MeHegxepa naketos Python PIP

$ sudo apt-get install python-pip

$ # YcTaHoBka 6ubanoteku Python ECDSA

$ sudo pip install ecdsa

$ # 3anyck ckpunTa

$ python ec-math.py

Secret:
38090835015954358862481132628887443905906204995912378278060168703580660294000
EC point:
(70048853531867179489857750497606966272382583471322935454624595540007269312627,
105262206478686743191060800263479589329920209527285803935736021686045542353380)
BTC public key: 029ade3effb0a67d5c8609850d797366af428f4a0d5194cb221d807770a1522873

Y COBEPLIEHCTBOBAHHBIE K/IIOUM U ALIPECA

B cmemyrommx pasgenax Mbl paCCMOTPUM YCOBEPIIEHCTBOBAHHBIE (DOPMBI KiTIOUei
¥ aJpecoB, TaKkye Kak 3ammn(poBaHHbIe CEKPETHbIE KITIOUM, aipeca CKPUIITOB U afipe-
ca MYJIbTUITONTIVICE, <ITPeCTVDKHbBIE» (Vanity) KOIenbKy ¥ 6yMaskHbIe KOIIETbKIA.
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3awundpoBaHHble ceKpeTHble Kntoun (BIP-38)

CeKkpeTHbIe KJTI0UY HETPEMEHHO IO/KHbBI XPaHUThCS B TaiiHe. TpeboBaHMe K KOHU-
neHiuanbHoCTK (confidentiality) cekpeTHBIX KiTi0U€eli 0011eM3BECTHO, HO COOJTIONEHMST
€ro JOCTAaTOUHO TPYIHO AOOUTHCS HA MTPAKTUKE, TIOCKOJIbKY 3TO TpeboBaHMe BCTyTIa-
eT B KOH(QIVKT C He MeHee BaXKHbIM TpeboBaHMeM: JOCTYITHOCTRIO (availability). Co-
XPaHUTb CEKPETHBII KITIOU B TalfHe HAMHOTO TPyAHee, eC/i He06X0IMMO OpraHmn30-
BaTh XpaHeH)e pe3epPBHbIX KON CEKPeTHOTO K/II0Ua, UTOObI M30€e5KaTh ero IOTEPH.
CeKkpeTHbIN K4, XPaHUMBIV B KOLIEJIbKe M 3alIMIIEHHBIN ITaposieM, BOSMOXKHO,
3alIuIeH BIIOTHE HaJlesKHO, HO IS CAMOT0 Kolile/ibka He0OX0qMMbI pe3epBHbIe KO-
nuu. IHOra Hy>KHO IepeMeCTUTh KJII0UM 13 OLHOTO KOIlle/IbKa B APYToii, HalpuMep
Mpy OOHOBJIEHUY WM 3aMeHe ITPorpaMMHOro obecreueHus. Kpome toro, peseps-
Hble KOITMM CeKPEeTHBIX KITI0Ueii MOTYT XpaHUTHCS B BMIe pacreyaTok Ha Gymare (CM.
paspgen «byMaskHble KOIIeIbKI» HIKE B 3TOM IVIaBe) MM Ha BHEITHUX YCTPOICTBAX,
Takux Kak USB ¢uem-nakomurens. Hy a ecim cama pe3epBHast KOMUS ITOXUILEHA
WU TIOTepsiHAa? DTU KOHMIMKTYIONIME TPeOOBaHMSI K 00ecrieueHnIo 6e30I1acHOCTI
MIPMBENM K CO3[IaHMIO COOTBETCTBYIOLIETO YHUBEPCAIBHOTO CTaHAapTa mudpoBa-
HUSI CeKPETHBIX K/II0Uell ITepeHOCMMbIM MeTO0M, KOTOPbIV MOI/IM Obl pacro3Ha-
BaTh MHOTMeE pa3/iMuHbIe KOIIETbKN M KIMeHTbl OMTKOHA, CTAHAAPTU3UPOBAHHbIE
B COOTBETCTBUM C TipeaoxkeHueM BIP-38 (cMm. mpuiosxkeHne B).

IokymeHT BIP-38 mnpenjaraeTt o6Imuii cTaHgapT MG POBaHMS CEKPETHBIX KITIO-
Yyeil ¢ MOMOIIbIO TApoJIbHOM ¢pasbl (passphrase) M KOAMPOBaHMUS C ITOMOIIbIO
Base58Check g5t o6ecrieueHms 6e30MacHOrO X XpaHEeHMsI Ha YCTPOVICTBAX pe3epB-
HOT'O KONIMPOBaHMS, 151 3allMIIeHHON nepefaun Mexxay KOIleJbKaMu, a TAKKe J1JIsI
XpaHeHUs B JIIOOBIX OPYTUX YCIOBUSIX, TIPU KOTOPBIX BO3MOXKHO PACKPBITHE KITIO-
ya. DTOT cTaHAApT mmdpoBaHus ucnoab3yet crangapt AES (Advanced Encryption
Standard), ycraHoB/IeHHbIV HallMoHaIbHBIM MHCTUTYTOM cTanmapToB CIIIA (NIST)
Y IIMPOKO TIPUMeEHSIeMbIl ISl mMdpPOBaHMS TaHHBIX AJIsI KOMMepUYeCckKux M BOeH-
HbIX TPUJIOSKEHUTA.

Cxema 3ammdpoBanus 1o BIP-38 orpenensieT B KaueCTBe BXOTHBIX TaHHbBIX CEK-
PEeTHBIN KoY OMTKOVHA, 0OBIUHO 3aKOAMpOBaHHBIN B (opmare WIF Kak cTpoka
B KomupoBKe Base58Check ¢ mpedukcom 5. B momonHeHne K 3ToOMy cxema 3ammmd-
poBaHus 110 BIP-38 mpuHuMaeT rmaposiabHyio (Gppasy — IJIMHHbINA Tapojib, — 0OBIYHO
COCTOSIIIMI U3 HECKOJIbKMUX CIOB WJIM IPEICTaB/ISIOMNIA COO0i CJIOXKHYIO CTPOKY
13 andaBUTHO-UM(GPOBBIX CMMBOJIOB. Pe3y/ibTaTOM BBIITOJIHEHMSI CXEMbI 3aImdg-
poBaHus 1o BIP-38 sBisieTcs 3ammbpOBaHHbBIA CEKPETHBIM KIIOU B KOAVIPOBKE
Base58Check, HaumHatonmiicst ¢ mpedukca 6P. Eciiv Bbl BUAMTE KJII0Y, HAYMHAKO-
HIMiics ¢ 6P, TO OH 3a1npoBaH 1 TpebyeT MmapoabHyIo hpasy aJist 06paTHOTO Ipe-
obpasoBaHus (pacmGpoBaHmsI) B CEKpeTHbIN KiIou B popmaTe WIF (c mpedmkcom
5), KOTOPBII i MOXKHO MCITOJIb30BaTh B JIFOOOM KoIllesibKe. Ceifyac MHOTME ITPUJTOXKE-
HMSI KOIIeJIbKOB PAacCIiO3HAIT 3ammdpoBaHHbIe 10 cxeMe BIP-38 cekpeTHbIe KITO-
YU U TpejIaraioT M0ab30BaTeII0 BBECTH MapoibHYI0 dpasy s pacumdpoBaHus
Y MUMITOPTMPOBaHMS TaKoro Kiaoda. Kpome toro, mjst pacimmdpoBanust BIP-38 kito-
Yyeil MOYKHO BOCIIO/Ib30BaThCS MPUIOKEHMUSIMY HE3aBUCUMbIX IPOU3BOAUTENEN, HA-
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MpMMep Upe3BbIUAiiHO MTOJIe3HBIM IPUIOKEHMEM Ha OCHOBe Opaysepa Bit Address
(http://bitaddress.org) (Bknanka Wallet Details).

Haubosee yacto mmdpoBaHme ceKpeTHBIX Kioueit mo cxeme BIP-38 mcronb3y-
eTcst Iy GYMaskHbIX KOIIETbKOB, CAYKAIIMX JJIsT COXpAaHEeHMUsS pe3epBHBIX KONt
CeKpeTHBIX KITIoUeil Ha 06bIYHOM JIucTe 6yMmaru. Eciu moiab3oBaTeNlb BhIOVPAET J0-
CTaTOYHO CJIOKHYIO ITAapPOIbHYIO Gpasy, TO 6YMaskKHBIN KOIIIeJIeK C CEKPeTHbIMMU KITI0-
yamu, 3aMGppoBaHHbIMMU 110 cxeMe BIP-38, 3ainiiieH BITOJIHE HAIEXKHO U SIBJISIETCST
OTJIMYHBIM CITOCO60M XpaHeHMsI GUTKOTHOB B peXkuMe odJiaiiH (3TOT CITOco6 TakkKe
Ha3bIBaIOT «XOJIOAHBIM XpaHeHueM» (cold storage)).

[TpoBepbTe 3ammdpoBaHHbIe KIIOUM B Tabs. 4.5 Ha caiiTe http://bitaddress.org,
YyTOObI YOEOUThCS B BO3MOSKHOCTM TIONyUYEHUST paciiu@poBaHHOIO Kjioua Iociie
BBOJIA MMAPOJIbHOI (pasbl.

Tabnuua 4.5. lMpumep cekpemHo20 KaKo4a, 3awiugposaHHo2o0 no cxeme BIP-38
CekpeTHbil kntoy (B popmare WIF) | 513mBbAH58CpQ3Y5RNIpUKPE62SQ5tfcvU2)pbnkeyhfsYBlicn
MaponbHas dpasa MyTestPassphrase

3awndpoBaHHbIi Koy 6PRTHL6MWa48xSopbU1cKrVjpKbBZxcLRRCdct3z5yxE87MobKoXdTs)
(no cxeme BIP-38)

Appeca ckpuntoB Pay-to-Script Hash (P2SH) u appeca
MynbTUNOANUCEN

Kak HaM y>ke M3BeCTHO, OObIYHbBI OUTKOMH-aipec HauMHaeTcs ¢ Hudpsl 1 ¥ co3gaH
Ha OCHOBE OTKPBITOTO KJ/II0Ua, KOTOPbII, B CBOIO OUepeib, CTeHEPUPOBAH U3 CEKpeT-
HOro KiToua. HecMOTpst Ha TO UTO KasKIbIii MOKET IepeciaTh OMTKOIH Ha 1106071
azpec, HAaUMHAIOMINIICS ¢ 1, 9TOT OUTKOIH MOKeT ObITh M3PaCX00BaH TOIBKO ITOCTIEe
MpefoCTaBJIeHNS MOANUCY CEKPETHOTO KJTI0Ua U X31-3HaYeHMsI OTKPBITOTO KITK0Ya,
COOTBETCTBYIOIINX APYT APYTY.

butkoitH-agpeca, HauUMHaLIIMeCs ¢ IUdpPbl 3, — 3TO ampeca CKPUIITOB Pay-to-
script hash (P2SH), nHorma omm6oYHO Ha3bIBaeMble agpecaMy MYJIbTUITOMITACEN
(multisignature mam multisig). OHM OTIpeeNIOT TOTyJaTesNs TPAH3aKIUU OUTKOITHOB
KaK X3I1I-3HaueHe CKPUIITa BMECTO Bjia/ieblla OTKPBITOTO K/TH0Ua. DTa PyHKIVOHAb-
Hast BO3MOXKHOCTh Oblyla BBefeHa B stHBape 2012 roma 1o mpemyioskeHuio BIP-16 (cMm.
MpwIokeHue B) u cpasy ke 6blIa IPUHSTA U MIMPOKO PacIIpOCTpaHeHa, TOCKOIbKY
TpefoCTaBsieT JOTIOTHUTENbHYIO (DYHKIMOHATBHOCTh HETTOCPEICTBEHHO IS afjpeca.
B ommume oT TpaH3aKIIuii, KOTOpbIE «ITepelaloT» JeHeKHbIe CPeICTBA Ha OObIYHbIE
OUTKOIH-aIpeca, HauMHamImecs ¢ 1 (Mx Takke 0003HaYaloT Kak pay-to-public-key-
hash (P2PKH)), meHeskHbIe cpefiCTBa, IepechlylaeMble Ha ajipeca, HauMHaloIuecs ¢ 3,
TPeBYIOT HECKOJIBKO OOJIBIIIEr0, HESKE IV MPeIOCTaBIeHNsT XIIII-3HaueHsT OMHOTO OT-
KPBITOTO KJTIOUA M TOAMMUCY OFHOTO CEeKPEeTHOTO KIIoYa Kak J0Ka3aTeabCTBa IpaBa
BiameHus. TpeGoBaHMsI OIPEIEISIOTCS BO BpeMs CO3[IaHMs agpeca B CIIeLaJIbHOM
CKPUIITE, [T03TOMY BCE TIOCTYIIEHNMST Ha TaKOi afgpec OyayT 06sI3aHbI BHITTOTHSITD MX.

Apnpec P2SH co3paeTcst U3 CKpUITa TpaH3aKIIM, B KOTOPOM ONpenesnsieTcs, KTO
MOKET pacXo0BaTh BbIXOAHbIE JaHHbIE TpaH3aKIuM (6osee MOAPOOGHO CM. pasmen


http://bitaddress.org
http://bitaddress.org
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«Pay-to-Script-Hash (P2SH)» B riaBe 7). Ilpu kogupoBanum ampeca P2SH mpen-
TojiaraeTcsl MCII0/Ib30BaHMe TO¥ ke QYHKIMM JBOHOTO X3MIVPOBAHMS, UTO U JIJISI
co3maHust OGBIYHOTO OUTKOIH-aApeca, TOJIbKO BMECTO OTKPBITOrO K/IIoUa OHa Mpu-
MEHSIETCS K CKPUIITY:

script hash = RIPEMD160(SHA256(script))

[ToyueHHBIN «X3MI CKpUIITa» TpeAcTaBieH B KomupoBKe Base58Check ¢ mpe-
(bukcom Bepcuu 5, UTO B pe3ysbTare JaeT 3aKOAMPOBAHHBIN afpec, HauMHAIOII M-
cst ¢ undpsl 3. Ilpumep agpeca P2SH — 3F6i6kwkevjR7AsAd4te2YB2zZyASEmIHM — MOSKET
ObITh CTEHEePUPOBAH C MOMOIILI0 KOMaH I, MpoBogHMKa Bitcoin Explorer script-en-
code, sha256, ripemd160 1 base58check-encode (cM. mpuaoxkenue JK) ciaemyrmmum 06-
pasom:

$ echo dup hash160 [ 89abcdefabbaabbaabbaabbaabbaabbaabbaabba ] equalverify
checksig > script

$ bx script-encode < script | bx sha256 | bx ripemd160 | bx base58check-encode
--version 5

3F616kwkevjR7AsAd4te2YB2zZyASEm1HM

P2SH paneko He Bceraa SBASETCS CTaHOAAPTHOW TpaH3akuuen C MynsTMnoanucbro. Aapec
P2SH BecbMa 4acTo npeactaBnaseT CKpUNT MyNbTUNOAMNMUCH, HO, KDOME TOro, OH MOXET npea-
CTaBNSATb CKPUNT, COAEPXKALLMIA KOA, APYrMX TUNOB TPAH3AKLMN.

Adpeca mynsmunoonuceti u P2SH
B Hactostimee BpeMsi Hambosiee vactoit peanusanmeit GyHkuuy P2SH saBnsercs
CKPUIIT afipeca MyJIbTUIIOATIMCH. VI3 Ha3BaHMS IMOHSITHO, YTO TAKOV CKPUIIT Tpeby-
eT 6ojiee OMHOI TIOAIIICH [IJi MOATBEPKIEeHMs IpaBa BiaJeHus, CIeJoBaTeIbHO,
Y pacXOIOBaHMS TEHESKHBIX CpecTB. OYHKIIMOHAIbHASI BO3MOKHOCTb GOpMUpPOBa-
HMSI MYJIBTUITOIIVICEH B OMTKOMH-CCTeMe TTpeaHasHaueHa JijIsl Ha3HauYeHMs 00sI3a-
TeJIbHOTO TpeboBaHmst M MOAIIICe (4acTo 0603HaUYaeMOro TePMUHOM «IIOPOTOBBI
ypoBeHb» (threshold)) ot N kitoueit B cymMe, M3BECTHOTO KaK TpeGOBaHMe MY/IbTH -
noamucy M-of-N, rme M menbie uau paBHo N. Hanpumep, Biaagener kage Bo6 u3
I71aBbI 1 MOT GBI MCITOH30BATh aApeC MYJbTUIIOAICH, TPeOyIomuit 1 u3 2 mommm-
ceit OT KJTtoua, IpUHAJJIeXalllero emMmy, 1 OT Kio4Ja, IpUHAa/JIesKallero ero Cymnpyre,
TeM CaMbIM ITOATBEPKIAs, UTO JI06ast U3 3TUX BO3MOKHBIX ITOAIIMCEI JaeT IpaBo
pacxoIoBaHMS BBIXOMHBIX TAaHHBIX TPAH3aKIMIA, CBSI3aHHBIX C TAKMM apecoM. ITO
OTYACTM TIOXOXKe Ha «0O6IIuii cueT» (joint account), mpuMeHsIeMbIii B 6aHKOBCKO
cdepe, Korma 10607t U3 CYyIIPyroB MMeeT MPaBO pacXoa0BaTh JeHEKHbIE CPeICTBa,
3aBepssl onepanuy egMHCTBEHHO! mopamuchio. Tomer, Be6-au3aiiHep, KOTOPOMY
Bo6 omaTua cosmaHue Be6-caiiTa, MOXKET MMEeTh /ISl CBOero 613Heca afipec Myib-
tunonmucu 2-of-3, KOTOPbIN TapaHTUPYET, YTO PACXOAOBaHME TEHEXKHBIX CPECTB
HEeBO3MOXKHO [0 TeX IIOp, [TOKa 110 MeHbIlleii Mepe ABa OM3Hec-TIapTHepa He MOo[-
MIUIITYT TPaH3aKIIMIO.

Boree mogpo6HO co3maHye TpaH3aKIuii, pacCXOmyIOIINX CpeaCcTBa ¢ agpecoB P2SH
(4 ¢ amipecoB MYJIbTUIIOATINCET), BYIeT pacCMaTPMUBAThLCS B IIaBe 6.
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«MpecTxHbIe» agpeca

«[TpectmkHBIE» (Vanity) agpeca — 3TO KOPPEKTHbIE OUTKOIH-ajpeca, KOTOpbIe
cofiepkaT OCMBICJIEHHbIE cooOIeHusi. Hampumep, 1LoveBPzzD72PUXLzCkYAtGFYm-
K5vYNR33 — 3TO AOMYCTMMBI KOPPEKTHBIN aapec, cCopepskalluii 6yKBbI, 00pasyroliye
«10BO Love, Kak MepBbie YeThIpe CMMBOJIA B KOOMpPOBKe Base58. Co3maHue «Impec-
TUKHBIX» aJ[pecoB TpebyeT reHepauyuy 1 MPoOBePKM MU/UTMAPIOB MOTEHIMATbHbBIX
CeKpeTHBIX KIIUeil 70 TeX Mop, MoKa He OymeT HaliJeHa skejaemMasi KOMOMHAIIVS.
HecMoTpst Ha TO YTO aJrOPUTM TeHEpalyu <«IIPECTVKHBIX» aJipecoB IO HEKOTO-
pOJi CTeTeHN ONTUMMU3UPOBAH, B CYIIIHOCTHM MPOIECC BKIIOUAET BHIOOP CAYIaitHOTO
CEeKpPeTHOTO KJTIoua, reHepauyio OTKPBITOTO KJIioua, TreHepanyio GMTKOMH-agpeca
M BU3YaJIbHYIO MPOBEPKY IMOCIeNHEro. JTa Mpoleaypa NOBTOPSIETCS MUIIIMAPIbI
pas 1o Tex 1op, IT0Ka He OyAeT HalileH MOAXO st agpec.

[Tocte TOro Kak TpeOyeMblil «ITPECTVKHBI» afpec HaiiIeH, CEKPeTHBIN K04, 13
KOTOPOTO ObII CTeHepUPOBAH 3TOT afipec, MOXKET MUCIIOIb30BAThCS BIaJeIbIleM IJIst
pacxomoBaHMsI OMTKOITHOB TOYHO TaK Ke, KaK U Jt0b0it Apyroii agpec. «IIpecTisk-
HbIe» aJipeca He Oojiee 1 He MeHee 6e30ITacHbl, YeM O0OBIUHBIN GUTKOIH-ampec. Kak
" Bce OUTKOMH-aipeca, OHM 3aBUCST OT METOAMKM SJTUIITUUECKOI KpurrTorpadumn
(Elliptic Curve Cryptography, ECC) u ot asiroput™Ma xammupoBanust SHA. Haiitu cek-
PEeTHBIN KITIOY JJ151 aipeca, HAUMHAIOLIEroCs ¢ «ITPECTVKHO» KOMOMHALM OYKB, He
TIpOIIe, YeM JIF000i1 IPYroii KOHKPETHBIN agpec.

BraBe 1 MbI TO3HAKOMMINCH ¢ DyxeHuel (Eugenia), nupekTopom GoHAA TOMOII
getsM Ha OununnuHax. [IpeArnonokum, 4To JyxXeHus 3aHMMAaeT sl OpraHmu3anuein
cbopa cpenCTB B GUTKOHAX 1 XOUET MCIIOIb30BaTh «ITPECTVOKHBI» OUMTKOMH-agpec,
00603HAYAIOIINI IaBHYIO 1efb GoHaa. JyxeHUs OO/DKHA CO3[ATh «ITPEeCTVSKHbIN»
aJipec, HAaUMHAaIOIIMIics ¢ cuMBOJIOB «1Kids», 4To6bI 0OBSIBUTH BCEM, [IJISI UETO OPTa-
HM30BaH cO60p cpencTB. PaccMOTpUM mopobHee, KaK MOKHO ¢chOpMMUPOBATh TAKO
aJipec ¥ 4TO 3TO O3HAYAeT j1s1 6e30macHOCTM (QOHIA DYXEHUMN.

Tenepauus «<npecmuicHbIX» adpecos

BaykHO MOHMMATh, UYTO OGUTKOMH-aApec — 9TO IIPOCTO UKCIO, IPEACTAaBIeHHOe CUM-
Boslamu anipaBuTa Base58. ITovck o6pasiia, momo6Horo «1Kids», MoskeT paccMaTpu-
BaThCsl KaK IMOMCK ajipeca B Amamna3oHe OT 1Kids11111111111111111111111111111 1o
1Kidszzzzzzz7722722722722272272272. B 3TOM [OMaIia30He PaCIONOKEHO MPUOGIU3U-
TenbHO 58%° (okoso 1.4 x 10°) ampecoB, HaunHawIUXcs Ha «1Kids». B Ta6. 4.6 1o-
KasaH IyManasoH agpecoB ¢ nmpedpukcom 1Kids.

Tabnuua 4.6. JuanaszoH «npecmuxHseix» adpecos, Ha4uHarowuxcs ¢ «1Kids»
or 1Kids11111111111111111111111111111
1Kids11111111111111111111111111112
1Kids11111111111111111111111111113

[o 1Kids
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Bymem paccmatpuBaTh o6pasell «1Kids» Kak umciao u mornpobyeM OmnpeneanThb,
KaK 4acTO MOXXHO OGHApyKUTb 3TOT oOpasel] B OUTKOH-aapecax (cM. Ta6m. 4.7).
OO6BIUHBII HACTOIbHBIN ITePCOHATbHBI KOMIIbIOTEp 6€3 CIielaln31poBaHHOI all-

naparypbl MOXeT aHanM3upoBaTh okoio 100 000 kiatoueil B CEKyHTY.

Tabnuua 4.7. Yacmoma nosenexus «npecmuxHoz20» obpasua (1KidsCharity)
U cpedHee 8peMs €20 NOUCKA HA 06bIYHOM HACMO/IbHOM NEPCOHA/IbHOM KOMNblomepe

OnuHa O6paszey, YacroTta nosiBnexHuns CpepHee BpeMs NoMcKa
1 1K 1 n3 58 kntoven MeHee 1 MUNMCeKyHAbI
2 1Ki 1 u3 3364 50 MunAncekyHa,

3 1Kid 113195 000 MeHee 2 CeKyHA,

4 1Kids 1 w13 11 munnnoHoB 1 MuHyTa

5 1KidsC 1 13 656 munnmoHoB 1 vac

6 1KidsCh 1 13 38 munnuapLos 2 OHS

7 1KidsCha 1 w3 2.2 TpunnnoHa 3-4 mecaua

8 1KidsChar 1 13 128 TpunnnoHoB 13-18 net

9 1KidsChari 1 13 7 KBaApPUIIMOHOB 800 net

10 1KidsCharit 1 13 400 KBaLpUNIMOHOB 46 000 net

11 1KidsCharity 1 13 23 KBUHTUNIMOHOB 2.5 munnuona net

[To aTO¥t TabnuIle MOKHO MOHSITh, YTO DYXEHUS] He CMOXKET CO3/IaTh «ITPeCTIK-
HbIll» agpec 1KidsCharity 3a mpuemiemMmoe BpeMs, Jaske ecIu OHA MOTYUYNUT JOCTYIT
K HECKOJTbKMM ThICSTYaM KOMITbIOTePOB. KaskIbIlt TOMOMHUTENbHBIN CUMBOJ YBEJIM-
YMBaeT CJIOXKHOCTb 3a7aunu ¢ KosdduuymeHnTom 58. [Ijst momcka o6pasiioB, cogepika-
mux 6oyiee ceMu CMMBOJIOB, OOBIYHO TpeOyeTcsT CrelManTu3upoBaHHas armaparTy-
pa, HaITpuMep HACTOJbHbIE KOMIThIOTEPHI B 0CO007 KOMITIEKTALIVIY C HECKOIbKUMU
rpaduueckumu npoieccopamu (GPU) (To ecTb ¢ HECKOIbKMMYM MOIIHBIMU BUIE0-
KapTamu). Takye KOMITbIOTEPBI UACTO MPEICTAB/ISIOT COO0I TaK Ha3bIBA€MbIe «arpe-
raThI» UK «PepMbl», KOTOPbIE OOJIbIIIE He IPUTOSHBI [JIs1 MaliHMHTa OUTKOITHOB, HO
MOT'YT MCIIO/Ib30BAThHCS ISl TIOMCKA «IIPECTMKHBIX» ampecoB. [ToMcK Ha cucTeMax
¢ HeckombKUMM GPU BBITIONHSIETCST HA HECKOBKO TOPSIKOB OBICTpee, YeM Ha Ha-
CTOJTBHBIX KOMITbIOTEPAX C OOBIYHBIMM ITPOIIECCOPAMMU.

Ipyroii Crioco6 MOMyUeHMsT «IIPECTUKHOI0» apeca — epegava BbIUMCINTeIbHOM
paboThI B ITYJT MAifHEPOB «IIpecTiska», Harpumep B Vanity Pool (http://vanitypool.ap-
pspot.com). ITomo6HbIN MyJT MTPeACTaBIsIeT cO60¥ cepBUC, TO3BOAIONINIT ObMamarTe-
JISIM MOIITHBIX TpaduUueCcKuX MpoIlecCOPOB 3apabaThiBaTh OMTKOMHBI, BBITIOTHSIS IT0-
VICK «ITPECTVKHBIX» aJIPeCcoB ISl APYTUX MTOJIb30BaTeneit. 3a Hebombiryio ruiaty (0.01
OUTKOIHA, UM TIPUOIU3UTENIBHO 5 AO/UIAPOB HA MOMEHT HaIMCaHMUST 3TOI KHUTH)
ODyxeHUST MOXET TepefaThb B TaKOi MyJ 3amauvy IOMCKa ajapeca, HaUMHAIOIIErocs
C ceMM 3aJJaHHbBIX CMMBOJIOB, ¥ TIOJTYYUTh PE3Y/IbTAT uepe3 HeCKOIbKO YacoB, He 3a-
TpauyMBasi MeCSIIbl HA PellleHle C TOMOIIbI0 0OIYHOTO HACTOJMILHOTO KOMITBIOTEPA.

TeHepaluio «IIPeCTVKHOTO» apeca MOXKHO PacCMaTpUBATh Kak yUeOHYIO 3a1a-
Yy MTOMCKa METOIOM ITOJTHOTO TTepebopa (M «Tpyboit CUIbI»): BBIOOP CITyUaifHOTO
KJTI0Ya, TIPOBEPKA CTeHepUPOBAHHOTO ajjpeca Ha COBITaJleHNe C 3aJaHHbIM 06pas3-


http://vanitypool.appspot.com
http://vanitypool.appspot.com
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1I0M, TOBTOPEeHMe [I0 TIOMyYeHHsI skeJlaeMOoro pe3ynbTrata. B npumepe 4.9 mokasaH
KOJI, «MaJjiHepa IPeCcTU>KHOTO afipeca», IporpamMmbl Ha si3biKe C++, BBITIOIHSIOLIEN
TTOMCK «ITPECTVDKHBIX» afpecoB. B mpumepe ucmonb3yercs 6ubamorexa libbitcoin,
omyMcaHHas B pasfmene «I[Ipoune KIMEeHThbI, 6UOGIMOTEKY ¥ MHCTPYMEHTaIbHbIe Ma-
KeTbI» IVIaBHhI 3.

Mpumep 4.9 <+ MaiiHep «NpeCcTUXKHbIX» aAPECOB

#include <bitcoin/bitcoin.hpp>

// Wckomas cmpoka
const std::string search = "1kid";

// leHepayus cny4alHozo cekpemHo2o Kaw4d. CnyyqalHoe 4ucsao pasmepom 8 32 balma
bc::ec_secret random_secret(std::default_random_engine& engine);

// MonydeHue 6umkoliH-adpeca u3 CekpemHo2o K/w4ya

std::string bitcoin_address(const bc::ec_secret& secret);

// CpasHeHue co cmpokol noucka 6e3 y4ema pe2ucmpd CUMBOJIOB

bool match_found(const std::string& address);

int main()

{
// random_device 8 0C Linux ucnosb3dyem "/dev/urandom"
// BHUMAHWE: 8 3asucuMocmu om peanu3ayuu 3mom 2eHepamop CJAy4aliHbiX yuces MOXem 0Ka3dmbCs
// Hedocmamo4yHo HadexHsim
// He ucnosb3ylme Kkaw4u, CeeHepuposaHHsie 8 3MOM npumepe, 0/ pednbHOU NPAKMUKU
std::random_device random;
std::default_random_engine engine(random());

// BHumaHue: 6eckoHeuHbil YUK
while (true)
{
// [eHepayus ciyyalHo20 CeKpemHo20 Kn4a
bc::ec_secret secret = random_secret(engine);
// MonyyeHue adpeca
std::string address = bitcoin_address(secret);
// lposepka Ha cosnadeHue co cmpokol noucka (1kid)
if (match_found(address))
{
// CosnadeHue
std::cout << "Found vanity address! " << address << std::endl;
std::cout << "Secret: " << bc::encode_hex(secret) << std::endl;
return 0;
}
}
// 3ma 4acme Koda Huko20a He O0/KHA BbINOJIHAMLCA
return 0;

bc::ec_secret random_secret(std::default_random_engine& engine)

// Co30aHue HOB0O20 CeKpemHo20 K/k4ya
bc::ec_secret secret;
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// Wmepayus no 6almam 019 YCMAHOBKU CAY4aliHO20 3HAYEHUS
for (uint8_t& byte: secret)

byte = engine() % std::numeric_limits<uint8_t>::max();
// Bozspam pesysnbmama
return secret;

std::string bitcoin_address(const bc::ec_secret& secret)

// [lpeobpazosaHue cekpemHo20 K/KW4A B OMKPbIMbIL KKY
bc::ec_point pubkey = bc::secret_to_public_key(secret);
// YopmuposaHue adpeca

bc::payment_address payaddr;
bc::set_public_key(payaddr, pubkey);

// Bo3spam 3akoduposaHHol ¢opmsl adpeca

return payaddr.encoded();

}

bool match_found(const std::string& address)
{
auto addr_it = address.begin();
// Yukn noucka cmpoku-obpasya - cpasHeHue ee C CUMBOJIAMU NOJIYYeHHO20 adpecd,
// nepesedeHHbMU B HUXHUU pe2ucrp
for (auto it = search.begin(); it != search.end(); ++it, ++addr_it)
if (*it != std::tolower(*addr_it))
return false;
// JocmueHym KoHey cmpoku noucka - HalideHo cosnddeHue C CUMBOJAMU adpeca
return true;

}

0 B npumepe 4.10 ncnonb3yetcs UCTOUHMK std: : random_device. B 3aB1cMMOCTHM OT peanusaumm
OH MOXET COOTBETCTBOBATb KPUMTOrpaduuecku HaLEXHOMY FreHepaTopy CyyaiHbIX umncen
CSRNG, npenoctaBnsieMoMy onepaumMoHHOM cuctemoi. B Unix-nogo6HbIX onepaumoHHbIX
cucTeMax, Takmx Kak Linux, 3To COOTBETCTBYET NCeBAOYCTPONCTBY /dev/urandom. [eHepaTop
CNyYalHbIX YMCeN B MPUBEAEHHOM BbILLE MPUMEPE UCMONb3YETC UCKIOUNTENBHO B AEMOH-
CTPALMOHHbIX LieNsiX, HO ero He CleayeT NPUMEHSTb 418 FreHepaLMm peanbHo 3KCnnyaTupye-
MbIX K/toYei BUTKOMHA, Tak Kak 3Ta peanusaums He obecnecneynBaeT NPUEMIEMOrO YPOBHS
6e3onacHocTy.

Kon mpuBeneHHOrO BbIIe MpUMepa HeOOXOAMMO CKOMIIMIMPOBATH C TTIOMOIIBIO
nmo6oro kommisitopa C++ 1 ckomroHoBaTh (link) ¢ 6ubanorekoit 1ibbitcoin (KoTo-
pas moyKHa 6bITh YCTAaHOBJIEHA B CMCTeME). [J1sI BBITIOJTHEHMSI IIPOTPAMMBI 3aITyCTH -
Te BBIIIOJIHSIEMBI (aiia vanity-miner 6e3 mapameTposB (cm. mpumep 4.10), KoTopbIit
TIOIBITAETCST HAATU «IIPECTVSKHbIN» aipec, HauMHAIouMiics ¢ cuMmBosioB 1kid.

Mpumep 4.10 <+ Komnunsaums v BbinoNHeHWe npumepa vanity-miner

$ # Komnuiisyus u KOMNOHOBKA UCX00HO20 KOOA C NOMOWbK KOMNUASMOPA g++

$ g++ -o vanity-miner vanity-miner.cpp $(pkg-config --cflags --libs libbitcoin)
$ # BbinosiHeHue Npo2pammbi-npumepa

$ ./vanity-miner

Found vanity address! 1KiDzkG4MxmovZryZRj8tK810QRhbz46YT
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Secret: 57cc268a05f83a23ac9d930bc8565bac4e277055f4794cbd1a39e5e71c038f3f

$ # [MosmopHbil 3anyck C Yesbi NoJydeHus 0py2020 pesy/bmama

$ ./vanity-miner

Found vanity address! 1Kidxr3wsmMzzouwXibKfwTYs5Pau8TUFn

Secret: 7f65bbbbe6d8caae74a0c6add2d7b5c6663d71b60337299a1a2cf34c04b2a623

# Wcnonb3oBaHue komaHObl "time" 08 onpedesneHus BpemeHu, 3AMpAYyeHHO20 HA NOUCK pe3y/ibmama
$ time ./vanity-miner

Found vanity address! 1KidPWhKgGRQWD5PP5TANGfDyfWp5SyceXM

Secret: 2a802e7a53d8aa237cd059377b616d2bfcfa4b0140bc85fan08f2d3d4b225349

real 0Om8.868s
user 0m8.828s
sys 0m0.035s

[TporpamMma-mpyuMep 3a HECKOIbKO CEKYHT HAXOIUT COBIIaZieHM e C TPEXCUMBOJIb-
HBIM 00pa31ioM kid, a eciut BOCI0/1b30BaThCst Unix-KoOMaHI0l time, TO MOXKHO 60iee
TOYHO OIIPEeNeNNTh 3aTpadyeHHoe BpeMms. MsmeHuTe obpaser; pattern B MCXOLHOM
KoIe ¥ MoHabmomaiTe, CKOJIbKO BpeMeH! IToTpe6yeTcst /IS TOMCKA YeThIPeXCUM-
BOJIBHBIX MJIM ISITUCUMBOJIBHBIX 06pasIioB.

Be3onacnocms «npecmuycHoz0» aopeca

«[IpecTy>kHbBIE» afipeca MOTYT MCIOAb30BaThCS KaK AJIs1 YAyUIlIeHUs, TaK U IJIs YXY/I-
meHus: obecreyeHus 6€30MaCHOCTM — OHM IIOMCTUHE SIBJISIIOTCSI 000K0I00CTPHIM
KJIMHKOM. VICTIONIb3yeMblii IJ1S1 YCUIEHMS 3alMThI XapaKTePHBIV Y3HaBaeMblii aapec
3JIOYMBIIIVIEHHMKAM TPyIHee 3aMeHUTb Ha CBOM agpec, YToObl 06MaHYTh BaIlUX
KJIVMEHTOB U 3aCTaBUTh UX IUIATUTh UM, a He BaM. K cokajeHu1o, «ITpeCcTVOKHbIe»
ajapeca Takke Jal0T BO3MOKHOCTb CO3[aBaTh ajipeca, IIoXoXye (4aCTMUHO COBIIaza-
I0IIVe) Ha JII060¥1 CITyJaitHbIi afpec My Taske Ha IPYToi «[TPeCTVKHbBI» aipec, uTo
CIIoCco6GCTBYET 0OMaHy KIMEHTOB.

JyxeHuUs Morya O6bl OMyOIMKOBATh CYYaifHO CreHepUPOBAHHBIN afpec (HAIpu-
mep, 137mdg5rbQyUHENYdx39WVWK7fsLpEoXZy) 11 IipueMa IoskepTBoBaHMit. Vyin creHe-
PUPOBATDb «IIPECTVDKHBIN» ampec, HauMHaIomuiics ¢ cumBonoB 1Kids, uyTo6sI cue-
JIaTh ero 60jiee 3aMeTHbBIM.

B 060oMx ciyyasix ofHa U3 OMACHOCTEN MCIOIb30BaHMsI OJHOT0 (DUKCUPOBAHHO-
ro ajgpeca (BMeCTO OTAEeNbHbIX AMHAMMUECKMX aApecoB A5 KaKO0ro IMoKepTBOBa-
TeJIsI) COCTOUT B TOM, UTO 3JIOYMBIIIJIEHHUK M0Jy4aeT BO3MOKHOCTh ITIPOHUKHYTD
Ha Balll Be6-caiiT M 3aMeHUTDb OIyOIMKOBAHHbBIN afpec Ha CBOI, ITepeHaIpaBJIsis
nokepTBoBaHus cebe. Ecyii BbI ONMy6GIMKOBAIM ampeca Ijist TOKePTBOBAHUI B He-
CKOJBbKMX Pa3JIMYHbBIX MECTAX, TO MTOJIb30BaTeNM MOTYT BU3YyaJbHO MTPOBEPUTH afpec
repej, IIaTeXXOM, UTOObI YOEIUThCSI B TOM, UTO 3TO TOT K€ aipec, KOTOPBI OHU
BUENIVM Ha BallleM caiiTe, B BalllMX COOOIIEHMSX 3JEKTPOHHON MOYTHI MM B Ba-
IIMX peKIaMHbIX MaTepuanax. [Ipy mcronb3oBaHUM CIy4ailHOroO ajzpeca, Takoro
Kak 137mdg5rbQyUHENYdx39WVWK7fsLpEoXZy, OOBIUHBIN TTOIb30BaTENlb, BEPOSITHEE BCETO,
MIPOBEPUT HECKOIbKO TMEePBBIX CMMBOJIOB «1]7mdg» M pemnmuT, 4To ajapec MpaBuiib-
HbIii. C TTOMOIIbI0 TeHepaTopa «IIPeCcTMXHBIX» aJIpeCcoB 3JI0YMbIIIJIEHHMK C HamMmepe-
HMEeM TOJIMEHUTDb aipec Ha IMOX0XKMIi MOKeT ObICTPO chOpMUPOBATh afpeca, B KO-
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TOPBIX HECKOJIbKO MEePBbIX CMMBOJIOB COBMAAAIOT C IIePBbIMM CHMMBOJIAMM Balllero
aJpeca, Kak IToKa3aHo B Ta6i1. 4.8.

Tabnuua 4.8. [eHepauus «npecmuxcHbiX» adpecos, YHaCMUYHO c08NAOAIWUX CO C/Ty4aliHbIM adpecomM
McxopHbIN cnyyariHbii agpec 1J7mdg5rbQyUHENYdx39WVWKT7fsLpEoXZy
«[pecTxHbli» agpec (coBnagexune 4 cumsonos) | 1J7md1QqU4LpctBetHS2ZoylLV5d6dShhEy
«[MpecTmkHbIM» aapec (coBnageHue 5 cumeonos) | 1J7mdgYqyNd4ya3UEcq31Q7sqRMXw2XZ6n
«[pecTmKHbIN» agpec (coBnageHue 6 cumeonos) | 1J7mdg5WxGENmwyJP9xuGhG5KRzu99BBCX

WTak, neiiCTBUTENIbHO JIM «IIPECTVIKHBIN» afpec yKperusiet 3amuTy? Ecin Jyxe-
HMS TEHEpUPYeT «IPeCTVKHbIN» aapec 1Kids33q44erFfpeXrmDSz7zEqG2FesZEN, TO, Be-
pOsITHEe BCEro, M0JIb30BaTeM 6YOYT ITPOBEPSITh «IIPECTMUKHOE» CJIOBO ¥ HECKOITBKO
CMMBOJIOB, CJIEAYIONIMX 32 HUM, HaIpuMep 4acThb afgpeca «1Kids33». ITo yUIOXKHSI-
eT J71s 3JI0yMBbILIJIEHHMKA 3a/lauy FreHepalyuy afpeca, COBIIaaollero 1o MeHbllei
Mepe B IIeCTM MePBbIX CMMBOJIAX (Ha [IBa IJIMHHEE), TAKMM 00pa3oM, 3aTpaThl Ha
Takoe pellleHre BO3PacTaloT B 3364 pasa (58 x 58), Mo cpaBHEHMIO C 3aTpaTaMu
DJyXeHIM Ha IOUCK afipeca C YeThIPbMSI 3aJaHHBIMU cMBoaamMu. [1o cyTu, 3aTpaTel
JyxeHUM (MM TIIaTa B MY/ «IIPECTVOKHBIX» aipecoB) BBIHYKIAIOT 3/I0YMbBIIIIEHHM -
Ka MCKaTb Oojiee IIMHHbBINA COBIIamaroImii oopasell. Ecii DyxeHus IJIaTUT MyITy 3a
reHepammio 8-CMMBOJIBHOTO «IIPECTUKHOTO» aJipeca, TO 3JI0YMbIIIJIEHHUKY ITPUIET-
cs1 mopbupath 10 CMMBOJIOB, UYTO MIPAKTMUYECKY HEBO3MOXKHO CAENaTh HA OOBIYHOM
IIePCOHATBHOM KOMIIBIOTEPE M UpPe3BbIUAliHO TPYAHO JaXe C MOMOIIbIO Crelya-
JIM3VPOBAHHOJ (hepMbl UM ITyJIa MaifHMHTA «IIPECTVKHBIX» aipecoB. BosMokHOe
IUIST DyXeHUY CTAHOBUTCSI HEOOCTVSKMMBIM [IJIST 3JI0YMbBIIIVIEHHMKA, 0COOEHHO eC/n
rpeAIioaraeMasi BbIrofa OT ITOJMEHbBI afpeca HeJJOCTaTOYHA, YTOObI TTOKPBITH 3a-
TpaThI Ha reHepauuio TpebyeMoro «IIPeCcTVKHOTO» aipeca.

BymasicHble Kouwenvku
BymaskHble KOIIEJbKM — 9TO CeKpeTHbIe KIIOUM OMTKOJHA, HalleyaTaHHble Ha Oy-
mare. YacTo B GYMaskHBIM KOIlIeJIeK TaKKe BKIIOYAeTCS COOTBETCTBYIOLIMIT OUT-
KOIH-aipec 1yist ymo6CTBa, HO 3TO He 00513aTe/IbHO, TOCKOIBKY afpec BCETIa MOXK-
HO BBIUMC/IUTD 10 CEKPETHOMY K/II0ouy. BymMaskHbie KOIIeJbKY MPeACTaBIISIOT co60i1
BecbMa 3(pGeKTUBHBIN CITOCO6 CO3MaHMs Pe3ePBHbIX KON UV XpaHeHUsT OGUTKO-
HOB B pexxume ouiaiiH, TaKsKe M3BECTHBIN KaK «X0JIOAHOe xpaHeHMe» (cold storage).
Kak MexaHM3M pe3epBHOTr0 KOMMPOBaHMST GYMaskKHbI KOIIeIeK MOKeT 06eCITeunTh
3aIIUTY OT TOTePU KITIOYUA, €CTY UTO-JTMO0 CTYUUTCS C KOMITBIOTEPOM, HATTPUMED T10-
JIOMKa JKeCTKOT'0 IMCKa, Kpayka WK CIydaiiHoe ynaieHue faHHbIX. Eciy kimoun B 6y-
MaKHOM KollleJIbKe CreHeprpoBaHbl B peskume odaiiH M HMUKOTIA He XpaHUINCh
Ha KOMIIbIOTEPHOI CHCTeMe, TO MeXaHU3M «XOJIOJHOTO XpaHeHMsI» 00ecreunBaeT
6oJiee Ha/IEXKHYIO 3aIUTY OT B3JIOMIIVKOB, KEMJIOTTEPOB U MPOYUX OMACHOCTEN IJis
KOMMBIOTEPOB, TTIOAK/IIOUEHHBIX K CETSIM.

BymaskHbIe KOlleTbKY MMEIOT pasjinuHbie (OPMbI, pa3Mepbl U BHEIIHNI BUJ, HO
caMblIii IPOCTOI BApMAHT — 9TO KJIIOYU U afipec, HareuyaTaHHble Ha 6ymare. B Ta6:1. 4.9
MoKasaHa mpocreiiniast popma 6yMaskHOTO KOIIeTbKa.
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Ta6nuya 4.9. [pocmeiiwas ¢opma 6yMaxcHo20 KowenbKa — pacnedamga 6umkoliH-adpeca
U CeKpemHo20 Kao4a

06Len0CcTyNHbIN aapec CekpetHblii kntoy (WIF)
1424C2F4bCOJidNjjTUZCbUxv6SalMt62x | 513mBbAH58CpQ3Y5RNIpUKPE62SQ5tfcvU2)pbnkeyhfsYB1)cn

BymaskHble KOIIeTbKy MOSKHO JIETKO CO3[IaTh C ITOMOIIbI0 MHCTPYMEHTOB, TI01,006-
HbIX TeHepaTopy, paboTallieMy Ha CTOPOHe KIMeHTa, HalmMCaHHOMY Ha JavaScript
U PacIIoNoKEeHHOMY Ha caiiTe bitaddress.org. 9Ta cTpaHMIla COTEPKUT KO, HEOOXO-
IOVMBbIi 17151 reHepauyy Kaouei M 6yMaKHbIX KOIIeTbKOB Jaske PV ITOTHOM OTKITIO-
yeHuy oT MHTepHeTa. UTOOBI BOCIIONB30BATHCSI 3TUM MHCTPYMEHTOM, COXpaHUTE
coorBeTcTBYIOIYI0 HTML-CcTpaHuIily Ha JIOKaJIbHOM JMCKE VIV Ha BHEITHEM (QJIell-
HakomnuTene. OTKIIOUMTECHh OT IHTEepHEeTa ¥ OTKPOiiTe COXpaHeHHbIN daiin B 6pay-
3epe. A jyulle nepesarpysmre KOMIBIOTeD, VCIIONb3Ys «UMUCTYIO» OlepalIOHHYIO
cucremy, HampuMep Bepcuio OC Linux, 3arpyskaemyo 1 paboraroiyio ¢ CD-ROM.
JIr060Ji K/TI04, CreHepUPOBAHHbBIN 3TUM MHCTPYMEHTOM B peskume odiaifH, MOX-
HO paclievaTaTh Ha JIOKaJbHOM IIpUHTEpe C nmoakirueHnem 1mo USB-kabenio (HO
He ¢ 6eCIIpOBOIHBIM ITOAK/IIOUEHEM). TaKuM CIT0CO60M CO31aI0TCsT OyMaskHbIe KO-
IIeJTbKY, KJTI0UM KOTOPBIX CYIIECTBYIOT TOJbKO Ha Gymare 1 HUKOTAA He XPaHUINUCh
Ha KaKoii-I1mb0o cucTeMe, MOAKII0UEeHHOI K ceTu. [TookuTe co3maHHbIe OyMaskHbIe
KOIIIeJTbKY B HecropaeMmblil mKkad (ceiid) u «OTIpassiiiTe» OGUTKOHBI Ha azpeca,
yKa3aHHbIe B 3TUX KOIIeNbKaxX. ITO U Oy[eT peasn3alys MpoCcTOro, HO Ype3BbIyaii-
HO 3¢ (}EKTUBHOTO «XOJIOMHOr0 XpaHeHus». Ha puc. 4.8 nmokasas 6yMaskHbIii KoIie-
JIeK, CreHEePMPOBAHHBIN C TOMOIIBIO CTPAHMLIBI caliTa bitaddress.org.

JBPuAcD

v

Bitcoin Address

Load & Verify

1ArGel
Private Key

bitcoin

Amount:

Puc. 4.8 < [lpumep ByMaxHOro KoLuenbka,
CreHepMpoBaHHOIO C MOMOLLbI CTpaHMLbl caiTa bitaddress.org

OCHOBHOII HEOOCTATOK CMCTEMbI ITPOCTHIX OYMa’KHbIX KOIIEJbKOB — pacrieda-
TaHHbIE KJIIOUM MOTYT ObITh MOXMIIEHBI. 3/IOYMBIIUIEHHUK, TIOTYUMBIINI HOCTYII
K 6yMa>kHOMY KOIIIeJTbKY, MOKET ero YKpacTb My choTorpadmupoBaTh KON U T1e-
pexBaTUTh yIpaBjieHue GUTKOHAMM, 3alMIIaeMbIMU 3TUMM KiIlouami. B Gosee
XUTPOYMHO CHCTeMe XpaHeHUsT 6YMaskKHbIX KOIIEIbKOB MCIIOb3YIOTCSI CEKPETHbIE
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KJTI0uM, 3amm@poBaHHble B COOTBETCTBUM C NOKyMeHToM BIP-38. Kitoun, pacre-
yaTaHHbIe B OYMaKHOM KOIIleJibKe, 3alIMIeHbl TapoIbHO (pasoit, KOTOPYIO Bia-
Iesel TOoJKeH 3allOMHUTh. Be3 maponbHOoit Gpasbl 3ammdppoBaHHbIe KIOUYM 6ec-
ToJie3HbI. BapuaHT ¢ 6yMaskHBIM KOIIIeJTbKOM, 3allMIIeHHBIM MapoIbHOM (Gpasoii,
6osiee HaZEeXKeH, IMTOCKOJIbKY M B TAKOM KOIIeJbKe KUY HMUKOTJA He XPaHUIUCh
B PeKMMe OHJIAlH, U It TPUMeHeHUs UX HeoOXOIMMO eICTBUTETbHO U3BJIeUb 13
ceiipa mnu apyroro pusMuecku 3aniuieHHOro Xxpanunaumia. Ha puc. 4.9 nmokasan
OyMasKHbI KOIlleJIeK ¢ 3amM(poBaHHBIM CEKPETHBIM KitouoM (BIP-38), co3maHHbI
C TIOMOIIIbIO CTPAaHUIIBI caliTa bitaddress.org.

Bitcoin Address

1BBGAGUALIBEETMxjWwR RqqXgeXZUzW tvr

Load & Verify

Puc.4.9 < lpumep 6yMaKHOro KoLUenbKa,
CreHeprpoBaHHOrO C MOMOLLBIO CTPaHMLbI caiTa bitaddress.org.
MaponbHas dpasa: «test»

BknaabiBaTh AEHEXKHbIE CPEACTBA B OYMaXHbI KOLIENEK MOXHO MHOTOKPATHO, HO CHSITb UX
MOXHO TOJIbKO OAMH pas, MOTPATMB BCHO CyMMY NMOHOCTbIO. [IpMumnHa B TOM, YTO B NpoLecce
pa36/10KMPOBKM U PaCcXOLOBaHMS LEHEXHbIX CPEACTB HEKOTOPbIE KOLIENbKU MOTYT CreHEpPH-
pOBaTb M3MEHEHHbIM aApec, eciM pacxoayeTcs He BCcs cymMMa. Kpome Toro, ecnv KomnbroTep,
MCMONb3YEMBIN A9 NOAMUCK TPAH3aKLMKU, HEHAEXEH, TO Bbl PUCKYETE OTKPbITb CEKPETHbIN
Kntoy. Pacxonys cpasy BCO CyMMy GYMa)KHOTO KOLLENbKA, Bbl CHUXKAETE PUCK KOMMpPOMETaA-
UMK Kntoya. Ecim Heob6xoaMMo NOTPaTUTb MEHBLLYIO CYMMY, TO C/TIEAYET B TOM e TPaH3aKLMK
nepecnaTb BCE OCTaBLUMECS AEHEXHbIE CPEACTBA B HOBbIM BYMaXHbIN Kollenek.

BymaskHbIe KOIIeIbKM MOTYT MMETD Pa3/IMYHbIN BHEITHMIT BUI, 1 pa3MepPbl, a TaK-
ke 061a1aTh pa3HOOOPA3HBIMM CBOJICTBaMM. HEKOTOPBIE KOIIETbKY CO3AI0TCS KaK
romapky 1 oOpMIIEHBI B COOTBETCTBUYM C BpeMeHaMM Tofia, HalrpyuMep 4acTo MC-
MOJIb3yI0TCsT TeMbl PoskaecTBa 1 HoBoro roga. [Ipyrye co3maoTcs CIeManIbHO IJ1st
XpaHeHMsI B 6AaHKOBCKMX sTUeifKax U ceiihax ¢ CeKPeTHbIMM KTIOUaMM, CKPbITBIMU
KaKMMM-T1M00 crioco6aMy, HapyuMep HeIIpo3pavHblil CTUPAIOIINIics CJI0i (CKpITY-
KapTa) wiM crubaHme 6YMa’kHOTO KOIIEeIbKa TaKMM 06pasoM, UYTOObI CEKPETHBIE
KJIIOUM He ObUIM BUIHBI, ¢ PuKcaiuei cruba cenyaabHO Hakelikoii. Ha puc. 4.10,
4.11 n 4.12 mToka3aHbl Pa3IMYHbIE TPUMEPbI 6YMakHBIX KOIIETbKOB C BO3MOXKHO-
CTSIMM 3aIIVITBI ¥ PE3€PBHOTO KOMMPOBAHMSI.


http://bitaddress.org
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QHYIANSST65Hd 4@ EAMpaMDabAYbuIbzazT

XZbBsAIZYNE0MNOU L ENINTIQKUEEYAE L X JUYHNAIRYHSATHNS

PUBLIC ADDRESS

WITHDRAW

9 bitcoin:

A3N FUVAIYL

W3 MKBLXVFUS F CysgQIx

PRIVATE KEY

Puc.4.10 <+ lMpumep ByMaKHOro KoLlesbKa,
M3roTOB/IEHHOIO C UCMOb30BaHMEM caiTa bitcoinpaperwallet.com
C CEKPETHbIM KI0YOM, pa3MeLLeHHbIM Ha OTr1M6aeMoM KnanaHe

Puc.4.11 < Totxe ByMaxHbIi kowenek bitcoinpaperwallet.com
C 3aKPbITbIM M 3ane4yaTaHHbIM KNanaHoM, Ha KOTOPOM pa3MelLLEeH CEeKPETHbIN Koy

Ipyrue BapMaHThl AM3aiiHA KOIIEIHKOB BK/IIOUAIOT TOIMOJHUTEbHBIE KO
KJTI0Ya U agpeca B hopmMe OTPHIBHOTO TAJIOHA, TOXOKETO HA OTPbIBHbBIE TAJIOHBI TAC-
CAKUPCKUX OUIETOB, KOTOPBIE ITO3BOJISIIOT XPAHUTD HECKOIBKO KOITMIA B Pa3IMUHbIX
MeCTax, 3alIIIas MX OT MOKapOoB, 3aTOTIEHNI ¥ ITPOUYMX MTPUPOTHBIX KATAK/IM3MOB.

Puc.4.12 < TMpumep HyMaKHOro KoLenbKa C AOMNONHUTENBHBIMU KOMUSAMU KOYe
Ha pe3epBHOM «OTPbIBHOM Ta/lOHe»


http://bitcoinpaperwallet.com
http://bitcoinpaperwallet.com

lnaBa

Kowenbku

CnoBo «kotenek» (wallet) ncronb3yeTcs 1711 0603HaUeHNST HECKONIbKMX Pa3IUUHbIX
00BEKTOB B OUTKOWH-CHUCTEME.

Ha camom BepxHeM ypoBHEe KOIlleJieK — 3TO MPUIokeHe, KOTOpoe paboTaeT Kak
OCHOBHOI1 IMOIb30BaTeNbCKUIT MHTepdeiic. Kolesiek peryiupyer TOCTYII K TeHbram
MOJIb30BaTeIsl, YIIPaBIseT KIloUyaMy M afpecami, OTCAEKMBaeT OasaHC, a TaKkkKe
CO3JaeT U MOANChIBAET TPAaH3aKLIUN.

B Gonee y3KOM CMBIC/IE C TOUKM 3PeHMS MTPOTPAMMUCTA CIOBO «KOIeneKk» 060-
3HayaeT CTPYKTYPY LaHHbIX, UCIIOJIb3YEMYIO IJIs1 XpPaHEeHUS U YIIPaBAeHUS KI4aMyu
MI0JIb30BATeJIs.

B aT0i1 T/1aBe Mbl OymeM paccMaTpuUBaTh KOIIEIbKM BO BTOPOM CMbIC/IE, TO €CTh
KaK KOHTeJtHepbI IJIs1 CeKPeTHBIX KITI0Uelt, 00bIYHO pean3oBaHHbIe B hopme CTPYK-
TYPUPOBaHHBIX (aiIOB UM ITPOCTIX 6a3 JaHHBIX.

ObLLuKit 0630P TEXHOIOTMM KOLLE/IbKOB

B aToMm pasgesne mpuBoanTCs 061IMit 0630p Pa3IMUHBIX TEXHOTIOT I, MCTIOIb3YeMBbIX
IUIST CO3MaHMs YIOOHBIX, HaIeSKHBIX M YHUBEPCATbHBIX OUTKOMH-KOIIETbKOB.
[II1poKO pacrpoCcTpaHeHO OMIMOOUHOE TIPeICTABIeHNEe O TOM, YTO OGUTKOIIH-KO-
IIeJIbKY COIepIKaT GMTKOHBL. B TeiICTBUTEIBbHOCTM B KOIIETbKE XPAHSITCS TOTBKO
Kmouy. CamMy OGUTKOIMHBI 3a(PUKCUPOBAHBI B CTPYKTYPe TAaHHBIX OJIOKUYeiiHa B OUT-
KOJH-ceTy. ITomb30BaTenu YIIPaB/SIOT OMTKOHAMM B 3TOM CeTM, TOIIICHIBAsI
TPAH3aKIIMY C TTOMOIIbIO KTIOUe 13 CBOMX KOIIETbKOB. B HEKOTOPOM CMbIC/IE OUT-
KOJH-KOIIIeJIeK TTpeACcTaBIsieT co60it CBSA3KY Kimoueit mim 6pesnok (keychain).

BUTKOMH-KOLWENbKM COAEPKAT K/HOUM, @ HE KMOHETbI». Y KaX/A0ro nonb30BaTens ecrb KoLle-
neK C KnYamu. B neicTBUTENBHOCTM KOLIENbKM — 3TO 6penoKku Unu CBA3KM Nap CeKpeTHbIX/
OTKPbITbIX Ktouewn (cM. pasaen «CekpeTHble M OTKpbITbie Ktoun» B rnase 4). [lonb3osartenu
MOAMMCHIBAIOT TPAH3aKLMM C MOMOLLBIO K/tOUYel, NOATBEPXKAAS, YTO MMEHHO OHW BRafetT
BbIXOAHbIMU [aHHbIMU (BUTKOWMHAMKM) KOHKPETHOW TpaH3akumu. CamMu BUTKOMHbI (MOHETDI)
XPaHATCA B CTPYKTYpe AaHHbIX 6nokyeiHa B GOpMe BbIXOAHbIX AaHHbIX TPAH3aKLUMIA (4acTo
0603HavaeMbix abbpeBMaTypamu vout unum txout).

CYI.LIECTBYIOT OBa OCHOBHBIX TUIIA KOIIEJIbKOB, pa3jiMuaeMbIX I10 ClIegyrlIemMy
IMMPU3HAKY: CBA3aHbI JIM XPaHMMbI€ K/TIOYUYNM APYT C AIPYTOM MJIN HET.
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[lepBblii TUII — HeOeTEePMMHMPOBAHHBIN Kollenek (nondeterministic wallet),
B KOTOPOM KaskKIbIif KJIIOU HE3aBUCUMMO OT JAPYTUX CTeHEepMpPOBaH Ha OCHOBE CITy-
yaliHoro uncia. Kiaroun He CBSI3aHbI APYT € APYTrOM. DTOT TUII KOLIe/IbKa TaKXke Ha-
3pIBaioT JBOK-KoIe1bkKoM IT0 IepBbIM 6yKBaM dpass «Just a Bunch Of Keys» (Bcero
JIUIIIb CBSI3KA KJTIOUein).

BTopoit TMn — meTepMMHMPOBAHHBIN Komlenek (deterministic wallet), rme Bce
KJIIOUM TPOM3BeNeHbl OT OAHOTO IJIaBHOTO K/II04a, Ha3bIBAEMOTO MCTOYHMKOM
(seed). B aTom TuIIe KoIIeIbKa BCe KJIIOUM CBSI3aHBI IPYT C APYTOM U BCeraa Mo-
T'YT OGbITh CTeHEepUPOBAHbI CHOBA MPY HAINMUMM MCTOUHMKA. CyIIeCTBYIOT pas3inmy-
Hble MEeTOAMKM TIONIydeHusl Kiawueit oT ogHoro mMcrounuka (key derivation), mc-
MoJIb3yeMble B JeTepMMHMPOBAHHBIX KollleabKaX. Hanbosee 4acTo MpuMeHsIeTcst
MeTOJI/Ka Ha OCHOBE JIPeBOBUIHOI CTPYKTYPhI, IO KOTOPOJi CO37aeTCs Mepapxu-
yeckuit getrepMimuHMpoBaHHbIi Komrenek (hierarchical deterministic wallet), mmn
HD-xkomenex.

IleTepMMHMPOBAHHbIE KOIIENbKM MHULIMATU3UPYIOTCS 3HaUeHMEeM MCTOUHMKA.
Iljist yIIpoIeHnst MCTOUHMKY KOJUPYIOTCST CJIOBaMM aHIJIMIACKOTO SI3bIKa, Ha3bIBae-
MBIMM MHEMOHMYECKMMM KOJOBBIMU cJIoBamMM (mnemonic code words).

B crepyiomux pasgenax 9TU TEXHOJIOTUY GYIyT pacCMOTpeHbI 60s1ee oIpO6HO.

HepetepMnHUpOBaHHbIE KOLWENbKU
(co cnyyaitHbIM BbIGOPOM Kitoueit)

B nepBoit peanusaiu GUTKOH-KOIIeIbKa (Ternepb OHa Ha3biBaeTcs Bitcoin Core)
caMM KOIIeTbKY MPefCTaBsIv o607t Habop CaydaitHO CreHepUPOBAHHbIX KITIOUeIt.
Hampumep, ucxogHasti Bepcus kiaueHTa Bitcoin Core mipu mepBom 3arycke Ipef-
BapuTenbHO reHepupyeT 100 cIyuaifHbIX CEKPETHBIX KIIIOUeit, 3aTeM Mpu He0OXo-
IVMOCTU TeHepUpyeT AOTIOHUTEIbHbIE K/IIOUM, VCIIO/Nb3YSl KaKIbIM KII0U TOTbKO
onuH pa3. Takye KollleabKy peKOMEeHAYeTCs 3aMeHSITh JeTepMUHNPOBAaHHBIMMU Bep-
CUSIMM, TIOCKOIbKY HeeTePMUHMPOBAHHBIMM KOLIeIbKaMy OYeHb TPYLHO yIpaB-
JIITh, CO3JaBaTh pe3epBHbIE KOMMM M BBINOIHATH OINlepaluy MMIIOPTUPOBAHMUS.
OCHOBHO}1 HEIOCTATOK CJIyYailHO BIGPAHHBIX KIIIOUEH: eC/IM TeHePUPYETCS] MHOTO
KJTIOU€li, TO HEO6XOIMMO XPaHUTh KOTIUY BCEX KITIOUEli, TAKUM 00pa3oM, IPUXOIUT-
CS1 CIMIIKOM YacTO CO3[aBaTh pe3epBHBbIE KOMMM TaKOTO KoulenbKa. Kaxkablil Kio4
TpebyeT 06s13aTeNIbHOI pe3epBHOI KOMMY, MHAYe MOKXHO 6€3BO3BPATHO MOTEPSITH
yIIpaBJisieMble UM JeHeXHble CPeACTBa, ec/iM KolleleK CTaHeT HeAOCTYIIHbIM. JTO
HanpsIMyl0 IPOTUBOPEUYUT MPUHLMUITY MCKIIOYEHMS OBTOPHOTO MCIOIb30BaHMUS
aZipecoB, TO €CTh MCIIOJMb30BaHUSI KaskAOr0 GUTKOIMH-aipeca TOIbKO [JISI OIHOIA
TpaH3akUuu. [IOBTOpHOEe UCIIONb30BaHMeE aipeCcoB CHUKaeT YPOBEHb CEKPEeTHOCTH,
TIOCKOJIbKY CBSI3bIBaeT HECKOJIbKO TPaH3aKLUMI U afipecos Apyr ¢ npyrom. Henerep-
MUHUPOBaHHbII Koienek Type-0 — HeymauHblii BbIGOP, 0OCOOEHHO €C/TU HY)KHO 13-
6exkaTh IOBTOPHOTO UCITO/Ib30BAHMUSI aJIPECOB, TAK KaK IMTPUXOIUTCS YIIPABJISTh MHO-
SKEeCTBOM KJIloUelt ¢ Heo6XOIMMOCTbIO YaCTOTO CO3IaHMs pe3epBHbIX Komnuii. B TIO
kaveHTa Bitcoin Core BrimroueH Koiienek Type-0, TeM He MeHee caMy pa3paboTUMKI
Bitcoin Core He peKOMEH/IYIOT [T0JIb30BaThCSI ITUM KolitesibkoM. Ha puc. 5.1 mokasax
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HeJeTepMMHMPOBAHHbIN KOIIeNeK, comepsKalllnii MpoM3BOIbHBI Ha6Op CAy4aiiHO
BBIOPAHHBIX KITIOUETA.

HenetepMWHWPOBaHHbIE KOLIENbKU PEKOMEHAYETCS UCMONb30BaTh TONbKO A8 NPOBEAEHMUS
npocTbix TecToB. OHM NPOCTO C/IULIKOM CNOXHbI A5 NPAKTUYECKOro NMPUMEHEHUS U pe3epB-
HOro KonMpoBaHus. BMeCTo 3Toro Mcnonb3yimTe OCHOBAHHbIM Ha NPOMbILNIEHHOM CTaHAApTE
HD-Kolwwenek ¢ MHEMOHWYECKUM UCTOYHUKOM, pe3epBHOE KONMMPOBaHME KOTOPOTO BbIMOJHS-
€TCS HAMHOTO MpoLue.

(¢ N
&
<<>® <‘><l>
O
&

A

Puc.5.1 < HeneTtepMuHMpOBaHHbIN kowenek Type-0:
Habop kNtoyel, CreHepupoBaHHbIX ClTyYalHbIM 06pa3oM

[deTepMUHUPOBAHHbIE KOLENbKU (C UCTOUHMKOM)

IeTepMMHMPOBAHHBIE KOIIETbKY MM KOIIETbKY «C UCTOUHUKOM» (seeded) comep-
>KaT CeKpeTHbIE KIII0Ul, IPOM3BeleHHbIe OT OHOTO O01Iero MCTOUHMKA C TOMOIIbI0
OJITHOCTOPOHHE X31I-PYHKIMK. VICTOUHUK (Seed) — 3TO CJTyyaifHO CTeHepUPOBAHHOE
4JIC/I0, KOTOpOe 00beAVHSIeTCsl C APYTMMM JAHHBIMU, TAaKMMU KaK HOMep MHJeK-
ca uian «kog, uenouku» (chain code) (cm. pasnmen «HD-komenbku (BIP-32/BIP-44)»
HIKe B 3TOJ I71aBe) [JIs1 reHepauuy IIPOM3BOAHBIX CEKPETHBIX Kiueil. B merep-
MMHMPOBaHHOM KOIIIe/IbKe HaaUuMsl UCTOYHMKA JOCTATOYHO AJ151 BOCCTAHOBIEHUS
BCeX [TPOM3BOIHBIX KITI0Ueii, TakKM 06pa3oM, He06XOAMMO CO3aTh TOTBKO OGHY pe-
3epPBHYI0 KOIIMIO CPasy I0C/Ie CO3[4aHMsI TAKOrO KOLIeNbKa. [IJ1s1 SKCIIOPTUPOBAHMS
VIJIVI MMIIOPTYPOBAHMS KOILLIeIbKA TAKKe NOCTAaTOYHO BBITIOJIHUTD OIEePaLuIo TOMb-
KO C MCTOYHUKOM, TO3TOMY JII00bIe ITepeMeleHNs BCceX M0Ib30BaTelbCKIX KIloueil
MEXIY Pa3/JMYHBIMM BepCHsIMM KOLIeJbKOB OCYLIECTBIISIIOTCS O4eHb Ipocro. Ha
puc. 5.2 okasaHa Joruyeckasi cxeMa JIeTepMMHYPOBAHHOTO KOIIIeIbKa.

HD-kowenbku (BIP-32/BIP-44)

IeTepMMHMPOBAHHbIE KOIIEIbKY ObLIM pa3pabOoTaHbl sl YIIPOIIEHMS TeHepaIun
MHOKeCTBa K/II0Ueil, MPOM3BOAHBIX OT OJHOTO MCTOUHMKA. Hambosee ycoBeprieH-
CTBOBAHHOI (POpMOIi JeTepMMHUPOBAHHBIX KOIIEIbKOB sIBjsieTcs: HD-Kolenex,
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orpeneseHHbIN B cTaHgapte BIP-32. HD-kolenbKku cofepskaT K04, TeHepupy-
emMble B (popMe JIpPeBOBUIHONM CTPYKTYpPhI, TOe KIIOU-TIPeJOK MOXET MMOPOXKIATh
MOC/IeIOBaTEIbHOCTb KITI0Ueii-TIOTOMKOB, KaXK/IbIii 13 KOTOPbIX, B CBOIO O4Yepefb,
MO3KeT MOPOXKIATh MMOCIeI0BATEIbHOCTD KII0Ueli-TIOTOMKOB CIeAYIOIIEro «IoKoie-
HUSI», ¥ Tak Jajee 10 6eckoHeuHOoCTH. CxeMa TaKoii IPeBOBUIHOM CTPYKTYPHI MO-

KaszaHa Ha puc. 5.3.

U
SO
- /

Puc.5.2 < [leTepMrMHMpOBaHHbIN Kowenek Type-1 (C MCTOYHUKOM):
[LeTepMMHMPOBAHHAs NOCNeA0BaTENbHOCTb KIOYEN,
Npon3BefEeHHbIX OT OAHOMO UCTOYHMKA

Kntoun- Kniouw
em BHYKM
I ¢
[naBHbli
Koy
=
ICTOUHMK ) =y
(seed) (SN

Puc. 5.3 < HD-kowenek Type-2:

[LlepeBO K/OYEN, FeHEpUPYEMbIX U3 OLHOIO MCTOYHMKA

84
S
°l

HD-Komrenbky 06/1a1at0T ABYMSI OCHOBHBIMM ITPEMMYIIECTBAMM, TI0 CPABHEHUIO
¢ HabopamM CIyJYaliiHbIX (HeJeTepPMUHMPOBAHHBIX) KITI0OU€ii. BO-TIepBbIX, CTPYKTYpa
JlepeBa MOXKeT UCIOb30BaThCsI KaK JOTIOMHUTEeIbHOE OpPTraHu3alMOHHOE CPEefiCTBO,
HaIpuMep OAHY 13 BeTBel KIoUeii-TI0TOMKOB MOKHO Ha3HAUUTh /IS TIprieMa BXO-
ISIIVX TIIaTeskei, IPYTylo BeTBb — [1JIs IOMyUeHMs CAauy OT MCXOASIIUX TIaTexXeid.
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Kpome Toro, BeTBM K/It0Ueli MOKHO aAallTUPOBATh K CTPYKType MpennpusTusl, Ha-
3Havas pas3aMyHbIe BETBY JJIS1 OTAEI0B, GUIMAIOB, AJISI BHITOTHEHMS 0COOBIX QYHK-
LM WK [IJTS] CTIeLIM/IbHBIX KaTeTOPUIl CUETOB.

Bropoe npeumyiectso HD-Koli1e/IbKOB COCTOUT B TOM, UTO ITOJIb30BATENIN MOTYT
CO3[1aBaTh MOC/IEA0BATEIBHOCTh OTKPBITHIX KJIIOUE 6e3 MOCTyIa K COOTBETCTBYIO-
IIMM CeKpPeTHbIM KiIouaM. ITO TMO3BOJIsIeT UCIO0Ab30BaTh HD-Kollenbky Ha HeHa-
IEeXKHBIX CepBepax Win Jjisi obecrieueHns TONbKO GyHKUMY TTOTyIeHNsT CPEeLiCTB, re-
HepUpPysT COOCTBEHHBIN OTKPBITHIN KITIOU JIJIST KaskKIOl TpaH3aKIuKu. B aToM cirydyae
OTKPBITBIE KTIOUM He TpebyeTcs 3arpyskaTh WK reHepUpoBaTh 3apaHee, a Ha cepBepe
He XPaHSTCS CeKpeTHbIe KoUK, KOTOpble MOTYT PacXo0BaTh JeHeXXHbIe CPe/iCTBa.

McTOYHUKM M MHeMOHM4YecKkue Koapbl (BIP-39)

HD-xoI1enbKy MpeacTaBIsIioT CO00i Upe3BbIUaifHO MOIIHBI MeXaHM3M yIIpaBlie-
HIUSI MHOTOYMCIEHHBIMM KITIOUaMy U afgpecamu. Takue KOIIENbKY ele 6osee To-
JIe3HbI, eI OOBeAVHEHBl CO CTAaHAAPTU3MPOBAHHBIMM METOIMKAMY CO3IAHUS
MCTOYHUKOB (Seeds) U3 IOCIeIOBATENLHOCTU CJIOB aHIVIMIICKOTO $I3bIKa, KOTOPYIO
JIETKO 3amucaTh, SKCIIOPTUPOBATh M UMIIOPTUPOBATh MeXKAY Kollleabkamu. Takas
MOCJIelOBaTeIbHOCTh Ha3bIBAETCSI MHEMOHMYECKON (mnemonic), oHa oIpezersi-
ercst crangapTom BIP-39. B HacTosiee BpeMst GOMbIIMHCTBO OUTKOITH-KOIIEIbKOB
(M KOIIeNbKOB JAJIS1 IPYTUX KPUIITOBAJIIOT) MUCIIONb3YeT 3TOT CTAHAAPT U MOyyaeT
BO3MOXHOCTb MMIIOPTa/9KCIIOPTa MCTOYHMKOB JJIS1 CO30aHMUS pe3ePBHbBIX KOIMIL
Y BOCCTAHOBJIEHMSI [iepeBa KJloueil Tpy MOMOIIY COBMECTUMBIX U TepeHOCUMbIX
MHEMOHMYECKUX KOJIOB.

PaccMoTpuM MHEMOHMUYECKMe KOMbI C TTPaKTMUecKoi Touku 3peHusi. Kakoi u3
MIpMBEIeHHbIX HIDKE MCTOUHMKOB IIPOIe BOCIIPOM3BECTH, 3amycaTh Ha Gymare,
MPOYUTATh 6€3 OIIMOOK, IKCIIOPTUPOBATD Y UMIIOPTUPOBATD B IPYTOii KOIIEIEK?

0C1E24E5917779D297E14D45F14E1A1A

army van defense carry jealous true
garbage claim echo media make crunch

OnTuManbHble npaKTuyeCckue MeToankKu TeXHOJIOrmn KowenbkoB

B TexHOMOTMM OUTKOMH-KOIIETHKOB YK€ YCTAaHOBJEHbI chOPMUPOBAHHBIE 0OIIIe-
MIPMHSITbIE KOHKPETHBbIE ITPOMBIIIIEHHbIE CTAaHIAPTHI, 0OecIeunBaloIIe CoBMec-
TUMOCTb KOIIEJIbKOB, YI0OCTBO UX UCIOAb30BaHMSsI, 6€30TIaCHOCTb M YHUBEPCA/Ib-
HOCTb. TU 00IIIVe CTAHIAPThI IIEPEUMCIeHbI HIKE:

O MHeMOHMYeCcKMe KOAoBble c10Ba — craHaapT BIP-39;

O HD-komenbku — craHgapt BIP-32;

O wmHoroteneBas cTpyKkrypa HD-Komenbka — cranmapt BIP-43;

O Koluenbku C MOJIePKKOM HeCKOIbKUX BATIOT ¥ HECKOIbKMUX YUETHBIX 3aIu-

ceit — crangapt BIP-44.

OTU cTaHAAPThI MOTYT M3MEHUTbHCSI WJIM CTATh YCTAPEBIIMMU B Pe3yybTaTe Oymy-
MYX pa3paboToK, HO ceifuac OHY (GOPMUPYIOT KOMILIEKT B3aMMOCBSI3aHHBIX TEXHO-
JIOTMI1, KOTOpBIE Y3Ke CTaIM CTaHIapTOM Je-(aKTo JJIsT OMTKOH-KOIIEIbKOB.
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[TepeunciieHHbIe BbIllle CTAHAAPTHI AAANTUPOBAHBI K IIMPOKOMY CIIEKTPY MPO-
TPAaMMHBIX U aTllIapaTHBIX CPEICTB IJIsT OUTKOMH-KOIIeTbKOB, 06ecreunBas Ux co-
BMeCTUMOCTb. [To/ib30BaTeb MOXKET SKCIIOPTUPOBATh MHEMOHUYECKUTT KO, CTeHe-
PUPOBaHHLIN B OJJHOM M3 KOILIEIbKOB, ¥ UMIIOPTUPOBATh €r0 B APYTOii KOIIIeJNEK,
BOCCTaHOBMB BCe TPaH3aKIUUM, KJIIOUM U agpeca.

BoT HekoTOpbIe TIpUMepbl MPOTPAMMHO pean30BaHHBIX KOIIEJbKOB, MOAIep-
SKMBAIOIMX YKazaHHbIe cTaHAapThI (B andaBuTHOM Topsinke): Breadwallet, Copay,
Multibit HD u Mycelium. [TpuMepbl amnmmapaTHO pean30BaHHBIX KOIIEIbKOB, MO/~
IepsKMBaIONMX YKa3aHHbIe CTaHmapThl (B andaBuTHOM nopsiike): Keepkey, Ledger
u Trezor.

B ciepyiomux pasgenax Mbl paCCMOTPUM 3TU TEXHOJIOTMM O6ojiee IogpoOHO.

Ecnu Bbl 3aHMMaeTech peanusaumert BUTKOMH-KOLWENbKa, TO YYTUTE, YTO OH AO/MKEH ObiTb
co3faH kak HD-kowenek ¢ uctouyHMkoM (seed), 3aKOAMPOBAHHBLIM B hOpMe MHEMOHMYe-
CKoM dpasbl AN yNpoLWeHMs pe3epBHOro KonupoBaHus. KpoMe Toro, Kowenek Lo/mKeH
COOTBETCTBOBATL CTaHAaptam BIP-32, BIP-39, BIP-43 u BIP-44, onucaHHbIM B NpeabloyLwmnx
pasgenax.

MpakTuyeckoe MCcNonb3oBaHME BUTKOMH-KOLWEsbKA

B pasnmene «BapuaHThI MCITONb30BAHMST OGUTKOITHOB, TTOIL30BATEIN U UX ICTOPUM»
riaBbl 1 MbI MO3HaKOMMIKCh ¢ T'abpuanem (Gabriel), mpeanpuMMUMBBIM IOHOILIE
u3 Puo-ge->KaHeiipo, opraHM30BaBIIMM He6O0JIbIIOV Be6-MarasyH, B KOTOPOM IPO-
nmaroTcs GyTooIKY, KodeiiHble KPYKKM U CTUKEPBI C CMMBOJIMKOI OMTKOMHA.
['ab6puaTb UCITONB3YeT almapaTHbIii Komenek Trezor (puc. 5.4) nyst 6e301acHoOTro
yIIpaBJeHNsI CBOMMM 6UTKOIHaMM. Trezor — 310 mpoctoe USB-yCTpoiCTBO ¢ ABYMS
KHOITKaMU JIJISI XpaHeHusI Kioueii (B popMe HD-KolenbKa) 1 IJisI MOAMMCY TPaH3-
akiuii. B komenbkax Trezor peasn30BaHbl BCe€ MPOMBIIIJIEHHbIE CTAHAAPTHI, O -
CaHHbIE B 3TOI I71aBe, TO3TOMY ['abpMaib He 3aBUCUT OT KaKoii-Inbo MmporpueTap-
HOJi TEXHOJIOTUY VJIM OT €AMHCTBEHHOTO PelIeHs] KaKOro-160 MpOoM3BOAUTEIIS.

Puc. 5.4 < Yctpovicteo Trezor:
annapatHbiin HD-kowenek gns GUTKOMHOB



O6Limit 0630p TEXHONOTMM Kollenbkos ** 127

Korma T'aGpuasb B MMepBbIil pa3 BOCIIONIb30BAJICST KOLIEIbKOM Trezor, yCTpoiCTBO
CreHepMpOBaI0 MHEMOHMYECK/E CJIOBA U UCTOYHUK U3 BCTPOEHHOTO anmapaTHOTO
reHepaTopa CIy4yaiiHbIX yucesl. Ha cTaanu MHUIIMAIU3AUM KOIIeJeK BBIBOOUT Ha
9KpaH MPOHYMEePOBaHHYIO MOCIeA0BaTeIbHOCTh CJIOB TTOOYEPETHO, CI0OBO 3a CJI0-
BOM (CM. puc. 5.5).

'i Write down the seed

Tth word

actual

&

Puc.5.5 < Trezor BbIBOAUT Ha 3KpaH
0HO M3 MHEMOHMYECKNX C/I0B

3amycaB 9Ty MHEMOHMUYECKYI0 KOMOMHALNIO, [abpuaib co3man pe3epBHYIO KO-
Mo (CM. Tabi1. 5.1), KOTOPYIO0 MOKHO MCIIOIb30BaTh [IJISI BOCCTAHOBJIEHMS TIPU I10-
Tepe WK MOBPeXIeHUM yeTpoiicTBa Trezor. Ty ke MHEMOHMYECKYI0 KOMOMHAIIMIO
MOXXHO TIPUMEHUTD 711 BOCCTAHOBJIEHMSI HA HOBOM YCTpOicTBe Trezor Uau Ha JIio-
O60M JIPYrOM COBMECTMMOM aIrapaTHOM MJIM IIPOTPaMMHOM Kouielbke. OTMeTUM,
YTO 3Ta MOC/IeI0BATENbHOCTD CJIOB OU€HDb Ba)KHA, IIO3TOMY B OyMaskHO opme [1st
pe3epBHOIT KOTIMY MHEMOHMYECKOI KOMOMHALIMM [IJIT KaskI0To ¢JIoBa IpeaHa3Ha-
yeHa MPOHYMepOBaHHAas CBOOOMHAS sTueiika. [aOpuaab BHMMATEIbHO M aKKYPaTHO
3ammcasa KaXkIoe CJI0BO B TUEIKY C COOTBETCTBYIOIIMM HOMEpPOM, UTO6bI COXPaHUTh
MIpaBUIbHbIN MTOPSAO0K CJIOB B TTOC/IEA0BATETbHOCTH.

Ta6nuua 5.1. BymaxcHas ¢popma ons pesepeHolii konuu
MHeMoHu4ecKoli KoMbuHauuu labpusns

1. army 7. garbage
2. van 8. claim

3. defence 9. echo

4. carry 10. media
5. jealous 11. make

6. true 12. crunch

0 B Tabn. 5.1 nokasaHa MHeMOHM4YecKkas KOMOMHaLMA 13 12 cnoB Kak ynpoLeHHbIH y4ebHbIN

npumep. B neicTBUTENBHOCTM GONBLWIMHCTBO annapaTHbIX KOLENbKOB reHepupyeT 6onee
6e30nacHyt0 MHEMOHMYECKYD KOMOMHAUMIO U3 24 cnoB. MHEMOHMYeECKas nociefoBaTeNb-
HOCTb BCEraa MCnonb3yeTcs abCoNtoTHO OAMHAKOBO HE3ABUMCUMO OT €€ L/IMHbI.

Iy TepBOI Bepcuyu CBoero BeG-marasyuHa ['a6puanb MCIIOAb30Baa OOWH OUT-
KOMH-aJipec, CrTeHepUpPOBAHHbBIN YCTPOCTBOM Trezor. DTOT aJpec MCHOIb3YyeTCs
BCeMM TOKyTIaTeIsIMU [IJIST BCeX 3aKa30B. Kak Mbl yBUAMM B JajibHelleM, Takoi
ITOIXOM, IM€eeT HEKOTOPbIe HeJOCTATKM ¥ MOXKET ObITh YIyUIleH ¢ TTomMoInbio HD-
KOIIIeJIbKa.
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MonPOBHOCTU TEXHONOMMM KOLLE/bKOB

A tertepb 601€€ TTOAPOOHO PACCMOTPUM KaSKIbIN 13 BaSKHIX ITPOMBIIIIEHHbBIX CTAH-
IapTOB, UCITOJIb3YEeMbIX MHOTMMY GUTKOH-KOIIeTbKaAMMA.

MHeMoHuueckue kopoBble ciosa (BIP-39)

MHeMOHMYEeCKMe KOIOBbIe CJIOBA — 3TO ITOCIe0BATE/IbHOCTY CJI0B, KOTOpbIe IIpef -
CTaBJISIIOT (KOAMPYIOT) CAydaliHOe 4MCIo, MCI0/Ib3yeMoe KaK MCTOYHUK IJ1sT (pop-
MMPOBaHUSI eTePMUHUPOBAHHOTO KOIlleJbKa. JTOM MOCIeI0BaTeIbHOCTU CIOB
JOCTATOUYHO, UTOOBI BOCCO3ATh MCTOUHMK, a 13 HEro — KOIIIeJIeK 1 BCe IMTOPOKIEH-
Hble Kkitoun. [IpuioskeHMe KolllejibKa, peajnsyollee AeTePMUHUPOBAHHBIN TUIT
KoIlleJIbKa C MHEMOHMUYECKMMM CJI0BaMU, IIPeIbsIB/ISIET MOIb30BaTe 0 IT0CaeI0Ba-
TeJIbHOCTb IJINHOM OT 12 10 24 cnoB, KOTAA KollleseK UCI0/Ib3yeTCsl B IePBbIN pas.
OTa 1ocae10BaTe/IbHOCTD CJIOB SIBJISIETCSI pe3ePBHOI KOIMel JaHHOTO KOHKPETHOTO
KOIIIeJIbKa ¥ MOKEeT IMIPUMEHSIThCS OJISI BOCCTAaHOBIEHMSI M BOCCO3IAaHMS BCEX KITIO-
Yeii B TOM 3Ke KOIleJIbKe MU/ B JI000M COBMECTMMOM IPUIOKEHNUY Kollle/ibKa. MHe-
MOHMYEeCKMe (JIOBA CYIIeCTBEHHO YIIPOUIAI0T MPOLieAyPY Pe3epBHOTO KOTIMPOBAHMS
KOIIIeJIbKOB, TIOTOMY UTO TT0JIb30BaTENI0 TOpa3Ao jerde MpounuTaTh X U IPaBUIbHO
3amnmcaTh, 0 CPAaBHEHUIO CO CTyYaliHO MOCIeA0BaTeTbHOCTBIO UMCEeI.

MHeMOoHUYeckme C10Ba HYacTo NyTatoT C KYMCTBEHHbIMM Kollenbkamu» (brainwallets). 3To He
O[LHO M TO Xe. [NaBHOe pa3nuyue 3ak/4aeTcs B TOM, YTO AN YMCTBEHHOTO KOLUEbKa Mo-
CNnefoBaTeNbHOCTb CI0B BbIOMPaeT caM Nosnb30BaTeslb, 3 MHEMOHWYECKME C/I0BA CO34A0TCS
CnyyaiHbIM 06pa3oM NPUNOXKEHWEM KOLLENbKa U NpeaiaralTcs noab3osaTtento. 370 BaxHoe
pasnuuve obecrneymBaeT ropasno 60/blly HAAEKHOCTb MHEMOHUYECKUX CNTOB, MOCKO/bKY
nran — nanoxme NCToOYHUKU cnyqaﬁHocm.

MHemMoOHMUYeCcKMe KOAbI onpeneneHbl B fokyMmeHTe BIP-39 (cm. nmpunoxenune B).
OtMmeTum, uto BIP-39 — 3T0 ogHa U3 peanusalyii CTaHZAPTa MHEMOHUYECKUX KO-
noB. CyIiecTByeT APYroi CTaHAapT C APYTMM HAOOPOM CJIOB, UCIIOIb3yEeMbIi KO-
menabkoM Electrum u copmupoBanHbiii paHbine, yem BIP-39. Crangapt BIP-39
OBLIT MpeIJIoKeH KOMIIaHMel, MPOoM3BOsIIeli alapaTHbIe Kolienbky Trezor, u 0H
He coBMecTUM c peanm3sanyeil Electrum. Tem He MeHee B HacTosIlee BpeMsl CTaH-
Iapt BIP-39 nmonyyms MMpPOKY0 MOAAePKKY IPOU3BOAUTENEN, MMEIOTCS TeCSITKU
ero peaamnsaiuii, TI03TOMY CleqyeT CUMTATh ero MPOMBIIIJIEHHBIM CTAHAAPTOM Je-
(dakro.

Cranpapt BIP-39 onpepensieT co3maHre MHEMOHMYECKUX KONOB M MCTOYHMKA
(seed) B BuJe TIpoOlLlelyphl M3 JIEBSITHU IIar0B, OMIMCAHHON HIKe. [IJis JIydliero mo-
HMMaHUs TIpolieAypa pa3feneHa Ha IBe yacTu: maru ¢ 1 o 6 mokasaHsl B pasjene
«[eHepalusi MHEMOHMYECKIX CJIOB», a 1aru ¢ 7 o 9 — B pasgene «OT MHeMOHMYe-
CKOJi ITOC/IeIoBaTeMbHOCTM K UCTOYHUKY (seed)».

I’enepauun MHEMOHUYECKUX (/108

MHeMOHMYeCcKMe CI0Ba reHepUPYIOTCS aBTOMAaTUUEeCKM KOIIeIbKOM C MUCITO/Ib30-
BaHMEM CTaHOAPTHOrO IIpoliecca, orpeaeneHHoro B JokyMeHTe BIP-39. Komenek
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HauyMHAeT MPOoIeyPY C CO3MaHUs MCTOUHMKA SHTPOINUY (CTyUaifHOCTH), TOOaBIseT
KOHTPOJIbHYIO CYMMY, 3aT€M BBITIOTHSIET OTOOpaskeHye CIydaifHO Ioc/eqoBaTe b-
HOCTM Ha CITMCOK CJIOB:

1. Cospanue cirydaiiHOV MOC/IEIOBATEIbHOCTU (MCTOYHUKA SHTPOINNN) AAUHON
oT 128 1o 256 6uTOB.

2. Co3paHye KOHTPOAbHOM CYMMBbI 3TOJ CJTydaitHOV MOCaeq0BaTeIbHOCTH, BbI-
YMCIsIeMoi Kak TepBble (IMHAa_I0CTIel0BaTeNbHOCTI/32) OGUTOB ee XIIl-
3HaueHuss SHA256.

3. Jlo6aBieHVe KOHTPOIBbHOI CYMMBI B KOHEI] CJTY9aifHO MOC/IeA0BaTeTbHOCTI.

4. Pa3speneHue Moc/ieqoBaTeIbHOCTY Ha CEKIMU IIMHOM 11 6UTOB Kaxkmas.

5. VYcraHoB/IeHME COOTBETCTBUSI Kakgomy 11-6MTOBOMY 3HAUEHMIO CJI0Ba M3
TIpeBapUTEIbHO OTPeeIEHHOTO CJIoBapsl, coctosiiero u3 2048 cyios.

6. IlomydeHHas TOC/IeIOBATEIbHOCTD CJIOB SIBJISIETCSI MHEMOHMUECKMM KOJIOM.

Ha puc. 5.6 1okazaHo, Kak SHTPOIMSI (CTy4aifHOCTb) MCITOb3YyeTCsl [JIsl reHepa-

LMY MHEMOHMYECKUX CJIOB.

MHeMoHHueckue cnosa
128-6utoBas cnyvaitHas nocnefoBarenbHoCTb/npumep U3 12 cnos

[eHepauus cnyyaitHol Nocnea0BaTeNbHOCTH
|® (128 Gyog) | sas (2

Mepeble 4 6uta

| CnyyaliHas nocnenoBatenbHocTb (128 61ToB) cﬁm’?ﬁ%ﬁg) @

@ Paspenenue 132-6utoBoro umcna Ha 12 cermeqtos no 11 61uToB Kaxabli

Cnucok aHrmitckux cnos no ctanaapty BIP-39 (2048 cnos)

@ 00000000000 | abandon
00000000001 | ability

11111111111 | zoo @

MHEMOHUYECKMI KOA M3 ABEHAALATH CI0B:

army van defence carry jealous true
garbage claim echo media make crunch

Puc. 5.6 < [leHepaums cnyyaiHoM nocnenoBaTenbHOCTH
U KOAMPOBAHWE MHEMOHUYECKUX C/I0B

B Ta6:. 5.2 IMOKa3aHO COOTHOIIEHME MEXKAY pasMepPOM CIy4aiiHON ITOC/ieoBa-
TeJIbHOCTU U JJIMHOV MHEMOHMUYECKMX KOJIOB B CJIOBAX.
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Ta6nuuya 5.2. MHeMoHuyecKue KoObl: pasmep c/yyaiiHoli nocniedosamenbHocmu
U 0/IUHA CNUCKA €108

CnyvaitHas KoHTponbHas cymma | CnyvaiiHasa nocneaoBatenbHocTb + | liMHa MHEMOHMYECKOTo
nocneaoBaTeNibHOCTb | (AnMHA B 6uTax) KOHTpONbHas cyMMa KojAa (B cnosax)

(anmHa B 6uTax) (nnmHa B 6uTax)

128 4 132 12

160 5 165 15

192 6 198 18

224 7 231 21

256 8 264 24

Om MHeMOHUYECKUX /108 K UCOYHUKY (seed)

MHeMOHMYeCKIe C0Ba IPeNCTaBIsSIOT CIydaliHyl0 MMOCIeI0BaTebHOCTD AJIMHO
ot 128 mo 256 6uTOoB. [lasee aTa ciaydaitHas ocaeg0BaTeIbHOCTD VCIIOTb3YeTCS ISt
dbopmupoBanus 6os1ee JIMHHOTO (512 6UTOB) MCTOUHMKA (Seed) C TOMOIIIbIO CITeIyi-
ambHOM PYHKIMM «pacTsruBaHus» Kiaoua PBKDF2. [TomyueHHBI UCTOUHUK 3aTEM
MCITOb3YyeTCs /IJIs1 CO3[IaHusI IeTepMMHMPOBAHHOTO KOllleJbKa U JJIs1 IOPOXKIeHUSI
KJTIOYeTlA.

OYHKIMS «pacTITUBaHMSI» KJIIOUa MPUHKMAET JBa rapaMeTpa: MHEMOHUYeCKUit
Kof, 1 conb (Mau Mmopudukarop; salt). Hasnauenue conmu (MomguduKaTopa) B 3TOi
GYHKIMY — 3aTPYAHUTD MOCTPOEHME TaGIUITBI TIOUCKA JIJIST OCYIIECTBIEHNS aTaku
rpy06o0ii CUIIO¥ (MEeTOIOM ITOTHOTO TIepebopa Bcex BO3MOKHBIX KiTtoueit). B ctanmap-
Te BIP-39 conb uMeeT 1 Ipyroe Ha3HaUeHMe — ITO3BOJISIET BBECTY ITAPOJIbHYIO (hpasy,
CITY>KAIITYI0 TOTIOMHUTENbHBIM (haKTOPOM 3aIlIUThl MICTOYHMKA. Boee mogpo6HO 06
9TOM OyIeT cKka3aHo HIDKe, B pasaene «Heobs13aTenpHas mapoabHas hpasa mo craH-
napty BIP-39» Texyiiei rinaBbl.

[Tporecc, onucbiBaeMblii maraMmy 7—9, mpogo/KaeT Mpoliece, OMMCaHHbIN B IIpe-
IbIylem pasieiie «[eHepalsi MHEMOHUYECKUX CJIOB»:

7. Tlepssrit mapametp mst byHkimy PBKDF2 — MHeMOHMYECKUIT KO/, TIOTyvYeH-

HbII Ha 1mare 6.

8. Bropoit mapametp misa dyakuyy PBKDF2 - comb (salt), may moguduraTop.
Conb opMupyeTcsl U3 CTPOKOBOI KOHCTAHTBI 'mnemonic”, o6bemuHsIeMOi
C Heobs13aTeIbHOM CTPOKOI MapobHO (pasbl, MPeaoCTaBISIeMOil Moab30-
BaTeaeM.

9. Oyukuus PBKDF2 «pactaruBaer» mapaMeTpbl — MHEMOHMUYECKUI KOZ,
U COMNb, — UCTIONb3Ys 2048 TOBTOpEHMII ONlepauyy XS POBAHMS TI0 aJITOPUT-
vy HMAC-SHAS512 u monyuast B pe3ynbrate 512-6MTOBOE 3HaUEeHME, KOTOPOE
MIpeCcTaBIsIeT o001 MCTOUHMK (seed).

Ha puc. 5.7 mokasaHo MCIIONIb30BaHME MHEMOHMYECKUX KOAOB [IJIS1 TeHepaIun
MCTOYHMKA.
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@ OT MHEMOHHYECKMX C/IOB K MCTOUHMKY (seed)
MHeMoHHuecKku1e KOAOBbIE C0BA Conb (Mopudmkatop)
"army van defence carry jealous true "mnemonic" + (HeobA3aTesnbHaA) naposibHas Gpasa
garbage claim echo media make crunch"

DYHKLMA «pacTArUBaHUS» KNloYa

PBKDF2, ncnonb3yowas HMAC-SHA512

@ 2048
MOBTOPEHMIA

512-6uToBbIi UCTOYHMK (seed)

5b56c417303faa3fcba7e57400e120a0ca83ec5a4fc9ffba757fbe63bd77a89
ala3be4c67196f57c39a88b76373733891bfabal6ed27a813ceed498804c0570

Puc. 5.7 < OT MHEMOHMYECKOro Koaa K UCTOYHUKY

DyHKLMS «pacTarnBaHua» kntoda ¢ 2048 noBTOpeHUSIMU onepaumm X3LWMPOBaHUS SBASETCS
BecbMa 3OdEKTUBHON 3aLMTON OT atak C NpUMEHeHWeM rpybolt cunbl (nonHoro nepebopa)
Ha MHEMOHMYECKME KOAbl MU Ha NaposbHyto dpa3y. 3aTpaThl (BbIMUCIUTENbHbIE) CTAHOBSTCS
Ype3BblYaHO BGONbWKMMK MPU NOMbITKAX Nepebopa BCEX BO3MOXHbIX KOMOMHAUMI U3 He-
CKOMbKMX ThICAY NApO/bHbIX Hpa3 U MHEMOHUYECKMX KOLOB, TOFAA KaK KOMYECTBO BO3MOMXK-
HbIX reHepUpyeMbIX UCTOYHUKOB OrpoOMHO (2°1%).

B Tabm. 5.3, 5.4 1 5.5 mokasaHbl IpUMepPbl MHEMOHUYECKMX KOJIOB 1 CO3TaHHBIX
C X ITOMOII[bIO MICTOYHMKOB (6€3 mapoibHbIX Gpas U ¢ mapoabHOIi hpasoii).

Ta6nuya 5.3. 128-6umoebiii cnyyalitbili MHEMOHUYeCKuUli K00, 6e3 naposbHoli ¢pasel,
UmMo2086blii UCMOYHUK

WUcxopHas cnyyaliHas nocnepoBatenbHocTb (128 6uToB)
0c1e24e5917779d297e14d45f 14elala
MHeMoHKnueckuit kog, (12 cnos)

army van defense carry jealous true garbage claim echo media make crunch

MaponbHas ¢pasa
(HeT)
Wctounuk (512 6uTos)

5b56c417303faa3fcba7e57400e120a0ca83ec5a4fc9ffba757fbe63fbd77a89a1a3bedc67196f57c39a88b76373733891
bfaba16ed27a813ceed498804c0570
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Ta6nuya 5.4. 128-6umoseiii cayyaiiHbili MHeMOHUYecKuii Koo, ¢ naposeHoli ¢pasoli,
UmMo208biii UCMOYHUK

UcxopHas cnyyaiiHaa nocnenoBatenbHoCcTb (128 6uToB)
0c1e24e5917779d297e14d45f 14elala
MHemoHuyeckuit kop, (12 cnos)

army van defense carry jealous true garbage claim echo media make crunch

MaponbHas ¢pasa
SuperDuperSecret
WUcTouHuk (512 6uTos)

3b5df16df2157104cfdd22830162a5e170c0161653e3afe6c88defeefb0818c793dbb28ab3ab091897d0715861dc8a18358
f80b79d49acf64142ae57037d1d54

Tabnuya 5.5. 256-6umoesiii cnyyaiiHelli MHeMOHUYecKUli K00, 6e3 naponbHoli ppasel,
Umo2086blii UCMOYHUK

UcxopHasa cnyvaiiHaa nocnenoBaTenbHoOcTb (256 61ToB)
2041546864449caff939d32d574753fe684d3c947c3346713dd8423e74abcf8c
MHeMoHHnueckuit kog, (24 cnosa)

cake apple borrow silk endorse fitness top denial coil riot stay wolf
luggage oxygen faint major edit measure invite love trap field dilemma oblige

MaponbHas ¢pasa
(HeT)
WUcTounuk (512 6uTos)

3269bce2674acbd188d4f120072b13b088abecf87c6edcae41657a0bb78f5315b33b3a04356e53d062e55f1e0deaad82df8d
487381379df84836ad7e98798404

Heoo6s3amenvsuas naponsHas ¢gpaza no cmaudapmy BIP-39

Crangapt BIP-39 paspelaeT UCIHOIb30BaHMe HeOOSI3aTeIbHOM MapoIbHOM (pasbl
B mmporiecce hopMupoBaHmMs ucTouHMKa. Ecii maponbHast Gpasa He 3agaHa, TO MHe-
MOHMYECKUI KO, «pacTITUBAETCSI» C UCIIOIb30BaHMEM COJIM, COCTOSIIIEN U3 CTPO-
KOBOJ KOHCTAHTBI "mnemonic”. B pe3ysbraTe momyvyaeTcsl yHUKaJIbHbIN 512-6MTOBBIN
MCTOYHMK U3 JIIOOOTO 3aJaHHOTO MHEMOHMYECKOro Koma. Eciau maponbHas dpasa
3a7aHa, TO GYHKIMS CO3IaeT COBEPIIEHHO IPYTO¥i MCTOYHMK M3 TOTO K€ MHEMOHM-
YyeCKoro Kozma. Takum 06pa3oM, Ipy OTHOM U TOM ke MHEMOHMYECKOM KOJie Kaskaast
BO3MOJXKHASI MMaposibHast hpasa MPUBOAUT K CO3IAHMIO IPYTOr0 MCTOUHMKA. B cymi-
HOCTH, 3[1eChb He MOXeT OBITb «HeIlpaBMIbHBIX» MaPOIbHbIX (hpa3. Bce maponbpHbIe
(bpasbl SBSIOTCS HOITYCTUMBIMU, ¥ BCE OHU ITPUBOASIT K CO3IaHMIO PA3JIMUHbBIX UC-
TOYHMKOB, TEM CaMbIM 06pa3ysl OTPOMHBI HAG0P MOTEHIMATbHO BO3MOXKHbBIX He-
VHUIMATU3UPOBAHHBIX KONIEIHKOB. DTOT HA60P HACTOILKO BeMK (2%1%), uTO mpak-
TUYECKY HeT HMKAKOM BO3MOKHOCTM HAMTY TIOJIHBIM I1epebopoM WM CITy4aiiHO
yrajgaTb peaqbHO UCII0/Ib3yeMblii KOIlleex.

0 Mo cranpapty BIP-39 HeT «HenpaBuibHbIX» NaponbHbix ¢Gpas.Jliobas naponbHas ¢pasa co-
OTBETCTBYET HEKOTOPOMY KOLLENbKY. ECIM Kollenek [0 3TOro He MCNosib30Bancs, To oH byaer
nyCTbIM.
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IlononHuTeNbHAS TTaposibHas ¢hpasa co3aeT ABe BakHbie QYHKIMOHATbHBIE Xa-
PaKTepUCTUKIA:

O BTOPOIT (hakTOp (TaKKe TPeOGyeT 3arTOMUHAHMS), TPV BBEIeHN KOTOPOTO MHe-
MOHMYECKMe KOIbI caMi 110 cebe CTAHOBITCSI OeCIoIe3HbIMMU. DTO 3alMIIAeT
pesepBHbIE KOTIMY MHEMOHUYECKUX KOJOB AaXke B CTyuae UX MOXUIeHUS;

O dopma mpaBaoon06HO MaCKUPOBKM, U «JIOKHBII KOIIIEJIeK», KOITa KOHK-
peTHas BbIOpaHHasI maposibHas ppasa yKa3bIBaeT MYTh K KOIIETbKY C Upe3BbI-
YaliHO MaJIOii IeHEe>KHOW CYMMOIA, TeM CaMbIM OTBJIeKasi BHUMAaHMe aTaKylo-
IIIer0 OT HACTOSIIEro KollleibKa C OCHOBHBIMMU JIeHEXXHBIMM CpeICTBAMMU.

TeM He MeHee Ba>KHO OTMETUTD, UTO MCIOJIb30BaHMe MapOIbHOM (pa3bl TaAKKe
co3maeT pUCK MOTePu:

O e Bagesell Koliejabka HefieeCIiocoO6eH Wiy MePTB U HUKTO IPYTOii He 3Ha-
eT MapoJibHOM (pasbl, TO MCTOUHMK OECIIo/ie3eH 1 BCe JeHeKHbIe CpeaCTBa,
XpaHsIIMecs: B 95TOM KOIlle/ibKe, IOTePsIHbI HaBCer a;

O u HaNpOTHMB, eCIU Biazesel XpaHUT pe3epBHYI0 KOMMIO MapoabHOV (Bpassl
B TOM JXKe MeCTe, Iie XPaHUTCSI UCTOUHMUK, TO 3TO MOTHOCTHIO JIUIIIAeT CMbIC/Ia
BTOPOJ (DaKTOP 3aIUTHI.

[TaponbHbie dpasbl BecbMa I0Ie3HbI, HO UX CIeAyeT UCIO0Ib30BaTh TOMBKO P
YCJIOBUM TIIATEIbHOTO TIJIAHMPOBAHMS MTPOI€CCOB Pe3epBHOT0 KOMMPOBAHMS U BOC-
CTaHOBJIEHMS C yUeTOM (hU3UUeCKMX BO3MOKHOCTEI BiIaiesblia, YTOObI 06eCIIeunTh
BOCCTaHOBJIEHME TIpaBa BadeHMs] JeHEeKHbIMIM CpeACTBaMM MM MM WiIeHAaMU ero
ceMbM.

Paboma ¢ mHeMOHUUEeCKUMU Kodamu

Crangapt BIP-39 peanu3oBaH Kak 6ub6aM0TEeKa HA MHOTHMX SI3bIKaX MPOrpaMMUPO-
BaHMUSI:

python-mnemonic (https://github.com/trezor/python-mnemonic)
ODTasioHHas peanu3alys cTaHaapTa Ha sg3bike Python ot rpynmer Satoshilabs, ko-
TOpasi ripeaJiokuiia craHgapt BIP-39.

bitcoinjs/bip39 (https://github.com/bitcoinjs/bip39)
Peanusamusi crangapta BIP-39 kak 4yacTu IIMPOKO M3BECTHONM IPOTPaMMHOIM
cpepsl bitcoin]S Ha sa3biKe JavaScript.

libbitcoin/mnemonic (https://github.com/libbitcoin/libbitcoin/blob/master/src/wallet/
mnemonic.cpp)
Peanusanus cranmapra BIP-39 kak 4acTy IIMPOKO M3BECTHOM MPOTPaMMHONM
cpepsr Libbitcoin Ha si3bike C++.

CyiecTByeT Takke reHepatop BIP-39, peann3oBaHHbI B ()OpMe HE3aBUCHMMOIL
BeO-CTpaHUIIbI, Upe3BbIYATHO YIOOHO JIJIST TECTUPOBAHMS U PA3JIMUHBIX IKCIIEPU-
MeHTOB. Ha puc. 5.8 mokaszana He3aBucumas Be6-CTpaHNMIIA, HA KOTOPOI MOSKHO re-
HepUPOBaTb MHEMOHMYECKME KObI, UCTOUHMKY U YCOBEPIIEHCTBOBAHHBIE CEKPET-
HbI€e KI/IIOUN.


https://github.com/trezor/python-mnemonic
https://github.com/bitcoinjs/bip39
https://github.com/libbitcoin/libbitcoin/blob/master/src/wallet/mnemonic.cpp
https://github.com/libbitcoin/libbitcoin/blob/master/src/wallet/mnemonic.cpp
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Mnemonic

You can enter an existing BIP39 mnemonic, or generate a new random one. Typing your
own twelve words will probably not work how you expect, since the words require a
particular structure (the last word is a checksum)

For more info see the BIP39 spec

Generate arandom 12 5 word mnemonic, or enter your own below.

BIP39 army van defense carry jealous true garbage claim echo media make crunch|
Mnemenic

BIP39
Passphrase
(optional)

BIP39 Seed 5b56¢417303faa3fcha7e57400e120a0caB3ec5adfcoffba757fbe63fbd77aB9ala3bedc6719
6f57c39a88b76373733891bfaba16ed27a813ceed498804c0570

Coin Bitcoin :
BIP32 Root Xprv3s21ZrQH143K3t4UZrNgeA3WBE 1fwjY LaGwmPtQyPMmzshV2owVpfBSd2Q7YsHZI)6
Key i6ddYjbsPLtUdMZn8LhvuCVhGeQntgsrn7JVMgnie

Puc.5.8 < leHepatop BIP-39 kak He3aBucMMas Beb-cTpaHuLa

C 2Toit cTpaHuIleii MOKHO paboTaTh B pexkuMe oduiaiiH B IOKaaAbHOM Gpay3sepe
VI TIOJTYYUTD K HEl DOCTYI B pesxume oHaiiH (https://dcpos.github.io/bip39/).

Co3zpaHue HD-kowenbka U3 UCTOUYHMUKA

HD-KoI1enbKy co3ma0TCsT U3 OMHOTO KOPHEBOTO MCTOUHMKA (root seed), SIBJISIOIE-
rocst 128-, 256- mau 512-6UTOBBIM CJTydaiiHBIM UMCJIIOM. B GONBIIMHCTBE CIy4yaeB
3TOT MCTOYHUK FreHEePUPYETCS U3 MHEMOHMYECKIMX KOJIOB, KaK OMMCAaHO B IIPeIbIIy-
1em paszere.

Kaxxnpiii kiou B HD-KolienbKe eTepMUHUCTUYECKM BBIBOOAUTCSI U3 3TOTO KOP-
HEBOI'0 MCTOUHMKA, YTO JaeT BO3MOKHOCTb BOCCO34aBaTh Bech HD-komrenex us
OIHOTO JIMIIIb VICTOYHMKA B JII060M coBMecTMOM HD-KolesnbKke. TO CYyLIEeCTBEH-
HO YITpOIllaeT pe3epBHOE KOMMPOBaHMe, BOCCTAHOBIEHME, SKCITOPT U umMIopT HD-
KOIIIeJIbKOB, COAepsKalluX ThICSUM VI Jaske MUJUIMOHBI KJTIOUei, ITPOCTO IepeaaBast
B HY)KHOE M€eCTO TOJIbKO MHEMOHMYECKYIO M0CeA0BaTe/IbHOCTb, 13 KOTOPOI reHe-
pUPYeTCSI KOPHEBOW MCTOYHMUK.

[Tporecc co3maHMs IIaBHBIX KJIKOYE U [NIaBHOM KOAOBOJ LIEITOUYKM KOAOBBIX CJIOB
st HD-xoriresibka rokasaH Ha puc. 5.9.

KopHeBoJ#i MCTOUHMK MpeACTaBjsieT co60ii BXOAHbIE NAHHbIE IJISI aJIrOpPUTMa
HMAC-SHAS512, a mosryuyeHHOE B pe3y/ibTaTe X31I-3HaueHe UCII0b3yeTCs IJIST CO3-
IaHMS [JTABHOT'O CEKPETHOTO KJIr4Ya () U I7IaBHOJ LEeMOYKYM KOJOBbIX CJIOB (C).


https://dcpos.github.io/bip39/
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Kpunrorpaguyecky 6e3onackbilt reneparop
NCeBAOCNYYAHbIX Yncen [naBHbIA CEKPETHbIIA

ko4 'm" (256 6uToB)

v

[naBHbIi
OTKPbITbIM K04
"M" (264 bura)

MHeMOHMYecKu1e KofoBble C0Ba
"army van defence .."

1]

KopHeBo# MCTOUHMK
(128,256 nnm 512 6uros)

Vs

HMAC-SHA512 (BbiBOA
512-6uToBoro pesynbrara)

Y

OBHOCTOPOHHAR X3LU-DYHKLMS

TnaBHas Lienoyka koaos
6 61TOB)

Puc.5.9 < Co3gaHue rnaBHbIX Kaovel
M LLeNOYKM KOLOBbIX C/IOB U3 KOPHEBOTO MCTOUYHMKA

3areM M3 INIaBHOTO CEKPETHOrO KiIwya (M) reHepupyeTcs COOTBETCTBYIOLIMI
[JIaBHbBIN OTKPBITHINA K04 (M) ¢ MCIOMb30BaHMEM OGBIYHOTO IPOIecca YMHOXKe-
HMSI Ha SJUTUIITUYECKOM KPUBOIt m* G, KOTOPBIi ObUT ITOKa3aH B pasneiie «OTKPbITbIe
KJIIOUM» T71aBBbI 4.

Llermouka KomoB (C) UCIIONb3YeTCs JI BBOZA CIyUaifHOCTM (SHTPOTMUM) B (PyHK-
LI1I0, CO3AIOLIYI0 KJII0UM-TIOTOMKM U3 K/II0Ueli-poayTesiell, Kak Mbl YBUIUM B Clie-
IyIollleM paszere.

T'enepauusn cekpemHo20 Kaoua-nomomka
B HD-komrenbkax mcronbsyetcst dyakuus child key derivation (CKD) ajist reHepa-
LMY K/IF0Yei-TIOTOMKOB U3 KJIIoueli-poauTesiei.

@OYHKINUY TeHepalyuyu KI0Ueii-IIOTOMKOB OCHOBAHbI Ha OJHOCTOPOHHEN X3III-
(YHKINY, KOTOpast 06 beAVHSIET:

Q CeKpeTHbI UM OTKPBITHIN KIIOU-poanTenb (HecskaTbiii ECDSA-KiIiou);

O wucrouHuk (seed), HaspIBae€MbIii LIEIIOUKOIi KOogoB (chain code) (256 6uToB);

O Homep uHpeKca (32 6uTa).

[lermouka KomoB (chain code) mcmonb3yeTcst Ojist BBOJA JETEPMUHUPOBAHHBIX
CJTy4YalfHbIX TaHHBIX B IPOIIECC, /IS TOTO YTOOBI 3HAHMe HOMepa MHIeKca U KITio-
Yya-TMOTOMKA CTaI0 HeJJOCTATOYHBIM YCJIOBMEM ISl TeHepalyy IPYTUX KIIoUeii-1mo-
TOMKOB. 3HaHMe JII000T0 KI0Ya-IMOTOMKA He TaeT BO3MOKHOCTY Y3HATh 3HAUEHUST
ero cobpaTheB, eI HeM3BEeCTHA 1[elovYKa KOJoB. HauaabHbIi MCTOUHUK LETIOUKN
KOZOB (B KOpPHE IepeBa) CO3aeTcs 13 KOPHEBOI'0 MCTOUHMKA, TOTAA KaK Bce Imocie-
IOYIOIIVe TEMOYKIM KOJOB FTeHePUPYIOTCS U3 KasKA 0l POAUTENbCKO 1IeITOUKY KO OB.

OTu Tpu 31eMeHTa (KIU-POOUTEb, LIeIIOUKa KOAOB M MHIEKC) 00beqUHSIIOTCS
Y X3MIMPYIOTCS AJIsI TeHepalyuy KITIo4ueli-TIOTOMKOB, KaK TTOKa3aHo HIDKe.

OTKpBITHII KITIOU-POIUTEND, LIETI0UKAa KOJOB ¥ HOMEp MHAeKca OObeqUHSIIOTCS
M X3MIMUPYIOTCS ¢ TToMotbio anroputMa HMAC-SHAS512 mna momyuenust 512-6u-
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TOBOTO X3II-3HAUeHMs. DTO 3HAUEHMe Pa3desseTcs Ha JBe paBHbIe 4acTu 1o 256
O6uTOB. 256 GMTOB IPaBOJi IOJOBMHBI MOTYYEHHOTO X3II-3HAUEHMs CTAHOBSTCS
LIETIOYKO KOHOB 151 IOTOMKA. 256 GMUTOB JIeBOI1 ITOJIOBMHBI 1 HOMEp MHAeKca [0-
OaBJISIIOTCS K CEKPETHOMY KJTIOUY-POIUTEITIO [JIST CO3TAaHMSI CEKPETHOTO KITiova-Io-
ToMmKa. Ha puc. 5.10 moka3zaHa cxema 3TOroO IIpoiecca ¢ Homepom mHaekca 0 mist
TOIy4eHMs TIOTOMKa zero (IepBoTo M0 MHIEKCY) JaHHOTO POAUTEIS.

TnaBHbIi

Kpuntorpaduyecku . .
6e30nacHblii reHepatop CeKPezTSHglg Koy 'm
MICEBAOCIYYIHbIX YNCen (256 buros)

p !
HMAC-SHA512 .
KopHeBOit MCTOUHMK _ (BbIBOA 512-6MTOBOTO [nagHbiit
i e3ynbTaTa OTKDBITBIA K/kOY
(128,256 unm 512 6uTos) pesynbTata) W (364 n1a)
OBHOCTOPOHHSA X3LU-(hyHKLMS
y
MHeMoHuyeckue
KOROBbIE CNI0BA uen[)nanE;Hsgnoa
(Hanpumep, "army van 256 6
defence ..") ( uog)

Puc.5.10 < YBenuueHue pasmepa CEKPETHOrO Ko4a-poauTens
[LNS CO3[,aHNS CEKPETHOTO K/K04a-NoTOMKa

VisMeHeHMe MHAEKCA TO3BOJISIET M3MEHSITh 3HAUeHMe KII0Ua-pPOIUTENS C T10-
MOIIIBIO YBEJIMYEHMSI €T0 JJIMHBI U TTOC/eq0BaTEIbHO CO3/1aBaTh IPYTUMX ITOTOMKOB,
Harnpumep Child 0, Child 1, Child 2 u T. o. Kaskaplit KI04-pOAUTENb MOKET UMETh
2 147 483 647 (23') moToMKoB (23! — 3TO MONOBMHA BCero nuamnasoHa 2%2; qoctymHa
TOJILKO MOJIOBMHA Mana3oHa, IOTOMY UTO Apyras MMoJ0oBMHA MpeJHa3HaueHa Jjist
0COOEHHOTO THUIIA TeHepalyu, KOTOPBII Mbl PaCCMOTPMM HEMHOTO TI033K€ B 3TOW
IJ1aBe).

TToBTOPSISE ONIMCAHHBIN BhIIIIE TIPOLIecC Ha 60jiee HU3KMX YPOBHSX JepeBa, MOKHO
MpeBpaniaTh KaskJgoro MOTOMKA B pOAMTENSI U CO3[4aBaTh €ro COOCTBEHHBIX ITOTOM-
KOB, TIPOJIOJIKast IIPOIeayphl TeHepaluy 10 6eCKOHEYHOCTH.

Hcnonb3oeaHue npou3eo0HbIX Kitoueli-nomomKoe

CekpeTHbIe KIIOUM-TIOTOMKM HUYEM He OTIMYAKIOTCS OT HeJeTepMMUHUPOBAHHBIX
(cryuaifHbIX) Kiodeit. TTockombKy GYHKINS TeHepalyy SIBSeTCs OMHOCTOPOHHEeN
(omHOHAMpaBIeHHOI), KIIOU-TIOTOMOK HEBO3MOXXHO MCIOJb30BaTh AJISI BBIUMCIIE-
HUS KIo4Ya-poauTessi. Kiou-ToTOMOK Takske He T03BOJISIeT OINpeneuTh 3Haue-
HIMe KaKoro-11bo Kioua-cobpara. Eciay u3BecTeH n-it IOTOMOK, TO BbI HE CMOSKETe
y3HaTh 3HAUEHMSI €ro co6paTheB, TO eCTb HU (n—1)-Tro, HM (n+1)-rO, HU KAKOTO-JIN-
60 Ipyroro MOTOMKA, SBJISIIOIIETOCS YacThi0 JAHHOI MMOCIeN0BaTeIbHOCTH. TOMb-
KO TP HaJAMUMU KITIOUa-POOUTENST U L[eTTOYKM KOJOB MOYKHO BOCIIPOU3BECTU BCEX
MOTOMKOB. be3 11emoYKy KOA0B-TTOTOMKOB K/IIOU-TIOTOMOK HEBO3MOKHO MCIO0JIb30-
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BaTh 151 reHepaluu CJeylollero MoKoaeHus TOTOMKOB. [IJis1 Hauasia HOBOW BeTBU
U CO3JAHMsI HOBOTO ITOKOJIEHUSI HeOOXOAMMBI ¥ CeKPEeTHBIN KII0U-II0TOMOK, U 11e-
IM0YKa KOJOB-IIOTOMKOB.

A 17151 yero MO>KHO MCITOJIb30BaTh CEKPETHBIN KIIIOU-TIOTOMOK caM 1o ce6e? [l
reHepaiuy OTKPhITOro Kilovya ¥ 6UTKOH-aapeca. [Tocie 3TOro ero MokHO IpuMe-
HSITh JJ1S1 TIOATIMCY TPaH3aKLUiA, PacXOoyIOIIUX CPeJiCTBa, MOCTyMNalIlie Ha 3TOT
azipec.

0 CeKpeTHbIi KNIOY-NMOTOMOK, COOTBETCTBYIOLLMIA OTKPbITbIA KN4 U BUTKOWMH-afpec HeoTnu-

YUMbI OT K/IKOYEN U aApecoB, CO3AAHHbIX CNyYaiHbIM 06pa3oM. TOT GaKT, 4TO OHM SBAAOTCS

4acTbio HEKOTOPOM NOCeA0BaTENbHOCTU, HEM3BECTEH 3a Npeaenamu dyHkuun HD-kowenbka,

C MOMOLLbI0 KOTOPOM OHM BbinK co3aaHbl. [ocne co3aaHns oHM paboTatoT TOYHO TaK e, Kak
00bluHbIE K/OYM M afpeca.

Pacwiupsiemole kirouu

Kak mMbI Bueu Bblile, GyHKIVS ITOPOKIEHMS KIIFOUeil MOXKET MCIT0JIb30BaThCS IJ1sT
CO3IaHMs IOTOMKOB Ha JII060M YPOBHE JiepeBa, IPUHUMAs TPU JIeMeHTa BXOTHbIX
JAHHBIX: KJTIOY, I[eIT0YKY KOAOB ¥ HOMep MHIeKca Tpe6yeMOoro ImoToMKa. IByMst 0co-
0eHHO BayKHBIMU 3JIEMEHTaMM SIBJISIIOTCS KJTIOY 1 [IeII0UKa KOJIOB, a X 06 beIiHeH e
HasbIBaeTCs pacmupsieMbiM KimouoMm (extended key). IMeHHO «pacIiypsieMbIM»,
MTOCKOJIbKY aHTIUicKuii TepMuH «extended key» MOXXHO TpaKTOBaTh elje U Kak
«extensible key», MOTOMY YTO TaKo¥i KI0Y MOXHO MCITOJIb30BaTh JJI51 IOPOXKIEHMSI
MTOTOMKOB.

PacimpsieMble KIIOUM XPaHSTCS M BBIBOIOSITCS B BUJe, MPEACTaBIISIONIEM CO-
60i1 TpocToe oObemyHeHMe 256-6MTOBOrO Kiaoua U 256-6MTOBON LIEMOYKM KO-
OB B 512-6MTOBYIO IOCAeOBATENIbHOCTb. CYIIECTBYIOT ABa TUIIA PaCIIMPIEeMbIX
KJIIOuUeii. PacimpsieMblii CeKpeTHBIN K04 — 9TO 00beIMHEeHe CeKPETHOIO KnJa
U I[EMOYKYM KOJIOB, €r0 MOXKHO VICITOJIb30BATh JIJISI TeHepary CEKPETHBIX KIT0Ueli-
ITIOTOMKOB (a M3 HUX — OTKPBITHIX K/IIOUEli-TIOTOMKOB). PacuiypsieMblii OTKPBITBI
KJTIOY — 9TO MCXOMHBI OTKPBITHIN KU U I[€ITOYKA KOIOB, €r0 MOXKHO MCITONb30-
BaTh [JIS1 CO3JAHNSI OTKPBITHIX (TOJIBKO OTKPBITHIX) KIIOUEi-II0TOMKOB, KaK OTIMCAHO
B pasgesie «['eHepaIys OTKPHITOTO KITIOUa» IJIaBbl 4.

MOXHO CUMTaTh pacIIMpsieMblii KIIIOU KOPHEM BeTBU B CTPYKType mepeBa HD-
Kolresbka. M3 KOpHS BETBM MOKHO CreHEpPMPOBATh BCIO OCTAIbHYIO BeTBb. C IMO-
MOIIBIO PACIIMPSIEMOTO CEKPETHOTO KJII0Ua MOKHO CO3/aTh IOMHOIEHHYIO BETBb
(co BceMM KOMITOHEHTaMM), B TO BpeMs KaK pacIIypsieMblii OTKPBIThIN KIIOU T10-
3BOJISIET CO3IATh TOJIBKO BETBb OTKPBITIX KITIOUEIA.

O PaclwmpsieMblii KN4 COCTOMT M3 CEKPETHOMO MM OTKPBITOTO KKYa U LLenoYvkM KonoB. Pac-

WMPSEMBIN K/HOY MO3BOJISIET CO3AaBATh KAKOUM-NOTOMKM, HOPMUPYsS COBCTBEHHbIE BETBU
B CTPYKTYype aepesa. Ony6ankoBaHMe pacluMpsieMoro Kaoua npefocTaBaseT 4OCTyn KO BCel
COOTBETCTBYIOLLEN BETBM.

PacmupsieMblie KJIIOUM KOOUPYIOTCS ¢ ToMomibio Base58Check mst ympoine-
HMSI 9KCIIOPTa U MMIIOPTA MEeXAY Pa3JIMYHbIMU KOIIeTbKaMi, COBMECTUMBIMU T10
craumapty BIP-32. B komupoBke Base58Check mcronbsyeTcst crielaabHbIii HO-



138 <+ Kowenbku

Mep BepCcum JiJis paciuiMpseMbIx KTioueit, KoTopblii gaet rpedukc "xprv" min "xpub"
B cMMBOaxX Base58, uTo mo3BosIsieT JIerKo pacio3HaBaTh 3TOT TUIT Kiaroueit. Tak Kak
pacimpsieMble KIIouyM UMeIoT AjinHy 512 win 513 6UTOB, OHM HAMHOTO JJIMHHEe,
YyeM CTPOKM B KomypoBKke Base58Check, koTopblie MbI BiIe/M paHee.

BoT mpuMep pacimupseMoro ceKpeTHOro Kioua B KogupoBke Base58Check:

xprv9tyUQV643T5qs3RSTIKXCWKMyUgoQp7F3hA1xzG6ZGubu6QIVMNIGr67Lctvy5P8oyaYALICANrUE916GoNMKUgaShbiWeHx4t
ws2six3b9c

Huske rmokasaH COOTBETCTBYIOLIMI PaCIIUPSIEMBbII OTKPBITBIN KITI0Y B KOOUPOBKE
Base58Check:

Xpub67xpozcx8pe9d5XVUZLHXZeG6XWXHPGq6QvScmNfi7cS5mtjJ2tgypeQbBs2UARGKECeeMVKZBPLrtJunSDMstweyLXhRgPxdp
14sk9tIPW9

TI'enepauusa omkpsiimozo Karua-nomomka

Kak 6bI0 OTMEUEHO BbIIlle, BeCbMa I10JIe3HOI XapaKTepucTuKoii HD-KollleabKoB
SIBJISIETCSI UX CIIOCOGHOCTH T€HEPYPOBATH OTKPBIThIE KITIOUM-TTOTOMKM U3 OTKPBITBIX
KJII0ueii-poauTesieii 6e3 00513aTeJIbHOTO MPUMEHEHMST CEKPETHBIX KITloueii. DTo 1aeT
JIBa Cr1oco6a CO3IaHMsI OTKPBITOTO K/II0Ya-MOTOMKA: M3 CEKPETHOTO K/TI0Ya-ITOTOM-
Ka UJIM HeTOCPeICTBEHHO 13 OTKPBITOTO KJTI0Ua-POIUTEIS.

Takum 06pa3om, pacIIpsieMblii OTKPBITBIA KITI0Y MOXKET MPUMEHSITHCS IJIs T10-
POXAEHMS BCEX OTKPBITHIX (M TOJIBKO OTKPBITHIX) KITI0UEl B JAHHOW BETBU CTPYKTY-
pbl fepeBa HD-komrenbka.

DTOT YIPOILIEHHbIN CITIOCO6 MOXKHO MCIIOAb30BaTh AJISI CO3MaHMs XOPOIIO 3a-
UIUILEHHBIX BAPMAHTOB Pa3BEePThIBAHUSI C OGHUMU TOABKO OTKPBITBIMU KITIOUaMMU,
KOTZAa CepBep WiIM NPUWIOXKEHMEe DPACIoaraeT JUIIb KOMMel pacluMpseMbIX OT-
KDBITBIX KJII0Uell 6e3 KakuxX Obl TO HM ObUIO CeKpeTHBIX Kitoueit. [Ipu Takom Ture
pa3BepThIBAHMS MOXKHO MOPOKIATh 6ECKOHEUHOE YMCI0 OTKPBITHIX KIIOUei 1 OGUT-
KOWH-aJIpecoB, HO HEBO3MOHO TPAaTUTh JAeHEXHbIe CPe[ICTBA, MepeJaBaeMbie Ha
aTu agpeca. OMHOBpPeMEHHO Ha IpyroM, 6osiee 3alMIIEHHOM CepBepe C ITOMOIIIbI0
paciupsieMOoro CeKpeTHOTO KJloua MOKHO CreHepMpOBaTh BCe COOTBETCTBYIOIINE
CeKpeTHble KJIIUM-TIOTOMKM [IJisI TOANMUCHU TPaH3aKIMi, pacXoayoluX CpeAcTBa
C BbIIIIEyKA3aHHBIX aJIPECOB.

OnmHOI 13 MMPOKO M3BECTHBIX MPAKTUUECKUX peann3alyii 3TOTO pelieHus SIB-
JISIETCST YCTAaHOBKA PaCIIMpPsieMOro OTKPBITOTO KJII0Uua Ha Beb-cepBep, 00CTyKMBa-
IOVt IPUTOSKEHMEe 3JIEKTPOHHOI KoMMepiuu. Takoit Be6-cepBep MOXKET IpuMe-
HSTh QYHKIMIO TeHepaly OTKPBITHIX KIHUei-MOTOMKOB JJIsI CO3JaHMs HOBOTO
OUTKOMH-aApeca st KaXKI0¥ TpaH3aKIMy (HarmpuMep, IJis «KOP3UHbBI C MOKYITIKa-
MM» KaKIoro KimeHTta). Ha aTom Be6-cepBepe HET HU OHOTO CEKPETHOTrO KJIoua,
KOTOPBIii TTomBeprajcs 6bl pUCKY ObITh MOXUINEHHbIM. be3 mcronb3oBanus HD-
KOIIIeJIbKOB €IMHCTBEHHBIM CITOCOO0M peaam3alnuy ogo6HOro pellleHNs SIBJISIach
ObI TeHepaIys ThICSU OUTKOIH-aIpeCcoB Ha OTAeTbHOM XOPOIIIO 3aIUIeHHOM Cep-
Bepe C nouienyollen rnepenaveii ux Ha cepBep JEKTPOHHON KoMMepuyuu. Takon
MTOIXOM, BeCbMa 3aTPYIHUTENIEeH U TpebyeT IMOCTOSHHOTO TEXHMUECKOTO COITPOBOXK-
IleHUsI 171l TapaHTUY TOTO, UTO CePBeP AMEKTPOHHOI KOMMEPIIUU He «M3PACXOyeT»
BCe KJTIOUN.
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[lpyroe mMpOKO pacnpocTpaHEHHOe NPMMEeHEHNE 3TOT0 pelleHMs] — XOIOLHOe
xpaHeHue (cold storage) min anmapaTHbie Kouenbku (hardware wallets). B atom ciy-
yae pacimpseMblit CEKPeTHbII KITI0U MOYXKET XPaHUThHCS B OYMaskKHOM KOIIeTbKe UIn
Ha anrapaTHOM YCTPOICTBe (TaKOM KakK arlnapaTHbIil Kolenek Trezor), B TO BpeMs
KaK paciIypsieMblii OTKPBIThIN K/IH0Y MOKHO XpaHUTb B peXXume OHJaiiH. [1oab30-
BaTeJb MMeeT BO3MOKHOCTb CO3/1aBaTh afpeca «Jis IMTOTyUYeHMs» 10 COOCTBEHHOMY
SKeJIaHUIo, TIPM 9TOM CeKpeTHbIe KII0UM HaJeXKHO COXpaHeHbl B pexkuMe odiiaiiH.
[ly1s1 pacxofoBaHMS eHeXHBIX CPeACTB IM0/Ib30BaTe/lb MOXKET IPUMEHSTh pacIIy-
psieMblii CeKpeTHbI KIU Ha OUTKOMH-KIMEHTe AJI TOATINCY B pexkuMe oduiaiitH
WJIM TIOATIMCBIBATD TPaH3aKIUMM Ha alllapaTHOM Kolllejibke (Harpumep, Trezor). Ha
puc. 5.11 mokasaH MexaHM3M MCIIONIb30BAHMUS PACIIUPSIEMOTO OTKPBITOTO KITIOYa-
poauTens AJisl TeHepaluy OTKPBITHIX KTH0Ueli-TI0TOMKOB.

CeKpeTHblii CexpeTHbli
K/K0Y-pOAUTENb K!'IKM):'I'(IE(')('I;:Og)OK
(256 6wToB) & i o)
y y
0 . HMAC-SHA512 0 .
o ona 12 o i
(264 bura) JEEATEIEY (264 6vra)
OBHOCTOPOHHSS X3LU-(YHKLMS

P q Llenouka
OMTENECKa KOLL0B-MOTOMKOB
Lienoyka kofos Haexc 0)
(256 61ToB) (g A
HOMe5) MHOEKCa
(32 bura,
Hanpumep 0)

Puc.5.11 <+ Mcnonb3oBaHue pacuiMpseMoro OTKpbLITOro K/Koua-poamTens
LN CO3[aHMA OTKPbITbIX KtOYei-NnoTOMKOB

Ucnonb3oBaHue paclumpaemMoro oTKpbiToro Kji4a B Be6-marasuHe

PaccmoTpuM noapo6Hee mpakTuyeckoe mpuMeHeHe HD-KolenbKoOB Ha mmpuMepe
MIPOAOKEHMS UCTOpUM Be6G-MarasuHa ['abpuas.

Cuauajna T'aGpuanb co3man CBOJ BeO-MarasuMH Kak X000 Ha OCHOBE IIPOCTOi
CTpaHMIlbl, yrpasiiseMoit mexanusmoM Wordpress. CaifT mara3mHa COCTOSIT U3 He-
CKOJTBKUX CTPAHMUIL M POPMBI 3aKa3a C OTHUM OUTKOIH-aIpeCOM.

Ta6Gpuasb UCITOIb30BAJI ITEPBbII OUTKOH-aApec, CreHePUPOBAHHBIN €ro YCTPOoii-
ctBoM Trezor, Kak OCHOBHO¥ OMTKOIH-aApec CBOero MarasmHa. Takum 06pas3om, Bce
BXOZSIIIME TUIATEeKU JO/DKHBI ObLTM TIPUXOOMUTH HA afipec, YIIpaBJIseMblil armapar-
HBbIM KOLIeJIbKOM Trezor.
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[ToKyTIaTenu TO/DKHBI ObLIU MO TBEPXKIATh 3aKa3 B CIIEI[MATbHOI opMe U IMOoChI-
JIaTh OTLIATY Ha GUTKOIH-aipec, Omy6IMKOBaHHbII [abpuaeM, Ipu 3TOM aBTOMa-
TUYECKU (HOPMUPOBATIOCH COOOIIEHNe 3/IEKTPOHHOI MOUTHI, COflepsKalee oapoo-
HOCTM 3aKa3a ¥ oTrpassieMoe ['abpuaiio 1j1st 06paboTky. IIpyu HECKOMbKUX 3aKa3ax
B HeJIEJI0 3Ta CUcTeMa paboTasia JOCTaTOUHO XOPOIIIO.

Ho mocTeneHHO 3TOT MaJleHbKIiT Be6-Mara3mH CTaHOBUJICS Bce GoJee TOTyIsip-
HBIM U YCTIEIIHbIM U MPUBJIEKA BCe HOJIbIlee KOMUUECTBO KIMEHTOB 13 MECTHOTO
coobiecTBa. Bckope Fabpmanb UCIIBITAI Cepbe3HbIe 3aTpyAHeHMs. [Ipu oriaTe Bcex
3aKa30B Ha OJIMH aJipec CTAaHOBMJIOCH BCe TPy Hee MPaBUIbHO COMTOCTABIIATh 3aKa3bl
Y TPAH3aKI[MM, 0COOEHHO KOT]a HECKOJIBKO 3aKa30B Ha OJJMHAKOBOE KOJIIMYECTBO TO-
Bapa NpUXOAUJIO0 MPAKTUYECKY OLHOBPEMEHHO.

HD-xomrenek Fabpuasns npepjiaraetT ropaszo Jydiiee penieHue Giarogapst Bo3-
MOXXHOCTM TE€HEPUPOBATH OTKPBIThIE KIIOUM-TIOTOMKM 0e3 3HaHUSI CEeKPETHBIX
KToueit. Fabpuamb MOKET 3aTpy3uTh Ha CBOI BeO-cailT pacimpsieMblii OTKPBITBI
KJTI0U (Xpub), KOTOPBIN GyIeT UCIIOMb30BaThCS /IS TeHepaluy HETTOBTOPSIIOMINXCS
aZIpecoB ISl KasKIOTO OTIeTbHOTO 3aKa3a. [abpuamb MOKeT pacxo0BaTh AeHEKHbIE
CpelCcTBa CO CBOErO almapaTHOro Kollenabka Trezor, HO ¢ IOMOIIbI0 Xpub-Kiioua,
3arpPy>KeHHOTO Ha Be6-CcaiiT, MOXXHO TOJILKO T€HEPUPOBATh ajjpeca U MPUHUMATh
IeHEeXHbIe CpefcTBa. ITa 0c06eHHOCTh HD-KOIIeNbKOB SIBISIETCS BETMKOJETHOM
dyHKIMel 3amnThI. Be6-cailiT Tabpuass He COMEePKUT HUKAKUX CEKPETHBIX KITIOUeit,
C1el0BaTeIbHO, He TPeOyeT MOBBIIIEHHOTO YPOBHS 0becrieyeHNst 6€30MacHOCTH.

IInst sRcropTupoBaHus xpub-kioua ['a6puaib UCTIONb3YeT MPOrpaMMHOe 06ec-
nevyeHyue Be6-caiiTa B COYETAHUM C amlapaTHBIM KOIIeTbKOM Trezor. YCTpOIiCTBO
Trezor He06XOIMMO MOIKIIOUUTD K CETEBOMY Y3JTY, UTOOBI BBIMIOTHUTD 3KCITIOPTUPO-
BaHMe OTKPBITBIX Kitoueii. OTMeTMM, UTO alrnapaTHble KOIIeNbKY HUKOIA He 9KC-
MIOPTUPYIOT CeKpPeTHbIE KUY — OHY BCeraa OCTAaloTCs TOJNBKO Ha JAaHHOM YCTPOJi-
ctBe. Ha puc. 5.12 mokasaH Be6-uHTepdeiic, KOTOPbIM IONb3yeTcs [abpuanb st
3KcropTa xpub-Kiioya.

Tabpuanb KomupyeT Xpub-KIOU B MPOrpaMMHOE OUTKOMH-TPUIOKEHUE JIJIst
cBOero Be6-marasmHa. 3ateM ucronb3yetT Mycelium Gear — MOgKITIOUaeMblii MO-
Ioynb (plugin) ¢ OTKPBITBIM MCXOOHBIM KOJOM, ITpeIHa3HAUeHHbIVi He TONbKO s
BeO-MarasuHOB, HO ¥ JIJIsl pa3JIMYHBIX OTlepalnii Ha pa3HOOOPa3HbIX MIaThopMax
Be6-XOCTUHTA U YIIPABIEHUS CONEPKUMBIM (KOHTeHTOM). Mycelium Gear ucmomnb3y-
eT Xpub-KJIiou Jj1s1 reHepaly HeMOBTOPSIIOIIErocs agpeca sl KaXkIoi omepaunumn
TTOKYTIKN.

Bonee 6e3onacHas zeHepauus Karoueii-nomomroe

B0O3MOKHOCTD TTOPOSKIEHMST BETBM OTKPBITHIX KITIOUEl 13 Xpub-KiIoUa O4eHb I0-
JIe3Ha, HO CBSI3aHa C MOTEHIIMATbHBIM PUCKOM. [IOCTYIT K Xpub-K/II0Uy He OTKPbIBA-
eT JOCTyTIa K CeKPeTHBIM KITI0UaM-IToTOMKaM. Ho TTOCKObKy Xpub-KiTi0u COmePsKUT
IIETIOYKY KOAOB, TP MOMYYEHUM CEKPETHOTO KITI0Ya-IOTOMKA KaKMM-I1Mbo obpa-
30M MOSKHO BOCITOJIb30BAThCS MM B COUETAHUM C ITOJ IEMTOYKOI KOIOB, UTOOBI Cre-
HEpUpPOBATh BCE MPOYME CEeKPETHbIEe KIIOUM-TIOTOMKN. ENVMHCTBEHHbI CEKPETHBIN
KJII0U-TIOTOMOK, CTaBIINii M3BECTHBIM 3JIOYMBIIIJIEHHUKY, BMECTEe C POLUTENbCKOI



MoapoBHOCT TexHoNOMMM Kowenskos % 141

L[eHO‘IKOf;I KOOOB OTKPbIBAET JOCTYIT KO BCeéM CEKPETHBIM K/II0UaM BCe€X ITOTOMKOB.
XY)KE TOTO, CEKDETHbIﬁ K/IIOY-TIOTOMOK B COUeTaHUM C pO,IU/ITe.HbCKOf/i L[EHO‘IKOVI KO-
JOB MOXeT OBITh UCIIO/Ib30BAH JJIs1 BBIUMCIEHMS CEKPETHOTO K/III04Ya-pOoanTesIs.

A Basic E&l Homescreen Wi Advanced

Label Gabriel's Change label
Trezor

PIN protection Enabled Change PIN

Total balance 0.00BTC

Account public

Xxpub6Cy7dUR4ZKF22HEUVgTe,
keys (XPUB) = y R

RgRsoXfL2ZMK1REB1CSvp1ZySy
SoYGXk5PUY9y9Cc5EXpNSwXy1
mQAsVhyyPDNDrfj4xjDsKZJINY
gsHXOEPNCYQ

Be careful with your XPUBs.When you
give them to a third party, you allow it
to see your whole transaction history.
Learn more

Puc.5.12 < SkcnoptupoBaHue xpub-kntoya
M3 annapaTHOro Kolenbka Trezor

[ IpOTUBOAENCTBIUS 3TO OornacHOCTM HD-Kolllenbky UCIIONb3YIOT aJlbTepHa-
TUBHYI0 (PYHKLIMIO TeHepalui, Ha3biBaeMylo 3aliuiieHHoi renepanyeit (hardened
derivation), koTopasi «paspyiiaeT» B3aMMOCBSI3b MeXKIY OTKPBITHIM KJIIOUOM-PO-
IUTeNeM U 1IeII0YKOi KOLOB MOTOMKa. OYHKIMS 3allMUILEHHO TeHepalyun BMeCTO
OTKPBITOTO K/II0Ya-pOAUTENSI IPMHMMAET CeKPETHDIN KIII0Y-POAUTEND IJI51 TIOPOXK-
IEeHUs IeTOYKM KOZOB MOTOMKA. DTO CO3/IaeT CBOETO POJa «3allUTHbBIN Gapbep»
(firewall) B mocneoBaTeIbHOCTY POOUTETb—IIOTOMOK C I1€TIOUKOI KOJOB, KOTOPYIO
HEBO3MOXXHO MCHOb30BaTh IJjIsI KOMIIPOMETAalLMM CeKPETHOrO KI0Ya-POIUTENS
MU CEeKpPeTHOro Kiova-cobparta. OyHKIMS 3alMIeHHOV TeHepalyuyu BbITISIIUT
TIOYUTH OOMHAKOBO ¢ QYHKI[MEeN 0ObIUHO reHepaluy CeKpeTHOTO KIoua-MoTOMKa,
C TeM JIMIIb UCKIIOYEHNEM, UTO BMECTO OTKPBITOTO KJI0UYa-POAUTENSI UCIIOIb3YyeTCs
CeKpeTHBI KITI0U-POIUTEIb B KaUueCTBe BXOIHbBIX TaHHBIX )i GYHKIIMM X3 POBa-
HMSI, Kak II0OKa3aHo Ha cxeMe puc. 5.13.

[Ipu ucronb30BaHUM QYHKIMM 3aIIUILEHHON reHepaluy MoJTyueHHbI ceKpeT-
HBIIi KJIIOU-TIOTOMOK ¥ LIe[I0YKa KOZOB MOJHOCTBIO OTJAMYAIOTCS OT K/II0Ua-IOTOM-
Ka ¥ LeMOYKM KOJIOB, BBIUMCIEHHbIX 00bIYHOI dyHKIIMelt reHepanuu. CreHepupo-
BaHHYIO «BETBb» KJIIOUYEli MOXXHO MCIIO/NIb30BaTh [/ MOPOXKAEHMST paCIIUPSIeMbIX
OTKPBITBIX K/IIOUE, BIIOJHE 6e30IMacHbIX, TaK KaK IEMOYKY KOZOB, KOTOPYIO OHM
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comepsKat, HeBO3MOKHO IIPUMEHMUTh [IJIs1 BHIUMCIEHNS KaKMX-/IM060 CeKPETHBIX KITI0-
yeit. Takum o6pasoM, PYHKIIMIO 3alIMIIEHHOI TeHepaluu CIeayeT UCII0Ib30BaTh
IUISI CO3IaHMS «pas3phiBa» B CTPYKTYpe JepeBa Ha YPOBHE, B KOTOPOM IPUMEHSIIOTCS
paciIpsieMble OTKPbIThbIE K/IIOUI.

CexpeTHblli CexperHbiit
KNI0Y-POANTEND KTS:AZOKEO(SI!)OK
(256 6uToB) (256 6ros)

y
HMAC-SHA512 .
(BbIBOA 512-6MTOBOTO Knoro.ll-{'(-%l(’)l;'rgll‘:IOK
pe3ynbrara) (264 6ura)
OZHOCTOPOHHSAR X3W-DYHKLMS
Llenoyka
ey ot aron
MHOEKC
(256 6uToB) (256 6uTos)

Homep uHpekca
(32 bura,
Hanpumep 0)

Puc.5.13 < ®OyHKUMA 33LLMLLEHHON reHepaLum KNoYa-noToMKa;
3[1eCb HE UCMOJb3yeTCs OTKPbITbIN K/OY-POAUTEND

IIpoie roBOps, ecyii HEOOXOAVIMO BOCIIOIb30BATHCSI MIPEUMYIIEeCTBAMMU Xpub-
K/II0Ua /IS TeHepalyy BEeTBel OTKPBITHIX K/IHOUeil 6e3 MOTEeHUMATbHON Yrpo3bl
YTEUKM I[ETIOYKY KOAOB, PEKOMEH/IYeTCSI TIOPOKAATh IMTOTOMKOB OT 3alIUIIEHHOTO
(hardened) pomutens, a He OoT 06bIYHOrO. Hamyuiast mpakTuyeckasl peajansanys:
MOTOMKM YPOBHSI 1 OT IIaBHBIX KJTIOUEll BCErTa reHepUPYIOTCS C TTIOMOIIbI0 (QYHK-
MM 3aIUIIEHHOM reHepanyy, YTo0bl MPeAoTBPAaTUTh KOMITPOMETALIIO [TTaBHBIX
KITIOYeii.

Homepa undekca 0ns 06bI4HOlI U 3aujuiieHHOll 2eHepayuu

Homep uHAeKca, UCIOAb3yeMblii B (PYHKIMM TeHepaluu, MpeAcTaBIseT coboit
32-61TOBOE uKca0. YTo6bI Ipolle ObLI0 pas3indaTh KUK, CO3JaHHbIe 0ObBIUYHOI
dbyHKIIMeN reHepalun, M KI0un, Co3gaHHble PyHKIMEN 3alIIeHHOl TeHepalnn,
BeCh IMaIta3oH MHAEKCOB pa3aensieTcs Ha aBe yactu. Homepa mapekca ot 0 mo 231-1
(ot 0x0 mo Ox7FFFFFFF) mcmonb3yoTcst TOMbKO Mpy 00bIYHOI reHepalun. Homepa
mHAekca ot 23! no 232-1 (ot 0x80000000 mo OXxFFFFFFFF) 1cmonb3yioTcs TObKO TPy
3alMIIEeHHOi reHepaiuy. TakumM 006pa3oMm, ecaiy HOMep MHAEeKca MeHbIie 23! To
TIOTOMOK «OOBIUHBI», & €C/I HOMep MHIeKca 6osibllle MUau paBeH 23!, TO ITOTOMOK
«3aIUIIeHHbI».
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YTo6BI ceaTh HOMepa MHAEKCca 60siee IPOCTBIMU JIJIST UTEHMS Y BOCIIPUSATHS IIPU
BBIBOJIe, HOMep MHJIeKca 3alMIeHHOTO TOTOMKA BCera BhIBOAUTCS C HAYaIbHBIM
HYJIEM, HO 3TOT HYJ/Ib COIIPOBOXKIAETCS CMMBOJIOM OJMHOYHOTO MITpyuXa. TakKuM 06-
pasoMm, IepBbIi 06BIUHBIN KITIOU-ITOTOMOK BBIBOAMTCS Kak 0, B TO BpeMs KaK ITepBbIit
3aIIUIIeHHBIN MOTOMOK (MHAeKc 0x80000000) BriBoauTCs Kak 0'. Cobmromast mocsie-
IOBaTeJIbHOCTb, BTOPOJ 3alliMILeHHbIN KII0U AO/KeH MMeTh uHaekc 0x80000001
" BBIBOOMUTHCS Kak 1' u T. 1. Korma BeI BuauTe HD-Koliesnek ¢ MHAEKCOM i', 9T0 03Ha-
yaeT HOMep MHeKca 23+,

Hoenmuguxkamop (nyms) knroueii 6 HD-koulenvke

Kmioun B HD-Ko1esbke MaeHTUGUIUMPYIOTCSI B COOTBETCTBUM C «ITyTeBbIM» (path)
corJiaiieHem 1o MMeHOBaHMUI0, TI0 KOTOPOMY KaXK[Iblii YDOBEHbD JiepeBa OTAeNsIeTCsI
CMMBOJIOM c131ma (/) (cm. Tabi. 5.6). CeKpeTHbIe KIIIOUM, TOPOKIEHHBIE OT IJITABHOTO
CEeKPEeTHOTrO KJII0Ya, HAUMHAIOTCS ¢ CMMBOJIA «mM». OTKPBIThIE KITIOUM, ITIOPOKAEHHBIE
OT IVIAaBHOTO OTKPBITOTO K/TI0Ua, HAUMHAIOTCS ¢ cuMBoJa «M». Takum o6pas3om, mep-
BbIl CEKPETHBIN K/IHY-MIOTOMOK IJTaBHOTO CEKPETHOTr0 KiIroya nonydyaet ums m/0.
[TepBbIit OTKPBITHIN KIOU-IIOTOMOK MMeHyeTcss M/0. BTopoii MOTOMOK 13 CJIeAyI0-
1Iero MOKOJIeHMS OT IEPBOro NOTOMKa Ha3biBaeTcst m/0/1 u . .

Takasi «poIOCJIOBHAS» KJlOYa YMTAETCs CIIpaBa HaaeBO [0 TeX Iop, MoKa He
BCTPETUTCS 0603HAUEHNMe IJIABHOTO KJTI0Ya, OT KOTOPOTo ObIa BBIMIOIHEHA TeHepa-
umst. Hampumep, umeHTUGUKATOP M/X/Y/Z ONUCHIBAET KIIIOY, SIBJISTIOIIVIACS Z-M I10-
TOMKOM KJIF04a Mm/X/y, KOTOPbIi1, B CBOIO OUepeib, SIBJISIETCS Y-M OTOMKOM KJIOua
m/X — X-TO MIOTOMKa IJTaBHOTO K/t04a m.

Ta6nuya 5.6. [pumepsi nymeswbix umer 8 HD-kowenvke

Mytb B HD-kowenbke | OnucaHue kniova

m/0 MepBbliii (0) CEKpeTHBbIN KHOY-MOTOMOK OT IMIaBHOTO CEKPETHOrO KJtoya (m)

m/0/0 [epBblii CEKPETHbIM KOY-NOTOMOK C/TIEAYHOLLErO NMOKOEHUS OT NePBOro CEKPETHOro
Kntoya-notomka (m/0)

m/0'/0 MepBblit 06bIYHbIM NOTOMOK CIeAyHLLEro NOKONEHNS OT NepBOro 3aujULeHH020
CeKpeTHOro Kt4a-notomka (m/0')

m/1/0 epBblIlt CEKPETHbIN KNOY-NOTOMOK CNeaytoLLEero NoKONEHNS OT BTOPOro CEKPETHOro
Kntoya-notomka (m/1)

M/23/17/0/0 MepBbIlt OTKPbITBINA KNHOY-NMOTOMOK YETBEPTOro NOKONEHUS OT NEPBOrO OTKPLITOro

K/IK04a-NnOTOMKa TPETbErO NMNOKONEeHMA OT 18-ro notomka BTOPOro nokoneHua
0T 24-ro noToMKa nepBoro NnoOKoneHunsa

Iepemeuienue no cmpykmype depeea HD-kouenvka

IpeBoBumHas CTpykTypa HD-Kollesbka o0ecreurBaeT HEBEepPOSITHYI0 TMOKOCTh
U YHUBEPCAIbHOCTb. KaykIplil pacipseMblli KJII0U-POAUTENb MOKET UMeThb 4 MUIT-
nuapAa MOTOMKOB: 2 MMJUIMapAa OOBIUHBIX M 2 MuMapia samuiieHHbx (har-
dened) ITIOTOMKOB. Ka>1<,u1)1171 U3 3TUX IIOTOMKOB MOXET Takke MMeTh 4 MWiMapaa
COOCTBEHHBIX TIOTOMKOB M T. . I[epeBo MOXKeT OBITh HACTOIBKO I‘IIVGOKI/IM, HaCKOJIb-
KO BaM HY>KHO, C 0GeCKOHEUHBIM KOJIMUYeCTBOM IToKoneHuit. Ho HO,Z[O6H8.H I'MOKOCTD
NPpUBOOUT K 3aTPYAHEHUAM IIPpU HeOGXO,ELI/IMOCTI/I repeMelnieHmsA 110 TAKOMY bec-
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KOHeUHOMY mepeBy. OcO6eHHO TPYAHO IMepenaBaTh HD-KoIeTbKM MEXKIY pasand-
HBIMMU peanu3alusiMmu, TOTOMY UTO BO3MOXXHOCTY BHYTPEHHETO0 YCTPOICTBa BeTBel
¥ TIOJIBETBEI OECKOHEUHBI.

IlBa nokymeHTa BIP mpepjiaraioT pelieHus 10 YCTPAaHEHUIO CJI0KHOCTU MOCpes -
CTBOM CO3[aHMS HEKOTOPBIX IperoiaraeMblX CTaHIAPTOB IJIS1 CTPYKTYPHI IepeBb-
eB B HD-komenbkax. [lokymeHT BIP-43 mpensaraeT MCIONb30BaTh TMEPBbI 3a-
muieHHb (hardened) MHAEKC OTOMKA KakK 0COObIN MAEHTUGUKATOP, KOTOPBI
SIBJISIETCSI TIPU3HAKOM «I1eT» KOHKPEeTHO IpeBOBUIHO CTPYKTYpHI. [1o cTaHAapTy
BIP-43 HD-Ko1lle/ieK A0/IKeH UCIIO/Ib30BaTh TOJBKO OMHY BETBb JepeBa MepBOTO
ypoBHS (level-1) ¢ HomepoM MHAEKCA, UAEHTUDUIUPYIOIIUM CTPYKTYPY U TIPO-
CTPAHCTBO MMEH OCTAJbHOI YaCTU JlepeBa U OIpenessiiollM ero 1eib. Hampumep,
HD-Kolenek, UCIOMb3YIOIINIT TONBKO BETBb M/i'/, MpeHasHAUYeH UCKITIOUUTETbHO
o151 0603HaUeHMs] KOHKPETHO 3alaHHOI 1Iefu, KOTopas UAeHTUQUIIMPYEeTCs 1Mo
HOMepy MHJIeKca i.

Pacimpsist aTy cnenimbukanmo, 1oKymeHT BIP-44 npepjiaraeT CTpyKTypy CO MHO-
TMMU YYETHBIMU 3aTMMCSIMM Kak «I[eJib» HoMep 44' mo craumapty BIP-43. Bce HD-
KOIIIeJTbKY, UMeIlye CTPYKTypy Mo craHmapTy BIP-44, uneHTUdUIIUPYIOTCS 110
cIenyIoneMy MpM3HaKy: OHM MCIOIb3YIOT TOJIbKO OAHY BETBb AepeBa — m/44'/.

B nokymeHTe BIP-44 onpepnensieTcs CTPyKTypa, COCTOSILIAs U3 ISATU NIpeLlolpene-
JIeHHBIX YPOBHE lepeBa:

m / purpose' / coin_type' / account' / change / address_index

IJis TIepBOTO YPOBHSI purpose BCerma YCTAHOBIEHO 3HaueHue 44'. BTopoii ypo-
BEeHb COin_type ompenesnsieT TUI JEeHEKHON eIMHUIIbI KPUIITOBATIOTHI, ITO3BOJISS
Cco3/1aBaTh MHOTOBaIlOTHbie HD-KollleabKy, Ioe Kaxkaoi AeHeXHON eguHMUIEe OT-
BeJleHa cOOCTBEHHAS ITOABETBh JlepeBa, HAUMHAs CO BTOPOTO YPOBHS. B HacTosIiee
BpeMSI TOCTYITHBI TP 0003HAUEHUST KPUIITOBATIOT: m/44'/0" nyist Bitcoin, m/44'/1'
it Bitcoin Testnet u m/44'/2' pns Litecoin.

Ha TpeTbeM ypOBHe HaxOOUTCA «ydeTHas 3alycCb» (account), MO3BOJAIOIIAS
TT0JIb30BATEISIM TTOIPa3esIsSITh CBOY KOIIETbKY Ha OTeTbHbIE JIOTMUECKIE YUETHbIE
3aIMCK )1 BeJleHNsT OYyXTaJTepCcKOro yueTa Wiy B OpraHM3alMOHHbBIX 1esax. Ha-
npumep, HD-Koliesiek MOKeT COflepsKaTh IBe «yUeTHbIe 3amuch» (IBa «cueTar) IJis
6uTKOIMHOB: M/44'/0'/0' v m/44'/0'/1'. Kaskmast yueTHasI 3aM1Ch SIBJISIETCSI KOPHEM OT-
IeTbHOTO TIo/IIepeBa.

Ha uyeTBepTOM ypoBHe change B nepeBe HD-KomeabKa CO30al0TCS BE TTOIBET-
BU: OHA — JJIS1 CO3[IaHMSI aApecoB IoTyuaTesiei, apyras — s CO3IaHus afpecoB
npuemMa cmauu. OTMeTUM, YTO Ha BCEX MPEAIIeCTBYIONMX YPOBHIX MCIIOIb30Ba-
ylach QYHKIMS 3aMUITEHHON reHepalnn, a Ha 3TOM YPOBHE ITPUMEHSeTCsT 00bIU-
Has reHepalys. DTO IMTO3BOJISIET SKCIIOPTUPOBATH PACIIUPSIEMbI€ OTKPBIThIE KITIOUN
Ha JaHHOM ypOBHE JepeBa JJisl MCIIONIb30BaHUSI B HEHAIEXKHOI cpeme. Paboune
ampeca moposxkgaoTcs HD-KkomresbkoM Kak IMTOTOMKM OT YeTBEPTOrO YPOBHS, 00-
pasymolnue IMSIThIi ypoBeHb nepeBa address_index. Hammpumep, TpeTuit agpec 1mo-
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JIyyaTesis AJis IiaTeskeil B OMTKOIHAX JIJIs TTepBOil yUeTHO 3amMCy TO/KEH BbI-
IasmeTh Tak: M/44°/0°/0°/0/2. B Tab6in. 5.7 mpuBemeHo ellle HeCKOJIbKO MPUMEpPOB
MO 0GHBIX aJIPECOB.

Tabnuua 5.7. Mpumepsi cmpykmypsl HD-kowenvka no cmaHoapmy BIP-44
MyTb B HD-Kowenbke | OnucaHue Kaua

M/44'/0'/0'/0/2 TpeTuii OTKpPbITbIN KNIHOY AN NpueMa nnatexxen B GUTKOMHaX Ans NepBoi y4eTHOM
3anucu
M/44'/0'/3'/1/14 M9THaAUATbIMA OTKPbITBIA KNKOY, COOTBETCTBYIOLWMIA afpecy npuemMa caaun

B GUTKOMHAX, 419 YETBEPTOM YYEeTHOW 3anmcu

m/44'/2'/0'/0/1 BTOpoO# cekpeTHbIl KoY B OCHOBHOM YY4ETHOM 3anucu AN NOANUCU TPaH3aKLUMi,
npou3BoAMMbIX B Litecoin




lnaBa

TpaH3akuuu

BBEOEHUE

Tpan3akiuuu (transactions) — camasi BakHast 4YaCTh OUTKOITH-CHCTEMBI. Bce Tpouee
B OMTKOITH-CHCTEMEe TpemHasHaueHo s obecreyeHns: CO3MaHus TPaH3aKIWIi,
repenayn UxX B CETh, TPOBEPKM ¥ B KOHEUHOM UTOTe JIJIs T0OaBIeHMsI B I7106a/b-
HBII peecTp TpaH3aKIuii (TO eCTh B CTPYKTYPY AJAHHBIX 610KUeiiHa). TpaH3aKIumu
TIPeICTAaB/ISIIOT COO0 CTPYKTYPhI JAaHHBIX, B KOTOPBIX 3aKOAMPOBaHa Iepemaya
IIEHHOCTEe MEeXIY yYaCcTHMKAaMM OGUTKOIH-cucTeMbl. Kaxkmas TpaH3aKIus — 3TO
001IeIOCTYITHAS 3alUCh B CTPYKType MaHHBIX OJIOKYeiiHa GUTKOIIH-CUCTEMBI,
(harTHYeCKY SIBJISIOINIelics IIT06aMbHO 6YXTranTepcKoit KHUTOJi C CUCTeMO¥ BOii-
HOJI 3aNUCH.

B 91071 I71aBe oIpo6HO paccMaTPMUBAIOTCS Bce pasHoo6pa3Hbie GOPMbI TpaH3aK-
LM, X COlePsKMMOe, ITPOIIeAyPhl MX CO3IaHMS U TTPOBEPKU KOPPEKTHOCTH, a TaK-
>Ke TIOKa3aHO0, KaK OHY CTAHOBSITCS YaCThIO TTIOCTOSTHHOTO peecTpa BcexX TpaH3aKIINiA.
B oT0i1 rM1aBe TepMMH «Kolenek» (wallet) 6ymeT 1CITob30BaThCs IJ1s1 0003HAUEHUST
MIPOTPaMMHOTO0 obecreueHs], PopMuUpyoIero TpaH3akIiMiu, a He TOJbKO Kak 6a3a
IaHHbBIX K/II04e.

TPAH3AKLMM B NOAPOBHOCTSAX

B raBe 2 MbI paccMaTpuBaIM TPaH3aKUMIO AJIMChI, VICIIONb3YEMYIO AJIS OIJIaThl
yamky Kode B Kade Boba, mprmeHsst B yU4eOHBIX IeJSX MTPOBOSHMK MO GIOKaM
(puc. 6.1).

[TpuioxkeHue mpoBogHMKa 110 6iiokaMm (block explorer) mokassIBaeT TpaH3aKILMIO
¢ «ampeca» Anuchbl Ha «aapec» Boba. DTo BechbMa yIpOIeHHOE BU3YaJbHOE Ipe/I-
CTaBJiIeHMeE TOT0, YTO COAEPKUTCS B TpaH3aKIMK. B IelicTBUTeTbHOCTH, KaK Mbl YBU-
IOVM B TaHHOJ I71aBe, 66/IbIast YaCcTh BIBOAMMOI MHGOPMAaIMK Co3[aHa MPOBOJ-
HMKOM TI0 6;T0KaM, a He B3sTa U3 TPAH3aKLIWN.
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Transaction view information about a bitcoin transaction
0627052b6f28912f2703066a912ea577f2ce4dadcaababibd8ab7286c345c22
1GdK9UzpHBzqzX2A9JFP3DidweBwagmoQA
- (U 1t 0.015 BTC
1Cdid9KFAaatwezBwBttQecwXYCpVKeh7FK (0.1 BTC - Output) * {Unspent .
1Cdid9KFAaatwczBwBHQowXYCpvKBh7FK -
(Unspent) 0.0845 BTC
97 Confirmations | 0.0895 BTC
Summary Inputs and Qutputs
Size 258 (bytes) Total Input 0.1 BTC
Received Time 2013-12-27 23:03:05 Total Output 0.0995 BTC
Included In 277316 (2013-12-27 23:11:54 +9 Fees 0.0005 BTC
Blocks minutes)
Estimated BTC Transacted 0.015BTC

Puc. 6.1 <« TpaH3akumsa Anucel - onnata B kade boba

Tpa|-|3aKu,uM = YTO BHYTpU

B meitcTBUTENbHOCTY BHYTPEHHEE CONePKMMOe TPaH3aKIMM 3HAUUTeNbHO OTANYa-
eTCsl OT BU3YaabHOTO MpeACcTaBieHus TpaH3akium, choOpMUPOBAHHOTO TUTTUUHBIM
MPOBOAHUKOM TI0 6i0KamM. DakTUUeCKM OGOJBIIMHCTBO KOHCTPYKIIMIA BBICOKOTO
YPOBHS, KOTOpbIe Mbl Hab/I0AaeM B Pas3IMUHbIX BEPCUSX MOJb30BATEIbCKOTO UH-
Tepdeiica 6GUTKONH-TIPUIOKEHN, HA CAMOM fieJie He CYLIeCTBYeT B OUTKOIH-CH-
cTeMe.

Mbl MOKeM BOCITONIb30BaThCsl MHTepdeiicom KomaHAHOI cTpoku Bitcoin Core
(getrawtransaction M decoderawtransaction) Oy M3BJieueHUS] TpaH3aKLUU AJIUCHI
B HACTOSIIIEM, «CbIPDOM» BUJIE, AEKOLMPOBATD €€ ¥ IIOCMOTPETb, YTO OHA COLEPIKUT.
Pe3ynbTaT GyAeT CAeIyomyM:

{
"version": 1,
"locktime": 0,
"vin": [
{
"txid":
"7957a35fe64180d234d76d83a2a8f1a0d8149a41d81de548f0a65a8a999f6118",
"vout": 0,
"scriptSig" :

"3045022100884d142d86652a3f47ba4746ec719bbfbd040a570bldeccbb6498c75c4ae24cb02204
b9f039ff08df09cbedf6addac960298cad530a863ea8f53982c09db8f6e3813[ALL]
0484ecc0d46f1918b30928fale4ed99f16a0fb4fded735e7ade8416ab9fe423cc5412336376789d1
72787ec3457eeed41c04f4938de5cc17b4al0fa336a8d752adf",
"sequence": 4294967295
}
]J
"vout": [

{
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"value": 0.01500000,
"scriptPubKey": "OP_DUP OP_HASH160
ab68025513c3dbd2f7b92a94e0581f5d50f654e7 OP_EQUALVERIFY OP_CHECKSIG"
}J

{
"value": 0.08450000,

"scriptPubKey": "OP_DUP OP_HASH160
7f9b1a7fb68d60c536c2fdBaeaa53a8f3cc025a8 OP_EQUALVERIFY OP_CHECKSIG",
}
]
}

B03MO3KHO, BbI 00paTU/IM BHMMAaHNME HAa HEKOTOPbIe 0COOEHHOCTHU 3TO TpaH3aK-
LMY, TTIaBHOM U3 KOTOPBIX SIBJISIETCS OTCYTCTBME HEKOTOPBIX JIEMEHTOB. e anpec
Anucsi? Tme agpec Bo6a? I'me BXomHble JaHHbIe, TO eCTh unciio 0.1, «<OTIIpaBieHHOoe»
Anucoit? B GUTKOIH-CcICTeMe HET MOHET, HET OTIIpPaBUTeJIe, HeT IoyJyaTenei, HeT
0aJIaHCOB, HET YUETHBIX 3aryceil, HeT aapecoB. Bce aTu a1eMeHThl GOPMUPYIOTCS
Ha 6oJiee BHICOKOM YPOBHE [IJIsI YIOOCTBA ITOIb30BaTeIs, UTOOBI CAeIaTh BCE MPOMC-
xopsiee 60j1ee TOCTYITHBIM [IJIsT TOHMMaHMs.

BeposiTHO, BbI TaKXKe 3aMeTU/I MHOKECTBO HEIIOHSITHBIX, He MOAIa0LIMXCS pac-
mmMdpoBKe IoIeit 1 CTPOK B IIecTHagnaTepuuHom popmare. Ceiiuac He CTOUT 6ec-
ITOKOMTbCS 00 9TOM, ITIOTOMY YTO B JAHHOI IMlaBe GYOYT MOAPOGHO OMMCAHbI BCe
I10J181, TOKa3aHHbIe B BhIIIENIPUBEAEHHOM IIpUMepe.

BXOIHbIE M BbIXOOHbIE JAHHbIE TPAH3AKLMU

OCHOBOITO/IATAIONIVIM 3JIEMEHTOM KOHCTPYKUMYM OUTKOWH-TPAH3aKIUN SBIISIIOTCS
BBIXOJIHbIE JaHHbIe (transaction output). BeixomHble JaHHbIE TPAH3aKIIUM — 3TO He-
nenuMble pparMeHThbl OUTKOMHOB (KaK JeHEKHO eqMHUITBI), 3aIIMCAHHbIE B CTPYK-
TYpY JaHHBIX 6JIOKUEITHA U TPU3HAHHbIE KOPPEKTHBIMMY BCeii CeThI0. [I0THOIIeHHbIE
Y3JIbI OUTKOIH-CUCTEMBI OTC/IEKMBAIOT BCE JOCTYITHbIE BHIXOAHBIE JaHHbBIE, KOTOPBIE
MOTYT PacXO[0BaThbCsl. DTU BbIXOAHbIE JaHHbIE HAa3bIBAIOTCS HEM3PACXOA0BAHHBIMU
BBIXOAHBIMM JAHHBIMM TpaH3akLMii (unspent transaction outputs), cokpalieHHO
UTXO. ITonuslii crincok Bcex maHHbIx UTXO HaseiBaeTcss UTXO-nabopom (UTXO
set) U B HacTosIllee BpeMsI HacUMThIBaeT MUUTMOHBI 3ammceii UTXO. UTXO-Habop
YBeIMUMBAETCS BCSIKMI pas, KOraa co3aarTcs HoBble faHHbie UTXO, 1 yMeHbIlIaeT-
cs1 mo Mepe pacxomoBaHust UTXO. Kaxkgast TpaH3aKUuys MpeacTaBiiseT M3MeHeHue
(mepexom Mexkmy coctossHusiMM) B UTXO-Habope.

Korma MbI TOBOPMM, UTO KOIIEIEK «TIOTYIMT» OUTKOITHBI, TO O3HAYAET, UTO KOIlIe-
Jiek o6Hapykwmi maHHble UTXO, KOTOpble MOXKHO Pacxoa0BaTh C MTOMOIIbI0 OJHOTO
U3 KIIOUeli, YIIPaBIIeMbIX STUM KOLIeJIbKoM. TaKuM 006pa3oM, MOIb30BaTeIbCKUI
«bayaHC» GUTKOMHOB MpeacTaBiIsieT co6oit cyMmy Bcex maHHbIX UTXO, KOTOpbie
KOIIIeJIEK 3TOTO TI0Th30BaTe/IsI MOKET M3PACXOA0BaTh ¥ KOTOPbIe, BO3MOKHO, OyIyT
pacrpenesieHbl 110 COTHSIM TPaH3aKIMii M COTHSIM 6710K0B. KoHtemntiust 6asaHca co3-
JIaeTcsT IPUIOKeHeM KolenbKa. Korenek Beramc/sieT 6agaHC MoIb30BaTesl, 1Mo-
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CJIe0BaTeNIbHO MPOCMATPUBasi CTPYKTYPY JAaHHBIX OJIOKYEiHA ¥ CyMMUpYs 3Haue-
Hus Bcex maHHbIX UTXO, KOTOpble MOXKET pacXxo0BaTh 3TOT KOIIENeK C MTOMOIIbIO
YIIpaBISIeMbIX UM KJTIOUeil. BOMbIIMHCTBO KOIIETbKOB MTOAIEePKUBAET 0a3y JaHHBIX
VTV ICTIOJTh3YeT CepBUC 6a3bl JAHHbIX /IS XpaHEHMS OTIepaTUBHOI CCbUIKYM Ha Habop
Bcex maHHbIX UTXO, KOTOpbIe OHM MOTYT PacXO0BaTh C TOMOIIbIO CBOMX KITIOUEIA.

B BBIXOOHBIX JaHHBIX TPaH3aKIMII MOXET COIepsKaTbCsl IPOM3BOJIbHOE (11e10€)
3HaueHue, 0603HAUEeHHOE KaK MHOXMUTE/Ib (KpaTHOE UMCIIO) AJIS eIMHUIL «CaTOLIN»
(satoshi). Tak ke Kak CyMMbI B IOJJIapax U pyoJIsIX MOTYT COIEPsKaTh ABE MO3ULINN
MoC/Ie NecSITUYHOM TOUYKY (3aIITON) /IS 3allMCU LeHTOB (KOIleeK), TaK ¥ CyMMBbI
B GMTKOIfHAX MOTYT BK/IIOYATbh J0 BOCHMM MO3UILINIT ITOC/TE OeCITUYHOI TOUKM (3a-
TMISITOM) MJIST 3aIIMCHU CaTOIIM. BbIXOMHbIE TaHHbIe MOTYT COIEPXKaTh JII060€e Mpou3-
BOJIbHOE 3HAUeHNe, HO TOoCye CO3MaHMsI OHM CTAHOBSITCSI HefeMMMbIMU. DTO OYeHb
Ba’kHAsl XapaKTePUCTUKA BBIXOAHBIX JAHHBIX, KOTOPYIO HYKHO 0CO0G0 BBIAEIUTh:
BBIXOHbIE TAHHbIE — 3TO NUCKPETHBbIE U HeJeNuMble eqUHUIIbI IIeHHOCTH, BbIpa-
>KeHHbIE B I[eJIOUMCIeHHBIX caToln. HenspacxooBaHHbIe BbIXOIHbIE TaHHBIE MO-
T'YT OBITH BK/IIOUEHBI B JIIOOYIO AIPYTYIO TPaH3aKIIMIO TOJIBKO KakK eIMHOe IeJIoe.

Ectn pannsie UTXO 6Gonblile, ueM TpebyeMoe 3HaUeHMe TpaH3aKIuu, TO Jaxke
B 3TOM (JIydyae OHM HeINpeMeHHO AOJIKHBI PAacXO0BaThCSl KaK eAMHOe 1ienoe, HO
B 9TOif XKe TpaH3aKLUUM TOJKHA ObITh CreHepupoBaHa cmava (change). Ipyrumu
cmoBamu, eyt Bbl uMeeTte gaHHble UTXO B pasmepe 20 GMTKOITHOB, a HY>KHO 3a-
IJIATUTh TOJMBKO 1 GMTKOIIH, TO TPaH3aKI[Ms BCe paBHO MO/KHA M3PacX0Om0BaTh BCe
20 6utkoitHoB UTXO 1 creHepupoBaTh ABa (GparMeHTa BHIXOIHBIX JAHHbBIX: OIWH —
IJIST OTLIAThI CYMMBI B 1 GUTKOIH YKa3aHHOMY ITOJTy4YaTesio, IPYTroil — AJist BbITIa-
ThI 19 GUTKOITHOB caumM, BO3BpalllaeMoii B Ball Koireynek. CeIcTByeM HeaeauMoit
MIPMPOIbI BBIXOIHBIX JAHHBIX TPaH3aKLIMil SABISETCS TOT (GAKT, UTO GOMBIIMHCTBO
OUTKOIMH-TpaH3aKIuit 6yIeT BBIHYKIEeHO reHepupoBaTh Caavy.

[IpencraBuM cebGe yveoBeKa, MOKYMAIOIEro HeKuit HamuToK 3a 1.50 mommapa
¥ POIOIIIETOCS B CBOEM KOIIIeJIbKE B TIOVICKAX MOHET U KYITIOP, COCTaBJISIONIUX TPpe6y-
eMylo cyMmy. [ToKyIiaTeb HaBepHsiKa ImocTapaeTcst HabpaTb cyMMy 6e3 caauu, eciu
9TO BO3MOKHO (HAaIlpuMep, JOJJIapoBast KyIiopa ¥ ABe MOHEThI B 25 1IeHTOB), U
cobepeT ropcTh MeJIKUX MOHET (IIeCTh MOHET I10 25 IIEHTOB), HO eC/IY HeOOX0IMMO,
TO BbIGepeT Gosiee KPYIHYIO KYIIOPY, HAlIpMMep B 5 moyaapoB. Ecau moKymaTesnb
repefaeT BafeNblly MarasyHa (MM MpoaaBIry) GOMBIIYIO CYMMY, CKaXkeM, Te 5Ke
5 monmapos, To BosiHe 06OCHOBAHHO OXKMIAeT caavy B pazMepe 3.50 mosuiapa, Ko-
TOpble OH(a) BepHET B CBOI KOIllleJieK U CAe/aeT NJOCTYIMHBIMU IJIs1 MOC/TeIyIOINX
TpaH3aKIuii.

[Tomo6GHBIM 00pa30M OJIKHBI CO34ABAaThCS M OMTKOH-TPAH3aKIIUM U3 TTOTbh30-
BaTeNnbCkMX AaHHbIX UTXO B TeX HOMMHa/IaX, KOTOpbIe AOCTYITHbI MTOIb30BaTENIO.
[Monb3oBaTenu He MOTYT AenuUTh JaHHble UTXO momosam — Tak ke, Kak He MOTYT
pa3pesaThb AOIAPOBYIO KYITIOPY TIOIMOJIAaM U MCIIONIb30BaTh 06€ YacTu KakK OT/IeNb-
Hble JeHeKHbIe eIMHUIIbL. [IpUIokeHNe Kollleabka 0ObIYHO BBIOMPAET U3 BCEX I0-
CTYITHBIX TTOJIb30BaTeNbCKMX JaHHbIX UTXO Te, KOTOpbIE COCTABIISIOT CYMMY, O0/Tb-
IIYIO MM PaBHYIO TpebyeMoii CyMMe TpaH3aKIIUMA.
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Kak 1 B peajibHO KM3HU, GUTKOMH-TIPUIOKEHE MOXKET IIPUMEHSITh HeCKOIbKO
pasHbIX CTpaTeruii Ajist GopMUPOBaHMSI CYMMBbI OTLJIAThI 3@ MTOKYTIKY: 00beqHeHMEe
HECKOJIbKMX 60Jiee MeJIKMX 3JIeMEHTOB, TTOMCK CYMMbI 6€3 ¢Iauy WM UCIIOTb30Ba-
HMe OJHOIO JIeMEeHTAa JAHHbBIX, O0ee KPYITHOTO, UeM CyMMa TpaH3aKIuu, 1 (op-
MUpPOBaHMe caaun. Bece 9T CJIOKHbIE MAHUITYISILUY C HOCTYITHbIMU AaHHbIMU UTXO
KOIIleJIeK BBITIOJIHSIET aBTOMAaTUUYEeCKM ¥ He3aMeTHO /15 10/Ib30BaTesieit. ITo MMeeT
3HaueHMe TOJIbKO B TOM CJTyuae, eCJIM Bbl CAMy ITpOTpaMMHO (popmupyeTe TpaH3aK-
MM Ha HU3KOM ypoBHe 13 ganHbix UTXO.

TpaH3akuMM pacxoOylT paHee 3allCaHHbIe HEM3PACXOMOBAHHbBIE BBIXOIHBIE
JaHHbIE TIPeAbIAYIINX TPaH3aKIMIA U CO3HAI0T HOBbIE BBIXOHbIE TaHHbIE, KOTOPbIE
MOTYT PacXoJ0BaThCs OYIYIIMMM TpaH3aKIUsIMU. TakuM 06pa3oM, 4acTu CTOVMO-
CTY OUTKOMHOB IMOCTOSTHHO TIepeMeIIaloTcs OT BJIafe/Iblla K BAaJeNlbIly B I€ITOUKe
TpaH3aKIIKii, MOTPeOISIoNIMX 1 co3maomux ganaeie UTXO.

VcKIoueHreM U3 LeroueK BXOIHBIX M BbIXOJHBIX JAHHBIX SABJISETCS 0COObIN THUII
TpaH3aKIMii, Ha3bIBaeMblii coinbase-TpaH3akiuei. Coinbase-TpaH3akusl — 3TO
camMas IepBasi TpaH3aKLMS B KaskgoM OjI0Ke, KOTOpasl pasMeIlaeTcss MaiiHepoOM-
«IobeauTeNeM» 1 CO3IaeT HOBbIe OMTKOIHbI, BhIIIAUMBaeMbIe €My KaK BO3HATrpask-
IeHye 3a YCIeNIHbI MaiftHMHT. DTa ocobeHHas coinbase-TpaH3aKkIus He MOTpe6-
jnsieT gaHHbIX UTXO, BMeCTO 3TOro OHa IPMHUMAET CIIeMaIu3MPOBAHHBIN TUIT
BXOJHBIX JAaHHbIX, Ha3bIBaeMblil «coinbase». IMEHHO TaKMM CIIOCOG0M CO3AI0TCS
HOBbIE J€HEeKHbIE eIVHULIbI OMTKOMHBI B ITpOIlecce MaiiH/HIa, HO 6oJiee oapoOHO
MBI PaCCMOTPUM 3TOT Ipolecc B riase 10.

0 Yto 6b110 paHblue? BxoaHble Uan BbIXOAHbIE AaHHbIE, KypuLa unm aino? CTporo roBops, Bbl-
XOAHble AAHHbIE MOSBAAIOTCS paHbLUe, TaK KaK coinbase-TpaH3akuuu, KOTOpble reHepUPYHOT
HOBble OUTKOMHbI, PAKTUYECKM HE MPUHMUMALOT HUKAKMX BXOAHbIX AAHHbIX M CO34At0T BbIXOA-
Hble JaHHbIE U3 HMYEro.

BbixoaHble gaHHbIe TPpaH3aKuuun

Kaskmast GMTKOIH-TpaH3aKIMs CO3aeT BhIXOIHbIE JaHHbIe, KOTOPbIE 3aIMChIBAIOT-
Cs1 B peecTp GMTKOMH-cUcTeMbl. [IoUuTH BCe 9TU BBIXOAHbIE TaHHbIe, 38 OOHUM WC-
KJII0ueHreMm (CM. pazgen «3anuch BbIXogHbIX JaHHBIX (RETURN)» rmaBsl 7), co3matoT
IOCTYITHBIE [IJIsI PACXOJOBAHMS YaCTV OMTKOHOB, HasbiBaeMble UTXO 1 Mpu3sHaH-
Hble KaK KOPpPEKTHbIE BCEI CEeThbIO M NOCTYMHbIE OIS BJIafesiblia, KOTOPbI/A MOXKET
pacxoAoBaTh UX B CJIeAYIOLIel TpaH3aKU N,

Iauubie UTXO OTC/IeKMBaIOTCS KaskIbIM ITOJTHOLIEHHBIM Y3/I0M GUTKOH-KIMEeH-
ta B UTXO-Ha6ope. HoBble TpaH3aKLyM MOTPEOISIOT (PacXOAyIOT) OOMH WM He-
CKOJIbKO 3JIEMEHTOB (3alliceit) BBIXOAHBIX JaHHbIX 13 UTXO-Habopa.

BrixonHble JaHHbIE TPAH3aKIMN COCTOSIT U3 ABYX YaCTeN:

O KoaMuecTBO OMTKOITHOB, BhIpakeHHOE B camouwuu (satoshi), TO eCTb B MUHU-

MaJIbHOJ euHMIle OUTKOIIH-CUCTEMBbI;
O kpunTorpaduyeckass rojoOBOJIOMKa, OIpemessiounias YCI0BUs, TpeOyeMblie
IIJIST pacCXO0BaHMS 3TUX BbIXOIHbBIX TaHHbIX.
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Kpunrorpadnueckast ToJI0BOJIOMKA TaKsKe M3BECTHA M0, Ha3BaHWEM «O/10KUPYHO-
wuti ckpunm» (locking script), «ckpunm-ceudemenbcmao» (witness script) M script-
PubKey.

SI3BIK CKPUIITOB TpaH3aKIIMiA, UCIIOIb3YEMBIi B OJOKUPYIOIIMX CKPUIITAX, YII0-
MSIHYTBIX BbIIlle, TIOAPOOHO paccMaTpuBaetcs B paspene «CKPUIITHI TpaH3aKLIMIA
U SI3BIK CKPUIITOB» TEKYIIEI IJIaBbI.

Temeps BepHeMCs K TpaH3aKI[MK AJMCHI (TTOKa3aHHO Bbillie B pasnene « TpaH3ak-
LMY — UTO BHYTPU») U TTONPOOYeM OIpeenTh B Heil BLIXOIHbIE JaHHbIe. B Komu-
poBke JSON BbIXOIHbIE JaHHbIE pPA3MEIAKTCS B MacCcuBe (CIUCKe) C UMeHeM vout:

"vout": [
{
"value": 0.01500000,

"scriptPubKey": "OP_DUP OP_HASH160 ab68025513c3dbd2f7b92a94e0581f5d50f654e7
OP_EQUALVERIFY
OP_CHECKSIG"
}J
{
"value": 0.08450000,

"scriptPubKey": "OP_DUP OP_HASH160 7f9bla7fb68d60c536c2fd8aeaa53a8f3cc025a8
OP_EQUALVERIFY OP_CHECKSIG",
}
1

31ech MOXHO BUJIEThb, UTO TPAH3aKLMUSI COMEPKUT Ba (PparMeHTa BbIXOTHBIX
IaHHbIX. KaKabIit parMeHT BBIXOIHBIX TaHHBIX OTIPeie/isieTCss 3HaueHMeM U KpUII-
TorpaduIecKoil TOJIOBOJIOMKOI. B KOmMpOBKe, MCIOIb3yeMOV WHCTPYMEHTaMU
Bitcoin Core, 3HaueHNe BEIBOAUTCS B OMTKOMHAX, HO B CAMOJi TpaH3aKLVM 3TO 3HA-
YyeHMe 3aMMCaHo Kak I[eJI0e YMCII0, BIpaykeHHOe B CaTOIIN. BTOPOIt YacThIo KaskI0Tro
(bparmeHTa BHIXOHBIX TAHHBIX SIBJISIETCS] KpUIITOrpaduyecKkasi ro0BOJIOMKa, KOTO-
pasi yCTaHaBAMBAET YCIOBYSI [IJISI PACXOIOBAHMSI 3TOV CyMMbl. THCTpyMeHTHI Bitcoin
Core 0603HAYAIOT 3Ty YaCTb KaK scriptPubKey ¥ MMOKa3bIBAIOT JIETKO YMTAEMOE TIpef-
CTaBJIeHMEe COOTBETCTBYIONMIETO CKPUIITA.

Borpock 6;10KMpOBKM U pa3baokupoBKy JaHHBIX UTXO 6yayT 006CYy:KIaThCsT He-
CKOJIbKO TIO33Ke B TeKYyIleii I/iaBe, B pasnene «DopMupoBaHue CTPYKTYPbl CKPUTITA
(Lock + Unlock)». SI3bIK, MCTIONB3yeMblii JisI CKPUIITOB B UacTU scriptPubKey, pac-
cMaTpuBaeTcs B pasgese «CKpUIThI TPaH3aKIMit U SI3bIK CKPUIITOB» TEKYIIe IJia-
Bbl. Ho, TIpekme ueM Mbl TepeiiieM K 9TUM TeMaM, Heo6XOIMMO MOHSITh O6IIyI0
CTPYKTYPY BXOHBIX M BBIXOIHBIX TAaHHBIX TPAH3AKIIUIA.

Cepuanu3auyus mpaH3axkyuii — 6bIX00Hble 0aHHblE

IMpu nmepemave TpaH3aKIMii 10 CETY WIIM IIPY OOMEHe MMM MEXIY MPUIOKEHUSIMU
BBITIONTHSIETCS cepuanudayus (serialization) Tpansakimii. Cepuanmsanmsi — 3TO Mpo-
1ecc mpeobpa3oBaHys BHYTPEHHETO MPeACTaBIeHNUS CTPYKTYPbI JAHHBIX B hopMar,
KOTOPBI/I MOKHO MepefaBaTh 110 OJHOMY 0aiiTy 3a pas. Takoii opmar nepemaun
Has3bIBaeTCss TOTOKOM 6aiiToB (byte stream). HamGosee yacTo cepuanmsaius uc-
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TOJIb3YeTCs MIJIST KOOVMPOBAHMS CTPYKTYP OAHHBIX IIPU Tlepeaade UX 10 CeTU WIIN TIPU
coxpaHeHun ux B (aitne. DopmaT cepraam3aluy sl BBIXOAHbBIX JaHHBIX TPaH3aK-
LM TTOKa3aH B Tabi. 6.1.

Ta6nuya 6.1. Gopmam cepuanuzayuu 0719 8bIXO0HbIX OAHHbIX MPAH3AKYULI

Pasmep Mone OnucaHue

8 6aiTOB (MOPSAAOK Amount (Cymma) CymMa 6uTKOMHOB B caTowwm (108 6UTKOMHOB)

OT MAaALero K crapLiemy)

1-9 6aiToB (Varint) Locking-Script Size (Paamep | InuHa 61OKMpYIOLLETrO CKPUMTA (CM. HUXE)
6nokumpytoLLero ckpunTa) B HanTax

MepeMeHHbIN Locking-Script (bnokupytowmit | CKpunT, oNpenensoLwmii ycnosus, Heobxoam-
cKpunT) Mble A15 PaCXOLOBAaHMS BbIXOLHbIX AAHHbIX

BoNbIIMHCTBO OMOIMOTEK U IMIPOTPAaMMHBIX MHCTPYMEHTAIbHbIX Cpe[ sl pabo-
ThI C GUTKOITHOM He MCIIOb3YeT IJIsl BHYTPEHHEro XpaHeHusT TTOTOKY 6aliToB, Tak
KaK Py 9TOM TpPeOyeTCsT BBITTOTHEHNE CIOKHOTO CMHTAKCHMYEeCKOro pa3bopa Kask-
IIbIV pa3, Korga Heo6XoaMMO TOMYIUTh AOCTYIT K KAKOMY-TO OTIeTbHOMY TOJII0. 1711
yIo6cTBa 06pabOTKY M UTeHMS GMOGIMOTEKM IJ1s1 PAOOTHI C OUTKOITHOM OPTaHU3YIOT
BHYTpEHHEee XpaHeHMe TPaH3aKUMil B CTPYKTypaX AAHHBIX (OOBIYHO B OObEKTHO-
OPMEHTUPOBAHHBIX CTPYKTYpax).

[Tpotiecc TpeoOpa3oBaHMs U3 TIPEICTaBI€HMS TPAH3AKIIUY B BUIe TIOTOKA Oaii-
TOB BO BHyTpeHHee IpeICTaBIeHe 6MOIMOTEKN B BMIe HEKOTOPOI CTPYKTYPbI TaH-
HbIX Ha3bIBaeTcs decepuanudayueli (deserialization), vutv cuHmaxkcuueckum pasbopom
(napcurzom), mpansaxyuu (transaction parsing). Ilpouiecc o6paTHOro rpeodbpa3oBa-
HMSI B TIOTOK OAJTOB [IJIsI ITepeiau 10 CeTH, IJISI XSUIMPOBAHMS VI JJIS1 COXPaHEHMSI
B (bailyie Ha [MCKe Ha3bIBaeTCsl cepuanusayueli (serialization). BonbIIMHCTBO 6UG-
JIMOTEK JIJ1s1 PabOThI C GUTKOTHOM MMeeT BCTPOeHHbIe QYHKINY IJISI Cepyanusalium
" Iecepuanu3aiuy TpaH3aKIuii.

B KauecTBe yrpakHeHMsI TIOTTPOOYIiTe BPYUHYIO A€KOAMPOBATh TPAH3AKINIO AT -
ChI 13 CEPUANM30BaHHO (HOPMBI B IIECTHAAIIATEPUUHBIX KOJIAX Y HAM TV HEKOTOPbIe
3JIeMeHTbI, KOTOpbIe Mbl Habstonanu paHee. UTo6bl BaM ObLIO jierye pa3odpaThbCs,
CeKIMsI, cofepykalas asa (pparMmeHTa BbIXOIHBIX TAHHbBIX, BbIJIeJIeHa B CAeAYIONeM
npumepe 6.1.

Mpumep 6.1 < TpaH3akums AnUCbl — cepuanmn3oBaHHas U NpeacTaBNeHHas
B LWEeCTHaALATEPUYHOM HOTaLUM

0100000001186T9f998a5aa6f048e51dd8419a14d8a0f1a8a2836dd73
4d2804fe65fa35779000000008b483045022100884d142d86652a3F47
ba4746ec719bbfbd040a570b1deccbb6498c75c4ae24cb02204b9f039
ff08df09cbedf6addac960298cad530a863ea8f53982c09db8f6e3813
01410484ecc0d46f1918b30928fa0ed4ed99f16a0fb4fded735e7ade84
16ab9fe423cc5412336376789d172787ec3457eee41c04f4938de5ccl
7b4a10fa336a8d752adfffffffff0260e31600000000001976a914ab6
8025513c3dbd2f7b92a94e0581f5d50f654e788acd0ef800000000000
1976a9147f9b1a7fb68d60c536c2fd8aeaa53a8f3cc025a888ac 00000000



BxozHble 1 BbIXOAHbIE AaHHbIE TpaH3akuun % 153

HeckonbKo cOBeTOB:

O B BbIIIENIEHHO CeKIMM COepsKaTcs ABa pparMeHTa BhIXOOHBIX JAHHbIX, KasK-
IIbIl M3 KOTOPBIX CEPUATM30BaH B COOTBETCTBUM C TabI. 6.1;

O 3uauenne 0.015 6utkoiiHa paBHo 1 500 000 caTorry. B mecTHaaiaTe pPUIHOM
dbopmare 310 UnCIIO 16 €3 60;

O B cepuaaM30BaHHON TPaH3aKILMUM YUCIO 16 €3 60 3aKOAUPOBAHO C IOPSIKOM
6aiiToB or muaziero kK crapmemy (little-endian), mo3ToMy BBITIIOAUT Kak
60 e3 16,

O pnuHa ckpurTa scriptPubKey paBHa 25 6aiitam, B IieCTHaIaTePUIHOM (op-
MaTe 9TO YMCIIOo 19.

BxopHble paHHble TPaH3aKUuUHn

BxonHble JaHHbIE TpaH3aKUUM OIpenenstoT (10 CCbUIKe), Kakue naHHble UTXO
OyIyT pacxoJoBaThCs, a TaKKe IMPeIOCTaB/SIOT AOKa3aTelbCTBO MpaBa BadeHMUs
C TIOMOIIBIO Pa36IOKMUPYIONIETO CKPUIITA.

Iy co3maHmst TPaH3aKIMM KOIIeIeK BhIOMPAeT 13 BCeX BbIXOIHBIX JAHHbIX, KO-
TOPBIMU OH yripasiseT, naHHble UTXO co 3HaUeHMeM, JOCTAaTOUHbIM JIJIs1 TpebyeMo-
ro Iarexa. MIHorga nocTaTouyHo ofHOro snneMeHTta faHHbIX UTXO, nHOrma Hy>KHO
B3STbh HECKOJIbKO TaKUX 3JeMeHTOB. [ Kaxkaoro snemeHTa gJaHHbix UTXO, pac-
XOAyemMoro Ipu GopMUPOBaHMM KOHKPETHOIO IIJIATeXa, KOIIeJeK CO3[aeT OIUH
9JIeMEeHT BXO[IHbBIX JAHHbIX, YKa3bIBAIOIMIT Ha BbIOpaHHbIe maHHble UTXO, u pas-
OJIOKMPYET ero ¢ MOMOII[bI0 COOTBETCTBYIOIIETO CKPUIITA.

PaccMOTpyM Bce KOMIIOHEHThI BXOIHBIX JAHHBIX 60/1ee oapo6Ho. [lepBast yacTh
BXOIHBIX JAHHBIX — yKa3aTesb Ha BbIXOAHble naHHble UTXO CO CChUIKOI Ha XSl
TpaH3aKUUU U HOMep IOC/Ief0BaTeIbHOCTH, B KOTOPOI BbIXOAHbBIe faHHble UTXO
3alMcaHbl B CTPYKType MaHHBIX OJ0KuYeifHa. Bropas 4acTh — pa36IOKMPYIOIINit
CKPWUIIT, KOTOPBIN Kolenek hopMupyeT IJs COOTBETCTBUSI HAOOpy YCIOBUIT pac-
XOIOBaHMsI, 3aJaHHBIX B BBIXOTHBIX JaHHbIX UTXO. Yaille Bcero pasoaoKMUPYIOIIii
CKPUIIT TIpeACTaBsieT co00ii IUPPOBYIO MOMAINICh M OTKPBITHIN KIIIOU, TTOATBEPK-
JaroIuit IpaBo BiafeHust OuTKoiHaMu. TeM He MeHee He Bce Pa3bIOKMUpYIOIIye
CKPUIITHI copepykaT UG poBbie MoAmucu. TpeThsl 4acTh — HOMEp MOCTIeI0BaTENb-
HOCTM, KOTOPbIii 6yIeT 06bSICHEH TTO33Ke.

PaccmoTpum nipumep u3 paspgeia « TpaH3aKkLyy — UTO BHYTPU» B HaAUaJIe TeKylein
I71aBbl. BXOoOHbIe JaHHbIe TPaH3aKUMM [T0OKa3aHbl B BUEe MacCuBa (CIIMCKA) C UMe-
HeM vin:

"vin": [
{
"txid": "7957a35fe64f80d234d76d83a2a8f1a0d8149a41d81de548f0a65a8a999f6f18",
"vout": 0,
"scriptSig" :

"3045022100884d142d86652a3f47ba4746ec719bbfbd040a570bideccbb6498c75c4ae24cb02204
b9f039ff08df09cbe9f6addac960298cad530a863ea8f53982c09db8f6e3813[ALL]
0484ecc0d46f1918b30928fale4ed99f16a0fbsfded735e7ade8416ab9fe423cc5412336376789d1
72787ec3457eee41c04f4938de5cc17b4a10fa336a8d752adf",
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"sequence": 4294967295
}
]

31eCcb MOXKHO BUJIETh, UYTO B CITMCKE COMEPKUTCS TOABKO OOVH 3I€MEHT BXOAHbBIX
IaHHBIX (TTOCKOJIbKY OOMH 3/IeMEeHT BbIXOAHBIX AaHHBIX UTXO comepskuT 3HaUeHue,
JIOCTATOYHOE [1J151 BBITIOJTHEHUS pacCMaTPMUBAEMOTO IUIATeXa). TOT 3JIEMEHT COLlep-
SKUT UeTbIpe KOMIIOHEeHTAa:

O wupentuduxarop (ID) TpaH3aKILIMM, CCHITAIIINICS HA TPaH3aKI[MIO, COIepsKa-
1y pacxonyemble fanHble UTXO;

O wuHOeKC BbIXOAHBIX JaHHBIX (Vout), ONpenessoniii, Ha Kakoi 3J1eMeHT AaH-
HbIX UTXO 13 3TOi TpaH3aKUMM YKa3bIBAET CChIIKA (MIEPBOMY JIEMEHTY CO-
OTBETCTBYeT HY/IeBOI1 UH/IEKC);

O cxpunr scriptSig, BBITIOTHSIONINI YC/IOBYS, YCTAHOBIEHHbIE B 3JIeMeHTe JaH-
Hbix UTXO, 17151 pa36I0KMPOBKY U paCcXOIOBaHMS STOTO JIEMEHTa,

O HoOMep mocIeIoBaTeNbHOCTY (OyIeT OObSICHEH TIO33KE).

B TpaH3akiuy AlMChl BXOAHBIE JaHHbIE CCHUIAIOTCS Ha MAEHTU(GUKATOD TPaH3-

aKIUN:

7957a35fe64f80d234d76d83a2a8f1a0d8149a41d81de548f0a65a8a999f 6118

Y Ha MHJIEKC BbIXOIHBIX JaHHbIX O (TO eCTb Ha IepBblii aneMeHT maHHbix UTXO, co3-
JAHHBIN 3TOV TpaH3akiueit). Korrenex Ammichl co3maeT pa3GIoOKMUPYIONINIT CKPUIIT,
B IIePBYI0 Odepelb M3BjIeKas ykasaHHble faHHblie UTXO, mpoBepsisi COOTBETCTBYIO-
IV GJIOKMPYIONINIA CKPUIIT, 3aTEM MCITONb3YS 9TV KOMITOHEHTHI J171s1 POpMypOBaHMsI
Pa36IIOKMPYIOIIEro CKPUIITA, HEO6XOIMMOTO JIJIs COOTBETCTBMS 3aJaHHBIM YCIOBUSIM.

V3yuast BXOZHbIE JaHHbIE, BbI, BEPOSITHO, 3aMETWUJIN, UTO Mbl HMUETO He 3HaeM 00
yKa3aHHbIX JaHHbIX UTXO, KpoMe CChIIKM Ha TPAH3aKILMIO, COIEPXKAILYI0 9TU JaH-
Hble. Ham He M3BeCTHO 3HAUEHME TPAH3aKIMM (CyMMa B CaTOIIN), He M3BeCTeH 6J10-
KUPYIOIIMIA CKPUIIT, YCTAHABIMBAIOIIMIA YCIOBUSI paCXOO0BaHMS 3TOI CyMMBI. s
rorydeHust Tpebyemoit nHopmaiuy Heo6XoauMO 00PaTUThCS K YKa3aHHBIM JaH-
HbiM UTXO 1 13BI€Yb cofepsKallyocs: B HUX TpaH3akuyioo. OTMeTUM, UTO MTOCKOJIb-
Ky 3HaUeHMe BXOIHbBIX JaHHbBIX He 3aJJaHO SIBHO, HEOOXOIMMO TaKKe MCIT0b30BaTh
yKkasaHHble JaHHble UTXO /i BbIUMCIEHNS TUIaTeskeil, KOTopble 6YIYT BKIIOUEHbBI
B CO3[laBaeMyl0 TpaH3aKIMio (cM. pasgen «OriaTa TpaH3aKIuii» HIKe B TEKyIlein
ryiaBe).

Ho He ToNbKO KOIIEIbKY ANTCHI TTOTpedyeTcst u3BieueHre ganabix UTXO, Ha KO-
TOpbIE CChIIAIOTCSI BXOJHbIE AaHHbIe. ITocae OomyOaMKOBaHMS TPAH3aKIUKU B CETU
KasKIbIi TIPOBEPSIONINIT y3€e/ Takke MoJikeH OymeT m3Bmeub maHHbie UTXO, Ha KO-
TOpPBIE CChUTAETCS 9Ta TPAH3AKIIVSI, UTOOBI IPOBEPUTH €€ KOPPEKTHOCTD.

TpaH3akIuy caMmu 10 ce6e B OTPhIBE OT APYTMX TPAH3AKI[MIA BBITISIAST HETIOTHBI-
MU, IOTOMY YTO OTCYTCTBYET KOHTEKCT. TpaH3aKuuM cCcbliaroTcs Ha AaHHble UTXO
B CBOMX BXOJHBIX JaHHbIX, HO 6e3 u3BjeueHns 3Tux gaHHbIXx UTXO MbI He CMOKEM
y3HATh 3HAUEHlMe BXOMHbIX JAHHBIX MM 3aJaHHble YCIOBUS O0KMpoBaHus. [Ipn
HamnycaHuUM IMIPOrpaMMHOTO obecrieueHus 1S OUTKOIHA KaskAblil pas, KOraa Bbl Ie-
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KOAypyeTe TpaH3aKINIO, YTOObI IPOBEPUTD e, UM OTIPeNeIUTh OTUMCIEHNST, U
MIPOBEPUTDb Pa3BIOKUPYIOIINIT CKPUIIT, CHaYaaa HeoOX0AMO U3BJIeUb YKa3aHHbIe
nmanabie UTXO 13 CTPYKTYPbI JaHHBIX 6JI0KUeiTHA, UTOObI ChOPMUPOBATh KOHTEKCT,
MoJipa3yMeBaeMblii, HO peaJbHO He TIPUCYTCTBYIONMI B cchikax Ha UTXO m3 Bxof-
HbIX JaHHbIX. Hampumep, )i BBIUMCIEHUS CYMMBI OIIAThl TPAH3aKIUKU HE06X0-
IVMO 3HaTh CYMMY 3HAaU€HMUI1 BXOAHBIX U BBIXOJHBIX MaHHBIX. HO 3TO 3HaueHue
HEBO3MOKHO OIpefeNuTh 6e3 usBneuenus: faHHbIXx UTXO, Ha KOTOPBIE CChIIAIOTCS
BXOAHbIe TaHHbIe. [I03TOMY omepaliusi, KaXXyIasicsi IpoCTOl, Takasi Kak ompefesie-
HlMe OTYMCIeHUIA B OMHOI TPaH3aKIMH, B eI iCTBUTEIBHOCTY TPeGYyeT BhITIOTHEHMS
HEeCKOJIbKMX IIarOB U TTOIy4eHMs] TaHHBIX U3 HECKOIbKMX TPaH3aKI M.

MOXXHO BOCIIONB30BAThCSI TOM e IO0CAef0BaTelbHOCThI0 KoMaH Bitcoin Core,
KOTOPYIO MbI TIPUMEHSIIU [IJIST TIOIy4eHUs TpaH3aKiuu Anchl (getrawtransaction
u decoderawtransaction). C ux moMo1bio Mbl mosydyaem ganHbie UTXO, Ha KOTOpbIe
CCHUIAIOTCS pacCMaTpuUBaeMble BbIllle BXOJHbIE JaHHbIE:

"vout": [
{
"value": 0.10000000,
"scriptPubKey": "OP_DUP OP_HASH160
7f9b1a7fb68d60c536c2fd8aeaa53a8f3cc025a8 OP_EQUALVERIFY OP_CHECKSIG"
}
1

3mech MbI BuauM, uto gaHHble UTXO coctost u3 3Hauenust 0.1 BTC u 61okmpyto-
ujero ckpurnrTa (scriptPubKey), KOTOPBIN COIEPKUT CTPOKY "OP_DUP OP_HASH160..".

O [lns NonHOro NoOHMMaHms TpaH3akLumMm Anncsl HEO6X0AMMO M3BNEYD BCE NPeabIAYLLME TPaH3-
aKUMK, Ha KOTOpble CCbINAKTCA BXOAHble AaHHble. DYHKLMS, U3BNeKaowas npeapiaywme
TPaH3aKLUMM M HEU3PACXOA0BAHHbIE BbIXOAHbIE AAHHbIE TPAH3aKLMIA, NPUMEHSETCS BeCbMa
4acTo, NO3TOMY MMEETCS MPaKTUYECKM B Kaxaow bubnuoTeke, nopaepxusatolent pabory
C BUTKOMHOM, M B KaXKLOM NMPUKNAAHOM NporpamMMHOM MHTepdeiice (API).

Cepuanuszayus mpaH3axkyuii — 6Xo0Hsle OAHHbIE

[Tpu cepuanmsanyy TpaH3aKLIMIii IS TTepeJauy UX II0 CeTU BBIMOIHSIETCS IIPeod-
pasoBaHMe BXOJHBIX JaHHbIX B [IOTOK 6aiiTOB, KaK ITOKA3aHO B Ta0JI. 6.2.

Tabnuuya 6.2. Cepuanusayusi 6Xxo0HbIX OGHHbIX MPAH3aKUUU

Pasmep Mone OnucaHue

32 6anTta X3LW TpaH3aKLmMK YKasaTenb Ha TpaH3aKLUMI0, COAEPXKALLYI0 pacxonyemble
naHHble UTXO

4 Gaiita MHAEeKC BbIXOLHbIX faHHbIX | HoMep nHAaekca pacxoayembix gaHHbix UTXO. NMepsomy

3/1IEMEHTY COOTBETCTBYET UHAEKC 0

1-9 6aittoB | Pasmep pasbnokupytowero | AnuHa B 6aiiTax pa3bnokupytoLero CKpunTa (CM. HUXe)
(Varint) cKpunTa

MepemeHHbIi | Pazbnokupyrowmii ckpunt CKpUNT, KOTOPbIN BbIMOJHSET YCII0BUS, 33AaHHble
B 6nokupytowem ckpunte gaHHbix UTXO

4 6anTa Homep nocnepoBatenbHoCT | Mcnonb3yeTcs AN CUHXPOHM3aLMKU 6N10KMPOBKM
unu ee 3anpeuieHns (OxFFFFFFFF)
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Taxk ke, KaK " [1j1 BBIXOOHBIX TAHHBIX, IIpoBepMuM, CMOXKeM JI1 Mbl HaTU BXOI-
HbI€ NaHHbIE 13 TPAH3aKII N Anucsl B Cepnaamn30BaHHOM d)opMaTe. CHayvasia 1eKo-
AVpyeM BXOOHbIE€ TaHHbIE:

"vin": [
{
"txid": "7957a35fe64f80d234d76d83a2a8f1a0d8149a41d81de548f0a65a8a999f6f18",
"vout": 0,
"scriptSig" :

"3045022100884d142d86652a3f47ba4746ec719bbfbd040a570bldeccbb6498c75c4ae24cb02204
b9f039ff08df09cbedf6addac960298cad530a863ea8f53982c09db8f6e3813[ALL]
0484ecc0d46f1918b30928faled4ed99f16a0fbafded735e7ade8416ab9fe423cc5412336376789d1
72787ec3457eeed41c04f4938de5cc17b4al0fa336a8d752adf",
"sequence": 4294967295
}
]J

Terepb MOMbITANTECh OMIPEIENUTD 3TH TIOJIS B CepMaaM30BaHHOI LIeCTHAAIATe-
PUYHOI KOOMPOBKe, IPUBELeHHOI B IIpuMepe 6.2.

Mpumep 6.2 <+ TpaH3akuus AnUCbl, CEpUaNM30BaHHAS U NpeaCTaBAeHHas
B LWECTHAALATEPUUYHOM HOTaLMK

0100000001186f9f998a5aa6f048e51dd8419a14d8a0f1a8a2836dd73
4d2804fe65fa35779000000008b483045022100884d142d86652a3F47
ba4746ec719bbfbd040a570bideccbb6498c75c4ae24cb02204b9f039
ff08df09cbe9df6addac960298cad530a863ea8f53982c09db8f6e3813
01410484ecc0d4611918b30928fale4ed99f16a0fb4afded735e7ade8s
16ab9fe423cc5412336376789d172787ec3457eee41c04f4938de5ccl
7b4a10fa336a8d752adffFffffff0260e31600000000001976a914ab6
8025513¢c3dbd2f7b92a94e0581f5d50f654e788acd0ef800000000000
1976a9147f9b1a7fb68d60c536c2fd8acaa53a8f3cc025a888ac00000 00O

ITomckasku:

O wupentuduxkatop (ID) TpaH3aKLMM CEPUATM30BAH C OOPATHBIM IOPSIKOM
6aliTOB, IO3TOMY OH HAauMHAETCS C (IIeCTHAALIATEPUIHOTO) unciaa 18 u 3a-
KaHUYMBaeTCsa YMCIoM 79;

MHIEKC BBIXOIHBIX JaHHbBIX — 3TO 4-6aiiTOBas IpyIIIia HyJei, ee JIerko ooHa-
PY>KUTb;

IJVHA CKpUITa scriptSig paBHa 139 6aiitam, vty 8b B IeCTHAAIIATEPUUHOM
dbopmare;

ILJISI HOMepa ToCIef0BaTebHOCTM YCTAHOBIEHO 3HaUeHue FFFFFFFF, 3TO unc-
JIO TOXKe JIETKO HAMNTH.

Onnarta TpaH3akuum

B 60MbIIMHCTBO TpaH3aKIMiT BKIIOUEHbI CYMMbI OILIAThI (OTYMCIEHMIT) 32 BBITION-
HeHMe TpaH3aKIMi, CTy>Kalllyie KoOMIIeHcalei MajiHepaM OMTKOHOB 3a IO IePsK-
Ky 6e30macHOCTY 6UTKOIH-ceTH. Camu 110 cebe 3TU OTUMCIeHMSI CITY)KAT B KaUeCcTBe
MexXaHM3Ma 3alIUThI, Aelasi SKOHOMUYECKM HeBBITOJHBIM [IJISI aTaKyIOIIMX 3aroi-
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HEeHMe CeTy OTPOMHBIM KOJIMUECTBOM TpaH3aKiuii. bosiee rmomgpo6Ho mpoiiecc Maii-
HMHTA, & TAKKe OTUMCIeHMs (OTIaTa TpaH3aKIuit) ¥ BO3HArpaskaeHus], TpUHMMae-
Mble MaliHepaMu, paccMaTpuBarTcs B miase 10.

B sTOM pasmerne paccMaTpMBaeTCs, Kak OIjlaTa TpaH3aKLui (c6op 3a TpaH3aK-
IIMY) BKJIIOUAeTCS B OOBIYHYIO TPaH3aKIMIO. BONBIIMHCTBO KOILIEJIBKOB aBTOMa-
TUYECKM BBIUMC/ISET U A06aBiseT OoIiaTy TpaH3akuuii. Ho eciau BbI dhopmupyeTe
TpaH3aKI[MI0 TPOTPAMMHO WX C UCIIOIb30BaHKeM MHTepdeiica KOMaHIHOM CTPO-
K1, TO 00sI13aTeJIbHO TOJIKHBI YUECTh ¥ BPYUHYIO BKIIOUMTD BCe HEOOXOIMMbIe OIlia-
ThI 3@ TPAH3aKIUMN.

OTumc/ieHMs 3a TpaH3aKIMM CTyKaT MaTepUabHbIM CTUMYJ/IOM JIJISI BKITIOUeHMSI
(Tpy MallHMHTEe) TpaH3aKUNil B ouepemaHOi 60K, HO B TO K€ BpeMs 3alllUTOil OT
3JI0yTIOTpebIeHNii B cucTeMe 61aromaps BecbMa HeOOIbIoi CyMMe OTUIaThI 3a Kask-
IIyI0 TpaH3akiuoo. OmiaTy 3a TpaH3aKUIuyM IpUHMUMaeT MaiiHep, chopMyUpoOBaBIINii
0JI0K, KOTOPBIii OCYIIECTBIISIET 3aIIMCh TPAH3aKILINI B CTPYKTYPY JAHHbBIX OJIOKUYEITHA.

OmiaTa TpaH3aKIMii BBIUMCISIETCST HA OCHOBE pasMepa TpaH3aKIMM B Kuiobaii-
Tax, a He M0 CyMMe TpaH3aKIMy B OGMTKOIHAX. B 11eJIoM CyMMbI OIIAThl TPaH3-
aKkIuit yCTaHABIMBAIOTCSI HA OCHOBE PBIHOYHBIX CUJI (CHMJI CIIPOCA/TIPeNIosKeHMs)
B OMTKOIMH-ceT. MaiiHephbl YCTAHABIMBAIOT MPUOPUTETHI TPAH3aKLINIA C YIETOM
MHOKECTBA Pa3JIMYHBIX KPUTEPMEB, B TOM UMCIIE Y OTUMCIeHUIT (C60POB), M MOTYT
nIaxke 06pabaThIBaTh TPaH3aKIMM 6ECIIATHO MPY OINpeeIeHHbIX 06CTOSITEIbCTBAX.
OmutaTa TpaH3aKIMii BIUSET Ha MIPUOPUTET 06PabOTKM, TO €CTh TPAH3aKIUS C T0C-
TaTOYHOJ CYMMOJ1 OIIaThl, BEPOSITHEE BCEro, OyIeT BKIIOUEHA B OUepeqHoit 610K
MalHMHTa, TOTJa KaK TPaH3aKIMs C HeIOCTATOUYHOI CYMMOIT OTUIaThl MM BOOOIIEe
6e3 oriaThl MOXKeT OBITh 3aJepikaHa, 06paboTaHa IMoOcC/Ie MPOITyCKa HEeCKOIbKUX
6JIOKOB C IIeJIbI0 MMHMMM3AIMM HaK/IaJHbIX PACXOHOB MM He 06paboTaHa BOOOIIe.
OmutaTa TpaH3aKIMii He 06s13aTe/lbHA, ¥ TPAH3aKIIMK 6e3 OIJIaThl, B KOHIIE KOHIIOB,
OyayT Korma-Huoyab 00paboTaHbl, HO BKIIOUEHME B TPAH3aKIIVIO JOCTATOUHOI CyM-
MbI OTJIATHI TIOBBINIIAET €€ MPUOPUTET IIPU 00paboTKe.

Crioco6 BbIYMCIEHMSI CYMMBbI OILIAThI TPAH3aKIIMIA M yUeTa ee BO3IeCTBIS Ha CU-
CTeMY IPUMOPUTETOB TPaH3aKIMi1 CO BpeMeHeM ycoBepiiieHCTByeTcsi. CHauasaa cyM-
MbI OIIJIAThI TPaH3aKLMil OGbLIM MOCTOSTHHBIMMU JIJIsT BCeit ceT B 1ejioM. ITocTereH-
HO CTPYKTypa OTUYMCIEHUII CTAaHOBMUJIACh Ooee CBOOOMHOI, M Ha Hee Bce Gosbliee
BJMSTHME CTaJIM OKa3bIBATh PHIHOUHBIE CUJIBI C YUETOM MOIIHOCTM CETU U 00bema
TpaH3akiuii. I[IpubnamusuTenbHo ¢ Hauana 2016 roga orpaHnMuyeHus JeHeXKHOM Mac-
CbI GUTKOITHOB CO3aIY KOHKYPEHIINIO MEXKITY TPaH3aKIMSIMM, B Pe3y/IbTaTe CyMMBbI
OTUIaThI TPAH3aKIIMIT TTOBBICUIINCE, a ObICTpast 06paboTKa TpaH3aKLMii 6e3 OIIaThl
ocTanach B IpouuioM. TpaH3aKUMM € HYJI€BOJ WINM Ype3BbIUAiHO MaJIOil CyMMO
OTLJIaThI PeIKO BKJIIOUAIOTCS B TIPOIeCC MalfHMHIa, a MHOT/IA IaXke He pacipocTpa-
HSIFOTCSI TI0 CEeTH.

B Bitcoin Core cTpaTeruu MpoABISKEHMS TPaH3aKIuii B CETU HAa OCHOBE CyMMBbI
MX OIJIaThl yCTaHABJMBAIOTCS mapaMmeTpoM minrelaytxfee. Tekylllee 3HaUeHMe IO
YMOJTYaHMIO AJ1s 9Toro mapamerpa paBHo 0.00001 6uTKoITHa, MM OITHA COTasT MUJI-
JMMOUTKOIHA 3a Kuio6aitT. TakMM 006pa3oM, MO YMOJTUAHUIO TPAaH3aKIMM, B KOTO-
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pBIX yKazaHa cymMma oruiaTel MeHee 0.0001 6uTKOTHA, CUMTAIOTCST GECIIATHBIMU
Y TIPOJIBUTAIOTCSI B CETU TOIBKO MPU HAIMYMU CBOOOJHOTO MECTa B ITyJie MaMsTH
(mempool), B TPOTMBHOM CJTy4yae TaKue TPaH3aKLINUY OTOPAChIBAIOTCS. BUTKOIH-Y3-
JIbI MOTYT II€penyChIBaTh CTPATErnio MPOIBMKEHNS TPaH3aKLU M1 B CETU I10 CYMMe
OIlJIaThI, U3MeEHSIA 3HaueHMe napamerpa minrelaytxfee.

Kaxxmpiit cepBuc, obecrneunBaionmuii paboTy ¢ 6UTKOTHAMM, KOTOPbI cO3maeT
TpaH3aKLMK, BKIIOYAST KOIIETbKM, OOMEHHbIE TUIOMIANKY, TIPUIOKEHNS AJIST PO3-
HUYHOI TOPTOBJU U T. M., 00513aTEIbHO TO/DKEH MOIAEPKUBATH Peaan3aluio Iu-
HaMMYecKo} omiaThl TpaH3akuuit. [JluHaMuueckasl oriaTta TpaHsakumit (dynamic
fee) MoskeT OBITH pean30BaHa CTOPOHHUM CEPBUCOM OII€HKM Y BHIYVCIEHUSI OTLIa-
TBI TPaH3aKLUMI1 UM C IOMOLIBIO BCTPOEHHOTO alrOPUTMa OLLeHK!M U BBIUYMCIEHUS
OIJIaThI TpaH3akuuii. Eciy Bbl He yBepeHbl B CBOMX CUJIaX, HAUHUTE C MCIIO/Ib30-
BaHMSI CTOPOHHETO CepBUCa, a 0 Mepe HAKOTUIEHMSI OTTbITa MOKHO OYZIeT CITpoeK-
TUPOBATh U PEANTN30BaTh COOCTBEHHBI AJITOPUTM, eI TTOTpebyeTcsl yCTpaHeHue
3aBMICMMOCTY OT TPETbUX CTOPOH.

AJTOPUTMBI OLIEHKM OIUIAThl TPAH3aKLUMI BBIYMUISIOT COOTBETCTBYIOILYIO CyM-
My Ha OCHOBE 00111ero 06beMa U CYMM OIUIAT, MPe/IjaraeMbIX «KOHKYPUPYIOIIVIMU»
TpaH3aKUMSIMU. [IManasoH Takux alrOpUTMOB JOCTaTOYHO WMPOK: OT IPOCTENIINX
(BBIUMCJIEHME CpelHero apudmeTnueckoro Bcex CyMM WK OnpefeneHre MeauaH-
HOJ1 CyMMBI OIUIATHI B TMOCTEeHEM GJIOKE) M0 BeCcbMa M3OIIPEHHBIX (CTATUCTHYE-
CKMIT aHANN3). AITOPUTMBI IPOU3BOLST OLIEHKY HEOOXOIMMOTi CyMMBbI (B CATOIIN 32
6aiiT), KoTopast 06eCIeUnT TPAH3aKI[MM BHICOKYIO BEPOSITHOCTH BBIOOPA U BKITIOUE-
HUS B OTIpeleJIeHHOe KOMIMYEeCTBO GI0KOB. BOJBIIMHCTBO CEPBUCOB MPENOCTABISIET
MOJTb30BATE/SIM BO3MOKHOCTh BHIOOPA CYMMBI OILJIATBI C BHICOKUM, CPEIHUM WK
HU3KUM IPUOPUTETOM. BBICOKMIT IPMOPUTET O3HAUaeT, YTO NI0/Ib30BaTE/b IVIATUT
6OJIBIITYIO CYMMY, HO TPAaH3aKIIsI, BEPOSITHEE BCETO, OyeT BKIIOUEeHA B CIeNYIOIIMIA
6710K. [Tpu BeIGOpE CPeIHEro M HU3KOTO MPUOPUTETOB TIOTb30BaTENb INIATUT MEHb-
LIYI0 CYMMY, HO BpeMs$I ITIOATBEePKOeHMS TPaH3aKLUMIA YBeINYMBAEeTCs.

MHorye npuiokkeHus1 KOLIeIbKOB MCIIONb3YIOT CTOPOHHME CePBYCHI IJIST BBIUMC-
JIEHUS OTUIATHI TpaH3akiuit. OMHUM U3 Haubosee U3BECTHBIX MTOITOOHBIX CEPBUCOB
spysieTcst http://bitcoinfees.21.co, MpemoCcTaBASIOMINI TPUKIATHOV TPOrPaMMHBbIA
MHTepdelic ¥ BU3YyaJIbHYIO AUarpaMmMy, Ha KOTOPOil HAaIJISIHHO MOKa3aHbl CyMMbI
OTUIATHI B CATOIIN/BAIAT I1s1 pa3JIMYHBIX TPUOPUTETOB.

Ceryac cTaTnyeckas onnaTa TPaH3aKLUMI yxKe HEXM3HEeCNoCcobHa B BUTKOMH-ceTu. Kowenbkuy,
yCTaHaBAMBAlOLWME CTATUHECKYH OMNaTy TpaH3aKLMi, pa3oyapyroT nosib3oBaTenei, NnoTomMy
4TO TPaH3aKuMM ByayT 4acTo «3acTpeBaTb» M OCTABATbCA HEMOATBEPXKAEHHbIMU. [onb3oBa-
TeNn, He MOHUMAILWME MexaHM3Ma BUTKOMH-TPaH3aKLMM M MX ONNaThbl, OyayT BCTPEBOXEHbI
3TUMM «3aCTPEBAHUSMU», MOCKOMBKY MM MOKAXKETCS, YTO [EHbIM NoTepsHbl 6€3803BpaTHO.

Iuarpamma Ha puUC. 6.2 TOKa3bIBaeT OlLIEHKY B peaJTbHOM BpPeMeHU OILIaT TPaH3-
akuuii c marom B 10 caToIiy/6aiiT 1 mpeAIioiaraeMoe BpeMs HOATBePXKIAeHs (B M-
HYTax U B KOJMYeCcTBe 6JI0KOB) AJISI TPAH3aKIIMI C CyMMaMy OIUIaT B KaskIOM Jya-
nmasoHe. JIJis KakIoro AyarasoHa CyMM oIuiaT (Harmpumep, 61-70 carorm/6aiiT) npe
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TOPM30HTAbHbIE TOOCHI MOKA3bIBAIOT KOJIMYECTBO HEIOATBEPsKAEHHBIX TpaH3-
akuuit (1405) u obIee KOIMYECTBO TPaH3aKIMii 38 mocteqHue 24 yaca (102 975),
CYMMBI OTJIaThl KOTOPBIX HAXOMSITCS B 9TOM Jinara3oHe. ITo aToii nuarpaMme Ha TOT
MOMEHT BpeMeHM peKOMeHAyeMasl OIlJIaTa C BHICOKMM IIPMOPUTETOM 6bljIa paBHA
80 carorm/6aiiT, TO eCTh TPaH3aKIMs C TAKO/ CYMMOJi OTUIaThI C OOJIBINON Bepo-
SITHOCTBIO OYyIeT BK/IIOUeHa B GIVsKaiilnii ouepeqHoit 610K (C HyJIeBOii 3a1epyKKOii
okupaHus 6y10ka). MenyaHHbI (CpeIMHHOE 3HaUYeHMe) pa3Mep TpaH3aKIINil paBeH
226 GaiiTaM, cJeI0BaTeIbHO, pEKOMEHAYeMast OIIaTa TPaH3aKI[MM TAKOTO pa3mMepa
nomkHa coctassith 18 080 catomm (0.00018080 BTC).

O11eHOUHbIe TaHHbIE OIJIAThl TPAH3aKIMIT MOKHO TOJYUYUTD C TTIOMOIIIBIO TTPOC-
Toro nporpammuoro uHrepdeitca HTTP REST API o agpecy https://bitcoinfees.21.
co/api/vl/fees/recommended. Hampumep, B KOMaHAHO CTPOKE C HOMOIIIbIO YTUTU-
ThI curl:

$ curl https://bitcoinfees.21.co/api/vl/fees/recommended
{"fastestFee":80,"halfHourFee":80, "hourFee":60}

B stom npumepe nntepdeiic HTTP REST API BosspamiaeT JSON-06BEKT € TEKY-
IIVIMM OI[€HKaM¥ CYMM OIIAThl TPAH3aKIIMii IJIsT CAMOTO OBICTPOTO MOATBEPsKIE-

Hus (fastestFee), I MOATBEPKAEHMS B O/ypKaimmx Tpex 6;mokax (halfHourFee) mam
mecTy 6;10Kkax (hourFee) B caTOIIN/GaiiT.

Fees®  Unconfirmed transactions | Transactions today Delay @ Time

Inf Inf
18 240
20 18 240
30 16 180
40 11 180
50
60 4 60

70 1 35

102975

80 0 30

90 0 30
100 0 30
110 0 30
120 0 30

121+

Puc.6.2 + OueHka CyMM onnatbl TpaH3aKLuM
C nomolLbio cepsuca bitcoinfees.21.co
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[o6aBneHune CyMM onniaTtbl B TPaH3aKUUU

CTpyKTypa JAHHBIX TPaH3aKINUM HE COEPKUT CITeMalIbHOTO MOJIST IJISI OIUIATHI.
BMecTo 3TOro IpeprosjaraeTcs, YTo CyMMa OIUIAThI BBIUMCISIETCS KaK PasHOCTb
MEXIY CYMMOJ BXOIHBIX JAHHBIX M CYMMOI BBIXOAHBIX JaHHBbIX. OCTaTOK ITOCTE
BBIUMTAHMS BCEX BBIXOAHBIX TAHHBIX 13 BCEX BXOAHBIX JaHHBIX [IPEICTABJISIET COO0I
OIJIATy TPaH3aKLVM, IepegaBaeMylo MajiHepaM:

Fees = Sum(Inputs) - Sum(Outputs)

OTOT JIeMeHT TPaH3aKUMM OIlpelie/ieH BeCbMa HeYeTKO, HO OUeHb BaKHO €ro
MOJTHOE TIOHVMaHMe, TOTOMY UTO eC/IU BbI (pOopMUpyeTe COGCTBEHHYIO TPaH3aKIIMIO,
TO HEIIPEMEHHO JJO/DKHBI OBITh YBEPEHBI B TOM, YTO 110 HEOCTOPOKHOCTY HE BKITIO-
YUJTU CAUILKOM OOJIBIIYI0 CYMMY OILIAThI, HE M3PacX0/I0BaB BCeX BXOAHBIX TaHHBIX.
ODTO O3HAYaeT, uTo CJIeflyeT yYeCTh (CO3aTh yUeTHbIe 3alJCH) BCe BXOJHble JaHHbIe,
eci Heo6X0IMMO, CO3LATh YUETHYIO 3aIMCh [JIS Caun, MHAUe Bbl OTHAUTe MaliHe-
paM CIMIIKOM GOJIbILINE «IaeBblex.

Hampumep, eciu Bl pacxonyete nanHbie UTXO pasmepom B 20 GUTKOIHOB st
dbopmupoBaHKs TUIaTEXa C CyMMOI B 1 GUTKOIH, TO 06513aTeIbHO AOIKHBI MTPey-
CMOTpPETh BO3BpaT 19 GUTKOIHOB cauu B COOCTBEHHbIN KOIeNeK. B MpoTHBHOM
ciryyae «ocTaBIuuecs» 19 6UTKOMHOB OYAYT CUMTAThCS OIJIATOM TpaH3aKIUK U 1e-
penalTcs MaiiHepy, KOTOPbI BK/IIOUAEeT Ballly TPAH3aKIUIO B 60K. KOHEUHO, BbI
MOJTyYMTe BhICOUANIINIT IpUOPUTET Tpu 06paboTKe U cheaeTe MaiiHepa OueHb
CYaCT/IMBBIM, HO, BEPOSITHEe BCero, 3TO COBCeM He TO, YTO BbI XOTeIM CHenaTb
B [1e/ICTBUTEIIbHOCTH.

Ecnv Bbl 3a6b111 ,063BUTH BbIXOAHBIE f@HHbIE A5 BO3BPATA CAAYM B TPAH3aKLMI0, popMupye-
MYyI0 BPYYHYIO, TO BCS1 CyMMa CLAYM YXOAMT HA ONnaTy TpaH3akumu. «Coaum He Hago» — BO3-
MOXXHO, 3TO COBCEM He TO, YTO Bbl XOTE/N.

PaccMoTpuM, Kak 3TO paboTaeT Ha MPAaKTUKE, U CHOBA 06PATUMCS K MPUMEDY
OTIAThI Yaliky Kode Ammcoii. Anmca xouet norparutb 0.015 6utkoiiHa, 4TOObI 3a-
IaTUTh 3a Kode. [ 661CTPOIt 06pabOTKY TPaH3aKI[MM OHA XOUET BKIIOUUTD OTIIa-
Ty, CKaxkeM, B pasmepe 0.001. ITpu 3TOM 06111ast cymMa TpaH3akiyy coctaBut 0.016.
CnemoBaTebHO, KolllesieK AJTChI TOJKeH HaiiTu Habop gaHHbix UTXO, cocTaBiisiio-
myx B cymme 0.016 6uTKOHA 1M/ GOJbIIe, Y TTPY HEOOXOAMMOCTY OTIPeIeIUTDb pa3-
Mep caaun. JTIomycTum, Komiejaek 06Hapyxui noctymnubie gaHHbie UTXO ¢ 0.2 6uT-
KoitHa. Heob6xomumo u3pacxomoBathb 3T qanubie UTXO, co3maBas ofuH GparMeHT
BBIXOIHBIX JTAHHBIX [IJIs1 BHIILIATH Kade Boba 0.015, BTopoit pparMeHT BbIXOIHBIX
IOaHHbIX 17151 Bo3BpaTta 0.184 6MTKOIHA KaK CAauM B KOIIETEK AJIVCBI U OCTaBIISIS
0.001 6uTKOITHA HEpaCIIpeIeIeHHbIMI, TO €CTh KaK ITPe/IIoJiaraeMyio CyMMY OTLIa-
ThI 9TO TPaH3aKIIUMA.

PaccMoTpuM Apyroii pumep. JyXeHus, TUPEKTOP 61aroTBOPUTETHHOTO GOH/IA
MOMOIIM AeTIM Ha DWINNINMHAX, 3aBepIInIa KaMIIaHUI0 M0 cO0pYy CPeICTB Iis
MpUo6GPeTeHNS MIKOIbHBIX yUeOHNKOB. OHA MOTyUMsIa HECKOIBKO ThICSU MTOXEPTBO-
BaHMIT HEGOJBIINX CYyMM OT JIIOfie co Bcero mupa. O61as cymma cocraBmia 50 6ut-
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KOWHOB, U KOIlleJieK JyXeHUH 3amo/iHeH oueHb MayibiMu miateskamu (UTXO). anee
OHA HaMepeHa IMPMUOoOPeCTM HECKOIBKO COTEH IMTKOIbHBIX YUeOHMKOB Y MECTHOTO M3-
IaTeJsl, MPMHMMAIOIIEro oriaTy B OMTKOMHaX.

[IpuoskeHMe KomlenbKa OJYXeHUM TIbITAETCS CHOPMUPOBATH €IMHCTBEHHYIO
TpPaH3aKIIMIO ¢ 6o/iee KPYITHOI CYMMO¥ IIaTeXa, COCTaBJIeHHOM MCKIIOUUTEIbHO
13 Habopa mocTymHbIX JaHHbIX UTXO, KOTOpbIi IpencTaBiseT co60i MHOXECTBO
60j1e€ MEJIKMX CYyMM. DTO O3HAYaeT, YTO UTOTOBasl TpaH3aKIus 6ymer chopMuUpo-
BaHa M3 COTHU C JIMIIHUM HeGoMbIIMX 3HaueHnit maHHbix UTXO B KauecTBe BXOM-
HbIX JAHHBIX U TOJIbKO OJHOTO (PparMeHTa BBIXOAHBIX AAHHBIX KaK OIIaTa 3aKa3a
KHUT B M3gaTenbcTBe. TpaH3aKIMs ¢ TaKMM GOJBIIMM KOJIMUYECTBOM (pparMeHTOB
BXOIHBIX TaHHBIX OyIeT MMeTb pasMep 6ojee OTHOTO KuaobaiiTa, BOSMOKHO, Taske
HECKOJIBKO KWI06aiiToB. IToaTOMy OHaA moTpebyeT GOJbINEel CyMMbI OIUIATHI, YeM
TpaH3aKIKs «MeIVMaHHOTO» (CPeIMHHOTO0) pa3Mepa.

[TpunoskeHMe Kolmenbka JyXeHUM BBIYMCIUT COOTBETCTBYIOUIYIO CYMMY OILIa-
ThI, OLIEHMB OOIINIT pasMep TPaH3aKIMM M YMHOXMB €ro Ha BbIOpaHHYIO IIJIATy 3a
Kny106aiT. MHOTME KOIIebKM HEMHOTO TeperyiauiBaoT 3a KPYITHbIe TPaH3aKINHA,
YTOOBI 00ECIIEUNTH UX 06PabOTKY KaK MOKHO ObIcTpee. Boee BpicOKast OIjiaTa — 3TO
He CJIeICTBYE TOTO, YTO DYXeHUS TPATUT KPYIHYI0 CYMMY J€HET, 3TO MTPOVCXOIUT
MIOTOMY, UTO ee TpaH3aKIus 6oiee CJIOKHA U MMeeT OOJIbIIOi pa3Mep — oriaTa He
3aBMCUT OT CYMMBbI TPaH3aKLINY B OMTKOIHAX.

CKPUMTbI TPAH3AKLIAM U 13bIK SCRIPT

SI3BIK CKpUIITOB GUTKOIH-TpaH3aKIMii 1o Ha3BaHueM Script — 310 Forth-nomo6HbIii
SI3BIK C 0OPATHOI ITOJIbCKOY HOTAIMEN 1 C MEXaHM3MOM BBITTOJIHEHMS, OCHOBAHHBIM
Ha cTeke. ECJii Takoe omucaHue BaM COBepIlieHHO HeITOHSITHO, 3HAUNT, BbI He M3yva-
JIV SI3BIKM IIPOrpaMMuUpoBaHys B 1960-X I'T., HO 3TO He MeeT 3HaUeHMs — B TeKylIein
I1aBe Bce 6yIeT 0ObSICHEHO B JeTajsx. Ha 9TOM S3bIKe HaIMCaHbl U OJIOKUPYIOIIVe
CKPUIITHI, pacroioxkeHHble B qaHHbIX UTXO, u pa36GIoKupyoIe CKPUIITHI. [1pu
IIpOBEpPKe KOPPEKTHOCTY TPaH3aKLUM pas36IOKUPYIONIMII CKPUIIT B KaKIOM (par-
MEHTE BXOJHbIX JAHHbIX BHITIOTHSIETCS BMECTE C COOTBETCTBYIOIIMM OJIOKMPYIOMIM
CKPUIITOM, YTOOBI YOEIUTHCSI B COOIOIEHMM YCIIOBMS paCXOA0BaHMSI CPEICTB.

Script — oueHb IIPOCTO SI3BIK, CIIEIMANIN3MPOBAHHBIN /1T KOHKPETHOI 06/1acT
TIpYMeHEeHMSI ¥ BHITIOJTHSIeMbIii HAa MHOTMX TUIIaX allllapaTHbBIX CPEJICTB, aske Ha ca-
MBbIX MPOCTBIX, TAKMX KAaK BCTPOEHHbIE yCTpoiicTBa. OH TpedyeT MUHMMATbHOM 06-
paboTKM U He CIIoco6eH Ha GOMBIIMHCTBO XUTPOYMHBIX I€/ICTBUIL, KOTOPbIE MOTYT
BBIITOJTHSITh COBpPEMEHHbBIE SI3BIKM IporpaMMupoBanmsi. [Ipy ero MCHoab30BaHUM
IS TPOBEPKY OIlepaliyii C TeHbraMu, Co3aBaeMbIMM ITPOTPAMMHBIM ITyTeM, TaKO
roaxop, obecreunBaeT QYHKIMIO 3aIUTHI.

CeromHst 60OBIIMHCTBO TPAH3aKIIMii, 06pabaThiBaeMbIX B OMTKOMH-CETH, IMEeT
dbopmy «IlnaTexx Ha 6GUTKOMH-azpec Boba» ¥ OCHOBAHO HAa CKPUIITE, Ha3bIBA€MOM
Pay-to-Public-Key-Hash (P2PKH). Ho 6 TKOIH-TpaH3aKIMK He OrpaHNYeHbI MMeH-
HO 3TUM TUIIOM CKPUIITA. B Ie/ICTBUTEIHHOCTM GIOKMPYIONIE€ CKPUIITHI MOTYT ObITh
HaIVCaHbI JJISI CO3IaHMsSI OTPOMHOTO pa3HO06Pa3us CJIOKHBIX COCTABHbBIX YCTIOBUIA.
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YTo6bI yBepeHHO Pa36MpaThCs B TaKUX 60j1ee CIOKHBIX CKPUIITAX, CHavaaa Heo6Xo-
VMO TTOHSTh OCHOBBI CKPUITTOB TPaH3aKINI U SI3bIKA CKPUIITOB.

B 3TOM pasmese 6yayT pacCMaTPUBATHCSI OCHOBHbIE KOMITOHEHTBI SI3bIKA CKPUII-
TOB GUTKOIH-TPaH3aKIMii, a TaKKe MMOKa3aHo, KaK X MOKHO MCIIONIb30BaTh ST
(dhopmMIpoBaHMS ITPOCTHIX YCAOBUI PacxXomOBaHMsI CPEACTB M KaKUM 06pasoM 3Tu
YCJIOBYMSI MOTYT OBITb BBIITOJIHEHBI Pa36IOKUPYIOIIMMY CKPUITTAMMA.

0 MpoBepka KOPPEKTHOCTU OUTKOMH-TPAH3aKLUMI OCHOBAHA He Ha KAaKOM-TMO0 KOHKPETHOM
CTaTM4eCckoM LabnoHe, BMECTO 3TOr0 OHA BbIMOMHSAETCS CPeACcTBaMM A3blka CKPUMTOB. ITOT
A3blK NPefoCTaBAsSeT BO3MOXHOCTb GOPMUPOBAHUS MPAKTUYECKM HEOrpaHUUYEHHOrO KOMK-
yecTBa pa3zHO0bpa3HbIX YCI0BUIM. bnarogaps s3biky CKpUnTOB OblM CO34aHbI CTONb MOLLHbIE
BO3MOXXHOCTM «MPOrpaMMUPYEMbIX AeHer».

HenonHota no TolopuHry

SI3BIK CKPUIITOB 111 GUTKOMH-TPAH3aKIWI COIEPXKUT MHOXECTBO OMEPATOPOB, HO
MpeJHAMEPEeHHO OTPaHUYEH B OUE€Hb BAXKHOM acrekTe — B HEM HET IIMKJIOB U MPO-
YMX CJIOXKHBIX CPEICTB YIIPaBJI€HMS] TIOTOKOM BBIMIOJIHEHMS, KpOMe OIrepaTropa
yIIpaBJIeHMSI IOTOKOM BBITIOTHEHMS TI0 YCIOBUIO. DTO O3HAYAET, UTO SI3BIK He SIBJISI-
eTcst ThIOPUHT-TIONHBIM, TO €CTh CJIOKHOCTh CKPUIITOB OTPAHMYEHA, & BPeMSI X BbI-
TOJTHEH WS TIPeJICKa3yeMo. Script He SIBJSIETCS I3bIKOM MTPOrpaMMUPOBAHMST 061IIETO
Ha3HaueHus. [IpegHaAMEePEeHHO CO3[aHHbIe OTPAHUYUEHUST TapaHTUPYIOT, YTO 3TOT
SI3bIK HeNb3$1 VICIIOIb30BATh /IS CO3LaHMsI 6eCKOHEYHOTO MK/ MM KaKoi-1mmbo
opyroit GopmMbl «JIornueckoii 60M6bl», KOTOPYI0 MOXKHO CIIPSITATh B TPaH3aKI[UH,
¢ TeM 4TOOBI OpraHmM3oBaTh aTaky Tumna DoS (Denial-of-Service) npoTus 6MUTKOIH-
cetr. HamoMHMM, YTO KOPPEKTHOCTb 000 TPaH3aKIMU TPOBEPSIeTCS KaKIbIM
MOTHOIIEHHBIM y3JI0M GUTKOMH-ceTU. OTpaHMYEHHOCTh CPECTB SI3bIKa 3alMIaeT
MeXaHM3M MMPOBEPKYU TPAH3aKLMIA U TPAKTUUECKN YCTPAHSIET €T0 YSI3BUMOCTb.

Bepudukaumua 6e3 coxpaHeHUs COCTOSAHUSA

SI3BIK CKPUIITOB JIJIs1 OGUTKOMH-TPaH3aKIMIi HE COXpaHsIeT cocTosHMS (stateless), To
€CTb B HEM HEeT TTOHSITUSI COCTOSTHMSI 1O BBITIOJIHEHUST CKPUIITA MUJTM COCTOSIHMSI, CO-
XPaHEHHOTO IT0C/Ie BBITTOMIHEHMS CKpuUIiTa. Takum 06pa3om, Bcsl MHbOpMaIus, He-
obxomyumasi Ijis BHIIIOJTHEHMSI KOHKPETHOTO CKPUIITA, COMEPKUTCSI B CAMOM 3TOM
cKpuriTe. JIIo60i CKPUIIT BBITIOTHSIETCS IpeIcKa3yeMbIM 06pa3oM Ha JIIo00ii cucTe-
Me. Eciiu Bata cucrema noaTBepikaaeT KOpPeKTHOCTb CKPUTITA, TO BBl MOYKETe ObITh
YBEPEHHBIM B TOM, UTO BCe IPOUYME CUCTEMbI B OMTKOIH-CETU TaKKe MOATBEPISIT
ero KOppeKTHOCTh, TO eCTh ITPOBepeHHasi KOPPeKTHAasl TpaH3aKIMsl KOPPeKTHA J1JIst
BCeX U 3TO U3BEeCTHO BceM. Takas MpecKa3yeMOCTb Pe3ybTaTOB SIBJISIETCST BasKHeli-
IIVIM TTPEMMYIIeCTBOM OUTKOMH-CUCTEMBI.

®opmuposaHue cTpykTypbl ckpunta (Lock + Unlock)

MexaH13M TPOBEPKM KOPPEKTHOCTY GUTKOMH-TPAaH3aKIIVMiT 3aBUCUT OT IBYX TUIIOB
CKPUIITOB TIPOBEPKM TpaH3aKImii: 6imokupytomiero ckpumnra (locking script) u pas-
6moxkupytoriero ckpunta (unlocking script).
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Bnoxupyommii CKpUIIT — 3TO YCJIOBME DACXOLOBAaHMS CPENCTB, pa3MelleHHoe
B BBIXOJHBIX JAHHBIX: OH OIpenessieT YCJIOBUSI, KOTOpble HePeMEeHHO IOJIKHbI
ObITH BBITIOJIHEHBI JIJIS1 TAJIbHEIIIIET0 PACXOLOBAHMSI COOTBETCTBYIOIIETO (parMeH-
Ta BBIXOOHBIX JAHHBIX. M3HAYaNbHO OMIOKMUPYIOUIMIT CKPUIIT TOMYYMI Ha3BaHMe
scriptPubKey, mOTOMY 4TO OOBIYHO COZEP>Kaa OTKPBIThIN KITIOU MM OUTKOH-aapec
(X31II OTKPBITOTO K/TI0UA). B 9TOI KHIUTe TEPMUH «OIIOKUPYIONINIT CKPUIIT» TPUMEHSI-
eTcs j1st 0603HaYeHMsI 6osee MIMPOKOTO AMana3oHa BO3MOXKHOCTeN JaHHOM CKPUII-
TOBOI TEXHOIOTMM. B GONBIIMHCTBE GUTKOVH-TIPUIOKEHU TO, UTO MbI Ha3bIBaeM
GJIOKMPYIOMIVIM CKPUIITOM, B MCXOJHOM KOZle BBIIISIAUT Kak scriptPubKey. Kpome
TOTO, BbI BCTPETUTE YIIOMUHAaHME O OJIOKMPYIOIeM CKPUIITe B KauecTBe CKpunma-
dokaszamenvcmea (witness script) (cMm. ipunoxkenue I') uau B 6oee 0611eM CMBbICTIE
KaKk 0603HaUeHme Kkpunmozpaguueckoti zonosonomxu (cryptographic puzzle). Bce atTu
TepMMHBI 0603HAYAIOT OJIMH U TOT K€ OOBEKT Ha PA3HBIX YPOBHSIX aOCTPAKIIUA.

Pa360KMPYIONINIA CKPUIIT — 3TO CKPUIIT, KOTOPBIN «peIaeT» UM BITIOTHSIET yC-
JIOBUSI, 3a/IaHHbIE GIIOKUPYIOMIVM CKPUITTOM, Pa3MEIIeHHbIM B BHIXOIHBIX JAHHBIX,
" obecreurBaeT BO3MOKHOCTh PacXOMOBaHMSI STUX BBIXOAHBIX HAHHBIX. Pa36io-
KUPYIOI[Me CKPUIITHI SIBJSIOTCS 00s13aTe/IbHOM YacThbI0 BXOLHBIX HAHHBIX KaKIOOM
TpaH3aKIIMK. B GOJBIIMHCTBE CTy4aeB OHU cofiepskaT LMGPOBYIO IOIICH, CO3IaH-
HYIO KOIIIeJTbKOM IT0/Ib30BATEJIS 10 €T0 CeKPeTHOMY KiTtouy. Vi3HayambHO pa36IoKu-
PYIOIIVIT CKPUIIT ITOJTYUMIT Ha3BaHMe ScriptSig, Tak Kak 00bIYHO comepskasl I POBYIO
nonmuch (digital signature). B 6onpIIMHCTBE OUTKOMH-TIPUIIOKEHMIT Pa36IOKM-
PYIOLIMIT CKPUIIT B MCXOLHOM KOZe ompefnesnseTcsl Kak scriptSig. Kpome Toro, Bbl
BCTPETUTE YITIOMMHAHME O Pa36IOKMPYIOIEM CKPUIITE B KauecTBe ceudemesnscmead
(dokazamenvcmea) (witness) (cm. nmpuiosxkeHue I'). B 3Toit KHUre TepmMuH «pasbiio-
KUPYIOMINI CKPUIIT» TIPUMEHSIETCS [IIs1 0003HaYeHMsT 6oiee MIMPOKOTO AMarna3oHa
CKPUIITOB, BBITTOHSIOMIVX TPEOOBAHMS OIOKMPYIOUINX CKPUIITOB, TIOCKOIBKY He BCe
Pas6IOKUPYIOIIME CKPUITTHI 06SI3aHbI COTePsKaTh 1[M(POBbIE TIOAUCH.

Kaskmpiit y3esm mpoBepKy GUTKOITHOB OyIeT MpOBepsITh KOPPEKTHOCTb TPaH3aK-
L[M¥1, BBITIOMHSIST 6JIOKMPYIOIIYe ¥ Pa36IOKUPYIONMe CKPUIITHI COBMeCTHO. KaskabIit
(parMeHT BXOIHBIX JAHHBIX COMEPKUT Pa3OIOKUPYIOIINIA CKPUIIT U CChIJIAETCS Ha
paHee cymiectByione ganabie UTXO. [IporpaMMHOe ob6ecIieueHe, OTBeUaolee 3a
MPOBEPKY KOPPEKTHOCTY, KOMIMPYET Pa30IOKUPYIOLINIT CKPUIIT, M3BJIEKAET JaHHbIE
UTXO, Ha KOTOpBIE CChIIAIOTCST BXOIHbBIE JaHHbIE, 3aT€M KOMMUPYET OJIOKMUPYIOIT
CKPUIIT 13 TIOTyYeHHbIX JaHHbIX UTXO0. 3aTeM GIOKMPYIOLINIT U pa36IOKUPYIOMIMiA
CKPUIITHI BBITIOTHSIOTCS TTOC/IeIOBaTeIbHO. BXOIHbIE TaHHbIE CUMTAIOTCS KOPPEKT-
HBIMM, €IV Pa30IOKUPYIONIMI CKPUTIT BBITIOMHSIET YCIOBYS OIOKMPYIONIEro CKPUII-
Ta (cM. paspmen «PasmenbHOe BBITIOMHEHME Pa3OIOKMUPYIOIIEro U GIOKUPYIONETO
CKPUIITOB» HIDKE B TeKylleii riaBe). Bce dparMeHThl BXOAHBIX JaHHBIX TTPOBEPSI-
IOTCST He3aBUCUMO IPYT OT Apyra, Kak 4acTh 00Ileit TpoBepKMu KOPPEeKTHOCTU BCeit
TpaH3aKI[U B 11€JI0M.

OtmetumMm, uto maHHble UTXO 3ammcaHbl U MOCTOSSHHO XPAHSITCSI B CTPYKType
IaHHBIX OJIOKYeliHa, CIeloBaTebHO, OHM HEM3MEHSIEMbI U 3alIMIIeHbl OT HEKOP-
PEKTHBIX (OOMaHHbIX) ITOIBITOK PACXOIOBAHMS C IOMOIIbIO CChIIKY HA HUX B HOBOJ
TpaH3akiuy. ToTbKo KOppeKTHas TpaH3aKIysl, KOTOpasi TpaBUIbHO BITIOMHSIET YC-



164 <+ Tpauzakumu

JIOBUSI, 3aJaHHbIE B BBIXOAHBIX TAHHBIX, IPUBOAUT K TOMY, UTO 3TU BbIXOAHbIE NaH-
HbIe CUMTAIOTCS «M3PACXOJOBAHHBIMMU» U YOANISIOTCS M3 Habopa Heu3pacxomoBaH-
HbBIX BBIXOJHBIX NaHHbIX TpaH3akuuii (UTXO set).

Ha puc. 6.3 mokasaH nmpuMep pa3oaoKMUPYIOIIEro 1 6JIOKMPYIONIEro CKPUIITOB JIJIs
caMoro O6IIero Tuma GUTKOMH-TpaH3aKUMM (IJIAaTeK Ha X3II OTKPBITOrO KIIOYa).
3mech MOKHO BUIeTh KOMOMHMPOBAHHBI CKPUIIT, ITOJTYUYEHHBII B pe3y/bTaTe 00b-
eoVHeHMsT Pa36IOKUPYIOIEro U GIOKMPYIOIIEr0 CKPUIITOB ITepel, BBIMOTHEHEM
IIPOBEPKI.

Pazbnokupytowwuuii Brokupytowwmit ckpunt
ckpunt (scriptSig) (scriptPubKey)
<sig> <PubK> DUP HASH160 <PubKHash> EQUALVERIFY CHECKSIG
PazbnokupytoLwui ckpunt Bnokupytowmit ckpunr (scriptPubKey) B pesynbtate noucka
(scriptSig) npenocTaBnseTcs  M3BAEKAETCA M3 BbIXOAHbIX AaHHbIX TPAH3aKLMK W ABNSETCS BNOKMpytoLLeit
nonb3oBaTeNneM An9 peLeHus 3apayeit, koTopast LOMKHA ObiTb peLeHa AN NonyyeHns BOIMOXHOCTH
BnokupytoLLeit 3anaum PACXOA0BAHMS 3TUX BbIXOAHbIX AAHHBIX

Puc.6.3 < O6beanHeHue scriptSig u scriptPubKey
[LNS BbINOSIHEHUS NPOBEPOYHOrO CKPUMTA TPAH3AKLMK

Cmek eblnosiHeHUs cKkpunma

CKPUIITOBBI SI3bIK OMTKOIHA HAa3bIBAETCSI CTEKOBBIM SI3BIKOM (MJTV SI3BIKOM C MeXa-
HM3MOM BBITIOJTHEHNST, OCHOBAHHBIM Ha CTEKE), [IOTOMY UTO OH MCIOJIb3YeT CTPYKTY-
PY DaHHBIX, Ha3bIBaeMYI0 CTeKOM (stack). CTek mpeicTaBisieT co60it OUeHb ITPOCTYIO
CTPYKTYPY OAHHBIX, KOTOPYIO MOXKHO HArIJISITHO MPEeACTaBUTh B BUJIE KOTOABI KaprT.
B cTeke paspeliieHsl IBe omepanuy: 3anuch B cTek (push) u u3BaeueHme u3 crexa
(pop). Omepairus 3amucy B CTeK A0OaBIISIET IEMEHT Ha BepIIMHY cTeka. Omeparius
U3BJI€UEHUS yIaIsIeT CAMblli BEDXHUIL JIEMEeHT U3 CTeKa. Bce omepaiiuu B cTeke Mo-
TYT IPOMU3BOAUTHCS TOIBKO HaJ, CAMBIM BEPXHMM 3JIEMEHTOM CTeKa. JTa CTPYKTypa
JaHHBIX TaKKe 0603HavaeTcst Kak ouepenb TuIia «I1ocaeqHM HPUIIeT, TepPBbIM BbI-
men» (Last-In-First-Out, LIFO), miu LIFO-ouepens.

BHYTpeHHMIT MeXaHM3M SI3bIKA BBITIOHSIET CKPUIIT, 06pabaThIBast Kaskablii 3J1e-
MEHT B ITOpsIAKe cjieBa HarpaBso. Uncia (qaHHble-KOHCTAHThI) 3aMChIBAIOTCS B CTEK.
OrmepaTopbl 3aNUCK UM M3BJAEYEHUS C OJHUM WM HECKOJIbKMMU TapaMeTpaMu
13 CTeKa BBITTOIHSIOT HEKOTOPbIE AEMCTBUS M MOTYT 3aIicaTh pe3yabTaT 06paTHO
B cTek. Hanpumep, oriepatop OP_ADD M3BJIeKaeT IBa MeMeHTa U3 CTeKa, CK/IaIbIBAEeT
VX U 3aIIMChIBAET MOYYEHHYI0 CYMMY 0OPAaTHO B CTEK.

YcnoBHBIE OIepaTOPbI BBIYUCISIOT YCIOBUE, PE3YbTATOM KOTOPOTO SIBJISIETCS JIO-
rmyeckoe (boolean) 3HaueHue TRUE (McTuHA) wim FALSE (J1okb). Hampumep, omnepa-
TOp OP_EQUAL M3BJIeKaeT IBa S7eMeHTa M3 CTeKa U 3alM1CbIBaeT B CTEK 3HaueHue TRUE
(ipencTaB/ieHHOE YMCIOM 1), ey 371IeMeHThbl PaBHbBI, WM 3HaueHue FALSE (Tipef-
craByieHHOe uKciaom 0), ety 37ieMeHThI He paBHbI. CKPUIIThI OMTKOMH-TPaH3aKLIMIA,
KakK MpaBUJI0, COZlePKaT YCIOBHBINM OMepaTop, TaK UTO OHM MOTYT BbIAaBaTh Pe3yJib-
TaT TRUE, KOTOPBII O3HAYAET, YTO TPAH3AKI[MSI KOPPEKTHA.
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IIpocmoii ckpunm
Tenepp NpyMeHMM Ha IpPaKTUKe BCe, YTO MbI y3HAIM O CKPUIITAX U CTEKax, M pac-
CMOTPUM HECKOJIbKO MPOCTBIX TPUMEPOB.

Ha puc. 6.4 ckpurit 2 3 OP_ADD 5 OP_EQUAL IeMOHCTpUPYET MpMMeEHEeHMe oepaTopa
apuMeTUUECKOTO CJIOKEeHMS OP_ADD, CYMMMPYIOIIETO ABa UMC/Ia M [OMENIAIIIEro
pesysbTarT B CTeK. 3aTeM (IeyeT YCIOBHBIN oniepaTop OP_EQUAL, KOTOPBIV ITpOBEpsIET
BBIUMC/IEHHYIO paHee CYMMY Ha paBeHCTBO umciy 5. [I7st KpaTKoCTu npedukc OP_ He
MOKa3aH Ha MoIIaroBoi cxeme mpumepa. bosee mogpo6HO Bce JOCTYITHBIE OMTEPATO-
PbI M GYHKIINMY SI3bIKA CKPUIITOB OIMCAHbI B IPWIOKEHUU B.

HecmoTpst Ha TO YTO GONBIIMHCTBO GIOKMPYIOIINX CKPUIITOB CChIJIAETCS HA X3
OTKPBITOTO KJoya (10 CYTH, Ha OGUTKOIH-aApec), CJiefoBaTeabHO, TPEOYIOTCS N0-
Ka3aTesbCTBa ITpaBa BAaJEeHMUS IJIS PACXOLOBAHMS JeHEKHBIX CPeICTB, MOJA00HBIN
CKPUIIT He 0613aTeJIbHO NOJKEH OBITh CAUIIKOM CIOXKHBIM. JIFo60€e coueTaHme 6710-
KUPYIOIIEro U pa36iIoKUPYIOIIero CKPUIITOB, KOTOPOE 1aeT B Pe3y/ibTaTe 3HAUeHNe
TRUE, siBisieTcst KOppeKTHBIM. [IpocThie apudMeTHndecKue AeiiCTBusI, TOKa3aHHbIe
B BBIIIETIPUBEAEHHOM ITpUMepe, TAKKE SIBIISIIOTCS BIIOJTHE JOITYCTYUMbBIM OJIOKMPYIO-
IIYIM CKPUIITOM, KOTOPBII i MOKHO MCIIOSIb30BATh JJISI OJIOKMPOBKM BBIXOAHBIX TaH-
HBIX TPaH3aKLUNA.

BocCrosnb3yeMcst 4acThio STOTO apu(pMEeTUIECKOTO MpUMepa Kak GJOKMPYIOLIM
CKPUIITOM:

3 OP_ADD 5 OP_EQUAL

YCJIOBMSI KOTOPOTO MOTYT ObITh BBITTOJTHEHbBI TPAH3aKIIMeEI, Comepskallei BXOIHbIe
IaHHbBIE CO CIEAYIOMIUM Pa36I0OKUPYIONM CKPUIITOM

2

[TporpaMMHOe obecIieueHue, IpoBepsIolee KOPPEKTHOCTh, 00beIMHSIET Pa3d/10-
KUPYIOLINIA ¥ OIOKUPYIOLINIA CKPUIITHI, IIOJTyUYasi B pe3yJibTaTe TaKO CKPUIIT:

2 3 OP_ADD 5 OP_EQUAL

B nomarosoii cxeme mpuMepa Ha puC. 6.4 MOKHO BUJIEThb, UYTO MIPU BBITIOTHEHUN
aroro ckpurnra nonyudeH pesynbraT OP_TRUE, To ecTh TpaH3aKIust KOPPEKTHA. JTO
He MPOCTO MOATBEPXKIeHMe KOPPEKTHOCTM TPaH3aKIMM C UCII0/Ib30BAHMEM CKPUII-
Ta GJIOKMPOBKYM BBIXOAHBIX JAHHBIX, 3TO 03HAYAET, YTO COOTBETCTBYIOIIVE JAHHbIE
UTXO MoryT pacxofoBaThCs JIIOObIM TI0Tb30BaTeNeM, apudmeTnyeckye crocobHO-
CTU KOTOPOTO TTO3BOJISIOT MOHSITh, YTO UMCJIO 2 BBITIONHSIET YCJIOBME CKPUTITA.

TpaH3aKUMM KOPPEKTHbI, €CIM HA BEpLUMHE CTeKa PacrnosioXeHOo UTorosoe 3HaveHue TRUE
(3anucaHHoe B Buae {0x01}), ntoboe Apyroe HeHyNeBOe 3HAYEHWE UMW eC/IU CTEK MYCT Noc-
Nne BbINONHEHMS CKpUMTA. TpaH3aKUMU CUMUTAIOTCS HEKOPPEKTHLIMU, EC/IM HA BEPLUMHE CTeKa
o6Hapy>eHo 3HaueHue FALSE (nycToe 3HaYeHWe HyneBoi AnunHbl, 0603HaYeHHoe Kak {}) nam
€CNU BbINOJSIHEHWE CKPUMNTA ABHO MPEepBaHO ONepaTtopoMm, TakKMM Kak OP_VERIFY, OP_RETURN,
uUnnM obHapy)XeH MpU3HaK KOHLA YCNOBHOro onepatopa OP_ENDIF. bonee nogpobHo 06 3TOM
CM. NnpunoxeHwue b.
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CTEK

CTEK

CTEK

CTEK

CTEK

TRUE

CKPANT

2 3 ADD 5 EQUAL

YKA3ATE/b TEKYLLEN
MO3MLIMNA BbINONHEHNA
BbinonHexue HaunHaetca cresa
3HaueHMe KOHCTaHTbI 2 3aMMChIBAETCA B BEPLIMHY CTeKa

CKPANT

3 ADD 5 EQUAL

YKA3ATE/b TEKYLLEM

NO3MLMN BbINMONMHEHMA
BbinonHeHue NpofoNiKaeTca ¢ nepemMeLLeHMeM BNpaBo Ha KaxAoM Luare
3HaueHue KOHCTaHTbl 3 3aMMCbIBAETCA B BEPLUMHY CTeKa

CKPANT

ADD 5 EQUAL

YKA3ATE/b TEKYLLEN
NO3MLUNN BbINONHEHNA
Onepatop ADD u3BnekaeT 4Ba BEPXHMX 3NEMEHTA U3 CTeKa, BbIMOMHSET UX COXEHUE
(3+2),3aTem noMmeLLaeT pe3ynbrat (5) B BEPLUMHY CTeka

CKPUNT

5 EQUAL

YKA3ATE/b TEKYLLEM
MO3MLMN BbINOHEHMA

3HayeHue KOHCTaHTbI 5 3anuCbIBaeTcs B BepLUNHY CTeka

CKPANT

EQUAL

1

YKA3ATENb TEKYLLE /A
MO3MLNM BbINONHEHMS
Onepatop EQUAL n3BnekaeT 4Ba BEPXHMX 31EMEHTa U3 CTeKa, CPABHMBAET MX 3HAYEHMS,

Y €C/IM OHM paBHbl, TO 3anmcbiBaeT 3HayeHne TRUE (TRUE=1) B BepLunHy cTeka

Puc. 6.4 <« Ckpunt NnpoBepKun BUTKOMH-TPAH3aKLMMK,

BbIYMCNAIOLLMI NPOCTOE apudMeTUYeCKoe BblpaKeHue
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Hwke InpuBegeH HEMHOTO 60J1e€e CJIOKHbIIA CKPUAIIT, BBIUMCISIOIIT BbIpaskeHue 2
+7-3+1. OTMET]/IM, YTO eC/i CKPUIIT COAEP>XUT HeCKOJIbKO OIIepaTopoB B CTPOKe,
TO MeXaHM3M CTeKa ITO3BOJISET UCIIOJIb3OBATDL PE3YJIbTAT IMMPEAbIAYIIETrO OIiepaTopa
OJId BbIYMCJIEHVA C IIOMOLIbIO CJIEAYIOMIEro orepaTtopa:

2 7 OP_ADD 3 OP_SUB 1 OP_ADD 7 OP_EQUAL

[Toripo6yiiTe MPOCAEANTD X0, BBITIOTHEHMS 9TOTO CKPUIITA C ITOMOIIBIO KapaH-
narmra u 6ymaru. [Tocie 3aBepiieHMsI BHIITOTHEHNS Y BaC B «CTeKe» JODKHO OCTAThCS
3HaueHme TRUE.

Pa3denvHoe 8vinoHeHUe pa3oioKupyluezo u 6J10KUpyouiezo CKpunmoe
B mcxogHOM OUTKOMH-K/IVEHTe pa3OIOKUPYIONIVIA Y OJOKUPYIOIIMIA CKPUIITBI 00b-
eIVHSUTCh U BBITIOTHSUTACH TTOC/IenoBaTenbHO. [1o coobpaskeHMsIM 6€30IacHOCTH STOT
nopsinoK 661 M3MeHeH B 2010 roxgy 13-3a ysI3BUMOCTH, TIO3BOJISIBIIIE} «<HETTPABUIbHO-
My>» pas36IOKUPYIOIEMY CKPUIITY 3alyChIBaTh JaHHbIE B CTEK 1 HAPYIIATh paboTy 6710~
KUPYIOIIEro CKpuUMTa. B TeKylieit peanm3alyuyt CKPUIIThI BBITIOIHSIOTCST pa3feibHO CO
CTeKOM, TiepefilaBaeMbIM MeKAY ABYMST KOHTEKCTaMy BbITIOIHEHNS, KaK OIMCAaHO HIKe.

ITepBbIM BBIMOMHSAETCS Pa36IOKUPYIOIINI CKPUIIT C MCIIOb30BaHMEM CTEKOBOTO
MeXaHM3Ma BbIMTONIHeHMs . Ecyii pa36moKupyIOnmii CKPUIIT BBITTOJIHEH 6e3 OIIMO0K
(TO ecTb B HEM HET «BUCSTYMX» OMEPATOPOB M T. I1.), TO OCHOBHOII CTeK (Hemyou-
POBAHHBII 001Nt CTEK) KOMMUPYETCS ¥ BBIMOTHSAETCS GIOKUPYIONIMIA CKPUIIT. Ecn
pe3y/IbTaT BbITIOHEHNS GIIOKMPYIOIIEro CKPUIITa CO CTEKOM JaHHbIX, CKOITMPOBaH-
HBIM U3 pas6iokupyoiero ckpurra, paBeH TRUE, To pas6ioKMPYIONINA CKPUIIT
YCIEINTHO BBIMIOTHWI YCJIOBMS, 3aJJaHHbIe OJIOKMPYIOIIUM CKPUIITOM, CJIe[IOBATEb-
HO, BXOIHbI€ TaHHbIe TTPeJICTAB/SIOT KOPPEKTHYIO aBTOPU3AIIUIO 1151 PACXOT0BaHMS
nauabix UTXO. JIi0605t Apyroit pes3yabTaT BHIITOJHEHMST GIOKUPYIONIETO CKPUIITA,
omnuaromuiics ot TRUE, o3HauvaeT, UTO BXOAHbIE TaHHbIE HEKOPPEKTHbI, [IOTOMY
UYTO He BBITIOJIHWIN YCII0OBUIA, onpeneneHHbIX B faHHbIXx UTXO.

Ckpunt Pay-to-Public-Key-Hash (P2PKH)

IMopasssioniee GOMBIIMHCTBO TPaH3aKLMiA, 06pabaThIBaeMbIX B OGMTKOIH-CETH, pac-
XOMyeT BBIXOJHbIE TaHHbIe, OIOKMpyeMble CKpUIiToM Pay-to-Public-Key-Hash, wnin
P2PKH. DTy BbIXOIHbBIE JaHHbIE COMEPKAT OMOKMUPYIOIIMIA CKPUIIT C YKa3aHMEM X3Ia
OTKPBITOTO KJTIOYA, Yallle Ha3bIBAeMOT0 OMTKOIH-aApecoM. BeIxomHbIe JaHHbIE, 346710~
KupoBaHHbIe ckpunToMm P2PKH, MOKHO pa36oKMpoBaTh (M3pacxomoBaTh), IMpeacTa-
BMB OTKPBITHI KITIOU U IIMGPOBYIO MOAIMCH, CO3TAHHYIO TI0 COOTBETCTBYIOIIEMY CEK-
peTHOMY Kimtouy (cM. pasnen «IIudposbie mommicy (ECDSA)» HISKe B TEKYIIIEH IIaBe).
B kauecTBe IpyMepa CHOBa pacCMOTPUM ILIaTesk Ajvchl 1yist Kade Boba. Anvica BbI-
TMosTHMIIa oruiaTty B pasmepe 0.015 6uTKoiiHA Ha GUTKOITH-aapec Kade. BbIXogHbIe TaH-
HbIE 3TOJ TpaH3aKLMM JO/IKHBI COIEPKATh OJIOKMPYIOLIVIA CKPUIIT CJIeAyIoIeli popMbI:

OP_DUP OP_HASH160 <Cafe Public Key Hash> OP_EQUALVERIFY OP_CHECKSIG

@pa3sa Cafe Public Key Hash o3HauaeT GuTKOVH-anpec Kade 6e3 KOOMPOBAHUS
B (opmaTe Base58Check. BobIIMHCTBO MPUIOKEHMI TTOKA3aJI0 ObI X3UL 0MKPbIIN020
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kaioua (public key hash) B mectHaaaTepuuyHoM Gopmate, a He 6ojee PUBBIYHBIN
6uTKoiH-aApec B popmate Base58Check, HaumHaromuiics ¢ 1.

VeioBMS IPUBEIEHHOTO BhIIE OJIOKMPYIOIIET0 CKPUIITA MOTYT OBITb BbITIOJTHEHbI
Pas30bIOKMPYIOMIVIM CKPUITTOM, MMeoIM GopMmy:

<Cafe Signature> <Cafe Public Key>

BmecTe 3TM nBa CKpUITa OOKHBI 06pa3oBaTh CAEAYIOMMI O6beIVHEHHBIN
CKPUIIT IIPOBEPKY KOPPEKTHOCTH:

<Cafe Signature> <Cafe Public Key> OP_DUP OP_HASH160
<Cafe Public Key Hash> OP_EQUALVERIFY OP_CHECKSIG

I[Tpy BBIMOTHEHUM 3TOT 0ObeIMHEHHbI CKPUIIT JACT Pe3yabTaT TRUE, eCu U TOJTb-
KO e/ Pas3s6bIOKUPYIOIINI CKPUIIT BBITIOTHUT YCIOBMS, YCTaHOBJIEHHBIE OJIOKUPY-
IOIIVIM CKPUIITOM. JIpyrMMu cioBamu, pe3ynbrat TRUE OymeT MoaydeH, eciu B pas-
OJIOKMPYIOIIEM CKPUIITE COMEPsKUTCS KOPPeKTHasl MOAIICh, CTeHepUPOBAHHAS 13
CeKpeTHOro Kawoua Kade, ¥ 3Ta MOANNCH COOTBETCTBYET X1y OTKPBITOTO KJIHOUa,
YCTaHOBJIEHHOMY KakK ITPeIsATCTBHMe.

Ha puc. 6.5 1 6.6 (B IBYX YaCTsIX) IIOKa3aHa CXeMa ITOIIaroBOTO BbITTOTHEHNS 00beIi-
HEHHOTO CKPUIITA, JOKa3bIBAIOIIEr0 KOPPEKTHOCTh PACCMaTPUBaeMOi TpaH3aKIIUN.

CKPUNT
<sig> <PubK> DUP HASH16@ <PubKHash> EQUALVERIFY CHECKSIG

YKA3ATE/b TEKYLLENA

MO3MLMM BbINONHEHNA

¢<sig> Hayano BbinonHexus

3HayeHme <Sig> 3anuCbIBAETCS B BEPLIMHY CTeka

CTEK

CKPANT

<PubK> DUP HASH160 <PubKHash> EQUALVERIFY CHECKSIG

1

<Pubk> YKA3ATENb TEKYLLIEN

. NO3ULLMN BbINONIHEHNS

S BbinonHeH1e NpoaoMXaeTcs C NepeMelleHneM Brpaso Ha KaxaoM ware
3Havenme <PubK> 3anucbiBaeTcsl B BepLUMHY CTeKa MOBEPX 3HaYeHHs <Sig>

CTEK

CKPUNT

DUP ASH160 <PubKHash> EQUALVERIFY CHECKSIG

<PubK> t

<Pubk> YKA3ATE/b TEKYLLIEV

MO3MLMN BbINOTHEHMA

<sig> Onepatop DUP ny6nupyeT (co3a3aeT Konuto) 3neMeHTa B BepLUKHE CTeKa, NONy4YeHHOe
3Ha4eHMe 3anuCbIBaeTCs B BEPLUMHY CTeka

CTEK

Puc. 6.5 < BbinonHeHue ckpunTa ang TpaHsakumm tmna P2PKH (4actb 1 13 2)
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CKPUNT
HASH160 <PubKHash> EQUALVERIFY CHECKSIG
TR YKASATE/b TEKYLLIEV
<PubK> NO3MLMM BbINONHEHMSA
X . Onepatop HASH160 BbluncnseT X3Lu-3HayeHne aneMeHTa B BEpLUMHE CTeka C MOMOLLbI0
S L dyHKunn RIPEMD160(SHA256(PubK)), nonyyerHoe 3Hauenue (PubKHash) 3anuceisaetcs
B BEPLUMHY CTEKA
CKPHNT
<PubKHash> EQUALVERIFY CHECKSIG
<PubKHash>
<PubKHash> YKASATE/Tb TEKYLLLEV
<Pubk> MO3MUMN BbINOTHEHMA
x - 3HaueHme PubKHash 13 ckpunTa 3anucbiBaeTCs B BEPLUMHY CTEKa MOBEPX 3HAYEHNS
5 <sig> PubKHash, BbluncnenHoro paree onepatopom HASH160 no kntouy PubK
CKPUNT
EQUALVERIFYCHECKSIG
YKA3ATENb TEKYLLIEA
<PubK> MO3MLMM BbINOMHEHMA
b} < Onepatop EQUALVERIFY cpasHuBaeT 3HaueHre PubKHash, 6nokupytolee TpaH3akumto,
G 8 €0 3HayeHueM PubKHash, BblumcneHHbIM no oTkpbIToMy Kitody PubK nonb3oBatens.
Ecnv 3Havenms conaaatot, To OHM YAANSTCS M3 CTeKa U BbINOHEHME NPOAOIKAETCS
CKPUMT
CHECKSIG
YKA3ATENb TEKYLLEM
MO3MUMN BbINOHEHMA
E TRUE Onepatop CHECKSIG npoBepsieT LudpoByto MOAMMCH <Sig> Ha COBMaZEHMe C OTKPbITbIM K/OYOM
b <PubK>, 1 ecnu oHu COBNaAAKT, TO B BEPLUMHY CTeKa 3anucbiBaeTcs 3HaveHue TRUE

Puc. 6.6 < BbinonHeHwe ckpunTa ang TpaHsakumu tmna P2PKH (Yactb 2 13 2)

Lunaorosbie noanmcn (ECDSA)

ITo HACTOSIIIEr0 MOMEHTA MbI He YITyOIsIICh B IOAPOOHOCTH, Kacarommyecs 1udpo-
BBIX TIOJITMCEE. B 3TOM paspeiie Mbl pacCMOTPMM, Kak paboTaioT ubpoBbie MO~
CU ¥ KakuM 06pa3zoM OHM MOTYT IMpPeACTaBISITh TOKA3aTeNbCTBO MIPaBa BaafeHMs
CeKpeTHbBIM KITI0UOM Oe3 MpeqbsiBIeHNSI CAMOTO CeKPeTHOTO KiTioua.

B GUTKOITH-CHCTEME UCITIONb3YETCST alrOpuTM Lmndposoii moamnucu Elliptic Curve
Digital Signature Algorithm (ECDSA). ECDSA — 3T0 aJiropuTM cO30aHus (P POBbIX
MOATINCEN Ha OCHOBE Map CEeKPETHBIN/OTKPBIThIN KU, BBIUNCISIEMBIX 10 3JJIUII-
TUUYECKMM KPUBBIM, KaK OMMCaHO B pasgene «Kpumnrorpadwus ¢ mcmonb3oBaHueM
SIUIUTITUYECKUX KPpUBBIX» T1aBbl 4. AnroputMm ECDSA nipuMeHsieTcsl B CKPUIITOBBIX
(bYHKLH/IHX OP_CHECKSIG, OP_CHECKSIGVERIFY, OP_CHECKMULTISIG 1 OP_CHECKMULTISIGVERI-



170 <« Tpauzakumu

FY. Ecoiut BbI BUAMTE 9TU QYHKUIMY B GIOKMPYIOIIEM CKPUIITE, TO Pa36GIOKUPYIONIAIA
CKPUIIT HeIpeMeHHO JOJIKeH COolepsKaTh MGPOBYIO MOAINUCH, CO3MaHHYI0 C TO-
moIbsio ECDSA.

B 6GUTKOITH-cucTeMe HUGPOBast MOAMMUCh CTYSKUT IJIsST JOCTMKEHMUs TpeX Iieseii
(cM. mpuMeuvaHMe-Bpe3Ky HIKe). Bo-mepBbIX, TOANNCH TTOATBEPKAAET, YTO Bja-
Jlesiell CEKPeTHOTO K/II04a, IIPeAIloNoKUTENbHO SIB/SIONIMIICS BaaaeablleM deHeX-
HBIX CpPeNCTB, A8MOpuU306aH (MMeeT MPaBo) I/ PACXOAOBAHUSI ITUX CPeACTB. Bo-
BTOPBIX, IOKA3aTeAbCTBO aBTOPU3ALUU HEOCNOPUMO (€TO HEBO3MOXKHO OTPUIIATH).
B-TpeTbux, MOANMCH MOATBEPXKIAeT, UTO paccMaTpuBaeMasli TpaH3aKUus (WU
ompenesieHHbIe YaCTH TO TPaH3aKIMI) He ObLIU U He MO2JiU 6blmb U3MeHeHbl KEM-
160 mocjIe TOro, Kak TpaH3aKiIus Oblaa MOAIMCaHa.

OTMeTyM, YTO KasKIblii parMeHT BXOAHbBIX JaHHBIX TPAH3aKIINUM ITOAIIChIBAET-
CS1 OTIEJIBHO M He3aBUCUMMO OT APYTUX (PparMeHTOB. ITO OUeHb BaKHO, TaK KakK HU
TIOATIVICY, HY BXOJHbIe JaHHbIe He 06s3aTeTIbHO JO/DKHBI IPUHA/JIEKATh VI TIPU-
MEHSITbCS ONHMMM U TEMMU 3Ke «BjamenbllaMu». Ha mpakTuke 3TOT (aKT MUCIIOIb-
3yeTcsl Crelnuaan3upoBaHHON CXeMOil TpaH3akuuii non Ha3BaHueM CoinjJoin ajist
CO3IaHMs 3alIUIIeHHBIX TPAH3aKIMI, COCTOSIIIMX M3 HECKOIbKMX YacTeid.

Kaxapbii dparMeHT BXOAHbIX AAHHbIX TPAH3aKUMU M KaXAas NOANUCH B TaKOM (parmeHTe
abCcontoTHO HesaBMCUMMbI OT 6oro Apyroro GparMeHTa BXOAHbIX LAHHBIX WAW MOAMUCH.
[ng GopMMPOBaHMS TPaH3aKLMM MOXET MCMNONb30BATLCS HECKOIbKO HE3aBUCUMMbIX YacTen,
a NOANMUCHIBAETCA KX Al DParMeHT BXOLHbIX AAHHbIX MO OTAENbHOCTMU.

Onpepenenue ungposoi noanucu B Bukuneguu

JnekTpoHHas noanucb (3M1), dnekTpoHHas umdposas noanuce (ILIM), Lndposas
nognuce (LIM) — pekBM3WUT 3NEKTPOHHOrO AOKYMEHTA, MOMYYEHHbIA B pe3ynbraTte
Kpuntorpaduyeckoro npeobpasoBaHuns MHGOPMaLMKU C UCNOJSIb3OBAHMEM 3aKPbITOro
K/Ilo4a MOAMUCKM U MO3BONSIOWMIA NPOBEPUTH OTCYTCTBUE UCKAXKEHWUS MHGOpMaLMM
B 3/1IEKTPOHHOM [OKYMEHTE C MOMEHTa GOPMMPOBAHUS MOANUCK (LENOCTHOCTD), MpU-
Ha4eXHOCTb MOANMUCK BNAfeNbLy cepTUdUKaTa Knya noanmMcK (aBTopcTeo), a B CNy-
yae ycnewHoOW NpoBepku NoaTBepAnTb GAKT NOAMUCAHUS SNEKTPOHHOTO AOKYMEHTA
(HeoTKasyeMocCTb).

MUctounuk: https://ru.wikipedia.org/wiki/2nekTpoHHas_noanuce.

CMm.Takxe: https://en.wikipedia.org/wiki/Digital_signature.

Kak pa6otatT umudposbie noanmcu

Lindposas moamuch MpencTaBisieT cob60ii MaTeMATUUYECKYI0 CXeMY BBIUMCIEHUI
(matematical scheme), cocrosimyio u3 aByx yacteii. [lepBast 4acTb — aJlfOPUTM
CO3[laHMs MOIIMMUCHU C MCIOAb30BaHMEM CEKPEeTHOTO Kitoua (K/Io4ya MOANUCH) U3
coobieHust (TpaH3akuum). Bropast yacTh — aqropuTM, IO3BOSIONINIT TI060MY Ke-
JIalleMy TPOBEePUThb MOAJIMHHOCTb MOAMMUCHU, UCIIONb3YS IJIsS 3TOTO TaKKe COOT-
BETCTBYIOILlee COODIIeHNe U OTKPBITHIN KITIOU.


https://ru.wikipedia.org/wiki/Электронная_подпись
https://en.wikipedia.org/wiki/Digital_signature

Lincdposbie nognucu (ECDSA) <+ 171

Co3daHue yugposoii noonucu

B peamusauuu anroputma ECDSA mjist 6GUTKOIH-CHCTEMBI ITOAMMCHIBAEMOE «CO-
o6IeHNe» TIPeJICTaBIIIeT CO60 TPaH3aKIUIO, a €C/TM TOBOPUTH 60JIee TOUHO — X3III-
3HaueHMe onpeiesIeHHOrO IOAMHOKeCTBa JaHHbIX TPaH3aKIuM (CM. pasaen « TUIb
xaur-3HaueHuit noamnucu (SIGHASH)» Huke B Tekyieli riase). Kimtouom Aj1s1 oA Tn -
CU SIBJISIETCSI CEKPEeTHBIN KITI0U M10/Ib30BaTesis. Pe3ybTaToOM BBITIONIHEHUST aqTOpPUT-
Ma CTAHOBUTCS TIOAIINCH:

Slg = Fsig(Fhash(m)’ dA)’

rme:
O dA - moanMChIBAIOIINIA CEKPETHBIN KITIOY;
O m - TpaH3akuus (WK ee 4acTh);
O  F,un — OYHKIMS X3MIMPOBAHMS ;
Q F;;, — anroputMm co3aaHus MOIIINCH;
O Sig - nomyyeHHas B pe3y/abTaTe MOIMNUCH.

Bonee nmompo6Ho MaTeMaTuyeckoe o6ocHoBanue anroputma ECDSA paccmaTtpu-
BaeTcs B pasnene «<MaTteMaTnueckoe obocHoBaHMe anroputma ECDSA» Hiske B Te-
Kyl el I1aBe.

®yukums F;, reHepupyeT IOAINUCH Sig, COCTOSINYIO U3 JBYX 3HaU€HMi, 0ObIYHO
0603HaYaeMbIX Kak R 1 S:

Sig = (R, S)

[Tociie BBIUMCIEHMS IBYX 3HAUEHMIT R U S BBITIOJIHSETCS UX CEPUATN3aLNs B 110-
TOK 6aiiTOB IO CXeMe KOAMPOBAHMS, OTIPeIeIEHHO MEXIYHAPOIHBIM CTaHAAPTOM
Distinguished Encoding Rules (DER).

Cepuanu3auus yugpossix noonuceii (cmaudapm DER)

Eme pa3 paccMOTpuMM TpaH3aKIMIO, CO3OaHHYI0 Anucoii. Bo BXOZHBIX TaHHBIX
TPAH3aKIMUY UMEETCST Pa30IOKMUPYIOMIVI CKPUIIT, KOTOPbIN COOEPIKUAT CIIeTYIONTYI0
G POBYIO MOAIMCH KOIIIETbKa AJTMChI, 3aKOAMPOBaHHYI0 B hopmaTe DER:

3045022100884d142d86652a3f47ba4746ec719bbfbd040a570bldeccbb6498c75c4ae24cb02204b
9f039ff08df09cbe9fbaddac960298cad530a863ea8f53982c09db8f6e381301

Orta uudpoBas NOAIICD MPeACTABISIET COO0I cepran30BaHHbIl ITOTOK 6aiiTOB,
COCTaBJIEHHBIV 13 3HAUEHUI R 1 S, CTeHEPUPOBAHHbBIX KOLIETbKOM AJINCHI OIS IO~
TBEPXKXOEHUS ee MpaBa BJIafeHNsI CeKPeTHBIM K/II0UOM, aBTOPM30BaHHbBIM [JIS1 pac-
XOIOBAHMS 3TUX BBIXOOHBIX JAaHHBIX. DopMaT cepuanmu3aluy onpenensieT NeBiITb
5/IeMEHTOB, OIMCAHHBIX HIKE:
0x30 — o603HauaeT Hauayso DER-TToc/ieoBaTeIbHOCTH;
0x45 — IJIMHA [MoC/Ieq0BaTeIbHOCTH (69 6aiITOB);
0x02 — TIPM3HAK LeJI0YNCIIEHHOT0 3HaYeHNs (CM. HIDKe);
0x21 — IJIMHA [IeJIOUMCIeHHOTo 3HaueHus (33 6aiiTa);

R — 00884d142d86652a3f47ba4746ec719bbfbd040a570b1deccbb6498c75c4ae24ch;
0x02 — IIPM3HAK ellle OSHOTO LeJIOUMCIeHHOTO 3HaueHus (CM. HIXKe);

00000
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QO 0x20 — myIMHAa 1eJI0UMCIeHHOTO 3HaueHus (32 6aiita);
Q S —4b9fe39ffE8dfO9che9f6addac960298cad530a863ea8f53982c09db8f6e3813;
O 0x01 - cydduke, 0603HAYAIOMINIT TUI MCIIOJb3YEMOTO X3II-3HAUYEHMS
(SIGHASH_ALL).
[Torpo6yiiTe meKOOMPOBATH CEPUATM30BAHHYIO MOAMNUCH AJMCHI (B KOOMPOBKE
DER), 1cIonb3ys MpUBeAeHHbII BbIIIe CIIMCOK. 31eCh Hanbosiee BasKHbI UMCIaR 1 S,
a OCTaJbHbIE TAHHbIE SIBJSIOTCS YaCThIO CXeMbl KOOUPOBaHus 1o ctanaapty DER.

MpoBepka undposbIX noanucen

Iy ipoBepKyM 1MGPOBOI MOAMMCH HEOOXOAMMO MMETh camMy MOAnuch (umcia R
u S), cepMaJiM30BaHHYI0 TPAH3aKIMIO U OTKPBITHIN KII0U (COOTBETCTBYIOIIMIA CeK-
PeTHOMY KJTI0UY, KOTOPbBIN IPUMEHSIICS [IJIS CO3IaHMsI 9TOM rognucu). ITo cyiiecTsy,
TpoBepKa MoANMCHY 03HauaeT: «ToIbKO Bjafiesel] CeKPeTHOTO Kio4a, IT0 KOTOPOMY
CreHepMpOBaH JaHHbI OTKPBITHIN KI0U, MOT CO3/1aTh 3Ty MOANNUCh pacCMaTpuBae-
MO TpaH3aKIUU».

AJITOpUTM TIpOBepKM IMGPPOBOI TOAMMCH TIPUHUMMAET KaK BXOIHbIE TaHHbIE
coobIIeHNe (XoMI-3HaueHye TPaH3aKIUM WIM ee YacTU), OTKPBITHIN KIIHOU TTOATIN-
CaBILero U camy IOANUCH (3HaueHUs R 1 S), a Bo3BpaiaeT 3HaueHue TRUE, eciu
MTOMTIMCH TIOAJIMHHAS ¥ COOTBETCTBYET pacCMaTpUBA€MOMY COOOGIIEHMIO U OTKPbI-
TOMY KJTIOUY.

Tunbl xaw-3HavyeHnin noanucu (SIGHASH)

LI poBbIe MOAINICH TPUMEHSIOTCSI K COOOIIEHNSIM, KOTOPbIe B OGUTKOH-CUCTEME
MIPEeICTABIISIIOT COO0¥ COOCTBEHHO TpaH3akuuu. [Toamuce moapasyMeBaeT nepedauy
¢ noomeepodeHuem (commitment) OT ITOATIVCABIIETO JINIIA HEKOTOPOTO KOHKPETHOTO
(dbparmeHTa TaHHBIX B TPaH3aKIMI0. B mpocreiimieit popme MoAIch IpYMeHSIETCS
KO BCeJl TpaH3aKIMU B 11€JI0M, C/Ie[IOBaTe/IbHO, 3aBepsieT (TIOATBEPXKAAeT) BCe BXO -
Hble U BBIXOJHbIE aHHbIE U MIpOYMe MO TpaH3aKuuu. Ho rmognuch MoxeT Takke
3aBepSTh JINIIb HEKOTOPOe TTOJMHOKECTBO JaHHBIX TPAH3AKIVH, UTO OUeHb YI0OHO
BO MHOI'MX CJIy4asix, KaK Mbl YBUIMM Jajiee B 3STOM pasferne.

[Mopnucyu B GUTKOVH-CUCTEME MMEIOT BO3MOXKHOCTD YKa3bIBaTh, KaKasi UMEHHO
4acTb JAHHBIX TpaH3aKLUMM BKIIOUEHA B X3II-3HaueHMe, IOAIMCAaHHOe KOHKpeT-
HBIM CEKPETHBIM KJIOUOM. [IJIST 9TOro McrHojab3yeTcs: quiar SIGHASH, rpemcTaBiisiio-
i 060 OVH 6aiT, 10OaBJISIEMBbIi K IMOAMMCH. B Kakmoii moamnmcy uMeeTcst ¢uiar
SIGHASH, KOTOPBII MOKET OBITH Pas/JMUYHBIM B Pa3sHBIX BXOIHBIX JaHHbIX. TpaH3aKk-
IMSI C TPeMs TOAIMCAHHBIMY (parMeHTaMy BXOIHbBIX JAHHBIX MOXKET COEepsKaTh
TPY TIOATIVCHU C pas3IMUHbIMMU ¢uraramu SIGHASH, Tpy 9TOM Kaykast IOAIIChH 3aBepsieT
(moxTBEpXKIAeT) pa3aMUHble YaCTU TPaH3aKIUMN.

CremyeT IOMHUTD, UTO KaskKAbIN (hparMeHT BXOJHBIX JAHHBIX MOXKET COIEePsKaTh
MIOATIVICh B CBOEM pa30OKMPYIOIeM CKPUIITe. B pe3ynbTaTe TpaH3akius, comepska-
Ias1 HECKOMbKO (parMeHTOB BXOIHbBIX TaHHBIX, MOKET BK/IIOUATh MOIINCH C pa3-
JMYHBIMM (iaraMy SIGHASH, KOTOpbIe 3aBepsIiOT OTHAEJbHbIE UAaCTU TPaH3aKIUU
B KakIOM (parMeHTe BXOAHBIX AAHHBIX. Takske OTMETUM, UYTO OUTKOITH-TpaH3aK-



Lincdposbie noagnucu (ECDSA) <+ 173

LMK MOTYT COepXXaTh BXOAHbIe JaHHbIE OT PA3JIMUHbBIX «BJaJle/Ibll€B», KOTOPbIE
MOTYT TIOJIMCATh TOIbKO OAMH (parMeHT BXOAHBIX TaHHbBIX B UaCTUUYHO chOpMM-
POBaHHOII (M HEKOPPEKTHOI) TpaH3aKIIUK, IO3TOMY B3aMMO/ECTBYIOT C IPYyTUMU
BJIaJe/IbIIaMM, YTOOBI COOPATh BCe HEOOXOAVIMbIE TIOMITMCH IJISI CO3TaHMST KOPPEKT-
HOJVi TpaH3akiuu. MHorue u3 TUIoB (aaroB SIGHASH MMEIOT CMBICT TOJIBKO B TOM
cIyyae, eCliy MMeeTCs B BUIYy HECKOIbKO YYaCTHUKOB, B3aMMOJIEICTBYIOIIUX BHE
OUTKOIMH-CETH ¥ BHOCSIIMX M3MEHEHMS B YaCTUYHO ITOATIMCAHHYIO TPAH3aKINIO.
CymiecTBYIOT Tpy THuIIa ¢ara SIGHASH: ALL, NONE m SINGLE, — oImCcaHHBIX B Ta6II. 6.3.

Tabnuua 6.3. Tunel pnaza SIGHASH u ux onucanue
®nar SIGHASH | 3HaueHue | Onucanue
ALL 0x01 Moanucb NpUMeHseTcs Ko BCeM GparMeHTaM BXOLHbIX M BbIXOAHbIX AAHHbIX

NONE 0x02 Moanuck npuMeHsieTcs KO BCeM parMeHTaM BXOAHbIX AAHHbIX,
HO He K dparMeHTaM BbIXOLHbIX AAHHbIX

SINGLE 0x03 Moanuce npuMeHsieTcst KO BceM dparMeHTaM BXOLHbIX AAHHbIX, HO TONbKO
K 0AHOMY DparMeHTy BbIXOLHbIX JAaHHbIX C TEM )€ HOMEPOM UHAEKCA, YTO
M NOAMMCaHHbIe BXOAHbIE AaHHblE

Kpome Toro, cymiectByeT dnar-moaudukaTop SIGHASH_ANYONECANPAY, KOTOpBI
MOSKHO 00beIVHSITh C JIIOOBIM 13 BhIIIEONMCAHHBIX (1aros. Korga guar STGHASH_ANY -
ONECANPAY yCTaHOBJIEH, TIOATIMCHIBAETCS TOJBKO OAVH ()parMeHT BXOAHBIX TAaHHbIX,
OCTaBJIsAs Mpouye ¢parMeHThI (M COOTBETCTBYIOIIME MM HOMepa MOoCae10BaTe N b-
HOCTel1) OTKPBITBIMU U JOCTYITHBIMU [IJ151 BHECEHUS M3MeHeHuT. @nar STGHASH_ANYO-
NECANPAY mMeeT 3HaueHue 0x80 1 MPUMEHSeTCsI C IIOMOIIbIO OIepaTopa MoGUTOBO
IVM3BIOHKINY OR, TIO3BOJISIIOIIET0 0O0BeAMHATD ero ¢ djaraMu SIGHASH, Kak ITOKa3aHO
B Tabi1. 6.4.

Tabnuua 6.4. Tunel pnaza SIGHASH, 06veduHeHHbIe ¢ MOOUPUKAMOpPOM, u onucaHue pesynbmama

Kom6uHauusa dnaros SIGHASH | 3HaueHue | Onucanue

ALLIANYONECANPAY 0x81 Moanucb NpUMeHseTCs TONbKO K 0LHOMY DParMeHTy BXOLHbIX
[LaHHbIX U KO BCEM (DparMeHTaM BbIXOAHbIX LAHHbIX

NONEJANYONECANPAY 0x82 Moanucb NpUMeHSeTcs TONbKO K OLHOMY (parMeHTy BXOAHBIX
[aHHbIX, HO He K PparMeHTaM BbIXOAHbIX AAHHbIX

SINGLEJANYONECANPAY 0x83 Moanncb NpUMeHSEeTCs TONbKO K OAHOMY DParMeHTy BXOAHbIX
[aHHbIX U GparMeHTy BbIXOLHbIX AAHHbIX C TEM )X€ HOMEepOM
MHAEKCa

Crioco6 mpumMeHeHMs ¢uiaroB SIGHASH BO BpeMs MMPOLieAyp MOANMCAHUS U MPO-
BEPKU IOAIMCeN 3aKII0UAEeTCs B C/IeYIOLEeM: CO30aeTCsl KOTINS TpaH3aKUuu, U He-
KOTOPBIE ee TI0JST yCeKaTCs (AJ151 HUX YCTaHABAMBAIOTCS HYJ/IeBast IAMHA U IIyCTOe
copepsxkumoe). [Tocme 3TOTO BBIMIOMHSIETCS Cepuaain3alus yCeYeHHOM TpaH3aKLMN.
@sar SIGHASH mo6aBisieTcsl B KOHEIL CepUMaaM30BaHHON TpaH3aKLU, U Pe3yIbTaT
xXommpyeTcs. TlomydyeHHOe XlI-3HAuUeHMe IpeCcTaBiseT coboil MoAmuchiBaeMoe
«Co0b1IeHNe». BpIOOp pasaMyHbIX yCeKAaeMbIX YacTeli TpaH3aKUMM 3aBUCUT OT TUTIA
YCTaHOBJIEHHOTO (h1ara SIGHASH, TO3TOMY BBIUMC/ISIEMOE X3II-3HAUEHME 3aBUCUT OT
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Ppa3IMYHbBIX ITOJMHOKECTB JAaHHBIX TpaH3aKUyu. Bkiouenne ¢uara SIGHASH Ha 110-
CJIegHeM Iare Iepem X3 poBaHMeM MO3BOJISIET 3aBEPUTD ITOAIINMCHIO TAKKe U CaM
TUII 3TOTO iara, Tak UTO ero M3MeHeHlMe HEBO3MOKHO (HaIllpumep, MaiiHepoMm).

Bce Tunbl dnara SIGHASH 3aBepstoT none TpaH3akuuu nLocktime (cM. pasznen «Bpems 6noku-
pOBKM TpaH3akumm (nLocktime)» rnasbl 7). Kpome Toro, cam tun dnara SIGHASH nobasnsetcs
B TPaH3aKUMIO Mnepes ee NoAnuCaHWeM, NO3TOMY TUM 3Toro dniara HeBO3MOXKHO M3MEHUTb
nocne noAnucaHus.

B mpuMepe c TpaH3akiiueit ATuchl (CM. CIIUCOK B paszene «Cepuanm3anys nud-
poBbIx niogmuceii (crangapt DER)» Bbllile B TeKylIleli r/1aBe) Mbl BUIEIN, YTO CaMO
Moc/IeAHel  YacThio Mmoanmcy B KoaupoBke DER 65110 uncito 01, KoTopoe mpeicTaB-
sisteT co60i1 dutar SIGHASH_ALL. OH GJTOKMPYeT JaHHbIe TPaH3aKIINY, [T03TOMY ITOAMChH
AJVCBI 3aBepsieT COCTOSIHME BCEX BXOIHbIX M BHIXOMHBIX JAHHBIX. DTO Hambojee ua-
cTO MpuMeHsieMast hopMma MOMUCH.

PaccMoTpuM HeKOTOpble Apyrie GopMbI 1 KOMOMHaLM ¢uiaroB SIGHASH 1 BO3-
MO>XKHBIE€ BAPUAHTBI UX MTPAKTUUECKOTO MTPUMEHEHMUSI:

O ALL|ANYONECANPAY — 3Ta KOMOMHAIIMS MOKET MCIIOIb30BATbCS OIS CO3MAHMS
TpaH3aKIIUY TUIIA «<MaCCOBBII COOP cpencTB». JII060it UeoBeK, MbITAIOIIICS
coO6paTh HEKOTOPYI0 CYMMY TOOPOBOJIBHBIX TOKEPTBOBAHMIA, MOXKeT chop-
MMpPOBaTh TPAH3aKIMIO C eIMHCTBEHHBIM (PparMeHTOM BbIXOAHBIX TaHHbIX,
B KOTOPOM YyKa3aHa «IlejieBast CyMMa» coopa. OueBMIHO, UTO TaKask TpaH3aK-
LIS M3HAUYQJIbHO HEKOPPEKTHA, TaK KaK He COMEePXXUT BXOAHBIX JaHHBIX. Ho
IpyTye TI0b30BaTeIN Telepbh MOTYT BHOCUTDb B Hee M3MeHEeHUsI, M0OaBIIss
coOCTBeHHbIe (hparMeHThI BXOMHBIX JAaHHBIX KaK MOKepTBOBaHMS. TpaH3aK-
IIMSI OCTAeTCST HEKOPPEKTHO IO TeX Iop, ITOKa He HabepeTcs AOCTAaTOUHasT
CyMMa BXOJTHBIX TaHHBIX, paBHasl 3HAUE€HMIO BBIXOHBIX TaHHBIX. Kaxkmoe 1o-
SKepPTBOBaHME — 3TO CBOEOOPA3HbIf «3a/I0T», KOTOPBI/ He MOXKET ObITh MPU-
HSIT JIUIIOM, OPTaHM30BaBLIMM cO0Op, IO TEX MOP, TOKa He 6yaeT cobpaHa BCs
CyMMa ITOJTHOCTBIO;

O NONE — 9TOT THII (py1ara MOKHO MCITO/Ib30BaTh JIJIsI CO3/IaHMSI «UeKa Ha Mpelb-
SIBUTEJIST» WIN «HE3aloJIHeHHOTO YeKa» Ha OIpeleieHHYI0 CyMMYy. 3aBepsi-
IOTCSI BXOIHbIE JaHHbIe, HO pa3pelieHo M3MeHeHMe 6JIOKMUPYIOIIEero CKpUIITa
B BBIXOIHBIX JAHHBIX. JII000IT MOXKET BITMCATh CBOI GUTKOH-aipec B GIOKU-
PYIOIINI CKPUIIT BBIXOMHBIX JAHHBIX U [epeBeCT TpaH3aKIMio Ha cebs. Ho
IIpY 9TOM CaMO 3HauyeH)e BBIXOAHBIX JaHHBIX OCTAeTCs 3a6JIOKMPOBAHHBIM
MOJTINCHIO;

QO NONE | ANYONECANPAY — 3TO KOMOMHALIMEl MOKHO BOCIIO/Ib30BAThCSI IJ15T CO3a-
HUS «COOpIIMKA MeToun». [1ob30BaTeNN C Ype3BbIUATHO MaIbIMU JaHHBIMU
UTXO B KoIlleJibKax He MOTYT PacxomoBaTh UX 6e3 OIIaThl TPaH3aKIIMii, KO-
TOpasi MpeBBIIIaeT pa3Mep 3TOi «Meoun». [Ipy UCTTONb30BaHUNM ITOTO TUTIA
roamcy Meyikye ganuble UTXO MOryT GbITh ITepeBeleHbl Ha OJMH afpec st
06beIVIHEeHNS U TTOCeAYIOIIero pacxoJoBaHMs Kak 0oJiee MpueMIeMOi CyM-
MBI IIPY HEOOXOIMMOCTH.
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CylilecTByeT MHOTO TIpejIosKeHNit 110 M3MEeHEeHMIO U YCOBEPIIeHCTBOBAHUIO CH-
creMbl ¢utaroB SIGHASH. OmHO M3 TakMX MpenyoxkeHuii — Bitmask Sighash Modes —
cmenano Imennom Yustenom (Glenn Willen) u3 Blockstream kak yacTh ITpoeKkTa
Elements. OcHOBHAs maest 9TOTO MPeIoskeHMs — CO3AaTh 6osiee YHUBEPCATbHYIO
3ameny i TunoB SIGHASH, KoTopast O3BOIUT IIPUMEHSTh «[TPOM3BOJIbHbIE, TTe-
pesanucbiBaeMble MajiiHepaMy GMTOBbIE MAacKM BXOMHBIX M BBIXOOHBIX JAHHBIX»,
rmosBosisonIe GopMupoBaTh «60jIee CIOKHbIe KOHTPAKTHbIE TpeaBapUTeIbHbIE
(mepen, 3aBepeHMeM IOAIIMCHIO) CXeMbl, TaKMe KaK IOAIMCAaHHbIE TPeI0KeHNs
C BO3MOXKHOCTBIO M3MEHEHUST JaHHBIX Ha pacIipenereHHOM (OHIOBOM PbIHKE aK-
TUBOB (MMYILECTBA)».

9 Bbl He yBuauTe dnaros SICHASH, npeacTaBiieHHbIX Kak HeK1e napaMeTpbl B MPUOXKEHUM KO-
Wwenbka nonb3osatens. Kowenbku popmumpytoT ckpunTbl P2PKH 1 nognuceiBatoT nx ¢ pnarom
SIGHASH_ALL npakTu4ecku Bceraa, KpoMe HeKOTOPbIX MCKIUUTENbHbIX ciyyaes. [1ng npume-
HeHus gpyroro gnara SIGHASH Heo6xo0aAMMO Hanucatb NporpamMmmy, GOpPMUPYIOLLYIO U NOANK-
CbiBaOLLYyt0 TpaH3akuuu. M yto 6onee BaxxHo, pnarn SIGHASH MOryT MCNOb30BaTbCA Cneuma-
NIN3UPOBAHHBIMKU BUTKOMH-NPUNOXEHUAMM, KOTOPbIE AenatoT AOCTYMHbIMU HOBble CNOCO6LI
NPUMEHEHMS 3TUX GNaro..

Martematuueckoe o6ocHoBaHue anroputma ECDSA

Kax y>ke 66110 OTMEUEHO paHee, IMTOATIMCY CO3Al0TCs C TOMOIIbI0 MaTeMaTUUeCKO
byukuum F,, KOTOpasi reHepupyeT MOAINICh, COCTOSILIYIO U3 ABYX 3HaUeHuii R 1 S.
B sTOM paspesne Mbl 60s1ee IogpO6HO pPacCMOTPUM QYHKUMIO F,.

CHavasia ajarOpUTM CO3JAaHMSI TIOATMCU TeHepupyeT dgemepHyio (ephemeral),
WJIM BpeMeHHYI0, TIapy, COCTOSIIYIO0 U3 CEKPETHOTO U OTKPBITOTO K/IoUeli. ITa mapa
BpeMeHHbIX K/TIoueit OCHOBaHa Ha C/TyuyaiiHOM uuciie k, KOTOpoe UCIO/Ib3YyeTCsl Kak
BPEMEHHBII CEeKPEeTHBIN KiTou. M3 uncia k reHepupyeTcsl COOTBETCTBYIOIINI Bpe-
MEHHbII OTKPBITHIN KII0U P (BBIUMC/ISIEMBIN Kak P = k*G TeM ke criocoboM, KOTO-
PBIM F€HEPUPYIOTCS OTKPBIThIE KITFOUM OMTKOIHA; cM. pasaen «OTKPbBIThIE KTIOUM»
r71aBbl 4). 3aTeM 3HaUeHreM R 111pOBOI MOAICY CTAHOBUTCSI KOOpAMHATA X ade-
MEepHOTO OTKPBITOTO Kitoua P.

Ianee aJropuUTM BbIUMC/ISIET 3HAUeHMe S i MG POBOI MOATIMCHU CIeIYIOIIM
obpasom:

S =k '(Hash(m) + dA*R) mod p,

rme:
O k- aeMepHbIii CEKPETHBIN KITIOY;
O R - xoopauHaTta x 3¢eMepHOTro OTKPHITOTO KITI0Ua;
O dA - ceKpeTHbIN K04, MCITOIb3YeMbIi [T JAHHO TIOIICH;
Q m - gaHHbIe TpaH3aKLWUH;
Q p - npocToe YN0 — MOPSIIOK SIIUIITUUECKON KPUBOIA.

[lpoBepka mpeacTaBaseT €060Vl (GyHKIMIO, 0OpaTHYIO (QYHKIMM TeHepalun
TMOATINCHU, ¥ UCTIONb3yeT 3HaUeHus R, S ¥ OTKPBITBIM KJIIOYU JJIS1 BbIYMCIEHUS 3HA-
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YyeHMs P, SBSIONIErocsl TOYKOI TOM ke 3JTUIITUYeCKO KpUBOii (3To 3(peMepHbIit
OTKPBITHIN KJIIOY, UCIIOJIb30BAHHbIN MTPU CO3AaHUN TOATIUCH):

P=S"'"Hash(m)*G + S'*R*Qa,

roe:

QO R u S - 3HaueHMs, COCTABJISIOININE TTOAIINCD;

O Qa — OTKpBITHIN KJIIOYU AJINCHI;

O m — ma"HHbBIe TpaH3aKIMK, KOTOpas OGblIa MOAIMCAHA;

O G - 6a3o0Bas TOYKa reHepalMy Ha IUIUIITUUECKO KPUBOIA.

Ecinn xoopoyHaTa X BBIUMCIEHHON TOUKM P paBHA R, TO MPOBEPSIOIINIT MOXKET
YTBEPXKAATh, UTO IIpoBepsieMasi IMOANNUCh KOPPEKTHA.

OTMeTHM, UTO AJISI ITPOLIeAyPbI TPOBEPKY IM(DPOBOI ITOATIMCH He TpebyeTcsl 3Ha-
HJe CEKPETHOTO KJII0Ua, T03TOMY OTKPBIBATh €r0 KOMY-I1M060 HET HMKAKOi He06XO0-
IVIMOCTHU.

MatemaTtnyeckoe o6ocHoBaHue anroputma ECDSA cnoxHo ons noHMManus. B atoi TeMe no-
MOryT pa3obpaTbCs MHOTOUMC/IEHHbIE MOAPOOHbIE PYKOBOACTBA, pPa3MelleHHble B MHTepHe-
Te. BoinonHuTe momck no knwoueBoi dpase «onucaHme ECDSA» (kECDSA explained») unu
Cpa3y BOCMOJSIb3yMTECh OAHUM M3 TaKMX PYKOBOACTB: http://www.morepc.ru/security/crypt/
05200207010.html,

BaxxHocTb pakTOpa Cny4yaiHOCTH B L pOBbIX NOANUCAX

B nipempimyiiem pasgene «MaTeMaTuueckoe o6ocHoBanye anroputma ECDSA» anro-
PUTM TeHepauyy UG pPoBOIt MOAMMCHY MCIT0NIb30Ba CIyUaiiHbIi K/I0U K KaK OCHOBY
IJISI CO3aHMsT 9(eMepPHOJi Maphl, COCTOSINEN 13 CEKPETHOTO M OTKPBITOTO KITIOUEeIA.
KoHkpeTHOe 3HaueHMe Kiaouya k He BaKHO MPU YCIOBUM, YTO OHO JIeliCTBUTETHLHO
SIBJISIETCSI CTy4yaifHbIM. EC/IM OfIHO ¥ TO ke 3HaueHMe K MCII0/Ib3yeTCs [IJis TeHepalun
IBYX MOATMCEN K PasIMUYHBIM COOOIIEHNSIM (TPaH3aKLMSAM), TO CEKPETHBIN KITIOY,
MIPVMMEHEHHbIN JIJIsT TIOAIIMCH, MOXKET OBITh BBIUMCIEH KeM YyrogHo. [ToBTopHOe ¥c-
II0JIb30BaHME OTHOIO M TOTO Ke 3HaueHMs k B ajaropuTme Co3maHus HudbpoBoOi
TIOATIACY IPUBOIUT K PACKPBITUIO CEKPETHOTO K/II0Ua, IOMHIUTE 00 9TOM BCeraa.

Ecnv oaHO 1 TO Xe 3HayeHue Kk UCNonb3yeTcs B anroputMe co3naHns UmndpoBsbix Noanucen
ONa ABYX pas3/IMYHbIX TpaH3aKLl,l/Il7I,T0 CeKPETHbIl‘/‘I K/TIOY MOXET ObITb BbIYUC/IEH U CTAHET U3-
BECTHbIM BCEMY MUPY.

JTO He IIPOCTO TeopeTndyeCKass BOSMOXXHOCTb. HpO6J’IEMbI, IIpuBOAMAIIME K pac-
KPBITUIO CEKPETHBIX KHIO‘-Ief/i, ﬂeﬁCTBMTeﬂbHO ObLIU 06Hapy7l(eHbI B HECKOJIbKUX
Pa3/IMYHBIX pealn3alnmdax aJrOpmMTMOB CO3OaHUSA HO,E[HI/ICE!VI TpaHSaKL[I/Iﬁ B 6UT-
KOJH-cucremax. Y JIIO,E[GIZ IIOXUITAJIN OeHEeXHbIe CpeacTBa M3-3da HEOCTOPOXKHOTO
ITIOBTOPHOTO MCIIOJIb3OBaHMSI 3HAUEHUSA k. Haubonee yacto BCTepanOH.IEﬁCH npu-
YUHOM ITIOBTOPHOTO MCITIO/JIb30BaHMs 3HAYEHUS k sBnsieTcs HeIlpaBMJIbHAA MHUIIMA -
JIn3anus reHepaTtopa CJ'IY‘-IaﬁHbIX uuceJ.

st YCTpaHEHUS 3TOM YA3BUMOCTH CYHIECTBYET IIPAKTUYECKAs OTpacjieBas peKO-
MeHOauus: He reHepnpoBaTh kc IIOMOIIIbIO reHepaTopa CﬂyqaﬁHbIX uncesI, MHnima-
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JIU3UPYEMOTO MCTOUHMKOM KaKOii-T1M60 SHTPOINM, a BMECTO STOTO BOCIIOIb30BaTh-
Cs1 AeTepMUHMPOBAHHBIM CIY4YaliiHbIM IPOLIECCOM, MHUIIUMATU3UPYEMBIM CaMUMU
JAHHBIMM TPAH3aKINK. DTO 00eCeunBaeT MoAyYeHe Pa3JIMUHbIX 3HAUeHMiT k 17151
Kaxkmoit TpaH3akiuu. CTaHAAPTHBINM IIPOMBIIIEHHbIN aATOPUTM I/ JeTepMUHU-
pOBaHHOV MHUIIMaNu3auumu k onpeneneH B fokymeHTe RFC 6979 (https://tools.ietf.
org/html/rfc6979), onybamkoBaHHOM paboueit rpymmoit Internet Engineering Task
Force (IETF).

Ecmu Bbl 3aHMMAaeTeCh peannsaliyeii airopuTMa MOAMNCY TPaH3aKIMii B OUT-
KOJH-CHCcTeMe, TO 06sI3aTeIbHO JOJIKHBI MCIIOMb30BaTh cTaHgaptT RFC 6979 win
AQHaJIOTUYHBII TeTepPMUHUPOBAHHBIN CyYaiHbIN aTOPUTM IJIsT 0GecrieueHus re-
Hepalyuy pa3JIMYHbIX 3HAYeHMI k 11 KK TpaH3aKIIN.

EMTKOﬂH'Aﬂ,PECA, BAJIAHCbI U NPOYUE ABCTPAKLIMUA

B Hauane Teky1iei raBbl Mbl Y3HAJIM, UTO BHYTPEHHEE YCTPOICTBO TPaH3aKIMii Cy-
IIeCTBEHHO OTJIMYAETCS OT MX BHEILIIHETO MPeCTaBAeHMs B KOllleJIbKax, TPOBOJHN-
Kax OJIOKueifHa U MPOUUX TPUIOKEHUSX, TTPEAOCTABISIONMX TT0Ib30BATENIbCKII
mutepdertic. Kaxkercs, 4To MHOTME YIIPOIEHHbIE ¥ XOPOIIIO 3HAKOMbIe KOHIIETIINN
M3 TIPeABITYIINX I71aB, TaKMe KaK OMTKOMH-aapeca 1 6anmaHChl, COBEPIIEHHO OTCYT-
CTBYIOT B CTPYKType TpaH3aKiyu. Mbl COGCTBEHHBIMU IJIa3aMU BUIEN, YTO TPAH3-
aKIMu He COAepsKaT B SBHOM BUIe OMTKOIH-agpeca, BMECTO 3TOTO OHM (QYHKIMO-
HUPYIOT C TIOMOIIIbIO CKPUIITOB, KOTOPbIE GIIOKUPYIOT U Pa3GIOKUPYIOT OTAeTbHbIe
He3aBJCYMbIe 3HAUEHMSI, TPEICTAB/ISIIOIINE CYMMbI B OMTKOIHAX. B aT0Ji cucTeme
6aylaHChI He TIpeACTaBIeHbl HUKOMM 00pa3oM, TeM He MeHee KaKIoe IIPWIOKeHe
KOIIIeJTbKa BBIBOJUT TI0/Tb30BATENbCKMIT 6aJIaHC B HATISIAHOM GopMme.

Tenepp, KOrga Mbl Y3HAJIM, UTO B JAECTBUTEIBHOCTY COAEPKUTCS B OUTKOIH-
TpaH3aKIMV, MOKHO ITEPETH K paCCMOTPEHMIO CITOCOO60B (hOpMMUPOBaHMS abCTpaK-
111¥1 60siee BBICOKOTO YPOBHS, (DOPMMUPYEMBIX U3 ITPOCTEMIINX KOMIIOHEHTOB TPaH3-
aKkIum.

Emie pa3 B3misiHeM, Kak TpaH3aKIs AJIMChI ITpeicTaBIeHa B IIMPOKO U3BECTHOM
IIPOBOJHMKE OJI0KUeiiHa (puc. 6.7).

B j1eBoJi yacTy NpeaCcTaBIeHMs TPaH3aKIUY IMTPOBOAHUK OJIOKUYEIiHA TTOKa3bIBAET
OUTKOMH-agpec ANMChI KaK «OTIIPABUTENS». B meiiCTBUTENIBHOCTY 3TOM MH(pOpMa-
LMY B CAMOJ TpaH3aKIuy HeT. [Tpy u3BIe4eHny TpaH3aKIMK TPOBOIHUK OJI0KYETi-
Ha Tak>ke BOCCTaHOBWJI M MIPEAbIAYIIYI0 TPAH3aKIIMI0, HA KOTOPYIO CChUIAINCh BXO/I-
HbI€ JaHHbIE, ¥ M3BJIEK ITEPBbIii (PparMeHT BbIXOMHBIX JAHHBIX 3TOJ Oojiee paHHei
TpaH3akuu. B 3ToM ¢dparMeHTe BBIXOOHBIX JAHHBIX HAXOAUTCST OIOKMUPYIOIIN
cKkpurlT, samuuiaomui gaaaeie UTXO ¢ x311-3HayeHeM OTKPBITOTO Kirua Ajn-
col (ckpunt P2PKH). [TpoBOmHMK 610KUYEIiHA M3BJIEKAET X3II-3HAYEHME OTKPBITOTO
KJII0Ua U BBITIOJHSIET KomypoBaHye B popMaTe Base58Check, uTo6bI MOTYUNUTH U BbI-
BeCTU OUTKOIH-aJipec, IPeACTaB/ISIONIVIA STOT OTKPITbIN KITIOY.

[ToxoxkuM 06pasoM B IpaBOii YaCTM MPOBOJHMK OJOKYEliHA ITOKa3bIBAeT NIBa
(bparmeHTa BBIXOIHBIX JAHHBIX: IE€PBbII — OUTKOH-aApec Boba, BTOpoii — GUT-


https://tools.ietf.org/html/rfc6979
https://tools.ietf.org/html/rfc6979

178 <+ Tpauzakumu

KOJH-agpec AJUCHI (AJ1 ToayYeHus caaun). I B 9ToM ciayvae ajis GopMUPOBAHMS
9TUX OUTKOMH-aIpecoB MPOBOAHMK O/IOKUEliHA MU3BIeKAeT OJOKUPYIOMINI CKPUIIT
"3 KaKOIoro ¢parMeHTa BBIXOIHBIX JTAHHBIX, ONpenenseT ero Kak ckpunt P2PKH
¥ TIOJTyYaeT M3 Hero X1 OTKPBITOTrO Kitova. [Tocie 9TOTo MpOBOIHMK KOAVPYET I0-
JydyeHHOe 3HaueHye B popmaTe Base58Check, uTo6b1 chopMUPOBATD 1 BBIBECTH CO-
OTBETCTBYIOIIME OUTKOMH-aapeca.

.
Transaction view information about a bitcoin transaction
0627052b6128912f2703066a912ea577f2ceddadcaasasibd8a57286c345c212

1GdK9UzpHBzqzX2A9FP3DidweBwggmoQA

- (Unspent) 0.015 BTC
1Cdid9KFAaatwezBwBttQewXYCpvKBh7FK (0.1 BTC - Output) # ( i ) N
1Cdid9KFAaatwczBwBHQowXYCpvKBh7FK -

(Unspent) 0.0845 BTC

97 Confirmations | 0.0995 BTC'

Summary Inputs and Outputs

Size 258 (bytes) Total Input 0.1 BTC
Received Time 2013-12-27 23:03:05 Total Qutput 0.0995 BTC
Included In 277316 (2013-12-27 23:11:54 +9 Fees 0.0005 BTG
Blocks minutes)

Estimated BTC Transacted 0.016 BTC

Puc. 6.7 < lpencraBneHune TpaH3akunm AnChl,
BbINOJHSAOLEN onnaTy B kade boba

Ecu 1ieskHyTh 110 6UTKOMH-aapecy boba, To MPOBOOHUK GJIOKUYEiHA BBIBEIET
nHbOopMaInio, TOKa3aHHYIO Ha puC. 6.8.

Bitcoin Address addresses are identifiers which you use to send bitcoins to another person.
Summary Transactions
Address 1GdK9UzpHB2qzX2ASIFP3DidweBwagmoQA No. Transactions 25 o

Hash 160 ab68025513¢3dbd2f7b92a94e058115050f65467 Total Received 0.17579525 BTC

E

Tools Taint Analysis - Related Tags - Unspent Outputs Final Balance 0.17579525 BTC dil

Puc. 6.8 + banaHc 6utkoiiH-anpeca boba

[TpoBogHMK GIOKYeiiHA BHIBOOUT GajaHC 6MTKOIH-aapeca Bob6a. Ho B GUTKOIH-
CUCTeMe OTCYTCTBYET TaKoe IOHSTHe, KaK «bajaHC». 3HaueHus, MOKa3aHHbIe Ha
puc. 6.8, GOpMUPYIOTCS cCaMUM ITPOBOIHMKOM GI0KU€EifHA CIeIyIONIIM 00pa3oM.

Il dopmupoBanus nons «Total Received» (Bcero mosmyueHo) MpOBOIHMUK OGJIOK-
yejfHa CHavaia JeKoaupyeT OUTKOMH-aapec (KogupoBka Base58Check) nist m3Bie-
yeHus 160-6MTOBOrO X3II-3HAUEHMSI OTKPBITOrO Kiroua boba, CBSI3aHHOTO C 3TUM
azgpecoM. 3aTeM IIPOBOIHMK BBIIOMHSIET ITOMCK 110 6a3e JaHHBIX TPaH3aKIMii, BbI-
Ooupast Bce (parMeHThl BBIXOMHBIX HAHHBIX, KOTOPbIE COAEPIKAT OIOKMPYIOIINiL
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ckpunt P2PKH, comepskalinii Xa11 OTKPBITOTO Kioua Bo6a. [IpocyMMMpoBaB 3HaUe-
HMS BCEX HaIEHHbIX BHIXOTHBIX JaHHBIX, TPOBOIHMK OJI0KUEiTHA MOKET BbIBECTU
OO6IITYI0 CYMMY ITOJTYUYE€HHBIX JEeHEKHBIX CPEICTB.

Boruncienne Tekyiiero 6amaHca (mone «Final Balance») TpeGyeT BbITIOTHEHMS
HEeCKOJIbKO 60sbllero o6bema paboTsl. [IpOBOAHMK GIOKUEiHA XpPaHUT OTHEIbHYIO
6a3y BbIXOIHBIX TAHHBIX, KOTOPbIE HA TEKYIIMIT MOMEHT ITOKa ellle He M3PacXomIoBa-
HbI, TO ecTb Ha6op maHHbIX UTXO. [IJ1s1 ToaaepskKu 9TOi 6a3bl JaHHBIX TPOBOTHUK
6/10KUeliHA TOJKEeH B pealbHOM BpeMeHM HabIi01aTh 3a BCeMU OTlepalusIMu B OUT-
KOJH-CeTH, MT0OaBIsTh HOBbIE co3maHHble gaHHble UTXO, yoansTh U3pacXomoBaH-
Hbie naHnHble UTXO cpa3sy mocie ux MosiBjieHNsI B HeTTOATBePXKAeHHbIX TPaH3aKI[ M-
sIX. DTO BeCcbMa C(JIOKHBIN MPOILIeCC, 3aBUCSIINI OT HEeIIPePbIBHOTO MPOCIEXKNBAHUS
MIPOJIBYDKEHMS TPAH3aKIMIi B CETH, a TAKKe OT 06ecreueHns JOCTIUKeHMsT KOHCEeH-
cyca B OUTKOITH-CETH, TrapaHTUPYIOLIEro IMPOCIEKMBaHME KOPPEKTHOM IIEIMOYKINA.
VHoTma MpoBOAHMK 6/I0KUEliHA ITPOCTO He B COCTOSTHUY MOAAEPKMUBATh CMHXPOHM-
3aLMI0, ¥ ero mpeacraBjieHyue Habopa mJaHHbIX UTXO CTaHOBUTCSI HEIOJHBIM VI
HEKOPPEKTHBIM.

C momornpio Habopa gaHHbIX UTXO MpoBOIHMK GIOKUYEiiHA CYMMMPYeT 3Haue-
HUSI BCEX HEM3PaCXOJOBAaHHBIX BBIXOAHBIX JAHHBIX C X3II-CChIIKOM HA OTKPBITHIN
kiou Bob6a u Berumcisier ob6mmmii Texymuit 6ananc (Final Balance), mpembsiBiisieMblit
[I0JIb30BaTeJI0.

YTt0o6bI cOPMUPOBATD MpPEICTaBIEHNE C STUMU IBYMs «bajaHCaMM», TTIOKa3aH-
HOe Ha puUC. 6.8, MPOBOAHMK GIOKUEITHA MOJIKEH IMTPOUHAEKCHMPOBATD U BBITOTHUTD
TIOVCK IO AeCSITKaM, COTHSIM U 1ake COTHSIM ThICSIU TPaH3aKINIA.

B nenom mHbopmaiius, mpeaocTapisieMas MoJIb30BaTeNsIM C IIOMOLIbIO TTPUIIO-
SKeHUII KOIIeTbKOB, MPOBOAHMKOB OJIOKUYEIiHA M TIPOUYMX IOJIb30BATENbCKUX VH-
TepdeiicoB 6UTKOIIHA, Yalle Bcero GopMuUpyeTcst U3 abCTpakuuii 60siee BhICOKOTO
YPOBHSI, KOTOpbI€ 3aBUCST OT BBIMIOJIHEHUS MPOLeAyp MOMCKA MO0 MHOXECTBY pas3-
JIMYHBIX TPaH3aKILNIA, IPOCMOTPA UX COIEPKMMOTO ¥ 06pabOTKM JaHHBIX, BKITIOUEH-
HBbIX B 9T TpaH3aKiuu. [IpeIbsiBIsIs 9TU YIIPOLIEHHbIE TIPEeICTABIeHNsT GUTKOTH-
TpaH3aKIINii, HalToMUHaoIye 6aHKOBCKME YeKM OT OTHOTO OTIPABUTENISI OTHOMY
TTOJTyYaTeJTI0, IPUJIOSKEHMS JO/DKHBI BHIBECTM Ha TPeOyeMblil YPOBeHb abCTpaKkIIim
OTPOMHOE KOJMYECTBO CKPBITBIX MOAPOOHOCTel . OCHOBHOE BHMMAaHUE COCPENO-
TOUEHO Ha Hauboyiee YacTO BBIMTOJHSIEMBIX TUIIAX TpaH3akiuii: ckpunt P2PKH
¢ nognucsimyu SIGHASH_ALL B kaxkmom (pparMmeHTe BXOIHBIX JaHHBIX. [IpuiokeHMsI
OUTKOIHA MOTYT IpeaCcTaBUTh 6onee 80% Bcex TpaH3aKLIM B yIOOHOI IJIT UTEHUS
(bopme, HO MHOTIA MUCIBITHIBAIOT 3aTPYAHEHMS TIPU MPeCTaBAeHUM TPaH3aKIINIA,
OTKJIOHSIIOIIMXCSI OT HOPMbI. TpaH3aKkIuu, comepkaliye 6osee CI0KHbIE OTOKUPYIO-
e cKpuUnTel, win apyrue daaru SIGHASH, uau MHOKeCTBO (pparMeHTOB BXOIHBIX
Y BBIXOOHBIX JAHHBIX, HAIVIIIHO MMOKA3bIBAIOT YIIPOILIEHHYIO CYIIHOCTDb U Clabble
MecTa 9TUX abCTpaKIIIA.

EsxemHeBHO COTHUM TpaH3aKIINii, He COepPKalllX BBIXOAHBIX MaHHBIX CO CKPUII-
tamyu P2PKH, moaTBepsKmaioTCs M BKIIOYAIOTCS B CTPYKTYPY JAaHHBIX GIIOKYEITHA.
ITpoBOAHMKY GJIOKYEIiHA YacTO IPeACTaBIISIOT TaKye TPAH3aKIUMU C MPemayIpesk-
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JIAIOLIMMY COOOIIEHMSIMIM KPACHOTO 1BeTa, MHOOPMUPYIOMIMMY O HEBO3MOKHOCTH
IexkomupoBaHust agpeca. Caeqyromniasi CCbUTKA yKa3bIBAeT HA CaMYyI0 CBEXYH0 «He-
OOBIYHYIO TPAH3aKI[MI0», KOTOPYIO He yIaa0Ch MOMHOCTBIO JeKOAMPOBaTh: https://
blockchain.info/strange-transactions.

B cemyiomieit miaBe Mbl YBUIMM, UTO MPEIOCTABJSIIOT COOO0i Takyue «HEeoObIU-
Hble TpaH3aKI[MI». DTO TPaH3aKIMK, comepikaiye 6oyee CJIOKHbIE OIOKUPYIOIIVE
CKPUIITBI, yeM o61IenpuHsaThiii P2PKH. Mbl y3HaeM, Kak JeKOOMPOBAaTh U MOHSTh
CJIOKHBbIE€ HeCTaHIapPTHbIE CKPUIITBI, U pAaCCMOTPUM IIPUJIOKEHMS, KOTOPbIE UX IO -
JIep>KUBAIOT.
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bonee cnoXxHble TpaH3aKL UK
U CKPUNTDI

BBEOEHME

B npenpiaytieii rmaBe Mbl pacCMaTPUBaIi OCHOBHbIE 3JIeMEHThI OUTKOTH-TpaH3aK-
Luit 1 Haubosiee YacTo MPUMEHsIeMbIii TUIT CKPUIITOB TpaH3aKiuii — ckpunt P2PKH.
B 2T0i1 Ir71aBe MbI 6ymeM M3ydaTh 60s1ee M30I[peHHbIe CIIOCOOBI CO3TaHMS CKPUIITOB
¥ y3HaeM, Kak MOKHO MCIT0Tb30BaTh UX J1Jisi GOPMMUPOBAHMS TPAH3aKIINIA CO CIOXK-
HBIMMU YCJIOBUSIMU.

CHauaja paccMaTpMUBAIOTCSI CKPUIITBI € MyAbTUIIOANMUCIMM (multisignature
scripts). 3aTeM oco60e BHMMAaHMe OyIeT yaeJIeHO BTOPOMY I10 YaCTOTe ITPUMeHEeHMSI
ckpurnty tmna Pay-to-Script-Hash, oTkpbiBaoiemMy 1e/biii MUP CI0KHBIX CKPUII-
TOB. [lajiee MbI IOAPOOHO PaCCMOTPUM HOBbIE OTIEPATOPHI CKPUIITOB, KOTOPBIE 10-
OaBJISIIOT BpeMeHHbie XapaKTePUCTUKM B OUTKOMH-CUCTEMY C TIOMOIIbIO MeXaHM3-
ma timelock.

MynsTvnognucu

CKpuInThl ¢ MyJIbTHUIIOATIMCIMM (multisignature scripts) ycTaHaBAMBAIOT YCIOBUE,
IpY KOTOPOM B CKPUIIT 3aIiChiBaeTCs] N OTKPBITBIX KJIIOUEH, ¥ JOJIKHO ObITh He-
IIpeMeHHO 00ecIieueHo Halnuye He MeHee M nofmycesi 1jist pa3sGIOKMpPOBaHMS Je-
HEKHBIX CPeICTB. DTO TaKKe Ha3bIBalOT cxeMoii M-of-N, rae N — o6I1iee KOJIMIecTBO
KJIoueir, a M — mpeneybHOe (IIOPOTrOBOE) KOJIMUYECTBO MOIMNMCEN, TpedyeMoe It
MIPOBEPKU U MTOATBepKAeHus. Harpumep, MyTbTUIIONNUCD 2-0f-3 comepskuT Tpu OT-
KPBITbIX K/II04Ua ITOTEHLIMaJIbHbIX aBTOPOB HO,ZLHI/[CGIZ, Y KaK MMHMMYM JiBa KJII04a 13
Tpex 06s13aTeIbHO JOJIKHBI OBITh MICITOJIb30BAHbI TPV CO3IaHMM TTOATIMCEN 71T hOp-
MMPOBaHMS KOPPEKTHO TPaH3aKI[MU, PACXOAYIOIei COOTBETCTBYIOIIE TeHeXKHbIe
cpencTBa. B HacTosiiee BpeMsi B CTaHIAPTHBIX CKPUIITAX C MYJIbTUIIOAIUCSIMU MO-
SKET COZIePsKAThCSI 10 15 OTKPBITHIX KITIUEN, TO €CTh BO3MOXKHBI JIIOObIE KOMOVHALIN
B nuamasoHe ot 1-of-1 mo 15-of-15. OrpaHnuenye B 15 KiIroueit MOXKeT ObITh pac-
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MIVPEHO MOCIe MyOIMKauy KHUTY, TI09TOMY MUCITONb3YyiiTe GYHKIMIO isStandard(),
YyTOOBI Y3HATH TEKYIIME [TpyieMIeMble TTapaMeTpbl B CBO€iT OMTKOIMH-CEeTH.

O6mas ¢hopma GIOKMPYIOIIET0 CKPUIITA, YCTAHABIMBAIOIIETO YCIOBYE MYIbTU-
nopnvicy Tuna M-of-N:

M <Public Key 1> <Public Key 2> ... <Public Key N> N CHECKMULTISIG

rae N - o0Iee KOMMYECTBO TIePeuncIeHHbIX OTKPBITHIX KITIOUeii, a M — rpesenpHOe
(TIOPOTOBOE) KOMMUECTBO TPebyeMbIX MOITICE AJIST PACXON0BAHMS BBIXOIHbIX JaH-
HBIX.

BAoKupYyIOmuit CKPUIIT, yCTaHABIMBAIOIINIT YCIOBYE MYTBTUIIOAITCH 2-0f-3, BBI-
JISIINUT CIeIyIomyM 06pa3om:

2 <Public Key A> <Public Key B> <Public Key C> 3 CHECKMULTISIG

VciioBye 3TOro GJ0KUPYIOIIEro CKPUIITA MOKET ObITh BBIITIOJTHEHO PasGIOKUpPY-
IOIIMM CKPUIITOM, COE€PsKAIIMM Iapbl MOAIMCEH, COOTBETCTBYIOIIMX MTE€PEUMC/IeH-
HBIM OTKPBITBIM KJTIOUaM, HaIlpyMep:

<Signature B> <Signature C>

MY JTI00YI0 KOMOMHAIIMIO IBYX TIOJIMCEN, CTeHEPUPOBAHHBIX M3 CEKPETHBIX KITIO-
yelf, COOTBETCTBYIOIMX TPEM IMepeuncIeHHbIM Bbllle OTKPBITHIM K/II0UaM.

Takue nBa CKpUIITa BMecTe 00pa3yloT 00beIVHeHHbIVi CKPUIIT MTPOBEPKU KOP-
PEKTHOCTU:

<Signature B> <Signature C> 2 <Public Key A> <Public Key B> <Public Key C> 3 CHECKMULTISIG

I[Tpy BBIMIOJIHEHUM 3TOT OObeIMHEeHHbII CKPUIIT JACT 3HaueHme TRUE, eC/Ii U TOJTb-
KO eC/IM TTOANNCY B Pa36IOKMPYIOIIEM CKPUIITE COOTBETCTBYIOT YCIOBUSIM, 3aaH-
HBbIM B OJIOKMPYIOIIIEM CKPUIITE. B 9TOM c/Tydae yCJIOBME COCTOUT B IIPOBEPKE TOTO
(daxTa, YTO Pa3bIOKUPYIOIINI CKPUIIT COIEPIKUAT IBE KOPPEKTHBIE ITOATIMUCH, CTeHe-
pUpPOBaHHbIE U3 IBYX CEKPETHBIX KIIOUel, COOTBETCTBYIOIINX IBYM U3 TPEX OTKPbI-
TBIX KJTIOU€ii, yCTaHOBJIEHHBIX KaK MPEISITCTBIE.

Owuo6xka npu estnonHeHuu onepamopa CHECKMULTISIG
[Tpu BbITIONHEHUYM omepaTopa CHECKMULTISIG BO3HMKAET ouinbKa, KoTopas Tpebyer
HEKOTOPBIX IOTTOTHUTENIbHBIX Mep T10 ee yCTpaHeHo (06xoy). OmepaTop CHECKMUL -
TISIG gpo/mkeH npuHUMaTh M+N+2 371ieMeHTa B CTEK B KauecTBe rmapaMeTpoB. Ho m3-
3a OIIMOKM orepaTop CHECKMULTISIG 6ymeT M3BJIeKaTh U3 CTEKA JIMIIHee 3HAYEeHIE, TO
€CThb Ha OJTHO 3HAUeHMe O0JIbIle, YeM MPEAIIoNaraeTcsl.

PaccmoTpuMm 3Ty OIIMOKy 60Jj1ee IMogpo6HO, BOCIIOIb30BaBIINUCh IPUMEPOM ITPO-
BEPKU U3 NIPeAbIAYIIero pasnena:

<Signature B> <Signature C> 2 <Public Key A> <Public Key B> <Public Key C> 3 CHECKMULTISIG

CHauasia ortepatop CHECKMULTISIG M3BJieKaeT BePXHUI 3JIEMEHT CTeKa, TO eCThb N
(B paccMaTpuBaeMoOM IIpMMepe 3TO UMCIO 3). 3aTeM CUUTBIBAETCS N 371eMeHTOB —
OTKPBIThbIE K/IKOUM, /IS KOTOPBIX BO3MOXHBI NOANMCK. B paccMaTpuBaemMoM Ipu-
Mepe 3TO OTKpPbIThIe Kitoun A, B 1 C. IIoToM n3BieKaeTcs CIeIyOLnii 3J1eMeHT M —
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KBOPYM (KOJTMYECTBO HEOOXOIMMBIX Tofmceit). 3meck M = 2. ITocjie 3TOro orepaTop
CHECKMULTISIG momkeH U3BJIeYb MOC/iefHYe M 3JIeMeHTOB, TO eCTh TOATINCH, U TPOBe-
PUTD UX MPaBUIbHOCTb. HO, K cOKalIeHNIO, 13-3a OIIMOKM B pea3alyy ornepaTop
CHECKMULTISIG CYMTBIBAE€T ONVH JIUIIHMI 27eMeHT (Bcero M+1 anemenToB). [Ipy mpo-
BepKe MOJMNNCeN ITOT JIUITHUIL 3JIeMeHT He TIPUHUMAeTCs BO BHMMaHMe, TO3TOMY
He OKa3bIBaeT MPSMOTO BO3/IeIiCTBMSI HAa caM oriepaTop CHECKMULTISIG. Tem He MeHee
TaKoe NOTIOTHUTEIbHOEe 3HaUeHue 06s13aTeIbHO JO/DKHO HAaXOOUTHCS B CTEKE, TaK
KakK ecJii OHO OTCYTCTBYeT, TO MPU TMOMBITKE M3BJieUb 3HAaUEeHMe U3 ITyCTOrO CTeKa
BO3HMKAET OLIMOKA CTeKa M CKPUIIT aBapMIifHO 3aBepliaeTcs: (TomMedvast IIpu 3TOM
TPaH3aKIINI0 KaK HEKOPPEKTHYIO). ITOCKOMbKY MOMOMHUTENbHOE 3HAaUeHe He 00-
pabaThIBAeTCs, OHO MOKET OBITh JIIOOBIM, HO OOBIYHO MCITONIb3yeTcs 0.

Tak Kak 3Ta oIMbKa cTajia 4acTbhio ITpaBMU/I KOHCEHCYCa U TTOBTOPSIETCS BCETNa, ee
HeOoOXOAMMO ITOCTOSTHHO MCITPaB/IsiTh. BOT MpuMep MCIPaBIeHHOTO C YUYeTOM 3TOi
OIIMOKY CKPUIITA ITPOBEPKY TOITHCEN]:

0 <Signature B> <Signature C> 2 <Public Key A> <Public Key B> <Public Key C> 3 CHECKMULTISIG

CrnemoBaTeNbHO, ¥ Pa3GIOKUPYIONINII CKPUIIT, B JE/ICTBUTENLHOCTU UCIIOTb3ye-
MBbIi1 7151 MYJIBTUTIOATINCEIA, TOMKEH COMlepskaTh He MPOCTO ABe MOAIUCH:

<Signature B> <Signature C>
a ellle ¥ NpeauieCcTBYLNIA UM HYJIb:
0 <Signature B> <Signature C>

Tenepb, e Bbl Oy[ieTe pacCMaTpUBaTh Pa3bIOKUPYIOIINIA CKPUIIT IJIST MYJIbTHU-
MOJIITMCEN, TO BaC He NOJDKEH YIAUBJIISITH NOMOMHUTENbHbIN 0 B Havasle, eMHCTBEH-
HOe Ha3HaueHMe KOTOPOro — 06Xo[ OMMOKY, CTyYyaifHO CTaBIIeil YacTbhio MMpaBuI
KOHCEeHCYyca.

Ckpunt PAY-TO-ScRIPT-HASH (P2SH)

Ckpurr Pay-to-Script-Hash (P2SH) mostBuicst B 2012 rogy Kak HOBBIV TUIT TpaH3aK-
LV, PAaCIIUPSIOLINI X BO3MOYKHOCTHU U CYIIECTBEHHO YIIPOIAIOIINIA UCI0Ib30Ba-
HM€e CJIOKHBIX CKPUIITOB TpaH3aKIIMi1. YTOObI 0OBSICHUTD HEOOXOIMMOCTb CKPUIITA
P2SH, paccMOTpuM IpaKTUYeCKUIA IpUMep.

B m1aBe 1 MbI MO3HAKOMUIMUCH ¢ MoxaMMenoM, MUMIIOPTEPOM ObITOBOI 3JI€KT-
POHUKM, TIpokuBaloIMM B Jy6ae. Kommauuss MoxaMMmena akKTUBHO MCIIOJIb3YeT
BO3MOXXHOCTY MYJIbTUIIOATIMCEI B OGUTKOH-CUCTEME IS CBOMX KOPIIOPATUBHBIX
YUeTHBIX 3amyceit. CKpUIITBI C MYJbTUIIOATIMCSIMM — OJHA 13 Haubosiee 4acTo Mpu-
MEeHSIEMBIX PaCIIMPEHHBIX (QYHKIMOHAIbHBIX BO3MOKHOCTEl MeXaHM3Ma CKpUII-
TOB, K TOMY K€ OYeHb MOIIHAsl BO3MOXHOCTb. Kommnanuss MoxamMea MCIOIb3yeT
CKPUIIT C MYIBTUIIOAIIMCSIMM JJTSI BCEX KIMEHTCKUX TIaTexkelt, B GMHAHCOBBIX TEP-
MMHaX 9TO 0603HaUaeTcs Kak «Ie6UTopcKas 3aJ0/IKeHHOCTb» (accounts receivable,
AR). IIpu cxemMe ¢ MYJIBTUITOATMCSIMY BCE TUIATEKM KIMEHTOB GIOKMPYIOTCS TaKUM
06pas3om, uTo 11 pa36IIOKMPOBKY TPEOYIOTCS Kak MMHMMYM JIBe TIOAIMCK: OT Mo-
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XaMMe[a ¥ OTHOTO U3 ero MapTHePOB MM OT ero agBoKaTa (I0pMCKOHCY/IbTA), 06/1a-
IAIOIIero pe3epBHOIt Komueit Kiova. [Togo6Hast cxema ¢ MyJIbTUIIOATIUCSIMU 06ec-
TeunBaeT KOPIIOPaTMBHOE YIIpaBiieHNe NeHeKHbIMM CPeICTBAMM U 3aIIUTY OT UX
TTOXMIIeHMST, HE3aKOHHOI pacTpaThl WM IIOTEPHU.

CKPUIIT [AJIsI 9TOI CXeMbl JOCTATOYHO AJIMHHBIA U BBIIISIOUT MIPUOGIN3UTEIHHO
TaK:

2 <Mohammed's Public Key> <Partner1 Public Key> <Partner2 Public Key> <Partner3 Public Key>
<Attorney Public Key> 5 CHECKMULTISIG

CKPUIITBI C MYJIbTUIIOAIMCIMY 00/aJal0T MOITHBIMY (DYHKIIMOHATbHBIMIU BO3-
MOXKHOCTSIMU, HO UX MPAKTUUeCKOe MPUMeHEeHMe CBSI3aHO C HEKOTOPBIMU TPYILHO-
ctsamu. Pacrionarasi mokasaHHBIM BbIllle CKPUIITOM, MoxamMme[, DOJKeH TfepenaTh
9TOT CKPUIT KOKIOMY KIMEHTY M0 TwiaTexa. KaKaplii KIMeHT JOKeH UCIO0b30-
BaTh CHEIMATM3UPOBAHHBIN OUTKOMNH-KOIIETEK C BO3SMOKHOCTbIO CO3[IaHUS CIie-
IIMaTM3UPOBAHHBIX CKPUIITOB TPAaH3aKIW, ¥ KaXKIbI KIMEHT 06s13aH 3HATh, KaK
C03/3,aBaTh TPAaH3aKUIMMU C TMTIOMOIIIBIO TAKMX CIIEIMaIN3MPOBAHHBIX CKPUIITOB. Kpo-
Me TOTO0, CO3JIaHHas TPAH3aKIINS OyIeT MPUOAM3UTENBHO B IISITh pa3 GoJIbIie MPoC-
TOM TUIATEXHO TPaH3aKIUUM, IOTOMY UYTO CIEeMaIU3UPOBAHHbBIN CKPUMT COMEp-
SKUT OUeHb JJIMHHbIE OTKPbITbIE K/IIOUM. M3IepskKM 10 CYI[eCTBEHHO YBeJIMYeHHO
TpaH3aKIIMY JIOKATCS Ha KIMEHTAa B BUe ee OIliaThl. HakoHel, CKpUIIT 60JIbIIEro
pasmepa, IToJ06HbI IPUBEIEHHOMY BbIllIe, TOKEH ObITh BHECEH B HAOOP JaHHBIX
UTXO B onepaTUBHOI MaMSITU KaKIOT0 MOJTHOIIEHHOTO y3J/1a M COXPaHSIThCS 0 TeX
1op, ToKa He 6ymeT M3pacxomoBaH. Bce mepeuncieHHbIe MPOOIEMbI YCIOKHSIIOT
MMPaKTUYECKOE VCITOIb30BaHME CeMaIM3MPOBAHHbBIX OJIOKMPYIONIMX CKPUIITOB.

Tun P2SH 6b11 paspaboTaH [jIs1 YCTPAHEHUST 9TUX MPAKTUUECKUX 3aTPyIHEHMI,
YTOOBI CIIeIATh MPYMEHeHMe CITeIVaaN3MPOBAHHBIX CKPUTITOB TAKMM K€ IIPOCTHIM,
KaK IJIaTeXX Ha OuTKOIMH-aapec. ITpu ratexkax Tumna P2SH c1o5kHbI 6lIOKMPYIOIIiT
CKPUIIT 3aMeHSIeTCs Ha ero M@ POoBbIe OTIIEUATKH, TO €CTh Ha KPUIITOrpaduyecKoe
X9llI-3HaueHue. Eciu TpaH3akuus neiTaeTcs uspacxonosatsb ganHble UTXO, KOTO-
pble 6YIYT MMpeaCcTaBAeHHbI IT033Ke, TO OHA 00513aTeIbHO NOKHA COlepyKaTh CKPUIIT,
COOTBETCTBYIOIINIA X3II-3HAYEHNIO, B JOIIOJIHEHNE K Pa30IOKUPYIONIEMY CKPUIITY.
[Mpomie roBopsi, P2SH o3Hauaer «maaTa CKPUIITY C COBMAIAI0NINM X3II-3HAUEHUEM,
a caM CKPMIIT Oy[IeT Ipe[CTaB/eH 033Ke, KOr[a 9TV BbIXOJHbIE JaHHbIE OYIyT M3-
pacxonoBaHbI».

B Tpansakuusx tuna P2SH GIOKMPYIOMINIA CKPUIIT, 3aMEHSI€EMbIVi CBOMM X3III-
3HauYeHMeM, Ha3bIBAETCS MOTAlIANMM CKpUIITOM (redeem script), mOTOMY UTO OH
TpeJicTaB/ieH B CMCTeMe BO BpeMsi roraiieHusi (redemption) cymiecTByoliei 3a101-
SKEHHOCTY, B OT/IMUME OT OOBIYHOTO OJIOKUPYIOIIEro cKpuIita. B Tabsm. 7.1 rokasaH
CKpUIIT 6e3 ucnonb3oBaHus P2SH, a B Ta61. 7.2 — TOT ke CKPUIIT, HO 3aKOAMPOBaH-
HbIN ¢ momolbio P2SH.

Ta6nuua 7.1. CnoxHbiii ckpunm 6e3 npumeHeHus P2SH

bnokupytowmnii ckpunt 2 PubKey1 PubKey?2 PubKey3 PubKey4 PubKey5 5 CHECKMULTISIG
Paz6nokupyrowmit ckpunt Sigl Sig2
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Ta6nuua 7.2. CnoxHbiii ckpunm e popme P2SH

Morawatrowmin ckpunt 2 PubKey1 PubKey?2 PubKey3 PubKey4 PubKey5 5 CHECKMULTISIG
Bnokupytowwmin ckpunt HASH160 <20-6aitToBoe X3W- 3H34eHne norawawwero ckpunta> EQUAL
Paz6nokupyrowmii ckpunt Sig1l S1g2 <norawawwmii cCKpunT>

B mpuBemeHHbIX TabAMIIAX MOKHO BUOETh, UTO C IpuMeHeHreM P2SH c10KHBI
CKPUIIT, OTIpefessiioNii YCIOBUSI PACXOIOBaHMSI BBIXOAHBIX JAHHBIX (TIOTallalo-
MV CKPUIIT), He TIPeICTaB/IeH B OMIOKMUPYIONEM CKpUIITE. BMecTo Hero B GIOKM-
PYIOIIMI CKPUTIT BKJIIOUAETCSI TOJIBKO X3IlI-3HAaueHue, a caM ToTallaoinuii CKPUIIT
TTOSIBJISIETCSI TTO33KE, KaK YacTh Pa36GIOKMPYIONIET0 CKPUIITA ITPU PACXOTOBAHUM ITUX
BBIXOJHBIX TAHHBIX. JTO MO3BOJISIET IIEPEHECTU MU3IEPSKKM, CBSI3aHHbIE CO CIIOKHO-
CTbIO TPaH3aKIMM U ee OIUIATO, C OTIIPaBUTeS Ha ToayJyaTess TpaH3aKuu (TO
€CThb Ha TOTO, KTO Oy/IeT PacXof0BaTh BBIXOIHbIE JaHHbIE).

PaccmoTpuM, Kak B KoMmaHuM MoxammeAa MCIOAb3YIOTCS CJIOXKHBIN CKPUIIT
C MYJIBTUTIOAIMCSIMU U UTOTOBBIE CKpUITTI P2SH.

CHauasa MPUBOAUTCS CKPUIIT C MYJIbTUITOATIMCSIMM, KOTOPbIV KoMraHus Moxam-
Meza IMIPYMeHSIeT IJIS BCeX BXOMSIINX IIJIaTeXell OT KIMeHTOB:

2 <Mohammed's Public Key> <Partnerl Public Key> <Partner2 Public Key> <Partner3 Public Key>
<Attorney Public Key> 5 CHECKMULTISIG

Ectu yotoBHBIe 0003HAUeHMsT (IIAGIOHBI) 3aMEHUTb Ha peasibHble OTKPBIThIE
KTI0UM (TTIOKa3aHHbIe HIKe Kak 520-6MTOBbIe uMcia, HauuHatomyecs: ¢ 04), To Bb
caMy MoykeTe Y6eaUThCsT B TOM, UTO 9TOT CKPUIIT CTAHET OUeHb JIVMHHbBIM :

2
04C16B8698A9ABF84250A7C3EA7EEDEF9897D1C8C6ADF47FO6CF73370D74DCCAOICDCA79DCCS5C395
D7EEC6984D83F1F50C900A24DD47F569FD4193AF5DE762C58704A2192968D8655D6A935BEAF2CA23
E3FB87A3495E7AF308EDFO8DAC3CIFCBFC2C75B4B0OF4DOB1B70CD2423657738C0C2B1D5CE65CO7D7
8DOE34224858008E8B49047E63248B75DB7379BE9CDABCES751D16485F431E46117B9D0OC1837CID5
737812F393DA7D4420D7E1A9162F0279CFC10F1E8E8F3020DECDBC3CODD389D99779650421D65CBD
7149B255382ED7F78E946580657EE6FDA162A187543A9D85BAAA93A4AB3A8F044DADA618D0872274
40645ABEBA35DA8C5B73997AD343BESC2AFD94A5043752580AFA1ECED3C68D446BCAB6IACOBATDFS
©0D56231BEOAABF1FDEEC78A6A45E394BA29A1EDF518C022DD618DA774D207D137AAB59EOBOOOEBTE
D238F4D800 5 CHECKMULTISIG

Bech 9TOT CKpUNIT MOKET OBITh IIPeiCTaB/ieH B Bue 20-6aifToBOro Kpunrorpadu-
YeCKOro X31I-3HaueHus], IOTYYeHHOTO [T0c/Ie IPUMEeHeHMS aJITOPUTMa X31UMPOBaHUS
SHA256 u nocnenyoiero npuMeHeHus K pesynbrary anroputma RIPEMD160. s
MIpUBeNeHHOTO Bhlllle ckpurnTa 20-6aiiToBOe X31I-3HaueHNe UMeeT CIeIyIoit BU/:

54c557e07dde5bb6cb791c7a540e0a4796f5e97e

Tpansakius Tuia P2SH 6710KMpyeT BHIXOIHbIE JaHHBIE IT0 STOMY X9III-3HAUEHUIO
BMeCTO 6oJiee IJIMHHOTO CKPUIITA, VICIIONb3YSI IJIST TOTO OJIOKMUPYIOMIVIIA CKPUIIT:

HASH160 54c557e07dde5bb6cb791c7a540e0a4796f5e97e EQUAL

KOTOPbIi, O4EBUTHO, HAMHOTO KOpoue. BMeCTO «IIJ1aThl ITOMY CKPUIITY C 5 KiToda-
MU ¥ MYJABTUTIOAIMCSIMM» TIPUMEHSIETCSI paBHO3HauHas TpaH3akius P2SH, To ectp
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«IJIaTa CKPUNTY C 3aJaHHBIM X5LI-3HaueHueM». KieHT, BBITONHSIOWMNIA T1JIaTexX
KoMnaHuy MoxamMme[a, JOMKeH BKJIIOYUTDH B CBOIO TPAH3aKLMIO TOIBKO rOpasno
6oJiee KOPOTKUI GIOKUpYIOIIUi ckpunT. Korma MoxaMMe[| 1 ero apTHephbl 3aX0-
TAT U3pacxonoBaTh 3Ty faHHbie UTXO, 0HYM 00513aHbI OYIYT MPeACTABUTD VICXOIHbIN
MOTaIIAOIINIA CKPUIIT (X3II-3HaUeHMeM KOTOPOro 3a610kMpoBanbl faHHbie UTXO)
U ioamcy, Tpebyemble 1St pa36IIOKUPOBKU. DTO BBIISIIUT TPUOIM3UTEIBHO TaK:

<Sigl> <Sig2> <2 PK1 PK2 PK3 PK4 PK5 5 CHECKMULTISIG>

IIBa cKpUMTa 06BEAVHSIIOTCS B XO/Ie IBYX cTaauii. CHavasia moramarnuii CKpUIT
IPOBEPSIETCS] HA COOTBETCTBME OJIOKMPYIOIIEMY CKPUIITY, TO €CTh MTOJKHBI COBIIA-
JIaTh X3II-3HaUeHUS :

<2 PK1 PK2 PK3 PK4 PK5 5 CHECKMULTISIG> HASH160 <redeem scriptHash> EQUAL

Eciu Xa11-3Haue s COBIAIAIOT, TO Pa30IOKMPYIOIVII CKPUIIT BHIMTOTHSIETCS OT-
JeJIbHO, UTOOBI Pa30JIOKMPOBATH ITOTAIIAOIIMIA CKPUIIT:

<Sigl> <Sig2> 2 PK1 PK2 PK3 PK4 PKS5 5 CHECKMULTISIG

[TouTy BCce CKPUIITHI, pacCMaTpUBaeMble B 9TOJ I7IaBe, MOTYT ObITh peaan30Ba-
HbI TOJIBKO Kak CKpuUIThl Tuma P2SH. VX Henb3s1 UCMO/Ib30BaTh HEMTOCPEICTBEHHO
B OJIOKMPYIOIIMX CKpUITax ajist gaHHbix UTXO.

Appeca P2SH

Enie omHOJ BakHOI yacTbio MexaHu3ma P2SH saBiseTcss BO3MOXXHOCTh KOIMPOB-
KU CKPUIITa KaK aJpeca B COOTBETCTBUM C moKyMmeHTOM BIP-13. Anpeca P2SH - ato
3aKkomyupoBaHHbIe B popmaTre Base58Check 20-6aiiToBble X3II-3HAUEHMsT CKPUIITA,
TIOJTHOCTBIO aHAJIOTMUYHbIe OUTKOIH-aapecaM, MpeacTasisiomum coboii 20-6aiiTo-
Bble X31II-3HAaUeHMS OTKPBITHIX KiTtouelt B kKonuposke Base58Check. Anpeca P2SH umc-
MTOJIb3YIOT MpeduKc Bepcum «5», a mocye KogyipoBaHus B popmate Base58Check mo-
JIYYar0TCS ajipeca, HauMHAKIIMeCsT Co 3HauUeHus «3». Hampumep, CJI0SKHBIN CKPUIIT
MoxamMeza Iocie X3UMPoBaHus ¥ KogUpoBKM B hopmate Base58Check kak agpec
P2SH BoirmsganT Tak: 39RF6IqAB1HAYHkfChV6USGMe6Nsr66Gzw. Tertepb MoxaMMen, MOXKET
repenaTh 9TOT «aJpec» BCEM CBOMM KIMEHTaM, KOTOpbIe MOMYyYaloT BO3MOKHOCTD
MICITOJIb30BAHMST TTPAKTUYECKY JTI060T0 OMTKOITH-KOIIeNIbKa [IJIST BBITIOJTHEHMST ITPOC-
TOTO IJIaTeXa, KaK ecyiy ObI 3TO ObIT 0OBIYHBIN OMTKOIMH-aapec. [Ipedukc 3 rmoacka-
3bIBAE€T KJIMEHTAM, UTO 3TO OCOOBIN TUIT afpeca, COOTBETCTBYIOIINI CKPUIITY, a He
OTKPBITOMY KJTIOUY, TEM He MeHee OH paboTaeT TOYHO TaK Ke, KaK IMpy IIaTexke Ha
OUTKOIMH-aapec.

Anpeca P2SH mo3BOMSIIOT CKPBITh BCE CJIOKHOCTU IPOLIECCa, MOTOMY IIJIaTeNlb-
MK OCBOOOKIAETCSI OT HEOOXOIMMOCTHM Pa3doMpaThCsl B CKPUIITE.

Mpeumywecrea MexaHusma P2SH

Mexanmu3m P2SH obnamaeT ciieayomyMy IIpeMMyIecTBaMi, 110 CPaBHEHUIO C He-
MMOCPEeACTBEHHBIM VCIIOJIb30BAaHMEM CJIOXKHBIX CKPUIITOB AJISI GJIOKMPOBKM BBIXO/I-
HBIX JaHHBIX:
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QO CJIOKHBIE CKPUIITHI 3aMEHSIOTCST 60j1e€ KOPOTKMMU IU(GPOBBIMI OTII€UATKA-
MU B BBIXOAHBIX JaHHbBIX TPAH3aKIMM, yMEeHbIIIas pa3Mep BCeli TpaH3aKIun
B 1I€JIOM;

O CKpUIITBHI MOTYT KOAMPOBATHCS KakK afgpeca, MIOITOMY MOTydaTe b U KOIIeJIeK
TTOJTyYaTesIs OCBOOOKIAIOTCS OT HEOOXOAVMOCTY MCIIOTb30BaHMsI CIIeaI-
3MPOBAHHbBIX MEXaHM3MOB IJis peanusauyu P2SH;

MexaHM3M P2SH mepekiagbIiBaeT 00513aHHOCTD 110 CO3[TaHNIO CKPUIITA Ha 0~
JyJaTesisi, 0CBOOOKIasl IIaTe bIIKa OT 9TOI PabOThI;

mexaHn3M P2SH mepeHOCUT M3oep>KKY Ha XpaHeHMe COIep>KMMOT0 IJIMHHbBIX
CKPUIITOB U3 BBIXOMHBIX TaHHBIX (XpaHALIIMXCS B Habope maHHbIX UTXO) BO
BXOIHbIE TaHHbIE (XPaHSIIMEeCs B CTPYKTYPe JaHHbBIX OJI0KYeiTHa);

QO wmexanu3sMm P2SH niepeHOCUT U3Iep>KKM HA XpaHeHMe JaHHBIX O IJMHHBIX
CKPUIITOB M3 TEKYILIEro BpeMeH! (BpeMs IjiaTexka) B Oymyilee (BpeMs pac-
XOJTOBAHMS BBIXONHbBIX TAHHBIX);

O wmexanusm P2SH mnepekiambiBaeT 0O0SI3aHHOCTh II0 OILIaTe TPaH3aKLUU
C OAMHHBIM CKPUIITOM C OTIPABUTEJS Ha TOJydaTesisl, KOTOPbIil JO/IKeH
BKJIIOUMTD B CBOIO TPAH3aKIMIO AJIMHHbINA MOTalIaloUUii CKPUIIT, YTOOBI pac-
XOI0BAaTh BbIXOIHbIE TAHHBIE.

Morawarowmii CKpUNT U NpoBepKa KOPPEKTHOCTU

o Bepcun 0.9.2 xnueHTa Bitcoin Core mexanmsm Pay-to-Script-Hash 6b11 orpa-
HUYEH CTAaHAAPTHBIMU TUIIAMM CKPUIITOB GUTKOIH-TPaH3aKIVil, OMPeesseMbl-
MU C TIOMOIIbI0 QYHKIMM isStandard(). OTO 03HAUAET, UTO IOTAIIAOIINI CKPUIIT,
MIpeNICTaBIeHHbIN B PACXOIHONM TPaH3aKIMH, TOJDKEH 06s13aTeIbHO MPUHAIIEKATh
K ogHOMY M3 cTraHAapTHbIX TUIOB: P2PK, P2PKH — uau OTHOCUTBCS K CKPUIITAM
C MYJABTUIIOANMUCIMY, MUCKIIOUAKONIMMNY BO3MOXHOCTL IIPUMMEHEeHMs oliepaTtopa
RETURN 1 co6cTBEHHO MexaHM3Ma P2SH.

B Bepcum 0.9.2 xnmenta Bitcoin Core Tpansakuuu tTumna P2SH moryT comepskaTb
J106071 KOPPEKTHBIN CKPUIIT, YTO JeyaeT craHaapT P2SH Gosee yHUBEPCATbHBIM
U TI03BOJISIET 3KCIIePUMEHTHUPOBATDH CO MHOXXEeCTBOM HOBbIX CJIO’KHBIX TUIIOB TPaH3-
aAKLIUIA.

CrenyeT OTMETUTD, YTO HeJb3sI [IOMeCTUTh CKpUIT P2SH B roramarnommi CKpUIT
P2SH, Tak kak crieundukanus P2SH He nonyckaeT pekypcun. HecMoTpst Ha Hanuume
TEXHUYECKO BO3MOXHOCTH BKJIIOUeHMs ollepaTopa RETURN B ITOrallIaioIii CKPUIIT,
TIOCKOJIBKY HeT IIpaBui, 3allpelaloliyx fenaTh 3T0, Ha IIpakTHUKe Takoe eliCTBue
He /MeeT CMbI(J1a, TaK KaK BbITIOIHEHMe orlepaTopa RETURN BO BpeMsI ITPOBEPKU KOP-
PEKTHOCTU IIPUBEJET K TOMY, YTO TPaH3aKLMsI OyIeT MoMeueHa Kak HeKOppeKTHasl.

OTMeTuM TakKe, UTO MOTAIIAOLINI CKPUIIT HE TOSBIISIeTCS B CETU [0 IOIIbIT-
KU pacxoLOBaHMs BBIXOOHBIX JAHHBIX TpaH3akuuy Tuna P2SH, nostomy paxke ecnu
BbI 3a6JIOKMPOBAJIM BBIXOJHbIE TaHHBIE X3III-3HaUeHMeM HeKOPPEeKTHOro Ioralia-
IOIIero CKPUIITa, OH Bce paBHO OymeT o6paboraH. Janubie UTXO 6ymyT yCIIelHO
3a670kMpoBaHbl. Ho B anmbHelilieM Bbl He CMOXKETe PacxOloBaTh UX, IOTOMY UTO
pacxofHas TpaH3aKIMs, BKIOUAIONAs 9TOT MOTALIAIOMINI CKPUIIT, He OyaeT mpu-
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HSTa M3-3a €ro HeKOPPEeKTHOCTU. TakuM 06pa3oM, BOSHUKAET PUCK, CBSI3aHHBIN
¢ 6JIOKMPOBKOI B TpaH3akiuy Tuia P2SH 6MTKOITHOB, KOTOPEIE B Ja/bHeiiiemM He-
BO3MOXXHO OymeT rmoTpaTuTh. CeTh MpUHMUMAaeT GIOKUpPYoNMii ckpunt P2SH, maske
eC OH COOTBETCTBYET HEKOPPPEKTHOMY IOTalllaloiiemMy CKPUIITY, TOTOMY UTO
X3II-3HauUeHMe MoIeIHero He JaeT HMKaKoi MH(opmalnu o mpecTaBaseMoOM UM
CKpUIITE.

B 6nokupytowwme ckpmuntbl P2SH BKIHOYAETCS X3LW-3Ha4YeHMe NorallakoLero CKpmMnTa, Kotopoe
He [aeT HMKaKoW MHPOPMaLIMM O COAEPXKMMOM 3TOro ckpunTa. TpaH3akumsa tuna P2SH bypet
CYMTATbCS KOPPEKTHOM M ByAeT NpUHATA B CETH, laXKe eC/Iv COOTBETCTBYHOLLMIA NOraLlatoLwmi
CKPUNT HeKoppekTeH. Takum 06pa3oM, Bbl MOXeTe CNy4yaHO 3ab610KMpoBaTbh OUTKOMHbI H6e3
BO3MOXHOCTM UX PacXOA0BaHMs B Byaylem.

3Anucb BbixoaHbIX AAHHbIX (RETURN)

PacmpefiefieHHbIl ¥ COmEpKallMii METKM BPEeMEHU PeecTp OUTKOINH-CUCTEeMbI —
CTPYKTYpa JaHHbIX 6JI0KUYEITHA MOKET IPUMEHSITHCST He TOJIbKO IS yUeTa BhITTOJTHSI-
eMbIX IIaTexkeii. MHoOTMe pa3paboTUMKM MbITAIMUCh UCIIOIb30BATh SI3bIK CKPUIITOB
TPaH3aKIINii IJIs1 TTIOTyYeHMsT TIPEMMYIIECTB B IJIaHe 6e30MMacHOCTY U YHUBEPCalb-
HOCTM 3TO¥ CUCTEMbI [IJis TIPUIOKEHMIT B TaKUX 00JIacTsIX, KaK Hu(pPoBbie HOTa-
puasbHbIe CTYKObI, aKIIMOHEPHbIE CePTUGUKATHI (CTOKHOTBI) M CMapT-KOHTPAKTHI.
[Ipu mepBbIX MOIBITKAX IPMMEHEHMS SI3bIKa CKPUIITOB TPaH3aKIINMIi AJIs1 TUX Lieseil
C03[1,aBajMCh BBIXOJHBIE JAHHbIE TPAH3aKIMIA, 3aMIMChIBAIOLINE JaHHbIE B CTPYKTY-
py 6;okueitHa. Harpumep, 3amuch g poBoro oTeyaTka HEKOTOporo ¢aiiia Takum
06pa3oMm, UTOObI JII060I SKeTAIOLIMIT MOT ITOTYUMTD JOKA3aTeIbCTBO CYIIECTBOBAHMS
(proof-of-existence) sToro ¢aiisa Ha onpeneTeHHYIO ATy, 00PaTUBIINCH K COOTBET-
CTBYIOILIe} TPaH3aKIUN.

Vcronb30BaHMe CTPYKTYPhI JAaHHBIX GIOKUYEliHA GUTKOIH-CUCTEMBI ST XpaHe-
HUSI JAHHBIX, HEe CBSI3aHHBIX C TIaTeXKaMy B OUTKOITHAX, SIBJISIETCS CIIOPHO TeMOJA,
ITOCTOSTHHO BbI3bIBAIOIIEN AMCKycuyu. MHOrMe paspaboTUMKM CUMTAIOT TaKOi Ba-
PUAaHT MCITONIb30BaHMS 3JI0YIIOTPe6IeHeM M OTBepraioT ero. [Ipyrue cCMOTpAT Ha
3TO KaK Ha JeMOHCTpalMI0 MOIIHBIX (PYHKIMOHAIbHBIX BO3MOXHOCTEH TEXHOJO-
vy GJIOKYeifHa ¥ TIOAAePsKMUBAIOT ITOAOOHbIE SKCIIEPUMEHTHI. IJTaBHBIM apryMeH-
TOM MPOTUBHUKOB MCIIOb30BaHMS JaHHbIX, HE CBSI3aHHBIX C IJIATEXaMMU, SIBJISIETCS
«HEeIIOMepHOe pa3pacTaHye CTPYKTYpPbI OI0KUeiiHa», TIeperpyskalollee Bce aKTMBHO
paboTaroniye MOTHOIIEHHbIE Y3/Ibl 6IIOKUEITH-CUCTEMBI, BBIHYKIEHHbIE IIPUHSTh Ha
cebst HaK/IagHbIe PACXObI TI0 MOAAEPSKKe MMCKOBOV MaMSITH AJisI CTPYKTYPbI OJI0K-
YyeliHa, KOTOpasl M3HAvYaJbHO He MpeaHa3Hauvaaach /IS XpaHeHUs TaKuX TaHHbIX.
Bosee Toro, TpaH3aKiuu TaKOro poaa co3naT gaHHble UTXO, KOTOpble HEBO3MOX-
HO pacxofloBaTh, MCIIONb3YS LIeJIeBOII OUTKOMH-aapec Kak 20-6aiiToBoe Mojie CBO-
6omHOM Gopmbl. TaK KaK agpec MUCIIONb3yeTCs ISl TaHHbIX, OH HE COOTBETCTBYET
CEeKpeTHOMY KJTIOUY, B pe3y/bTaTe KoOHeuHble qaHHbie UTXO Bo0OIIe HEBO3MOKHO
MU3pacXodoBaTh — 9TO (ajbIIMBbINA IIaTeK. TakMM 00pa3oM, TpaH3aKLUM, BbIXOI -
Hble TaHHbIe KOTOPBIX HeJTb3sT PacXod0BaTh, HUKOTIA He 6YOYT yaaneHbl M3 Habopa
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nanHbix UTXO, 4yTO MIPUBOAUT K HEIIPEPHIBHOMY YBEJIMUEHMIO pa3Mepa 6asbl JaH-
HbIX UTXO, 10BOAS €ro 0 HeIIOMEPHO BeJIMUMHBI.

B Bepcun 0.9 kimmenTa Bitcoin Core 6611 JOCTUTHYT OIpeAeIeHHbII KOMITPOMMCC
C TIOMOIIIbI0 HOBOTO omepaTtopa RETURN. Omepatop RETURN TTO3BOJIsIET pa3paboTum-
KaM 7106aBysITh 80 6aiiTOB JAHHBIX, HE OTHOCSIIIMXCS K IUIATEXY, B BHIXOAHbIE TaH-
Hble TpaH3akiun. Ho, B oTinume ot «danbimssix» gaHHbIX UTXO, ortepaTop RETURN
co3maeT B SIBHOI (popMe «Oe3yclIOBHO HepacxomyeMbiii» (provably unspendable)
2JIeMEHT BBIXOIHBIX JAHHBIX, KOTOpbIe He TPeOYIOT cCOXpaHeHMsT B Habope TaHHbIX
UTXO. Beixonubie ganubie ortepatopa RETURN 3anmcbIiBaloTCs B CTPYKTYPY JaHHBIX
6710KUelTHaA, 3aHMMAIOT IMCKOBOE MPOCTPAHCTBO ¥ YBEJINUYMBAIOT pasMep TOIbKO
CTPYKTYPBI OJIOKUETHA, HO He XpaHATcs B Habope nmaHHbiX UTXO, ciemoBaTeabHO,
He «pa3ayBaloT» pa3Mepa myna namsat UTXO u He meperpyskarT MOJTHOLEHHBIX
y3J10B 6MTKOITHA, 0CBOGOKAASI MX OT HEOOXOOMMOCTM HapallMBaHus o6beMa oIle-
paTUBHO MaMSITH.

CKPUIITBI, MCITOb3YIONINe orepaTop RETURN, BRITVISIASIT CAEIYIOIIMM 00pa3oM:

RETURN <data>

O6beM JaHHbIX <data> orpannueH 80 6aiiTaMy 1 Yalle BCEro MpeCcTaB/sieT co60it
X3lIll-3HaUeHMe, SBISIoIIeecs pe3yabTaToM paboTsl aaroputMa SHA256 (32 Gaiita).
MHorue pWIoXKeHMs pa3MellaioT repen JaHHbIMM TpeduKc, TOMOTAIINI UaeH-
TUGUIMPOBATL TUII TpwiIokeHusi. Hampumep, 1mdpoBast HoTapuaibHast CITyk6a
Proof of Existence (http://proofofexistence.com) ucmnonb3yeT 8-6aiiTOBBIN MpedUKC
DOCPROOF, B ASCII-KomupoBKe BBIIVISASINIA Kak 44 4f 43 50 52 4f 4f 46 B miecTHaaa-
TepuyHOM (popmare.

Bcerzma ciiemyeT MMOMHUTB 00 OTCYTCTBUM COOTBETCTBYIOIIETO OmiepaTopy RETURN
«Pa3BIOKUPYIOIIEro CKPUIITAa», KOTOPBI MOT ObI «M3PacX0q0BaTh» BIXOIHbIE TaH-
Hble RETURN. CaMbIM TVIaBHBIM TP MCIOb30BaHMM oriepaTopa RETURN sIB/IsieTCS He-
BO3MOXXHOCTb PAaCXOIOBAaHMUS J€HeT, 3a6I0KMPOBAHHBIX B 3TOM THUIIE BBIXOLHBIX
IaHHBIX, TAKMM 00Pa30M, HET HEOOXOIMMOCTM XPaHUTh MX B Habope gaHHbIX UTXO
KakK ITOTEHIMaJIbHO pacxoayeMble — TaHHbIe oriepaTopa RETURN 6e3yCcIOBHO Hepac-
xomyeMble. OGBIYHO B BHIXOAHBIX TaHHBIX orepaTopa RETURN yKa3bIBaeTCsT HyJeBast
CyMMa OUTKOIHOB, ITOTOMY YTO JII06071 6UTKOIH, CBSI3aHHbIN C 3TUM TUIIOM BbI-
XOIHBIX TaHHBIX, OyIIeT IMoTepsiH HaBcerna. Eciv Ha maHHble RETURN CChIIAIOTCST KaK
Ha BXOJHbIe JaHHbIe TPaH3aKIMM, TO MEXaH3M TPOBEPKM KOPPEKTHOCTU CKPUII-
TOB OCTAaHOBUT TPOIEAYPY ITPOBEPKM CKPUIITA U IOMETUT TAKYI0 TPAH3AKIMIO KaK
HEKOPPEKTHYI0. BoironiHeHMe ornepaTopa RETURN cpasy ke IPUBOAUT K «BO3BpATY»
13 06pabaThiBaEMOTO CKPUIITA CO 3HAUeHUeM FALSE 1 3aBeplieHuI0 mpoiecca. ITo-
3TOMY eC/M Bbl CJIyUaifHO yKa3aju BbIXOJHbIe JaHHbIe RETURN Kak BXOIHbIe JaHHbIE
clieqrytolneit TpaH3aKIyuK, TO 3Ta TPaH3aKIMs HEKOpPeKTHa.

CraHpmapTHast TpPaH3aKIMs (COOTBETCTBYIONIAS YCIOBUSIM, ITPOBepsieMbIM (DYHK-
umeii isStandard()), MOXKeT copepsKaThb TOJIBKO OAVH (DparMeHT JaHHbIX THIa RETURN.
Tem He MeHee ofMH (parMeHT BbIXOJHBIX JAHHBIX THIA RETURN B TpaH3aKLIUM MO-
SKeT OBITh 06beIVHEH C BHIXOIHBIMY JAHHBIMM JIIOOOTO IPYrOro THUIIA.
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B Bepcunm 0.10 Bitcoin Core mo6aBiieHbI Ba HOBBIX ITapaMeTpa B MHTepdeiic Ko-
MaHAHOV cTpoKku. [TapameTp datacarrier ymmpasiisieT nepefaveii U MaliHUHTOM TPaH3-
aKkuuii Tuma RETURN — IO yMOJIUaHMIO YCTAHOBJIEHO 3HauUeHue 1, pa3peliamiiee 31
ornepauuu. [is mapameTpa datacarriersize ycTaHaBIMBAETCS YMCIOBOE 3HAUEHME,
ompenessonee MaKCMMalIbHbIN pasmep B 6aiiTax ckpurmTa RETURN, ITO0 YMOTUAHUIO
paBHoe 83 Gaittam: MakcumyM 80 6aiiTOB maHHBIX TuIa RETURN, omyH 6ailT — KO
omepaiiuy RETURN, 1 1Ba GaiiTa — Ko orepaiiyu PUSHDATA.

M3HavanbHO ans paHHbix TMna RETURN 6bin0 npeanoxeHo orpaHMyeHune pasmepa, paBHoe
80 6ariTam, Ho 3TOT npenen 6bin yMeHbweH 0o 40 6aiToB, KOraa AaHHas QyHKUMOHaNbHAs
BO3MOXHOCTb 6blna peanunsosaHa. B despane 2015 roga B Bepcun 0.10 Bitcoin Core 6bin
Bo3BpalLeH MmuT B 80 BaiTOB. Y3nbl MOryT BbIOpaTh BapuaHT 0TKa3a OT nepefayun M mMam-
HuHra gaHHbix Tuna RETURN mnu BapuaHT nepenayn M MalHMHIa TONbKO TeX AaHHbIX TMMA
RETURN, koTtopble conepxaT meHee 80 6aiToB.

BnokunPOBKM N0 BPEMEHW (TIMELOCKS)

BrokupoBku 1o BpeMenn (timelocks) — 9To orpaHmuyeHus: Ha TpaH3aKUMM WM Ha
BBIXOJHbIE JTaHHbIE, TO3BOJISIONIME HauaTh pacxoJoBaHMe TOJbKO IIOC/Ie oIpele-
JIEHHOTO MOMEHTa BpeMeHU. BUTKOIH-cucTeMa ¢ caMoro Hauaja o6jajgaia BO3-
MOSKHOCTbIO GJIOKMPOBOK IT0 BpeMeH! Ha YPOBHE TpaH3aKIMii, KOTopasi peaans3oBa-
Ha C IOMOIIBIO IOJISI nLocktime B TpaH3akiuu. B koHie 2015 roga 1 B cepeayre 2016
rofa MosSBUINKCh IBA HOBBIX IapaMeTpa, OIpeAesionux 6JI0KMPOBKY 10 BpeMeHN
Ha ypoBHe gaHHbix UTXO: CHECKLOCKTIMEVERIFY 1 CHECKSEQUENCEVERIFY.

BJIOKMPOBKM II0 BpeMeHM IOje3Hbl [JIs1 TpaH3aKIuii, JaTUPOBAHHBIX Oojee
MO3OHUM UMCJIOM, U [IJis1 GIOKMPOBKYU IEHEXKHBIX CPEICTB OO0 KOHKPETHON HAThI
B OymyuieM. Bojee BaskHO, UTO GIOKMPOBKM 10 BpEMEHM PACHIMPSIIOT BO3MOKHO-
CTY GUTKOIH-CKPUIITOB, N0OaB/IsIsS BpeMs KakK JOIOJIHUTENIbHOE M3MepeHue, TeM
caMbIM cO37aBasi yUIOBUS AJis1 GOPMMUPOBAHMST CJIOKHBIX MHOTO3TAITHBIX CMapT-
KOHTPAKTOB.

BnokupoBaHue TpaH3akuuu no speMeHu (nLocktime)

B 6MTKOITH-CUCTEMeE M3HAYaIbHO CYIeCTBOBAIa BOSMOKHOCTD OJIOKMPOBKM I10 Bpe-
MeHM Ha YpOBHe TpaH3aKiuM. BjokupoBKa TpaH3aKLMM MO BpeMeHM — 3TO yCTa-
HOBKa IMapamMeTpa yPOBHSI TpaH3aKLMK (TI0Jie B CTPYKType JaHHBIX TPaH3aKLN),
KOTOPBbII OmpefiesisieT camoe paHHee BpeMs NMPU3HAHMUSI TPaH3aKLUUU eliCTBYIO-
IIeii: moc/ie HaCTYIUIEHNsT YKa3aHHOTO BpeMeHM TPaH3aKIMs MOKET ObITh Iepena-
Ha B CeTh MM nobaBjieHa B CTPYKTYPY G/I0KUeiiHa. BIIOKMpPOBKa MO BpeMeH! TakK-
5Ke M3BeCTHA Kak nLocktime 1o MMeHM TIepeMeHHO 13 KofoBoii 6a3bl Bitcoin Core.
B 6onbIIMHCTBE TPaH3aKIMii IJIs1 9TO IepeMeHHOi YCTaHOB/IEHO 3HAUeHye HYJIb,
omnpezessllee HeMe[JIeHHOe PacIlpoCTpaHeHue I10 CeTU U BbIlo/iHeHue. Eciin me-
peMeHHas nLocktime comepXUT HeHy/IeBOe 3HaUeHMe, MeHbIlee yem 500 Muuino-
HOB, TO 9TO 3HaUeHMe MHTEPIIPETUPYETCS KaK BbICOTa 6JI0Ka, TO €CTh TPaH3aKIMs He
IeliCTBUTEIbHA Y He MOXKET ObITh ITepefaHa B CeThb MJIM BKIIOUEHA B CTPYKTYPY OJI0K-
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yejiHa 1O MOMEHTA AOCTIVKeHMS 3aJaHHO BbICOTHI 6;10Ka. Eciiy 3HaueHMe 60/blie
500 MUUTMOHOB, TO OHO MHTEPIIPeTUPYeTCs Kak MeTKa Unix-BpeMeHM (KOJIMUeCTBO
CeKyH[I, pourenmmx ¢ 1 suBaps 1970 roma) u TpaH3aKIus He 6yIeT TeiiCTBUTeTb-
HOI 10 HACTyTUJIeHUS 3a[IJaHHOTO BpeMeHN. TpaH3aKIUM C HeHYJIeBbIM 3HaYeHUeM
nLocktime, ompemensiomum OGyayImii 60K MM BpeMsl B OYIYIIEM, TOKHBI ObITh
HeIIpeMeHHO COXpaHeHbI OIMepalOHHOM CUCTEeMOI U TepemaHbl B GUTKOH-CeTh
TOJIBKO MOCJIe TOTO, KaK CTAHYT eiCTBUTENbHBIMU. EC/IN TpaH3aKIMs TepenaeTcst
B CeTh paHbllle BpeMeHM, OIIpeIesiseMoro mojiem nLocktime, To oHa OTOpachIBAETCS
TepBbIM Ke y3JIOM KaK He[elICTBUTeNbHAs U He TepefaeTcs Ha Apyrue y3ibl. Vc-
TOJIb30BaHMe TOoJIsT nLocktime aHAIOTMYHO yKa3aHMIO 6oJiee MMo3aHelt naTsl (B 6ymy-
meM) B GyMa>kHOM Yeke.

OzpaHuueHus G10KUPOBKU NO 8peMeHU HA YPOBHe MPAaH3aKyuli
g mapameTpa nLocktime uMeeTcsl orpaHMUeHMe, 3-3a KOTOPOTO OH JaeT JIUIIb
BO3MOXXHOCTb PACXOA0BAHMSI HEKOTOPBIX BBIXOIHBIX AAHHBIX B OYAyIIeM, HO HECITO-
coOeH c/ies1aTh HEBO3MOKHBIM MX PacXofoBaHMe 10 HACTYIUIEHNS 3aJJaHHOTO Bpe-
MeHU. PaccMOTpuM 3TO orpaHudeHme 6osee MOAPOOHO HA CIeAYIOIEeM IIpUMepe.
Anyica ToAnMChIBAET TPAH3aKIMIO, PACXOAYIOIIYIO OOMH U3 ee (hparMeHTOB BbI-
XOIHBIX TAHHBIX M HATIPABJISIONIMX 9TOT hparMeHT Ha aapec boba, 1 yctaHaBiuBaeT
3HaueHue nLocktime paBHBIM 3 MecsIaM B 6ymyiieM. Aiyca OTIIpaB/sieT TpaH3aK-
uyio Bo6y st xpanenust. [Ipy Hamuuu 9TOI TpaH3akuyy Annca 1 Bob 3HaloT, 4To:

O bBob6 He CMOXEeT BOCIIOb30BAaThCS TOV TPaH3aKUMeEN JJIsT TIOTYUYEeHMs B CBOE
pacropsi>keHue JeHeXKHbIX CPeICTB 10 KOHIIa 3aJaHHOT0 3-MeCsSIUHOTO CPOKa;

O mo ucreyeHUM 3-MeCSTYHOIO CpoKa Bo6 CMOXeT BOCITONIb30BAThCS 3TOV
TpaH3aKIMen.

Ho nipu aTOM CJ/ieflyeT yuecTb, UTO:

O Anuca MOXeT c0O34aTh APYTYIO TPaH3aKLUIO, UCIIO/Nb3Ysl JBOHOE Pacxomo-
BaHMeE TeX ke CAMbIX BXOJHbIX TaHHBIX 6€3 GJIOKMPOBKYM IO BpeMeHu. Takum
0b6pa3om, Avica MOXKET M3pacxodoBaTh Te ke camblie maHHble UTXO paHblile,
yeM MpONAyT 3 Mecsia;

O vy bBoba HEeT HMKAKO YBEpPEHHOCTH B TOM, UTO AJiiCa He CAEIAeT 3TOro.

BakHO XOpOIIO MOHMMATh CYIIHOCTh IapameTpa nLocktime mJsi TpaH3aKIMIA.

OH JaeT yBEPEHHOCTh TOJIBKO B TOM, UTO B06 CMOXKET IONyUYUTh JEHbIY U3 TAKO
TpaH3aKIMUM TOJIBKO MOCAe OKOHYAHMSI YCTAHOBJIEHHOTO 3-MeCcS'YHOro cpoka. Ho
HeT HUKaKMX rapaHTuii, YTo Bo6 meiicTBUTEIbHO MOMYUYUT 3TU JeHbrU. JIJs moiy-
YeHMs TaKuX TapaHTM1 GJIOKMPOBKA 10 BpeMeHM IO/KHA YCTaHABIMBATHCS He Ha
TpaH3aKIuio, a Ha camy JaHHble UTXO M cTaTh 4acThiO GIOKMPYIONIErO0 CKPUIITA.
OTO mocTUraeTcs C MMOMOIIBIO CaeAyIomeil GopMbl GIOKMPOBKY IO BpeMeHM, Ha-
3piBaemMoii Check Lock Time Verify.

Check Lock Time Verify (CLTV)

B neka6pe 2015 roga B 6UTKOIH-CHCTEMe TOSIBMUIACH HOBast popma 6JIOKUPOBKHU T10
BpeMeHM B Bue OGHOBJIEHNSI ONHOI 13 BeTBeil IporpaMMHOro obecreuenus. Ha
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ocHoBe crienudukaimii BIP-65 B s13bIK CKPUIITOB ObLT T0OaBIeH HOBBII OllepaTop
CHECKLOCKTIMEVERIFY (CLTV). Omepartop CLTV obGecrieunBaeT GJIOKMPOBKY IO BpeMeHU
TOJIBKO JIJIS1 BBIXOMHBIX TaHHBIX, a He AJISI BCeil TpaH3aKIMK, KaK MIpU UCIOTb30Ba-
HUM nLocktime. DTO maeT ropas3mo GOJNBIIYI0 TMOKOCTb B IPUMEHEHUM GJIOKMPOBOK
IO BpeMEeHM.

[Tpo1e roBopsi, nob6aBeHMe orepaTopa CLTV B OraIlaonii CKPUIIT TTO3BOJISIET
CO3IaTh OrpaHMUYeHNe 1) BBIXOJIHBIX JAHHBIX, KOTOPbIe MOTYT ObITh M3PacX0oI0Ba-
HbI TOITBKO T10 UCTEUeHUM 3aITaHHOTO CpOKa.

Mone nLocktime ob6ecneynBaeT BNOKMPOBKY MO BPEMEHU HAa YPOBHE TpaH3akuuii. Onepatop
CLTV npepocTaBnsieT BO3MOXHOCTb 6/10KMPOBKM TOMBbKO BbIXOLHbIX AAHHbIX.

Omnepatop CLTV He 3aMeHsIeT ITapamMeTpa nLocktime, OH JUIIb OrPaHUUYMBAET KOH-
KkpeTHble gaHHble UTXO TakuM 06pa3soM, YTO OHM MOTYT OBITb M3PaCXOmOBaHbI
TOJIbKO B Gy yIIel TpaH3aKIMK C TapaMeTpoM nLocktime, IJIT KOTOPOTO YCTaHOBJIE-
HO 6GoJIbIliee WM paBHOE 3HAUeHNe.

OmnepaTop CLTV IpuHMMAET OIMH IapaMeTp B BUIE UIC/Ia B TOM Ke ¢hopmMare, 4To
¥ 3HaueHue AJis nLocktime (Jn60 BbIcoTa 6i10Ka, 60 Unix-Bpems). Mo cybdukcy
VERIFY MOXKHO IOHSTB, YTO CLTV OTHOCUTCS K TUITY OIIepaTOPOB, KOTOPbIe OCTaHaB-
JIMBAIOT BBITIOJIHEHME CKPUIITA, €C/IM IPOBepPKa BbIXOIHbBIX JAHHBIX €T 3HAUeHMe
FALSE. Eciiu ipu IipoBepKe IoyuyeHo 3HaueHye TRUE, BBITIOJIHEHMe TIPOL0JIKAeTC .

Iyt TOro 4TOOBI 3a6I0KMPOBATDh BBIXOAHbIE JaHHbIE TI0 BpeMeHM, HY>)KHO BCTa-
BUTbH orepatop CLTV B moramiarouinii CKpUIIT A1 BBIXOAHBIX JaHHBIX TPaH3aKIIM,
KOoTopasi uX co3maeT. Hampumep, eciu Ajnca BBITIOJHSIET IUIaTeXX Ha aapec Boba,
TO BBIXOZHBIE JaHHbIE 0OBIUHO comepskaT cKpunT P2PKH, momo6HbIit clemyoiemy:

DUP HASH160 <Bob's Public Key Hash> EQUALVERIFY CHECKSIG

Iyia co3manus GJIOKMPOBKYM 110 BpeMeHM, HarpuMep 3 MecsIia, HauuHas C TeKy-
1[ero MOMeHTa, TpaH3aKIUMs Jo/KHA CMeHUTD TUH Ha P2SH ¢ ncrionb3oBaHMeM M0O-
ralrapInero CKPUIITa Takoro BUaa:

<now + 3 months> CHECKLOCKTIMEVERIFY DROP DUP HASH160 <Bob's Public Key Hash> EQUALVERIFY CHECKSIG

rae <now + 3 months> — BpICOTA GI0KA MM BpeMs, paBHOe 3 MecsllaM M OTCUUThIBA-
emMoe OT MOMEHTa Hayaja MaiHMHTA 9TOM TPAH3aKIMM: TeKYIIask BbICOTa 6j0Ka +
12 960 (6;1okoB) wim texkyinee Unix-Bpemst + 7 760 000 (cexynn). ITocte onepatopa
CHECKLOCKTIMEVERIFY citemyeT orepaTop DROP — ero cMbICI O6yeT 00bsICHEH HEMHOTO
TO3Ke.

Korma Bo6 ripiTaeTcst uspacxomoBaTh 3T fanHbie UTXO, 0H co31aeT TpaH3aKINIo,
CCHUTAIOIIYIOCS Ha 3TU AAHHbIe KaK Ha BXOAHbIe. BO6O 1CIONb3yeT CBOIO MOATNCH
M OTKPBITHI KIIOU B Pa36I0KUPYIOIIEM CKPUIITE BXOAHBIX TaHHBIX M YCTAHABIIN-
BaeT IyIs TpaH3aKUuy nLocktime GOMBIIMM MM PaBHBIM 3HAUEHUIO GIOKMPOBKY IO
BpeMeHM CHECKLOCKTIMEVERIFY, ycTaHOBJIEHHOMY AJncoii. 3atemM Bob pacmpocTpaHsi-
€T CO3[IaHHYIO TPaH3aKIMIO B OUTKOH-CETH.

Tpan3sakiust Boba o6pabaTeiBaeTcs ciaenyoomum obpasom. Eciau mapameTp CHECK-
LOCKTIMEVERIFY, yCTaHOBJIEHHbBI AJIMCOV, MeHbIlle WIM paBeH 3HaueHMIO nLocktime
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pacxopyoleii TpaH3aKIMi, TO BBITTOTHEHYE CKPUIITA IPOAOJIKAETCs (KaK eciu Obl
6611 BhIMTONMHEH onepaTop NOP — no operation). B IpoTHBHOM c/Ty4yae BbITIOJTHEHVE
CKPUIITA MpeKpaniaeTcs, a TPaH3aKIIUSI CIUTAETCSI HEKOPPEKTHOT.

Ecwimi roBopuTh 60j1€€ TOUHO, TapameTp CHECKLOCKTIMEVERIFY aBapuifHO OCTaHaB-
JINBaeT BbIMOJIHEHME, TOMeYas TPaH3aKIMI0 Kak HEKOPPEKTHYIO, TPU CJIeAYIOIUX
yCIoBUSIX (MCTOUHUK: BIP-65):

1. Crek nycT, win

2. BepxHWUit aieMeHT cTeKa MeHbllle HyJsl, Wi

3. Twur 6J0KMPOBKYM 10 BpeMeHM (BbICOTa 6J10Ka MJIM METKa BpeMeH!) BEPXHETO

371leMeHTa CTeKa U nosis nLocktime He cOBIagaeT, UM

4. BepxHwuit a7leMeHT cTeKa 60Jbllle 3HaUYeHMsI OIS nLocktime TpaH3aKIWM, WA

5. 3unaueHwue moss nLocktime BXOIHBIX JaHHBIX paBHO Oxffffffff.

MapameTpbl CLTV 1 nLocktime MCMONb3YHOT OAMHAKOBbLIM GOpMaT AN onMcaHus 6N1OKMPOB-
K1 Mo BpeMeHU: BbICOTy 6noka unu Unix-BpemMsi B cekyHaax. [1py coBMeCTHOM MCnonb30Ba-
HWM 3TUX NapaMeTPOB OYeHb BaXHO, YTOObI popmMat nons nLocktime o6s53aTensHO coBnagan
¢ dopmaTtoM napameTpa CLTV BO BXOZHbIX AaHHbIX — 063 napaMeTpa LOMKHbI COAEPXaTb
nnbo BbICOTY 6/10Ka, MO0 BpeMs B CEKyHAAX.

[Tocre BbITIONIHEHMS, €C/IU YCIIOBUS, OTIpeienisieMble IapamMmeTpoM CLTV, BBITIOIHe-
HBI, TIPeJIBIIYIINII TapaMeTpP BPeMeH) OCTAeTCs B CTeKe KaK BEPXHUI 3JIEMEHT U,
BO3MOYKHO, JOJDKEH ObITh yaIeH C TOMOIIBI0 oriepaTopa DROP 1J1st MPaBUJIbHOTO BbI-
TTOJTHEHUSI TIOC/IeIYIONIMX OTIepaTOpOB CKpuITa. II0aTOMy BbI 4acTo OyzeTe BCTpe-
4aTh B CKpUIITax orepaTop CHECKLOCKTIMEVERIFY, 3a KOTOPBIM cjienyeT oriepaTop DROP.

[Tpu mcnonb3zoBanum nLocktime B couetanum ¢ CLTV cueHapuit, onmMcaHHbI
B pasnesne «OrpaHndeHust 6;I0KMPOBKM 10 BPeMEHM Ha YPOBHE TPAH3aKILMIT» BbIIIE
B 9TO1 I/1aBe, M3MeHsieTcs. Tak Kak Asvica 6y1oKupyeT ToabKo nanHble UTXO, Terepb
HEBO3MOXKHO pacXOfoBaHMe 3TUX JaHHBbIX HM Bob6oMm, Hu AJiCoii Mo 3aBepIleHNs
3-MeCSTYHOTO CPOKa BIIOKVPOBKIA.

C BHeceHreM (OYHKUMOHAIBHOCTU GJIOKMPOBKM 10 BpeMeHM HeloCpenCTBEHHO
B SI3BIK CKPUIITOB oriepaTop CLTV IT03BOJISIeT pa3pabaThIBaTh HEKOTOPbIE BeCbMa MH-
TepeCcHbIe CJIOKHbIe CKPUIITHI.

Cranpgapr omnpeneneH B mokyMmeHTe BIP-65 (CHECKLOCKTIMEVERIFY) (https://
github.com/bitcoin/bips/blob/master/bip-0065.mediawiki).

OTHOCUTENbHbIE GIOKMPOBKU NO BPEMEHM

IMone nLocktime u mapamerp CLTV sBnAOTCS a6COMIOTHBIMM OIOKMPOBKaMMU
(absolute timelocks) 1o BpeMeHM, TaK Kak ONpeAeIsiioT aOCOMIOTHbBI/I MOMEHT Bpe-
MeHu. [lasiee MbI OymeM paccMaTpUBATh ABA TUIIA GIIOKMPOBOK, SIBJISIOIIMXCS OT-
HOCUTEIbHBIMY GJIOKMPOBKaMM TI0 BpeMeHMu (relative timelocks), MOCKONIbKY OHM
YCTaHaB/IMBAIOT YCIOBME PACXOI0BAHSI BIXOIHBIX TAHHBIX KaK BPEMSI, TPOIIeIIiee
C MOMEHTAa MTOATBEPKIEHMS ITpyeMa BhIXOIHbBIX JaHHBIX B CTPYKTYPY OI0KUeiiHa.
OTHOCKTe/IbHbIE OJIOKMPOBKY TI0 BpeMeHM YI0OHbI, TaK KaK IT03BOJISIOT CO3/1aTh
LIEMOYKY M3 IBYX U 60Jiee B3aMMOCBSA3aHHbBIX TPaH3aKIMIT ¥ COXPaHSTh ee O6aroma-
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psi TOMY, UYTO OrpaHMYeHMe 110 BpeMeHMU /IS OAHOM TpaH3aKIMK 3aBUCUT OT BpeMe-
HU, MIPOIIIeJIIIero C MOMEeHTa MOATBePXKAeHUS TpeAbIAyIelt TpaH3akuu. I pyrumu
CJIOBAMM, OTCUET BpeMeHM He HauHeTcs, moka gaHHble UTXO He OymyT 3ammcaHbl
B CTPYKTYpY 6I0KUeiiHa. ITa QYHKIMOHATbHOCTh 0CO6EHHO yIoOHa B IBYHAIIpaB-
JIEeHHBIX KaHajaxX cocTosiHuit u B cetu Lightning Networks, Kak Mbl YBUIUM B pas-
nmene «KaHasbl IaTexxeil M KaHaabl COCTOSIHUII» B I1aBe 12.

OTHOCUTEeIbHbIE GIOKMPOBKY 10 BpeMeHM, KaK ¥ abCOMIOTHbIE GIOKMPOBKY I10
BpeMeHU, peajin30BaHbl ¥ HA YPOBHE TPaH3aKluii, U B BUAe Onepaiuii Ha ypoB-
He cKpurToB. OTHOCKUTeNbHAs GIOKMPOBKA IO BpeMeHM Ha YPOBHE TpPaH3aKIINUU
peanu3oBaHa Kak MPaBUJIO KOHCEHCyca MO 3HAYEeHWUIO nSequence — TIOJISI, YCTAHAB-
JINBA@MOTO BO BXOJIHBIX JaHHBIX KaXkA0l TpaH3aKiuu. Ha ypoBHe CKPUIITOB OTHO-
CUTeIbHbIE OJIOKMPOBKM [0 BpeMeHM peain30BaHbl B popmMe Koma omepariii CHECK -
SEQUENCEVERIFY (CSV).

Peanusaiiusi OTHOCUTEIbHBIX GJIOKMPOBOK 10 BPeMeHM BBITIOJIHEHA B COOTBET-
ctBuM co cneundukamnusmu BIP-68 Relative lock-time using consensus-enforced
sequence numbers (https://github.com/bitcoin/bips/blob/master/bip-0068.mediawiki)
n BIP-112 CHECKSEQUENCEVERIFY (https://github.com/bitcoin/bips/blob/master/
bip-0112.mediawiki).

IokymeHTbI BIP-68 11 BIP-112 BBemeHs! B feiicTBre B Mae 2016 roga Kak 0OHOB-
JIeHVe BeTBM ITPOTPAaMMHOTI0 obecrieueHust IJIst TpaBuU KOHCeHcyca.

OTHOCHUTENbHDbIE 6110KMPOBKM no BpeMeHU, yCtaHaB/1iMBaeMble
nonem nSequence

OTHOCUTEe/IbHbIE 6HOKI/II)OBKI/I 0 BpeMeHI MOIyT OBITD YCTAaHOBJIEHBI B KaXXIOM
d)parMeHTe BXOJHBIX JAaHHBIX TPaH3aKLMY C IIOMOIIbIO I10JIST nSequence.

HsnauanwHblii cmeicl nosst nSequence

Vi3Hava/ibHO IOJIEe nSequence TIPeIHA3HAYAIOCH (HO HMKOTA He GbIIO peayn30BaHO
COOTBETCTBYIOIIMM 006pa3oM) AJist obecrieueHns] BO3SMOKHOCTM M3MEHEHMUs TpaH3-
akiuii B mmyse maMsTi (mempool). IIpy Takom croco6e MCIoab30BaHNs TpaH3aK-
LMK, cofepykalyie BXOAHbIe TaHHbIe CO 3HaUeHMeM IT0Jisl nSequence, MeHbIIUM 232
(OXFFFFFFFF), cunTanuch «IoKa ellle He 3aBepIlieHHbIMM ITOJTHOCThI0». Takasi TpaH3-
aKIuMs JO/DKHA ObUTa COXPAHSTHCS B ITyJIe TIAaMSITH IO TeX I0p, IT0Ka ee He 3aMeHSIT
Ha IPYTYIO TPaH3aKIIVIO, PACXOAYIOIIYIO Te Ke cCaMble BXOAHBIE JaHHbIE, C 6OIBIINM
3HaueHueM ToJis nSequence. [Tocsie mpuema TpaH3aKIMM, BXOAHbIE TaHHbIe KOTOPOit
cozlepKayIn II0jIe nSequence CO 3HaueHMeM 232, OHA CUMTAIaCh «IIOJTHOCTBIO 3aBep-
meHHo¥» (finalized) 1 cTraHOBWIIACH TOCTYITHOV I MaifHMHTA.

[Tose nSequence HUKOTIA He OBIJIO PeaTM30BaHO JODKHBIM 06pa3oM JIJIst 3TOM MC-
XOIHOT 11eJT1, TTO3TOMY 3HaUeHMe ITOJIS nSequence 0OBIYHO YCTAHABIMBAETCS PABHBIM
252 B TpaH3aKIIMIX, KOTOPbIE HE MCIOIb3YIOT OJIOKMPOBOK 10 BpeMeH!. [IJIsT TpaH3-
aKIuii, UCIONMb3YIOIIMX Tosie nLocktime mam mapamerp CHECKLOCKTIMEVERIFY, 3Haue-
HI€ TT0JISI nSequence 00s13aTeIbHO JOJIKHO ObITh MeHbIIIe 232, UyToObI 6]I0OKMPOBKA Cpa-
6oTasa. B Takux ciaydasx o6bIUHO ycTaHaBiauBaeTcs 3Hauenne 25 — 1 (OXFFFFFFFE).
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ITone nSequence kak omHocumesnsHas 6;10KUPOBKA NO 8peMeHlU,
onpedensiemas npasuiamu KOHCEHCyca

[Mocne BBOAA B meicTBue JokymeHTa BIP-68 HOBbIe mpaBmia KOHCEHCYCA TPUMEHSI -
I0TCS )15 1106071 TpaH3aKIMi, comepsKallleil BXOIHbIe JaHHbIe CO 3HaUEeHVEeM OIS
nSequence, MeHbIINM 23! (6UT 1<<31 He yCTaHOBJIEH). ITO O3HAYAET, UTO €CJIV CAMBI
CTapimii 3Havammii 6ut (6ut 1<<31) He yCTaHOBJIEH, TO TOMyUYeH (Iar «OTHOCU-
TeJIbHO 6JIOKMPOBKM 110 BpeMeH!». B TpoTuBHOM cityuae (6UT 1<<31 ycTaHOBJIEH)
TI0J1e nSequence pe3epBUPYeTCs OISl APYTUX Liefeii, TakuX Kak pasperienye CHECKLOCK -
TIMEVERIFY, nLocktime, Opt-In-Replace-By-Fee, u gjst mpounx 6yaymmux paspaboTox.

TpaH3akuuy ¢ BXOLHBIMM JaHHBIMU, B KOTOPBIX 3HaUeHMe 1oJis nSequence MeHb-
re 23!, oIpeneNsTIOTCS KaK TPaH3aKIMM C YCTAaHOBJIEHHO OTHOCUTEIbHON GIOKM-
POBKOI1 M0 BpemeHM. Takasi TpaH3aKIMsI CTAHOBUTCS KOPPEKTHOI TOJIBKO ITOCITE
OOCTVMKEHMSI BXOOHBIMU HAHHBIMM «BO3pacTa», YCTAHOBJIEHHOIO 3HaY€HMEM OT-
HOCUTEJIbHOI 6JIOKMPOBKYU. HampuMep, TpaH3aKIMsl, BO BXOIHbIX JaHHbIX KOTOPOit
yCTaHOBJIEHA OTHOCUTEIbHAsT 6JIOKMPOBKA 10 BpEMEeHMU C TT0JIEM nSequence, PaBHBIM
30 6;10KaM, CTaHET KOPPEKTHOM, Korma GymeT 3aBeplilieH MaifHMHT KaK MUHUMYM
30 6710KOB C MOMEHTA CO3[aHMUS CChUIKM Ha 3TU BXOJHbIE JaHHbIE KaK Ha TaHHbIE
UTXO. Tak Kaxk I1ojie nSequence MMeeTCS B KaXKAOM (parMeHTe BXOJHBIX JaHHbIX,
TPAH3aKIIMSI MOXKET COEPsKaTh JII0O0e KOIMYECTBO (parMeHTOB BXOAHBIX TaHHBIX,
3a67I0KMPOBAHHBIX TT0 BPEMEHM, a UTOOBI BCSI TPAH3AKIMS CTalla KOPPEKTHOM, BCe
(dbparmeHTBI 00sS13aTENBHO MOKHBI JOCTUMYDL 33JAHHOTO «Bo3pacTa». B TpaH3ak-
LIMI0O MOKHO BKJIIOUATh U (PparMeHThI C 6JIOKMPOBKOI IO BpeMeHM (nSequence < 251),
” hparMeHTHI 663 OTHOCUTENIbHO GJIOKMPOBKY IT0 BpeMeHM (nSequence >= 231),

3HaueHMe Mo nSequence OTIpeaesieTcs B 6I0KaxX MIM B CEKYHIAX, HO B (hopma-
Te, HEMHOTO OT/IMYaroIeMcs OT hopMaTa, MCII0Ib3yeMOTO JJIs oISt nLocktime. diar
Ttumna (type-flag) mpegHasHaueH IJist TOTO, UTOOBI pa3anMyaTh 3HAUEHMSI, yCTaHABI-
Balollliie BbICOTY 6JI0Ka, ¥ 3HAUEHMSI BpeMeHM B ceKyHmax. djar Tuma ycTaHaBIu-
BaeTcs B 23-M HaMMeHbIIeM 3HavalieM 6uTe (To ecTh 3HaueHue 1<<22). Eun dar
TUIIA YCTAHOBJIEH, TO 3HAUeHMe TIOJISI nSequence MHTEPIIPETUPYETCS KaK MHOKUTENb
st 512 cexyup. Ecimu diar TiIia He yCTaHOBJIEH, TO 3HaUEHME TTOJISI nSequence MH-
TepIIPeTUPYeTCs KaK KOJMMUECTBO GJIOKOB.

[Tpu 06paboTKe IOJsT nSequence KaK OTHOCUTEIbHON OGJIOKMPOBKM IO BpeMeHU
paccMaTpMBAIOTCS TOJNBKO 16 Mutammux 6uToB. [Tocie BeruncieHus ¢uaros (6MTHI
32 u 23) 3HaueHMe nSequence OOBIYHO MACKUPYETCS C TIOMOIIBI0 16-6MTOBOI MacKu
(Hampumep, nSequence & Ox0000FFFF).

Ha pwmc. 7.1 mokasaHa cxeMa GMTOBOJ CTPYKTYpPbI 3HAUEHMS nSequence B COOT-
BETCTBUM C ee oIlpefielieHreM B foKyMeHTe BIP-68.

31 22 15 0

Onar 3anpeLuenus/ ®nar mna 3HaveHue
paspeLenus

Puc.7.1 < Cxema BMTOBOM CTPYKTYpbl 3Ha4eHUs nSequence
(ucTouHwmk: BIP-68)
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OTHOCUTeTbHbIE GIOKMPOBKM IO BpeMeHM OCHOBAaHbI Ha MPUMEHEHUM MPaBuUI
KOHCEHCYyca C MCIo/b30BaHMeM 3HauUeHMs ojsl nSequence, onpeAenieHHOro B 10-
KyMmeHTe BIP-68.

Cranpmapr omnpepeneH B mokymeHTe BIP-68 Relative lock-time using consensus-
enforced sequence numbers (https://github.com/bitcoin/bips/blob/master/bip-0068.
mediawiki).

OTHOCUTENbHbIE 6IOKMPOBKU NO BPEMEHU C NPUMEHEHUEM
napametpa CSV

[To anamorum ¢ CLTV u nLocktime AJj1s1 CKPUIITOB CYI€CTBYET KOJ, Oomlepaiuu IJis OT-
HOCUTEJIbHBIX GJIOKMPOBOK I10 BpEMEHM, MO3BOJISIONINIA paboTaTh CO 3HAUEHMEM
nSequence B CKpUIITax. ITO ornepaiiust CHECKSEQUENCEVERIFY, [j1s1 KpaTKOCTH yaiiie 060-
3Havaemas Komom CSV.

Kopn omepanmut CSV ripu BIUMCIEHUSIX B ITorainarliem ckpurite gaHHbix UTXO mno-
3BOJISIET pacXOAdOBaHMe TOAbKO B TeX TPAaH3aKIMSIX, B KOTOPBIX 3HAUEHMe nSequence
60JIbIIIe MM paBHO 3HAYEHMIO ITapameTpa CSV. ITo cyliecTBy, 9TO OrpaHMYMBAET pac-
xomoBaHue ganHbeix UTXO, 3ampeiias ero 10 JOCTMKeHNS 3aJaHHOI BHICOTHI 610Ka
(3aJaHHOTO KOJIMYECTBA GJIOKOB) MJIM T10 ITPOIIECTBUM 3aJaHHOI'O BPEMEHMU B CEKYH-
Jlax OTHOCUTEeIbHO MOMEHTA 3aBeplleHusT MaliHMHTa 3Tux faHHbix UTXO.

Kaxk u B ciyuae ucronb3oBaumst CLTV, 3HaueHMe (SV 06s13aTeTbHO TOKHO MIMETh
TOT ke (hOpMaT, YTO 1 COOTBETCTBYIOIIEe 3HaUeHMe OIS nSequence. Eciu 3HaueHme
CSV 3aaHO B 6JI0Kax, TO ¥ 3HAYeHMe nSequence JOIKHO OBITh 3aaHO B 6yiokax. Ecin
3HaueHue (SV 3aJ]aHO B CEKYHJIaX, TO ¥ 3HAUeHMe nSequence ODKHO OBITh 3a1aHO
B CEeKyHJax.

OTHOCHUTEeIbHbIE OJOKMPOBKM IO BPEMEHM C MCIOoAb30BaHMeM omnepauyu CSV
0COOGEHHO YIOOHBI U TI0JIE3HBI TP CO3IaHMY HECKOBbKIMX (00beITHEHHBIX B II€TI0U-
KY) TPaH3aKI1i1, KOTOpbIe MOANMCBIBAIOTCS, HO HE PACIIPOCTPAHSIIOTCS B CETH, TOKa
OHM «3aMKHYTbI B LIerouKke». TpaH3aKUMI0-IIOTOMOK HEBO3MOYKHO MCIIOIb30BaTh [10
TeX I0op, TT0OKa TPaH3aKIMsI-POIUTENb He OyIeT paclpoCcTpaHeHa B CeTH, He TIPoiiIeT
MIpoLIeAYPY MallHMHTA U He OCTUTHET «BO3pacTa», ONMpeaeleHHOTO OTHOCUTEIbHOM
6/10KMPOBKOIL. OOMH U3 MPUMEPOB MIPUIOKEHUS C UCIIOIb30BaHMEM OTHOCUTETh-
HOJ1 GJIOKMPOBKM 10 BpeMeHM MOXKHO OyIeT yBUIeTh B pasjeie «KaHabl TuiaTe-
JKeJl M KaHajbl COCTOSSHUII» B paspgeiie «MapuipyTusupyeMble KaHallbl IIaTesKein
(Lightning Network)» B raBe 12.

[TogpobHOe orpeneneHne u onucaHue omnepauyum CSV npuBeeHbl B JOKYMEH-
Te BIP-112 CHECKSEQUENCEVERIFY (https://github.com/bitcoin/bips/blob/master/
bip-0112.mediawiki).

Median-Time-Past

YacThio TPOLIeAYPhl aKTUBALIY OTHOCUTEIbHBIX GIOKMPOBOK TaKKe SIBJISIETCST BO3-
MOKHOCTb BBIOOpA CITIOCO0a BBIUMCIEHMSI «BpeMEHM» OIOKMPOBOK (Kak abCoMIoT-
HBIX, TaK ¥ OTHOCUTEJIbHBIX). B GMTKOITH-CMUCTEME CYIECTBYET TPYIHOY/IOBMMOE, HO
Ype3BbIYAiHO BaKHOE pas3jimuye MeKIy OOIIM BpeMeHeM BbInojaHeHus (wall time)


https://github.com/bitcoin/bips/blob/master/bip-0068.mediawiki
https://github.com/bitcoin/bips/blob/master/bip-0068.mediawiki
https://github.com/bitcoin/bips/blob/master/bip-0112.mediawiki
https://github.com/bitcoin/bips/blob/master/bip-0112.mediawiki
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U BpeMeHeM JIOCTMKeHUsT KOHCeHcyca (consensus time). BUTKOMH — mereHTpain3o-
BaHHAs CETh, I03TOMY KaKIbIi ee YUaCTHMUK BeIeT COOCTBEHHBII OTCYET BPEMEHN.
CoOBbITHSI B CETU He MTPOVCXOSIT MTHOBEHHO ¥ OMHOBPEMEHHO BO Bcex ee y3iax. Ce-
TeBbIe 3a[IeP’KKM 00sI3aTeIbHO MO/DKHBI MPUHUMATBCS BO BHMMAaHMe TIPY pacueTax
BpEeMEHM Ha KaskIOM y3jie. B KOHeUHOM UTOre COOBITUSI CUHXPOHU3UPYIOTCS ISt
co3IaHus1 06IIero peecTpa. BUTKOH-CeTh TOCTUTAeT KOHCEHCYca Kakable 10 MUHYT,
noAAep>k1Basi TeKylee COCTOSTHE peecTpa, CYIeCTBYIoIIee B «HeJaBHeM MTPOIIIOM».

MeTKu BpeMeHM, pa3MelllaeMble B 3aroJIOBKax OJIOKOB, YCTaHABAMBAIOTCS Maii-
Hepamu. [Ipy 9TOM MpeJIIoNaraeTcss HeKOTopast CTeleHb CBOGOIbI MeiiCTBUIA, 10-
MycKaemasi TipaBuWiaMiu KOHCEHCYCa MPY yueTe pasanduii B TOUHOCTU OTCYeTa Bpe-
MeHU MEXIy pasauuHbIMU y3i1aMu. Ho 3TO co3maeT mjisi MaliHepOB HE3TOPOBbBIN
co06J1a3H JaTh JIOKHbIE JaHHbIE O BpeMeHU B 6;10Ke, YTOOBI OTYIUTh AOTIOTHUTETb-
Hble OTYMCIeHNS IIPY BKIIOUEHNY B 6JI0K 3a6/I0OKMPOBAHHbIX 10 BpeMeHM TpaH3aK-
1IMi1, KOTOpbIE ellle He JOCTUIIM TpebyeMoro «Bo3pacTtar. bonee mogpo6HO 06 3TOi
npobyemMe CM. CJIeAYIOMIVIT pasmer.

YT06BI yCTPAHUTD CTUMYJI K IIepeave JIOKHO MHGOPMAaIIUY U YBEIUYNTH HaTEsK-
HOCTb 3alIUThI OJIOKMPOBOK IO BpeMeHM, 6bUT IIpeyioskeH TOKyMeHT BIP, 6bicTpo
BBEeJIEHHBII B JIeVICTBIME B TO Xe BPeMsl, UTO U JOKYMeHTbI BIP 1711 OTHOCUTENbHBIX
OJIOKMPOBOK IO BpeMeHM. DTO MOKyMeHT BIP-113, onpenensionii HOBYI0 METOIM-
Ky U3MepeHUsI BpeMeHU JOCTUKeHMsI KOHCeHcyca, Ha3BaHHYI0 Median-Time-Past.

[To aToit MeTOMMKe BpeMsI BBIUMC/ISIETCS T10 MeTKaM BpeMeH!, B3SIThIM 13 11 1o-
c/lemHUX 6JI0KOB, ¥ B 9TOM Habope HaXOOAUTCS MeayaHa (CpeayHHOe 3HaueHue). 3a-
TeM 3TO MeAMaHHOe BpeMsl CTAHOBUTCSI BpeMeHeM KOHCeHCYCa U UCTIOIb3yeTCsT AJ1sT
BCEX PacyeToB GJIOKMPOBOK I10 BpeMeHU. [IpUHSITIe CPeAMHHOTO 3HAaUeHs 3a TIepu-
O[l OKOJIO IBYX YacOB B IPOIJIOM ITO3BOJISIET YMEHBIIUTD BIMsSHME JTI060T0 3HaUe-
HMSI METKYM BpeMeHM U3 OTHeIbHOro 6y10Ka. ITpu 06paboTke Ha6opa u3 11 6;10KOB HU
OJIVIH 13 MalfHepOB He MOXXeT MOBJIMSITh Ha 3HAaUeHMe MEeTKIM BpeMeHM C 1eJTbI0 TTOTy-
YeHMsI OTUIAThI 32 TPAH3aKIIMM C OJIOKMPOBKAMM, BpeMsI KOTOPBIX ellle He MCTEKIIO.

Metonuka Median-Time-Past M3MeHsIeT peann3aluio CIOCO60B BbIUMCIEHUS
BpeMeHU 1y nLocktime, CLTV, nSequence u CSV. Bpems KOHCeHCYyCa, BBIUUCISIEMOe T10
meTtopuke Median-Time-Past, Bcerma oTcTaeT IpUOAM3UTEILHO HA OAMH Yac OT Te-
KyIero BpeMeHnu. Ecyiu BbI cosaeTe TpaH3aKIuu ¢ 6JIOKMPOBKAMM IO BpeMeHM, TO
CJIeyeT y4ecTh 3TO OTCTaBaHMe IPU OlleHKe TpeGyeMoro sHaueHus, KOGV PyeMOoro
B mapameTpax (1omnsax) nLocktime, nSequence, CLTV 1 CSV.

Metonuka Median-Time-Past onpenenena B mokymenTe BIP-113 (https://github.
com/bitcoin/bips/blob/master/bip-0113.mediawiki).

3awmra 5110KMPOBOK no BpeMeHU OT HeneraJsbHoro nojiy4yeHua
OTYMCNIEHUM

HeneranbHoe mosyyeHKe OTUIaThl 3a TpaH3akuuy (fee-sniping) — aTo TeopeTHUeCKn
BO3MOXHBII CLleHapuii aTaky, IpM KOTOPOM MaliHepbl MbITAIOTCS epenucaTh 1no-

cleHMe (caMble CBEXMe) OJOKM M «KPamyT» TPaH3aKIUUM C OONbINMMU CYMMaMu
OTLJIATHI U3 OYAYIIMX GJIOKOB JJIST TTOTyYeHMSI MAKCMMAaTbHOV MTPUObIIN.


https://github.com/bitcoin/bips/blob/master/bip-0113.mediawiki
https://github.com/bitcoin/bips/blob/master/bip-0113.mediawiki
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Hampumep, mpeamnonokuM, UTO CaMblii «BbICOKMIT» OGJIOK B CYIIECTBYIOIIEH Iie-
mouke umeeT Homep #100000. BMecTo MOMBITKM MailHMHTa OdepemHoro O6j0Ka
#100001 mjast HapalllMBaHMS 1IEIIOUKM HEKOTOpble MaiiHepbl IbITAIOTCS ITOBTOPHO
BBITIOJIHUTDL MaitHUHT 6;10Ka #100000. 3T MaifHepbl MOTYT BBIGPATH JTI06YI0 KOP-
PEKTHYIO TpaH3aKIMIo (KOTopas ellle He GblJIa BOBJIEUEHA B ITPOI[eCC MaifHMHTA) MIJIsT
BKJIIOUEHMS B CBOIt 610K-Kauauaat #100000. OHu He 06s13aHbI BBITIOMHSATD IIOBTOP-
HbI/i MalfHMHT 6JI0Ka C TEMM Ke TpaH3aKUMSIMU. B IeiicTBUTEIbHOCTY IJIT MajiHe-
POB-00MaHIIMKOB CYIIECTBYET CTUMYJI JJIs1 BBIOOpA HambosIee BbITOMHbBIX (C caMoii
KPYITHOI1 orutaToii 3a K6) TpaH3akiuii, YTOOBI BKIIOUNTH X B CBO¥ 6;10K. OHM MOTYT
BKJIIOUMTB JTII0ObIe TPaH3aKI[MM, KOTOPbIE COmePsKaINCh B «CTapoM» 61oKke #100000,
a TakKe JII0ObIe TPaH3aKIMYU U3 TEKYIIEro ITy/ia TpaH3aKIuii. B uTore mpu moBTOp-
HOM co3nanuu 6;1oka #100000 sty MaitHepbI TTOTYYAI0T BO3MOKHOCTH ITepeMeliaTh
TPaH3aKIUU U3 «HACTOSILIETO» B TIepPenyCbIBaeMOe UMU «ITPOIILIOe».

B HacTosiiee BpeMsI aTaka TaKOro TUIIa He OYeHb MPpUObLIbHA, TOTOMY YTO BO3-
HarpakgeHue 3a HOBbIIi 6JIOK HAMHOTO BBIIIE, YeM CyMMapHasi orviaTa Jr060ro oT-
IenbHOTOo 6y10Ka. Ho B HEKOTOPHIit MOMEHT B GYAyIlleM OriaTa TpaH3aKI[Mii CTaHeT
OCHOBHOI1 YaCThIO BO3HArpakAaeHus (MM Jaske TIOTHOV CyMMOT BO3HArpaskaeHus).
Torma omMCcaHHOI BbIIIe CUTYalVIM He M36eKaTh.

[s1 3a1UThI OT «HEIeraJbHOTO TMOMyYeHUs OIUIaThl» MPU CO3AAHUM TpaH3aK-
uuii Bitcoin Core ucmonb3yeTcst Tosie nLocktime co 3HaUeHMEM IO YMOTUYAHUIO «I0
cenyiomiero 6;0ka». B ormcaHHOM Bbille ciieHapuu Bitcoin Core momskeH ycTaHO-
BUTH 3HaueHue nLocktime paBHbIM 100001 B 1106071 co3maBaemMoit TpaH3akiuu. IIpu
OOGBIYHBIX YCTIOBUSIX 9TO 3HAUEHMe nLocktime He OKa3bIBaeT HMKAKOTO BO3IEICTBIS —
TpaH3aKUMUM B JTIIO60M CTydae MOTYT ObITh BKIIOUEHbI TOIBKO B 610K #100001, Tak
KaK 3TO CemyIoIuii 6JI0K.

Ho nipu aTake, HapymamwIiei CTpyKTypy G/I0KYeliHa, MaiiHepbl He TOJDKHBI 110-
JIy4aTh BO3MOYHOCTU M3BJeKaTh BbICOKOOTIauBaeMble TpaH3aKIIMK U3 IyJa Ta-
MSITH, TIOCKOJIbKY TIpeIIoiaraeTcsl, YTO BCe 9TU TPaH3aKUMUMU 3a0J0KMPOBAHbI 11O
BpeMeHu ajis 6;oka #100001. MajitHepbl MOTYT BBITTOJIHUTD MTOBTOPHBI MaiHMHT
6;0ka #100000 TOBKO € TEMY TPaH3aKIMSIMM, KOTOPbIe ObUIY TTPU3HAHBI JIeTaTb-
HBIMM Ha MOMEHT eT0O CO3JaHMS U, MO CYILIEeCTBY, He MOJy4al0T HUKAKUX HOBBIX
OTUYUCTIEeHUTA.

st poctykeHnst aToii 1ienu Bitcoin Core 17151 BceX HOBBIX TPaH3aKI M yCTaHABIIN -
BaeT 3HaueHue Mojsl nLocktime paBHBIM <HOMep TeKylero 6;0Kka + 1>, a 3HaUeHue
TTOJIST nSequence — PaBHBIM OxFFFFFFFE, YTOGBI pa3pelInThb UCIIONIb30BaHMe nLocktime.

CKPMNTbI C YNPABIEHMEM NMOTOKOM BbIMNOIHEHUS
(YCNIOBHbIE BbIPAXKEHUS)

OpHoil 13 Hamboslee MOIIHBIX (PYHKIMOHAJbHBIX BO3MOKHOCTEN sI3bIKa Bitcoin
Script siBasieTCs yrpaBieHyMe IMTOTOKOM BBITIOIHEHMS, M3BECTHOE TaKKe KaK yCI0B-
HbIe BbIpaskeHs1. BO3MOXKHO, BaM 3HAKOMBI CPe/ICTBA YITPaBIeHNSI TOTOKOM BBITION-
HEeHMSI B Pa3/IMUHbBIX S3bIKAX MPOTPAaMMMUPOBAHMSI, UCTIOIb3YIOMNX KOHCTPYKIIUIO
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IF..THEN..ELSE. YCJTOBHBIE BhIpaskeHMsI OMTKOJHA BBIISIASIT HEMHOTO TI0-IPYTOMY, HO,
IO CYIIECTBY, 9TO Ta JKe caMasi KOHCTPYKIHSI.

HpI/I CaMOM IIPpOCTOM cnoc06e IIPMMEHEHNA KOObl YCJIOBHBIX onepaumﬁ II03BO-
JISIIOT CO30aTh noramaloumﬁ CKPUIIT C ABYMS BE€TBAMM BbIIIOJIHEHMS IIPU paa6)10-
KMPOBKe B 3aBUCUMOCTU OT UTOTOBOTO 3HaueHms1 TRUE/FALSE, mosydyaeMoro mpu
BbIUYMC/IIEHUN JIOTUYECKOTO YCJIOBMA. HaHpI/IMep, eC/in X uMeeT 3HaueHue TRUE, TO
BBITIOJIHSAETCS MOTallaloWMii CKpUNT A, nHave (ELSE) BBIITOHSETCS MOrallalouinii
cKkpurr B.

KpOMe TOro0, YCJIOBHbBIE€ BbIPpa’KeHNA 6MTKOI71Ha MOTYT 6bITb HeOrpaHMYeHHO BJIO-
JKEHHbIMMU, TO €CTb BHYTPM YCJIOBHOI'O BbIPaKE€HNMA MOXKET 6bITb pasMmenieHo gpyroe
YCIIOBHOE€ BbIPpa)K€HNME, KOTOPOE TAKXKE COOEPIKUT Cleayroiiee yCIOBHOE BbIDaXkKe-
HHUe, N T. A. VHpaBJ’[eHI/Ie IIOTOKOM BbITOIHeHMs Bitcoin Core MOKHO MCIIOJIb30BaTh
OJIs1 CO30aHMA OUeHb CJIOKHBIX CKPUIITOB C COTHSAMM U Oa’Ke TbICAYaMIM BO3MOXXHBIX
HYTGIZ BBITIO/THEH M. VpOBeHb BJIOSKeHUII He OrpaHM4YeH, HO IMpaBM/ia KOHCEHCYyCa
OTPaHMUYMBAIOT MaKCMMaJIbHbBIN pasMep CKPUIITa B 6aifTax.

VHpaBHEHI/Ie IIOTOKOM BBITIO/THEHU ST 6I/ITKOI7IHa peain30BaHO C MCITOJIb30BaHMEM
KOJIOB omepanuii IF, ELSE, ENDIF u NOTIF. KpoMe TOro, yCIOBHBIE BIpasKeHUS] MOTYT
COoepsKaTh JIOTMYEeCKMe OIlepaTophl, Takue Kak BOOLAND, BOOLOR v NOT.

Ha HEpBbe/I B3IVIA4, CKPDUIITBI C UCITOJIb3OBaHMEM CPEOCTB YIIPpABJIE€HMA ITIOTOKOM
BBITIOJTHEH U ST 6MTKOI7[HH MOTIYT ITIOKa3aTbCA 3allyTaHHBIMMU. HpI/IqI/IHa 3TOroO 3aKJIl0-
YyaeTcs B TOM, UTO Bitcoin Script sIBasieTcs CTEKOBBIM SI3BIKOM. TOUHO Tak sKe, Kak
BbIpa’kKeHIe 1 + 1 BBIIIAOUT «BBIBEPDHYTBIM HaM3HAHKY» IIPpU 3allCU B d)opMaTe
1 1 ADD, oriepaTOpbl YIIpaB/eHMs IIOTOKOM BBITIOJTHEHMSI B OUTKOMH-CUCTEME TaKKe
BBITVIAOAT 3allMMICAHHBIMM «3a0M HaIlepemg».

B 6OJ'IBH_II/IHCTBE PaCIIpoCTpaHEHHbIX (HpouenyprIX) S3BIKOB IMPpOTpaMMMPOBA-
HYVA yIIpaBJIEHVE ITOTOKOM BbITIOJTHEHMS BBITVTIAAUT CJIEOYIOIINM 06pa30M:
if (condition):

code to run when condition is true
else:

code to run when condition is false
code to run in either case

B cTrekoBOM s13bIKE, TTOJO6HOM Bitcoin Script, mormueckoe ycjaoBye MpeaiecTByeT
onepaTtopy IF, TO3TOMY BBIIJIAANT 3aMIMCAHHBIM «B 0OPATHOM ITOPSIAKE»

condition
IF

code to run when condition is true
ELSE

code to run when condition is false
ENDIF
code to run in either case

[Tpu yteHun Koma Bitcoin Script ciemyeT MOMHUTD, UYTO BbIUMC/ISIEMOE JIOTUYe-
CKOe yCJIOBYe BCera 3amucbIiBaeTcs repes ornepaTtopom IF.
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YcnoBHbie BbipaXeHus ¢ npuMmeHeHnem onepatopa VERIFY

I pyroit hopMoit yCITOBHBIX BhIpaskeHU B s13bIKe Bitcoin Script siBisteTcst mobas omne-
pauusi, 3aKaHUYMBAIOIIASICS KTIOUEBBIM CJ10BOM VERIFY. Cyddukc VERIFY o3Havaer,
YTO €CJIV BBIYMC/ISIEMOe YCJIOBIME He maeT pe3ynbrara TRUE, TO BBITTOTHEHVE CKPUIITA
HeMe/IJIEeHHO 3aBepIIaeTcsl, a TPAH3aKIMSI OObSIBIISIETCS HEKOPPEKTHOIA.

B oTnnune oT omepartopa IF, KOTODbIi MpejjaraeT aabTepHATUBHbIE IYTU BbI-
royiHeHus, cyddukc VERIFY paboTaeT Kak ormepaTop 3ammThl (guard clause), mo3Bo-
JITIONIMIA TIPOJO/DKUTH BBITTOJTHEHYE TOJBKO B TOM C/Ty4ae, eciv IIpeIBapuTeIbHOe
YCJIOBYE BBITIOTHEHO.

Hampumep, B ciiefyIoleM CKpUIITe TPeOyroTCs moamnch boba 1 mpeiBapuUTenbHO
MTOITOTOBJIEHHBII (CEKPETHBII) 06pa3 JaHHbBIX, T0 KOTOPOMY BBIUMC/ISIETCS CITeLV-
aJIbHOE X3III-3HaveHme. [ pa36I0KMPOBKY AOKHBI ObITh 00513aT€TbHO BBITTOTHE-
HbI 00a YCJIOBUSI:

HASH160 <expected hash> EQUALVERIFY <Bob's Pubkey> CHECKSIG

YT0O6BI TOTACUTD (M3PACXOJ0BATh) ITU IeHEKHbIE CPEICTBA, BOO HOKEH CO3IaTh
Pa36IOKMPYIOIINI CKPUIIT, B KOTOPOM ITpeACTaBIeHbI TPABWIbHbII ITPeIBaAPUTETb-
HO TOATOTOBJIEHHBI 00pa3 TaHHbIX U ITOATIMCH:

<Bob's Sig> <hash pre-image>

Be3 nmpaBMIbHOTO MpeIBapUTEIbHO IIOATOTOBIEHHOTO 06pa3a JaHHbIX Bo6 rpoc-
TO He CMOKET IOYUUTD JOCTYII K TOI YaCTU CKPUIITA, B KOTOPOJi IIPOBEPSIETCS MO -
JIMHHOCTD €T0 MOATINCH.

ToT ke CKPUIIT MOKHO HaIMCaThb IIO-IPYyroMy, C KCII0Jb30BaHMeEM orepaTopa IF:

HASH160 <expected hash> EQUAL
IF

<Bob's Pubkey> CHECKSIG
ENDIF

Pas6nokupyomuii ckpunT boba ocTaeTcst TeM ke caMbIM:
<Bob's Sig> <hash pre-image>

CKPMUIIT C MCIOTb30BaHMEM oIlepaTopa IF BBITIOTHSET Ty ke (GYHKIIMIO, UTO U KO
¢ cybdurcom VERIFY, — o6a BapmaHTa pabOTaIOT KaK 3al[MTHBIE YCIOBHbIE BhIpaske-
Husl. Tem He MeHee KOHCTPYKIIHMS C MCTIOb30BaHMeM VERIFY 6osee addeKkTMBHA, TAK
KaK B Heli Ha OMH OTIepaTop MEHbIIIE.

Korma criemyet mcronb30BaTh orepatop VERIFY, a korga omepatop IF? Ecin He-
06X0MMO BCEro JINIITh 106aBUTh IIpeBapuTeIbHOE (3aI[MTHOE) YCIOBME, TO JIyUlile
BOCIIOJIb30BAThCS oriepatopoM VERIFY. HO eciiu HY>KHO OTpeesUTh HECKOJIbKO Ba-
PUAHTOB BBIMOJIHEHMS (YIIPABIEHME MTOTOKOM BbITIOTHEHMST), TO MTOTPeOYeTCsT KOH-
CTPYKIIMS IF..ELSE.

0 Onepatop, NnoaobHbIN EQUAL, 3anucbiBaeT pesynbtaT (TRUE/FALSE) B cTek, fenas ero JocTyn-

HbIM /19 BbIYUCNIEHMS C MOMOLLBIO MOCeyOWMX ONepaTopoB. B mpoTMBononoxHoCTL emy

onepatop-cy@dukc EQUALVERIFY HMyero He ocTaBnsieT B cTeke. KoMaHAbl, 3aBepLluatoLmecs
cybdurkcom VERIFY, He 3annCbIBatOT pe3y/bTaT B CTek.
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Mcnonb3oBaHue cpeacTB ynpaBaeHMs NOTOKOM BbiNOJIHEHUSA
B CKpUnTax

Haunbonee yacTo mpuMeHSIeMblii BapMaHT MCIIOAb30BAaHMUS CPEACTB YIIPaBJIEHUS
ITOTOKOM BBITTOJIHEHMS s13bIKa Bitcoin Script — cosmaHme moramamunero CKpPMIITa,
KOTOPBIit TIpeijiaraeT HeCKOJIbKO BeTBel BbITTOTHEH S, COOTBETCTBYIONIMX Pasiny-
HBIM criocobaM rnoraienus gaHHbix UTXO.

PaccmoTpuM mpocToit puMep, B KOTOPOM YUYaCTBYIOT JIB€ CTOPOHBI, OATIUCHI-
Balollye TpaH3akiyuu, Aiavca u Bob, mpu sToM /1106071 U3 HUX MMEeT BO3MOKHOCTh
rioramreHusi. [Ipy MCIIOJIb30BAaHUM MEXaHM3Ma MYJIbTUIIOAIIUCY 3TO MOKET ObITh
0hOpMIIEHO KaK CKPUIIT C MYJIbTUIIOANMUCAMM TuMa 1-of-2. B yueOGHBIX LesIx I
IeMOHCTpaIuy CPeACTB yIIpaBIeHMs IOTOKOM BbITIOTHEHUS MBI ClIeJIaeM TO Xe ca-
MOe C TOMOIIIbIO orepaTopa IF:

IF

<Alice's Pubkey> CHECKSIG
ELSE

<Bob's Pubkey> CHECKSIG
ENDIF

B03MOsKHO, BbI OU€Hb YIUBUTECH, B3IVISTHYB Ha 3TOT CKPUIIT: «A T/ie ke yuioBue?
[Tepen oriepaTopoMm IF HMUETO HET».

VcmoBue He SBIISIETCS YaCThIO MTOTallalolero CKpuITa. Bmecro sToro ycinosue 6y-
IeT IpeIaoskeHO0 B Pa36IOKUPYIONIEeM CKPUIITE, TT03BOJIsIs Annce v BoOy «BbIGpaTh»
HY)XKHYIO BETBb BBITIOTHEHUSI.

Anyca ocymiecTBIsIeT moramieHne ¢ MOMOIIbI0 CeAYIOIIero pa3oaoKMPYIOIEro
CKpUIITA:

<Alice's Sig> 1

3HaueHMe 1 B KOHIIe CITY>KUT ycsioBMeM (TRUE), TO3BOJISIIONIMM BBITIOTHUTD B MIPU-
BeIeHHOJ1 Bblllle KOHCTPYKIIMM IF IepBYI0 BETBb IOralieHusl, I1Jjisi KOTOPOii Ipemo-
cTaBjIeHa IOAIIMChH AJTUCHI.

YToO6bI MoralieHue MOT BBIIIOTHUTh B06, OH Ao/KeH 06eceunTh BbIOOP BTOPOIi
BETBM BBITIOJIHEHMS, TTIepeaaBasi 3HadeHye FALSE B KOHCTPYKIMIO IF:

<Bob's Sig> 0

Pas6moxkupyiomiuii ckpunt boba momeriaeT 0 B CTEK, 3aCTaB/IsII KOHCTPYKIIUIO
IF BBIIIOJIHMTDb BTOPO BapuaHT (ELSE) CKpMIITA, IJIsI KOTOPOTO TpebyeTcs MOAINICH
Boba.

ITocKOJIbKY OIlepaTopbl IF MOTYT GbITh BJIOKEHHBIMM, €CTh BO3MOXKHOCThH CO3-
IIaTh LEJIblil «IaOMPUHT» U3 BO3MOSKHBIX BETBEii BBITTONHEHMS. Pa36IoOKMpYONIii
CKPUIIT MOKET MTPEAOCTAaBUTD «KapTy» BIOOpA BapMAHTA [IJIS IeICTBUTEIHHOTO BbI-
ITOJTHEHUS

IF

script A
ELSE

IF
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script B
ELSE
script C
ENDIF
ENDIF

B sTOM CclLieHapuu Tpy BO3MOKHbIE BETBU BbITIOJTHEHMSI (script A, script B u script
(). Pas6nokupyoimmii CKpUIIT o6ecrieurBaeT BbI6OP HYKHOi BETBU B popMe Iocyie-
JlOBaTeIbHOCTY 3HaUeHMit TRUE vy FALSE. Hamipumep, 17151 BbIOOpa BapuaHTa script
B pa36IOKMUPYIONINI CKPUIIT JO/DKEH 3aKaHUMBATHCS umcaaMu 1 0 (TRUE, FALSE). DTu
3HauYeHMs OYAYT 3aIMCaHbl B CTEK, M BTOpOe 3HaUueHMe (FALSE) OKakeTcsl Ha BepIIy-
He cTeKa. BHelllHUIt oriepaTop IF M3BaeKaeT 3HaueHMe FALSE M3 CTeKa U BBIIOIHSIET
repByl0 BeTBb ELSE. [Tocsie aToro 3HaueHue TRUE mmepemelaeTcss Ha BepIIMHY CTeKa
1 GepeTcs OISl BHIUYMCIEHNST BHYTPEHHUM (BJIOSKEHHBIM) OI€paToOpoM IF, KOTOPBIi
BbIOMpAET BETBb BbIIIOJTHEH VS B.

Vicrionb3ysl 9Ty KOHCTPYKIMIO, MOXKHO (OPMMPOBATh IMOTaIIaoNMe CKPUIITHI
C DecsiTKaMM U [1axke COTHSIMM BeTBeJi BBITIOJHEHMS, KAaKKObIN 13 KOTOPBIX Ipe[-
Jlaraet coOCTBeHHBIN crmocob moramenus ganabrx UTXO. [y pacxomoBauus Gop-
MUpYeTcsl pa30aoKUPYIOIINII CKPUIIT, 00ecreunBaloinii BbI6op TpebyeMoii BeTBU
BBITIOJIHEHMS, pa3Melllasi COOTBETCTBYIOIIME 3HaueHMs1 TRUE m FALSE B CTeKe MJisl
YIIpaBJeHMST KaXKAbIM ITyHKTOM Pa3BeTBI€HUS TTOTOKA BbITTOTHEHMUSI.

FMPUMEP CNOXHOIO CKPUNTA

B sTOM pasmesne Mbl 06beIMHNM GOJTBITMHCTBO KOHIIEIIINIA, pPACCMOTPEHHBIX B TaH-
HOJ1 I7IaBe, B €A/HOM IIpUMepe.

[Tpumep Mcmomb3yeT uctopuio Moxammesa, Biaafenblia KoMmmnanuu B [lybamn, 3a-
HMMAIOIIErocst 6M3HEeCOM, CBSI3aHHBIM C MMITOPTOM/3KCIIOPTOM TOBApOB.

B sTtom npumepe MoxamMMeny HEO6XOOMMO CO3IaTh IVIABHYIO YUETHYIO 3alycCh
(cueT) mJia Bceii KOMIIAHMM C TMOKMMM IpaBuiIaMu. IIpy Takoil cxeme TpeGyIOTCS
pasyinuHble YPOBHM aBTOPU3ALINM, 3aBUCSIME OT 6IOKMPOBOK IO BpeMeHM. YuacT-
HUKAMM CXeMbI C MYJbTUNOANUCSIMU SIBISIIOTCSI MoxaMMe[i, IBa €ero rmapTHepa —
Caep 1 3anpa, a TaKKe I0PMCKOHCY/IBT KOMITaHUM A6ayi. Tpu mapTHepa MPUHMMAIOT
pellleHust Ha OCHOBe TIpaBijia OONBIIMHCTBA, TO €CTh IBa U3 TPeX JO/DKHbBI IPUIATI
K cornamieHuio. Ho B ciiyuae BOSHMKHOBEHMSI ITPOOIEMBI C MX KIIOUaMM BO3HUKAET
HeOoOXOAMMOCTh IIPeIOCTAaBUTh IOPUCKOHCYIBTY KOMIIAHUM BO3MOKHOCTbH BOCCTA-
HOBJIEHUSI IEHEXXHBIX CPEICTB B COUETAHUM C MOANUCHIO OAHOTO M3 TPeX MapTHEPOB.
Haxkownerr, ecyi Bce TapTHEPbI HEAOCTYITHBI WM HEIeeCIIOCOOHBI B TeUeH)e HeKOTO-
pOTO BpeMeHU, TO OHY XOTeJTu OblI [TepeaTh IOPUCKOHCY/IbTY ITPaBO HEITOCPEICTBEH-
HOTO yIIpaBJ/IeHUS YUETHOJ 3aIMChbI0 (CUETOM).

Huke mpuBemeH CKPUIIT, KOTOPbIii Moxammen, chopMUPOBa IJIST TOCTUKEHUS
OMMCAHHBIX BBIIIIE 1eJei:

IF

IF
2
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ELSE
<30 days> CHECKSEQUENCEVERIFY DROP
<Abdul the Lawyer's Pubkey> CHECKSIGVERIFY
1
ENDIF
<Mohammed's Pubkey> <Saeed's Pubkey> <Zaira's Pubkey> 3 CHECKMULTISIG
ELSE
<90 days> CHECKSEQUENCEVERIFY DROP
<Abdul the Lawyer's Pubkey> CHECKSIG
ENDIF

B ckpurite MoxaMmeia peajin30BaHbl TPU BETBU BBITIOJIHEHMSI C UCTIOJIb30BaHU-
€M BJIOYKEHHbBIX KOHCTPYKIIMIA yIIpaBieHus MOTOKOM IF..ELSE.

B mepBo¥1 BeTBY BBIMIOTHEHMS 3TOT CKPUIIT PabOTaeT KaK IMMPOCTast CXeMa MY/IbTH -
rioaucei Tuna 2-of-3 ¢ TpeMst mapTHepaMy. OTa BETBb BbIIIOJTHEHMS PACIIOIOKEeHA
B CTpoKax 3 1 9. B cTpoKe 3 yCTaHABIAMBAETCS KBOPYM MYJIbTUIIOAIINMCEN, PaBHBIN 2
(2 u3 3). DTy BETBb BBIIIOJIHEHMSI MOXKHO BbIOPaTh, pasMecTuB 3HaueHust TRUE TRUE
B KOHIIe Pa36I0KMPYIOIIEro CKPUIITA:

© <Mohammed's Sig> <Zaira's Sig> TRUE TRUE

0 3HauyeHue O B Hayane 3TOro pas3bioKMPYOLLEro CKpMNTa NOMeLLeHO M3-3a OWKbKM B one-
patope CHECKMULTISIG, KOTOPbIA WM3BNEKAET NULIHEE 3HAYeHMe U3 CTeKa. JTO 3HayeHue He
Y4MTbIBaETCS onepaTopoM CHECKMULTISIG, HO 0653aTenbHO A0MKHO MPUCYTCTBOBATD, YTOOLI
CKPUNT He 3aBepLUnCs aBapuiiHO. 3anmchb (MPOM3BOIbHOMO) 3HAYEHMS O B CTeK — 3T0 06xof,
owmnbKK, onucaHHblM B pasgene «Owubka npu BbinonHeHun onepatopa CHECKMULTISIG»
paHee B TeKyLLel rnase.

BTopasi BeTBb BBINIOJHEHMS] MOXKET MCIIOIb30BATbCS TOJBKO IO MCTEYEeHUU
30-gHeBHOrO cpoka Imociae co3maHus gaHHbiXx UTXO. [locne 3aBepiieHMs: 3TOTO
Cpoka TpebyeTcsl TMOAIMCH I0PUCKOHCYIbTa AGIyIa ¥ OJHOTO M3 TPeX MapTHEPOB
(MynbTUogMch Tima 1-of-3). 3To peann3oBaHO B CTPOKe 7, TOe yCTaHABIMBAET-
€SI KBOPYM [IJIsST MYJIBTUITOAIINCE, paBHbIi 1. JI7IsT BBIGOPA 3TOM BETBU BbIIOTHEHMUS
Pa36IOKMPYIONIVI CKPUIIT MO/DKEH 3aKaHYMBAThCS 3HaUeHUSIMY FALSE TRUE:

0 <Saeed's Sig> <Abdul's Sig> FALSE TRUE

0 Ho nouemy FALSE TRUE? Pa3Be He B 06paTHOM nopsake? MOTOMY YTO 3Tv ABa 3HAYEHMS 3anu-
CbIBAKOTCA B CTeK, NpuyeM FALSE 3anucbiBaeTcs nepsbiM, 3aTeM TRUE BTOpbIM. ClienoBaTenbHo,
3HaueHue TRUE GyAeT U3BNeYEHO NepBbIM NPy BbINOSHEHUM NEPBOrO onepaTtopa IF.

TpeTbsl BETBb BBITTOJIHEHNS TTO3BOJISIET OMHOMY IOPUCKOHCYJIBTY AGIYITy pacxo-
JIIOBaTh JIeHEKHbIE CPeACTBa, HO TOIbKO I0 mpoiuectBuu 90 mHeii. [I7st BbIOOpa 3TOi
BETBY BBIITOJTHEHMS B KOHIIE Pa36I0KMPYIOIIEro CKPUIITA TOJIKHO ObITh ITOMEIIEHO
3HaueHne FALSE:

<Abdul's Sig> FALSE

[Torpo6yiiTe «IIPpOTHATh» STOT CKPUIIT HA Gymare, UTOObI YBUIETh, KaK OH pabo-
TaeT CO CTEKOM.
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U e11ie HECKOJIBKO 38.,[[aHI/H‘/JI, CBA3aHHBIX C U3YyYE€HMEM 3TOI'O CKPUIITA. CMmoskeTe 1
BbI HAlATM OTBETHI Ha clenyriiyie BOImpocChl:

o

o

royeMy IOPUCKOHCY/IbT He CMOSKET BBITIOJTHUTD MTOTallleHNsI 110 TPeTheli BeTBU
BBITIOJIHEHUS B JTI060€ BpeMsi, TOMEeCTUB 3HaueHue FALSE B pa30IoKMPYIOIii
CKpUMT?

CKOJIbKO BETBEJ BBITIOJTHEHVSI MOXKET ObITh MCIIOTb30BaHO 1S 5,35 1 105 mHeit
COOTBETCTBEHHO MOCJIe 3aBepllieHNsT MaitHuHra fanHbix UTXO?

OymyT /it 6e3BO3BPATHO MOTEPSIHBI IEHEXKHbIE CPENCTBA, €C/IN IOPUCKOHCYIIBT
ToTepsieT CBO KIou? VI3MeHUTCS Jin Balll OTBET, eI Tipolnen yoke 91 neHb?
Kak TapTHepPbl MOTYT «BOCCTAHABAMBATL» OTCUYET BpeMeHU Kaxzabie 29 min
89 mHeit, YTOOBI TPeNOTBPATUTD €IMHOIUYHBIN JOCTYIT OPUCKOHCY/IbTA K Ie-
HEXXHBIM Cpe/ICTBaM?

1oyeMy HEKOTOpbIe ormepaTopbl CHECKSIG B 3TOM CKPUIITE cofepskat cyhdukc
VERIFY, B TO BpeMsI KaK B IPYTUX 3TOT cyHdUKC OTCYyTCTBYeT?



lnaBa

CeTb OMTKOMHA

APXVUTEKTYPA MUPUHIOBOW CETU

CTpyKTypa 6UTKOIH-CUCTEMBI IPEICTABISIET CO601 apXUTEKTYPY MTMPUHTOBOI CETU
(peer-to-peer network), chopMUpPOBaHHYIO «ITOBEPX» [TI06ATbHOM ceTu MIHTepHeT.
CaM TepMIH «IIMPUHTOBBIN» (peer-to-peer, P2P) o3HauaeT, YTO KOMITbIOTEPHI B Ta-
KOJi CeTH SIBISTFOTCSI pABHO3HAUHBIMM ITApTHEPaMM C OMHAKOBBIMMU TTpaBaMu, 3/1eCh
HeT «0COGEHHBIX» Y3JIOB, BCE Y3JIbI B OMMHAKOBOI Mepe 06ecreunBanT QYyHKIMO-
HaJIbHOCTh CeTeBbIX cepBUCOB. CoeMHEeHMSI MeXIY Yy37aMy OCYIIeCTBISIIOTCS 10
cxeMe suencToit cetu (mesh network) ¢ «mIockoii» Tomojaorueit. B Takoit cetu HeT
cepBepa, HeT IeHTPaaM30BaHHbIX CEPBMCOB, OTCYTCTBYET Mepapxusl. Y3/bl B IMPUH-
TOBOJ1 CETM OJHOBPEMEHHO U ITPeOCTaBISIOT CEPBIUCHI, U MOTb3YIOTCS MMM, U TAKOe
B3aMMO/JIe/ICTBIE CTAHOBUTCSI CTUMYJIOM JiJ1s1 yuacTusi. [IMpMHTOBbIEe CeTU MO CBOei
TIpUpoae TMOKM, OelleHTPATM30BaHbl M OTKPBITHI. XOPOIIMM HPUMEpPOM IMUPUH-
TOBOJ CeTeBOVi apXUTEKTYPhI SIB/ISIIACh CeTh VIHTepHET Ha paHHMUX CTaAusIX CBOe-
TO Pa3BUTHS, KOTaa y3/bl B IP-ceTy 6bUTM paBHOIIPaBHBIMY. CEerOmHS apXUTEKTypa
VHTepHeTa cTaja B OOJIbIIIEl CTeIIeH! MepapXuuecKkoii, HO MeKCeTeBOli ITPOTOKO
Internet Protocol (IP) coxpaHsieT CBOIO CyIITHOCTb — IIPOCTast IJIOCKast Toroorus. 1o
TTOSIBJIEHUST OUTKOJHA CaMbIM KPYITHBIM ¥ YCIIEIIHBIM IMPaKTUUECKUM TTPUIOKEHN-
€M IIMPUHTOBBIX TEXHOJIOTHIT GBIV CHCTEMbBI COBMECTHOT'O MCITO/Ib30BaHMS (Daiiios,
IIepBOI1 13 KOTOPBIX MOsIBMIACh ceTh Napster, 3aTeM cuctema BitTorrent Kak caMbIii
CBEXMUI IPUMeEP Pa3BUTUS ITON apXUTEKTYPHI.

[TupuHroBasi ceTeBasi apXMUTEKTypa OUTKOHA — 9TO HEUTO Tropasmo 6Gosbliee,
YyeM ITPOCTO BHIOOP TOIOJIOTMN. BUTKOIH MO CBOEJ CYIIHOCTY MTPeACTaBIIsieT co60ii
MIMPUHTOBYIO 1M POBYIO CUCTEMY IIJIATEXKEN, a ceTeBast apXUTEKTypa OTHOBpEeMeH-
HO SIBJISIETCSI M OTpakeHMeM, ¥ OCHOBaHMeM 3TO¥ TVIaBHOV XapaKTepucTuku. [e-
LieHTpaauM3alus yrpaBaeHus — IVIaBHbI TeopeTUUeckuii IpUHIINUII, Peaan30oBaTh
U TIOAIePKMBATh KOTOPBIV MOKHO TOTbKO C IIOMOIIbIO MPOCTOI (TIJIOCKOI) elieH-
TPaIM30BaHHOV MUPUHTOBOV KOHCEHCYCHO CEeTH.

TepMIMH OUTKOIIH-CETh, WM ceTb 6uTKOIiHA (bitcoin network), 0603HauaeT Ha6OP
y3JI0B, paboTaIoMyX 0 MMPUHTOBOMY IIPOTOKOY 6MTKOIHA (bitcoin P2P protocol).
B moronHeHMe K MMPUHTOBOMY ITPOTOKOIY OMTKOIHA MCITOMb3YIOTCST IPYTHe TIPo-
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TOKOJIbI, HaTIpuMep Stratum, IpUMeHsIeMbIii IJIsT MalftHUHTA, YIIPOIeHHBIX peayn-
3alMi MU 1711 MOOMJTbHBIX KOIIIeJIbKOB. PaboTa 1o JOTOIHMUTEIbHBIM ITPOTOKOIAM
Mo Iep>KUBAeTCs MUTI03aMM-MapIIPyTH3aTOpaMy, KOTOpbIe 06eCcIIeurBaloT JOCTYI
K OUTKOIH-CETU C UCIIOIb30BaHMEM MTUPUHTOBOTO ITPOTOKOIA GUTKOMHA U TOCTYIT
K y37aM, paboTamouuM IO OPyrMM IpoTokonam. Hampumep, cepBepsl Stratum
YCTAHABJAMBAIOT COeIMHEHMS Y3/I0B MaliHMHTA MO MPOTOKOJTY Stratum ¢ OCHOBHOJA
OUTKOMH-CEThIO U SIBJISIIOTCSI CBSI3YIOIIMM 3BEHOM MEXIY IPOTOKOIOM Stratum
Y TIMPUHTOBBIM ITPOTOKOJIOM OGUTKOJHA. MbI UCITOMb3yeM TEPMUH «pacIIMpeHHast
O6uTKOIMH-CceTh» (extended bitcoin network) mast 0603HavueHMsT BCeit CeTU B II€JIOM,
BKJTIOUAIOIIEi MUPUHTOBBIN MPOTOKOA OUTKOIHA, MPOTOKOJIBI MYJIOB MaiiHMHTA,
MPOTOKOM Stratum U Bce MpouMe MPOTOKOIbI, 06eCeunBarolnye CoequHeHe KOM-
TTOHEHTOB OUTKOIH-CUCTEMBI.

Tunbl ¥ PONU Y3N0B

HecMoTpst Ha TO UTO B MMPUHIOBOI CeTH OUTKOIIHA BCE y3JIbI PABHBI, OHM MOTYT
BBICTYIIATh B PA3JIMUHBIX POJISIX B 3aBUCUMOCTM OT (PYHKIMOHATBHOCTU, KOTOPYIO
OHU TIPEIOCTABJISIIOT B TEKYIIMIA MOMeHT. BuTtkoitH-y3esn (bitcoin node) — aTo Ha-
60p GYHKIMIT: MapIIpyTH3aiys, 6a3a JaHHbIX OJIOKYeliHa, MaifHUHT U CEPBUCHI KO-
11eJIbKOB. [TOJTHOLIEHHBIN Y361 C IO IePsKKOI BCeX YEThIPEX MePeUMCIEHHbIX (PYHK-
LM TTIOKa3aH Ha puc. 8.1.

CeTeBoﬁ y3en

MapLUpyTM3aLmH

Puc. 8.1 <« Y3en 6UTKOMH-ceTH
C NOALEPXKKOM BCEX YeTblpex QYHKLMNM:
Kowenek, MaHUHT, nofiHas 6a3a AaHHbIX 6noKYenHa
W ceTeBas MapLupyTu3aums

Bce y3/1b1 mogaepskMBaioT GYHKIMIO MapIIpyTH3alu, HeOOXOAVMYIO JIJIST ydac-
TUSI B OUTKOMH-CeTU U 06ecreueHNsT BOSMOKHOCTM TOAIEPIKKY APYTUX QYHKIIMIA.
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Bce y371b1 IPOBEPSIIOT KOPPEKTHOCTD U PACIIPOCTPAHSIIOT TPAH3aKIVY U 6I0KK, OCY-
IIeCTB/ISIIOT OOHApY)XeHMe U TONIEPKKY COeAVHEHMUIT ¢ mapTHepaMu. B mpumepe
MOSTHOIIEHHOTO y371a Ha puc. 8.1 dyHKIMS MapupyTusanyuy 0603HaueHa OpaHKe-
BBIM KPYTOM C HaAIIMCh0 «CeTeBOi y3eJl MapIIPyTU3AI[UI» UIIH TIPOCTO 6YKBOIT «C».

HekoTopble y3/ibl, Ha3biBaeMblie MOMHOIeHHbIMM y3namu (full nodes), Takke mmof-
JIepsKUBAIOT TTOTHYIO M aKTYaJIbHYI0 KOIIMIO CTPYKTYPhI TaHHbBIX OoKkueiiHa. [TonHo-
[IeHHbIe Y3JIbl CIIOCOOHBI HE3aBUCMMO U aBTOPUTETHO MPOBEPUTb U TOATBEPOUTH
KOPPEKTHOCTD JIH060J1 TpaH3aKLyM 06e3 KaKUX-JIMO0 BHEITHMX CChIJIOK M 0OpaIieHunIA.
HexoTopble y3Jbl MOAIEPKUBAIOT JIMIIIb OIpeneleHHOe TOAMHOKECTBO CTPYKTYPbI
JAHHBIX OJIOKYEiTHA ¥ TPOBEPSIIOT TPaH3aKLUWM, MPUMEHSST MeTOJ, ITo[, Ha3BaHUEeM
yrpoieHHast Bepudukaiys iatexeit (simplified payment verification, SPV). 3tu
Y3JIbI TaK U Ha3bIBalOT — SPV-y371bI, utn yripoineHHbie (lightweight) y3ibl. B mpumepe
TTOJIHOIIEHHOT'O y3/1a Ha puC. 8.1 (PyHKLMS ITOAIepsKKI ITOJTHOV KOIIMY CTPYKTYPBI JaH-
HBIX 6JIOKUYe/iHa 0003HaUeHa CYMHMM KPYyroMm ¢ Haamucbio «[TonHast 6a3a JaHHBIX OJI0K-
yeltHa» WM IPOCTO ¢ 6yKBoit «B». Ha puc. 8.3 SPV-y3i1bl 13006paskeHbI 6€3 9TOTO CHHe-
'O Kpyra, TOKa3bIBast, YTO OHM He COIEPKAT MOTHOI Koy 6a3bl TaHHBIX OJIOKYEITHA.

V351l MaitHMHTa (Mining nodes) KOHKYPUPYIOT B TIPOLIECCE CO3aHMsT HOBBIX GJIO-
KOB, MCITO/Tb3Y4I CIIelVaM3MPOBaHHbIe alapaTHbIe CPeJCTBA AJIsI pellleHNs 3a4,aun
10 aJITOPUTMY JO0Ka3aTeabCTBa BbIMoaHeHMs paboTsl (Proof-of-Work). Hekoropsie
y3JIbI MalfHMHTA SIBJISIOTCS TAKKe TOTHOIEHHBIMM y3/IaMM, TOePSKUBAIOIIVIMMA
TTOJTHYIO KOTIMIO 6a3bl JaHHBIX O6/I0KYEifHA, IPYTHe — YIIPOIIEeHHbIM Y3/IaMU, BXOSI-
VMM B COCTAB MYJIOB MalfHMHTA U 3aBUCSIIVMU OT cepBepa ITysia, obecreynBa-
I0IIero (GyHKUIMOHATBHOCTD MOMHOIIEHHOTO y3/1a. OyHKIMS MaiitHUHTa Ha puc. 8.1
ITOKa3aHa B BUE UepHOI0 Kpyra C HaMIChio «MaiiHep» MM IPOCTO C 6YKBOIt «M».

[Tonb3oBaTeNbCKIE KOUIENIbKM MOTYT OBITh YaCThIO TIOTHOIIEHHOTO Y3J1a, 0ObIU-
HO B TOM CJTyuae, KOrJa KJIMeHT OUTKOVHA paboTaeT HA HACTOILHOM KOMITbIOTEpE.
MHoOTMe TOTb30BaTEeNbCKYE KOIIETbKM, 0COOGEHHO paboTaloliye Ha MOOUIbHBIX
ycTpoiicTBax (cMapTdOHax U T. I1.), IBJISIOTCS SPV-y3aMu, ¥ UX KOJTUYECTBO MTOCTO-
SIHHO yBeinumBaeTcs. DyHKIMS Kolieiabka Ha puc. 8.1 mokasaHa B BUJe 3€JIEHOTO
KpyTa ¢ Haammchio «Koienek» Wiy mpocTo ¢ 6yKBoit «K».

KpomMe OCHOBHBIX TUIIOB y3JI0B, COOTBETCTBYIOIIMX MUPUHTOBOMY ITPOTOKOJTY
OUTKOITHA, CYIIECTBYIOT CEPBEPBI U Y3jIbl, paboTalomye Mo APYTUM IIPOTOKOJIAM,
TaKMM KaK CITelyaabHble IMTPOTOKOJbI ITy/Ia MaHUHTA Y YIIPOIIeHHbIe TPOTOKOJIbI
IOCTYyTIa KIVEeHTOB.

Ha puc. 8.2 mokasaHbl TUITI Y3JI0B, HAMbH0JIee YacTo BCTPEYaloIecs: B paciim-
PEHHO OUTKOIH-CeTH.

PACWIMPEHHAS BUTKOWH-CETb

OcHOBHAs1 OGUTKOIH-CeTh, paboTaomias Mo MUPUHTOBOMY IIPOTOKOMY OUTKOITHA,
HacuntheiBaeT oT 5000 7o 8000 akKTUBHBIX («CITYIIAIONINX») Y3/I0B IO, YIIPaBJIeHN-
€M pas3IMYHbIX BEPCUIl STAJIOHHOI peanmsannuy 6MUTKoiH-KkiIneHTa (Bitcoin Core)
¥ HECKOJIBKO COTEH Y3JI0B, MCITONb3YIOIIMX IPYTHe peaan3alyuy IMPUHTOBOTO MPo-
TOKOJ1a 6MTKOJIHA, TaKKe Kak Bitcoin Classic, Bitcoin Unlimited, Bitcoin], Libbitcoin,
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I

Cepgep nyna

aRHHHr

Cereanﬁ y3en

MaplpyTH3auuu

eTeBON y3en
MapWpyTH3aLK

Cmanﬁ y3en

MapWpyTU3aLMH

€Tes0ii y3en
MapUIpyTH3aLAK

Cepgep Stratum

Ceresoﬁ y3en

MapLpyTH3aLMH

JTanonHblii knueHr (Bitcoin Core)

CopepxuT Kowenek, MoLyNb MaiHWHra, NONHYH 6a3y AaHHbIX 6noKYelHa
1 MO MapLpyTM3aLMM B MUPUHTOBOM BUTKOIH-CETH

TMonHoueHHbIi y3en 610KyeiiHa

ConepxuT nonHyio 6a3y AaHHbix GnokyeitHa 1 MO MapwpyTM3aLmm
B NUPUHIOBON BUTKONH-CETH

OauH MaitHep

ConepuT MofyNb MaiHKHIa C NONHOI 6330 AaHHbIX 6noKyeitHa v M0
MapLUpYTM3aLuu B MUMPUHIOBOI BUTKOMH-CETH

YnpoweHHbii (SPV) kowenex

Copepxut Kowenek ¥ MO noaaepxXKkx NPOTOKONA NUPUHTOBOM BUTKOMH-CETH
6e3 6a3bl AaHHbIX 6nokyeitHa

Cepsepbl nyna npoTokonos

LLinto3bI-MapLIpYTU3aTOPbI, COBAMHSIOLLME MMPUHTOBYIO BUTKOIH-CETb

C y3n1amy, paboTaloLLyMm No ApYruM NpoTOKONaM, HampuMep ¢ y3namu nyna
MaitHWHra uam Stratum-ysnamu

Y3nbl MaliHuHra

Conepsat MoZynb MaliHMHra 6e3 6a3bl aHHbIX 6n0Kk4eltHa ¢ M0 y3na,
noaaepxuBatoLLero npotokon Stratum (S) uau Apyrue npotokonbl MaiiHmHra ()

YnpouweHHbii (SPV) kowenek Stratum

Conepxut Kowwenek 1 N0 noanepxku ceTeBoro npotokona Stratum 6e3
6a3bl laHHbIX BNOKYENHa

Puc. 8.2 < PaznuuHble TUNbl Y3108 B paClUMPEHHOM BUTKOMH-CETH



http://www.bitcoinrelaynetwork.org
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btcd u bcoin. He6obI1I0l TTPOLIEHT Y3/7I0B B MMUPUHTOBOM GUTKOITH-CETU SIBJISIETCS
TaKke y3/1aMy MaifHMHTa, KOHKYPUPYIOIIMMU B ITpoliecce MaliHMHTA, TIpU IIpOBep-
Ke KOPPeKTHOCTM TPaH3aKIIMii ¥ B MPOIlecce CO3TaHNS HOBbIX OJIOKOB. Pa3mmMuHbie
KpYITHbIe KOMITAaHUM B3aMMOAEMCTBYIOT C OMTKOIH-CEThIO Uepe3 CO6CTBEHHbBIE IO~
HOIIeHHbIe y3JIbI-KJIMEeHThl Ha OCHOBe Bitcoin Core ¢ moamepKKOil MOMTHOM KOTIUY
6a3bl JaHHBIX OJIOKYEiTHA ¥ CeTeBOi MapuIpyTHU3aluy, Ho 6e3 GyHKLNIT MaifHMHTa
" KolesbKa. Takue y3Jibl paboTaroT KaK BHENIHMe (TPaHUYHbIE) MapIIPyTU3aTOPbI,
obecrieunBast GyHKIMOHAIBHOCTD APYTUX CEPBUCOB (CEPBMCOB 0OMEHA, KOIIEeIbKOB,
MIPOBOIHUKOB OJI0KYeliHa, 06paGOTKy TOPTOBBIX IIATEKHBIX OMepaliiii), co3maH-
HBIX Ha X OCHOBe.

PacmmpenHast 6uTKoiH-ceTh (extended bitcoin network) BkiiouaeT ceTb, paboTa-
IONIYIO TI0 MYMPUHTOBOMY ITPOTOKOJTY OGMTKOIIHA, ONIMCAHHOMY BBIIIIE, a TAKKe Y3JIbI,
paboraroiiye Mo CIeluaaIu3MpoOBaHHbBIM MPOTOKoAaM. K OCHOBHOI MMPWHTOBOI
OUTKOIMH-CETH TOAK/ITIOUEHO HEKOTOpOe KOJIMYECTBO CepBEPOB ITYJIOB U IITIO30B,
KOTOpbIe 00ecIeurBaloT COeOMHEeHNS C y3/aMy, paboTalIlMyU 110 IPYTUM IIpO-
TOKOJIaM. Y3jIaMy C aJbTepPHATUBHBIMM ITPOTOKOJIAMM B OCHOBHOM SIBJISIIOTCS Y3JIbI
mysa MaiiHMHTa (cM. miaBy 10) M ympolleHHble KIMEeHTbI-KOIIeIbKy, KOTOpble He
CoepsKaT MOTHO KoMy 6a3bl JAHHBIX OI0KYeiTHa.

Ha puc. 8.3 nmokasaHa cxeMa pacIIMpeHHOl OUTKOMH-CeTU C pa3INYHbIMU TU-
raMu y3J10B, CepBepaMu-IUTI03aMy, TPaHMYHBIMY MapHIpyTH3aTOpaMu 1 KanMeHTa-
MU-KOIIeJIbKaMM, a TaKKe C pasaIMyHbIMM TPOTOKOJIAMU, MCIIOIb3YeMbIMU JJIST UX
COeTHEeHUSI IPYT C IPYTOM.

CeTb BiTcoiIN RELAY NETWORK

HecMoOTpst Ha TO YTO MUPUHTOBAST OUTKOMH-CETh YAOBIETBOPSIET BCe OCHOBHbIE TT0-
TpeOGHOCTM GOTBIIMHCTBA TUIIOB Y3JI0B, B HEll BeCbMa YacTO BO3SHMKAIOT 3a€P5KKM,
KPUTWYHbBIE 1JIS CTIeIMaIM3YPOBAHHBIX Y3JI0B MaifHMHTa GMTKOIHA.

MajiHepbl OUTKOMHOB YYaCTBYIOT B COCTSI3aHUM C JKECTKMMM BpeMEHHBIMM Orpa-
HUYEHUSIMU, LeIMM KOTOPOTO SIBJISIIOTCS pellleHye 3aauyy 0Ka3aTeabCTBa Bbl-
ronHeHust pabotsl (Proof-of-Work) 1 pacmmpene cTpyKTypbl JaHHBIX GJIOKYeiiHa
(cM. maBy 10). BRiIrouasich B 9TO COCTSI3aHMe, MaiiHepbl OMTKOTHOB TOJIKHbBI CBECTU
K MUHMMYMY BpeMsI MKy PacIpoCTpaHeHeM 610Ka-11o6e A Tess M HauaaoM Cie-
IVIOIET0 payHJa cocTs3aHus. B mpoliecce MaliHMHra ceTeBblie 3a[epyKKM Harpsi-
MYIO CBSI3aHBI C OTPAHNYEHUSIMU Ha TIOTyIeHMe TTPUObLIN.

Bitcoin Relay Network — 910 ceTb, KOTOpasl ITbITAETCS MMHUMMU3MPOBATD 3aI€P3K-
KM IIpU Iepegave 6JI0KOB MeXKIy MaiiHepamu. [lepBoHauaibHas Bepcus cetu Bitcoin
Relay Network (http://www.bitcoinrelaynetwork.org) 6b11a co3gaHa OCHOBHBIM pa3-
pabotrunkom MaTom Kopanbo (Matt Corallo) B 2015 rogy a;1s1 o6ecrieueHmst 6bICTPOit
CUMHXPOHM3AIVY 6JIOKOB MEKIAY MaifHepaMM C Upe3BbIUaiTHO MaJIbIMU 3a0ePSKKaAMIA.
CeTb COCTOSIIA U3 HECKOIBKUX CITENIVATbHBIX Y3JI0B, pa3MellleHHbIX B MHPPaCTPyK-
Type Amazon Web Services mo Bcemy Mupy, U IpenHasHavagach AJjis1 COeIMHEHNS
OOJIBIIIMHCTBA MaifHEPOB U ITyJIOB MallHMHTA.


http://www.bitcoinrelaynetwork.org
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[TepBoHavanbHas Bepcus Bitcoin Relay Network 6blia BhIBemeHa M3 SKCILIya-
tanuy B 2016 rogy mocie rosiBaeHus HOBOJ Bepcuu Fast Internet Bitcoin Relay
Engine, mnin FIBRE (http://bitcoinfibre.org), Takke cosmanHoii Matom Kopasbo.
FIBRE - 3TO peTpaHUISILIMOHHAS CeTh HA OCHOBe mpoTokona UDP, koTopast mepe-
JaetT 6JI0KM B CeTH CelMalbHbIX y3710B. B cetu FIBRE peanu3oBana ontumm3sanmst
C LIeJIbI0 CO3MAaHMsI KOMITAKTHBIX 610KOB (compact block) mis ymeHbieHust o6bema
repenaBaeMbIX JAHHBIX M MUHMMM3aLUUM CeTeBBIX 3aiepsKeK.

[ pyroi1 peTpaHCasILMOHHON CeThI0 ([I0Ka HaXOOAIeiCs B CTaiUM IIpegBapUTEIb-
HOJVi pa3pabotku) sBisieTcst Falcon (http://www.falcon-net.org/about), ocHoBaHHast
Ha uccienoBanusix Kopuemickoro yausepcuteta (Cornell University). Cets Falcon
MCITONIb3YeT CKBO3HYIO, MJIM TPAH3UTHYIO, KOMMYTALIMIO ITakeToB (cut-through-rou-
ting) BMecTo 6ydepnusoBaHHO KoMmMyTauyu (store-and-forward) st ymeHbIIeHUST
3a/lep>KeK TTOCPEeICTBOM PacCIIpPOCTPAaHEHMSI OTAENbHBIX (hparMeHTOB GIOKOB Cpasy
rocyie ux mpyueMa 6e3 OKMIAHVS TIOTyYeHMsT BCero 6;10Ka MOTHOCThIO.

PeTpaHC/ISIIIIOHHbBIE CETU HE 3aMEHSIIOT TMPUHTOBYI0 OUTKOIH-ceTh. OHU TIpel-
CTaBJISIIOT CO0O0JI MOTIOTHUTEIbHbBIE CETH, PACIIMPSIONIE BO3MOXKHOCTU COeIMHe-
HMIT MEX[y Y3/1aMM CO CIielalbHbIM ITpefHa3HaueHeM. CKOPOCTHbIE aBTOCTPaLbl
He 3aMeHSIOT BTOPOCTeNeHHbIe JOPOTH, a JIUIITh YBeTMUIMBAIOT IMTPOIYCKHYIO CITOCO0-
HOCTb MEXKIY IBYMSI ITYHKTAMM C MHTEHCUBHBIM IBMKeHMEM, BOT TaK K€ U B OUT-
KOIH-CUCTeMe HeOOXOAVMbBI «BTOPOCTEIIEHHbIE JOPOTY» IJISI COEOVHEHNUS C «aBTO-
CTpagaMm».

OBCNENOBAHUE BUTKOMH-CETU

HoBbliit y3es cpasy mocjie 3amycka 06s13aTebHO TO/KeH 0OHAPYKUTD Ipyrue 6muT-
KOJH-Y3JIbI B CETH, YTOOBI CTATh €€ MOJHIIEHHBIM YYaCTHMKOM. UTOOBI HAUaTh STOT
MIPOIIECC, HOBBIN Yy3eJ JO/DKEH OOHAPYKUTh, IO MEHbIIIEe)l Mepe, OAVH CYIIeCTBY-
IOIIMIA Y36/ B CETU U YCTAaHOBUTH coeluHeHue ¢ HuM. ['eorpadudeckoe pacriono-
SKeHMe OPYTUX Y3JI0B He MMeeT HMKAKOTO 3HAaUeHMsI, TaK KaK TOIMOJIOTHSI OGUTKOH-
CeTu OIpenenseTcs He 1o reorpaduueckoMy MpuHIMITY. TakuM 06pasom, Tr6bie
CYIIECTBYIOIIVE OGUTKOITH-Y3JIbl MOTYT ObITh BHIOPAHBI COBEPIIEHHO ITPOM3BOHHO.
[ns CcBSI3M C M3BECTHBIM MapTHEPOM Y3jbl ycTaHaBauBawT TCP-coenuHeHue
06BbIYHO uepe3 MmopT 8333 (0OIIEeN3BECTHBIN MMOPT, OOUH U3 MCIIONb3yeMbIX OUT-
KOJMH-CUCTEMOI) WM 4epe3 OPYroi IIOpPT, eCaM OH IPedoCTaBJ/SIeTCs MapTHe-
poM. IIpu ycTaHOBIEHUM COeIMHEHMS y3e/l HauMHaeT MPOoIefypy «PYKOTIOXKATUSI»
(handshake) (cm. puc. 8.4), mepemaBasi coobiIeHMe version, KOTOPOe COAEPKUT OC-
HOBHYI0 MHGOPMAIINIO IJIsT UAeHTU(PUKALIVN, BKIIOUAIONIYIO0 CJIeIyIoIIye TaHHbIe:
nVersion — Bepcus IPOTOKOJIA MMPUHTOBOI OUMTKOIH-CETH, Ha KOTOPOi «TOBO-
puT» KnveHT (Hanpumep, 70002);
nLocalServices — CIMCOK JIOKQJIbHBIX CEPBUCOB, IMOEPKUBAEMBIX Y3JIOM,
B HacTod11ee BpeMs IIpUMeHseTCsI TOIbKO NODE_NETWORK;
nTime — TeKylee BpeMsi;
addrYou — IP-azmpec ymaneHHOro y3/1a, Kak ero «BUAUT» y3eI-OTIPaBUTENb;
addrMe — IP-ampec JIOKaAbHOTO Y3713, OTIpeie/IeHHbI CAMUM 3TUM Y37I0M;

00 O


http://bitcoinfibre.org
http://www.falcon-net.org/about
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Q subver — IOMOIHUTENBHBIIT HOMEP Bepcun, o603Havamuii Tum I10, pabora-
I011lero Ha y3/1e-0oTIIpaBuTesie (HarpuMep, /Satoshi:0.9.2.1/);
O BestHeight — BbIcOTa GJIOKA B CTPYKTYpE JAHHBIX OJIOKUYEITHA HA STOM Y3JI€.
(TIpumep ceTeBoro coobuieHus version cMm. Ha GitHub https://github.com/bitcoin/
bitcoin/blob/d3cb2b8acfce36d359262b4afd7e7235eff106b0/src/net.cpp#L562.)

YzenA Y3en b

Bepeus version)
(verack)

noATBEPKACHNE Bepc

5epOs (version)

< BIN3dg

n

oArBepmaeHwe Bepcuy (verack)

Puc.8.4 < HauanbHas npouenypa «pyKkonoxatus»
MexX [y napTHepamm

CoobreHne version Bcerma SIBJSIETCSI CAMbIM IEPBBIM COOOIIEHMEM, TTOChIIae-
MbIM JTII060MY TTapTHepy. JIOKaIbHbBIN IMapTHEP, MOTyJaloIINii coobIIeHe version,
MpoBepsieT yKa3aHHbIN yIaJeHHbIM ITapTHEePOM HOMep Bepcuu nVersion U peliaer,
asnsetcs nu [10 ynaneHHoro naptHepa coBMmecTuMbIM. Ecinu T10 ynaneHHoro nap-
THepa MPMU3HAHO COBMECTMMbBIM, TO JIOKAJIbHBIV ITapTHEP MOATBEPXKIaeT IIpueM Co-
001IeHMs version ¥ yCTaHABIMBAET COAVHEHNE, ITOChLIast CoobIIeHMe verack.

Kak nmer maptHepoB HOBBI y3en? [lepBblilt MeTO[ — 3arpoc K cepBucy DNS ¢ nc-
Mo/Ib30BaHMeM HecKoabkux «DNS-ucrouHnkoB» («<DNS seeds»), TO ecTb cepBepoB
DNS, npegocTaBsioIINX CIMCOK [P-ampecoB OUTKOIH-y3/10B. HeKoTOpble U3 3TUX
DNS-UCTOYHMKOB IIpeiaraioT CTaTUUeCcKuit Criucok IP-aipecoB cTabuUIbHbIX OUT-
KOJH-Y3/I0B, TTOCTOSIHHO HaXOASIIMXCS B peXxyume IpocayiuinBaHusi. HekoTopslie
DNS-uCTOUYHMKM SIBASIIOTCS CIEUMaJIU3UPOBAHHBIMM peaiM3aluysIMy MIPOTOKOJIA
BIND (Berkeley Internet Name Daemon), KOTOpble BO3BpPAIAIOT CIyYaifHO BbI-
OpaHHOe TOJMHOKECTBO CITMCKAa GUTKOH-aIpecoB, COGPAHHOTO MTOMCKOBBIM Me-
XaHM3MOM MJIY OU€Hb JIOJITO CYLIeCTBYIONIMM OUTKOIH-y3/10M. KinueHT Bitcoin Core
COIEePsKUT MMeHa TSITH pasanyHbix DNS-uctounmkos (DNS-seeds). Pasuble Bia-
Ienblibl 3TUX DNS-MCTOUHMKOB U pas3anuus B UX pean3alun ONpenesiioT BbICO-
KYIO CTeIleHb HaJIe>KHOCTU JJ151 [IepBOHAYATbHOTO MPOoLiecca 3arpy3ku U pacKpyTKU
y3na. B I1O knmenTa Bitcoin Core Bo3MOKHOCTb o6pamiennst K DNS-mcTOUHMKAM
YIIPaBJISIeTCS KJIIOUOM -dnsseed (TI0 YMOJMUaHMIO YCTAaHOBJIEHO 3HaueHue 1, paspe-
niarouiee Mucronab3oBanye DNS-MCTOYHMKOB).


https://github.com/bitcoin/bitcoin/blob/d3cb2b8acfce36d359262b4afd7e7235eff106b0/src/net.cpp#L562
https://github.com/bitcoin/bitcoin/blob/d3cb2b8acfce36d359262b4afd7e7235eff106b0/src/net.cpp#L562
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[Tpu ucronb30BaHUM APYTOTO METOAA 3arpy’kaeMOoMYy Y31y, KOTOPBIi HUUETO He
3HAET O CeTH, HeITpeMeHHO O/DKeH ObITh MepemaH IP-afpec Kak MUHMMYM OIJHOTO
OUTKOIMH-Y3J1a, T0C/Ie YeTr0 HOBBI y3€eJI CMOXKET YCTaHABAMBATD U APyTHe COeMHe-
HMS B JaJibHeeM. ApryMeHTOM KOMAaHIHOM CTPOKM -seednode MOXKHO BOCIIOJIb-
30BaThCS [J151 COeAMHEHMSI C OIHMM y3JIOM TOJIBKO IIPY ITIePBOM IIOSIBJIEHUM B CETH,
MUCT0JIb3YS YKa3aHHbIN y3es Kak MCTOUHMK. [Tocsie TOTO Kak ¢ MOMOIIbI0 Ha4aJbHOTO
y3/1a-MCTOYHMKA HOBBIN y3€JI «BOIIIeJI» B CeTh, KIMEHT OTK/II0UAeTCS OT 3TOTO UCTOY-
HMKa ¥ 00paiaeTcss K HOBBIM 06HapysKeHHbIM ITapTHEPAM.

Cpasy nociie yCTaHOBJIEHUSI OJJHOTO MJIM HECKOJIbKUX COeIVIHEHWII HOBBIN y3en
MOChUTAET COCeAsiM COooOIIeHue addr, comepskainee ero cobcTBeHHbI IP-ampec.
B cBo10 0uepenb, cocey IepeHarpaBJIsiioT 3TO COOOIeHNe addr CBOMM COCEMSIM, TEM
CaMbIM rapaHTUPYsI, UTO HOBbIN MOJIKIIOUEHHbIN y3eJl CTAaHOBUTCSI MU3BECTHBIM BCEM
" eMy OymyT obecrieueHbl HOBbIE COeMHEHMs, TTOBbIIIA0IINe HaAeKHOCTh. Kpome
TOT'O, HOBBIi ITOIK/TIOUEHHBII y3€ MOKeT OTIIPaBUTh COObIeHe getaddr CBOMM CO-
cemstM, 3arpammBas Cimcok IP-agpecoB apyrux mapTHepoB. Takum o6pa3om, y3en
MOXXeT HaXOAUTDb MAapTHEPOB /ISl YCTAHOBIEHUS COeMHEHMIT 1 0OBSIBIEHNS O CBO-
€M CyIIleCTBOBaHMM BCEM IIPOUYMM y3yiam ceTu. Ha puc. 8.5 rmokasana cxema mpo-
1ieAypbl OTIpeiesieHUs aJipecoB.

YenA Y3en b

addr

W»
%
%
%

< BIN3d4

Puc. 8.5 <« PacnpoctpaHeHue cobCcTBEHHOrO agpeca
¥ NoslyYyeHve aapecoB HOBbIX MApPTHEPOB

V3es1 06s13aTeIbHO NOIKEH YCTAHOBUTD COIVMHEHMS C HECKOJIbKMMMY ITapTHEPaM,
YTOOBI 06ECTIEUNTD HAJIMYME PA3JIMUHBIX MapIIPYTOB B GUTKOIH-CeTU. MapuIpyTsl
He SIBJISIIOTCST HAIEeSKHBIMM — Y3JIbI TIOSIBJISTIOTCST 1 MICU€3aI0T, — TO3TOMY y3eJT TOJIKeH
MIPOJIO/IKATH TTOMCK HOBBIX Y3JIOB-IIAPTHEPOB, YTOOBI COXPAaHUTH CBOIO pabOTOCIIO-
COGHOCTbD TP IOTEPE CTAPBIX CONVHEHM, a TaK)Ke YTO6BI TOMOTATh APYTMM y3J1aM
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MpY MX MepBOHAYaIbHOI 3arpyske. [Ipy MmepBoHAYaIbHOI 3arpyske HeO6XOOMMO
TOJIBKO OAHO COeIMHEeHNe, TOTOMY UTO MepPBbIli y3el Cpa3y MOXeT «IIPeACTaBUTh»
HOBMYKA CBOMM TapTHepaM, B CBOIO OUepeb, OHM MOTYT MPOAOJKUTD 3Ty Mpolle-
IyPY IJIST IPYTUX Y3JI0B ceTU. Takske HET HEOOXOOMMOCTH B U3JIUIITHUX CETEBBIX pe-
cypcax ajist obecriedeHnsi COeMHEHMIT C OTHOCUTETbHO HEeOGOIbIINM KOJTNYECTBOM
y37108B. [locie mepBOHAYaIbHO 3arpy3KyM HOBBIN y3e/ 3alIOMMHAEeT caMble CBeXue
yCIelliHble COeIVHEeHUSI ¢ TapTHepaMU, TaK YTO eC/y CJIy4aeTcsl repe3arpyska, To
OH CMOKeT OGBICTPO BOCCTAHOBUTH COEIVHEHMs C MapTHepamu 1o ceTu. Ecim Hu
OVH U3 paHee YCTAHOBJI€EHHBIX MAPTHEPOB He OTBeuaeT Ha 3alpoC COeqUHEeHUS, TO
y3e/ MOXeT CHOBA BOCIIOIb30BAaThCS Y3IaMU-UCTOUYHUKAMU [IJIs TOBTOPHOTO MPO-
BeleHUs TPOolleyphbl MepBOHAYATbHON 3arPy3KN.

Ha y3ne, pa6orariem mop yrpasienueM [10 kiameHTa Bitcoin Core, MOXKHO ITO-
JIVIUTH CIIMCOK COeNUHEeHMUI C TapTHepamMM C TIOMOIIbI0 KOMaH/IbI getpeerinfo:

$ bitcoin-cli getpeerinfo

[

{
"addr" : "85.213.199.39:8333",
"services" : "00000001",
"lastsend" : 1405634126,
"lastrecv" : 1405634127,
"bytessent" : 23487651,
"bytesrecv" : 138679099,
"conntime" : 1405021768,
"pingtime" : 0.00000000,
"version" : 70002,
"subver" : "/Satoshi:0.9.2.1/",
"inbound" : false,
"startingheight" : 310131,
"banscore" : 0,
"syncnode" : true

}’

{

"addr" : "58.23.244.20:8333",
"services" : "00000001",
"lastsend" : 1405634127,
"lastrecv" : 1405634124,
"bytessent" : 4460918,
"bytesrecv" : 8903575,
"conntime" : 1405559628,
"pingtime" : 0.00000000,
"version" : 70001,

"subver" : "/Satoshi:0.8.6/",
"inbound" : false,
"startingheight" : 311074,
"banscore" : 0,

"syncnode" : false
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Y1o6bl OTMEHUTH aBTOMATHUYECKOE YIIpaBjeHMe CIIMCKOM ITapTHEPOB U OIpe-
IeNMUTh CBOM CrucoK IP-afipecoB, MOXXKHO TIPUMMEHUTb KJIIOU -connect=<IPAddress>
M 3aJaTh OOVH WIN HeCKONbKO IP-anpecos. [Ipy McIonb30BaHMM 3TOTO KIIl0Ya y3es
OyIeT ycTaHaBAMBAaTh COeIMHEHNEe TObKO C YKasaHHbIMM [P-aipecaMyl BMECTO aB-
TOMAaTMUUECKOTO MOMCKA U MOAJePsKKHM CIIMCKA COeIMHEeHUT ¢ TTapTHepaMu.

Ewin Ha coegyHEeHUM OTCYTCTBYeT TpaduK, TO y3JIbl MTePUOAMUECKM TTOCHLIAIOT
COOOIIeHNS IJIS COXPaHEeHMS YCTAHOBJIEHHOTO coelHeHMs1. Ecin y3em He Tpou3Bo-
IUT OOMeHa TaHHBIMM TI0 COeIVHEHUIO B TeueHue 6onee 90 MUHYT, TO CUMTaETCS,
YTO OH OTKJTIOUMJICS, ¥ HY’)KHO HaUMHATh ITOMCK HOBOTO napTHepa. TakuM o6pasom,
CeThb AMHAMMUYECKM YCTPaHSEeT Mepuoguyecky BO3HUKAIOIINE MeJIKNe Mpo6aeMbl
C OTIeJbHBIMY Y3JIaMU ¥ CEThIO B 1IEJIOM M MOXKET BITOJIHE eCTeCTBEHHBIM 06pa3om
PacCIIMPSITHCSI ¥ YMEHbIIAThCS MIPY HEOOXOAMMOCTH 6€3 KaKoro-1M60 IeHTPaIn30-
BAHHOTO yIPaBJIeHUSI.

MoONHOLEHHBIE Y3/ibl

[TonHoLIeHHbIE Y3/Ibl — 3TO Y3J1bl, MOAAepPXKUBAIOIIe TIOJHYIO CTPYKTYPY HaHHBIX
6/710KUelTHA CO BCEMU TPaH3aKIMIMMU. BO3MOKHO, 60/iee TOUHO X CIeAyeT Ha3bIBaTh
«TIOJTHOLIEHHBIE y3J1bl O10KuUeiiHa». Ha paHHeM 3Tarie CyliecTBOBaHMS OUMTKOMH-CH-
CTeMbI BCe y3JIbl ObLIM TIOTHOIIEHHBIMM, B HACTOsIIee BpeMsl KiueHT Bitcoin Core
SIBJISIETCS TIOJTHOIIEHHBIM y3/7I0M 6710K4UeifHa. Tem He MeHee 3a TOC/IeIHNe IBa Toa
ObLIM BBEeIEHbI HOBbIe (POPMBI GUTKOMH-KIMEHTA, KOTOPbIE HE TMOMIEepPsKMUBAIOT
TIOJTHYIO CTPYKTYPY JaHHBIX 6JI0KUeliHa, HO paboTaloT KaK yIPOIeHHbIe KIMEeHTHI.
B wrenmyionem pasgesie Mbl paCCMOTPUM UX 6oJiee oapo6HO.

[TonHOLIEHHBIE Y371l GIOKUYEITHA TTOANEePKMBAIOT IMOMHYIO U aKTyaJIbHYIO KOITHIO
CTPYKTYPBI TaHHBIX OJIO0KUeiTHA OUTKOWH-CUCTEMbI CO BCEMM TPAH3aKIUIMU, KO-
TOpble OHM HE3aBUCUMO JPYT OT Apyra CO3Jal0T M MPOBEPSIOT, HAUMHAsI C CaMOro
repBoro 6;10Kka (IepBMYHOro 6J10Ka — genesis block) u BeIcTpanBast 1IemOUKyY [0 ca-
MOTO ITOCJIEIHETO M3BECTHOTO B ceTU 6710Ka. [TOJTHOLIEHHBIN y3€es1 6I0KYeiiHa MOKET
HEe3aBMCUMO M aBTOPUTETHO ITPOBEPUTH JIIOOYIO TPaH3aKIIMIO, He 00paIasich K pe-
cypcam WM KaKkoii-nbo Apyroii moaaepskke MPouMX y3/I0B MIIY UCTOUHMKA MHMOP-
Matyu. ITIoJIHOLIEHHbIN y3€e/1 6JI0KUeifHA [T0JIaraeTCs TOIbKO Ha CETh ITPY ITOTyIeHUN
O0OHOBJIEHHBIX TAHHBIX O HOBBIX O/IOKAX TPAH3aKI[Mii, KOTOPbIE 3aTEM ITPOBEPSIIOTCS
¥ BKJIIOYAIOTCS B JIOKAIBHYIO KOTIMIO CTPYKTYPbI TAHHBIX OJIOKYEITHA 3TOTO y371a.

[Mopmepskka GYHKIMOHMPOBAHMS TIOJTHOIIEHHOTO y3/1a G/IOKUYeliHA TaeT BaM MC-
KJIIOUUTEJIbHBIN OIBIT PAOOTHI C OUTKOMH-CUCTEMOJi: He3aBMCHUMasl IIPOBepKa Kop-
PEKTHOCTU BCeX TpaH3aKIuii 6e3 HeOOXOAMMOCTY TOaraThCsl MM TOBEPSITh 3TU
MPOIeAYPHI APYTUM crcTeMaM. Ho He Tak-TO MPOCTO 06eCIIeYnThb MOAIePIKKY IO~
HOLIEHHOTrO y3J1a, IIOTOMY YTO OH TpebyeT 601ee 20 I'6 (AMCKOBOTO IMPOCTPAHCTBA)
IIJIST TIOCTOSTHHOTO XPaHWININA ITOJIHOM CTPYKTYPbI JaHHBIX GJIOKUeiiHa. Bam morpe-
OYIOTCS JKeCTKUIT OMCK BecbMa OOJIBIIOr0 pasMepa U OBa-TPU IHS ST CMHXPOHM-
3allMU C CEThIO, ¥ TOJIBKO TIOC/Ie ITOTO BbI 3aITyCTUTE MIOJHOLIEHHbIN y3eil. ITO 1leHa
TIOJTHOV HEe3aBUCUMOCTY M CBOOO/BI OT IIEHTPATM30BAHHOTO YIIPABIEHMS.
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CylllecTByeT HECKOJIbKO aJibTePHATUBHBIX peann3alyii MOTHOIEHHbIX Y3JI0B-
KJIMEHTOB 6/I0KUeTHa JJ1s1 O TKOMH-CUCTEMbI, CO3TaHHBIX C TPMMEHEeHeM Pasand-
HBIX SI3bIKOB ITPOrPaMMMUPOBaHMS U IPOrPAaMMHBIX apXuTeKTyp. Ho Hanboiee yacto
BCTpeuaeTcsl aTAJIOHHAs peanusaius kiaueHTa Bitcoin Core, M3BecTHast Takxke TOJ,
Ha3BaHuMeM Satoshi client. Bosnee 75% y3/10B B OMTKOITH-CeTU PabOTAOT IO/, YIIPaB-
JieHMeM pas3nnuHbix Bepcuit Bitcoin Core. OHM uaeHTUGUIMPYIOTCS Kak «Satoshi»
B CTPOKe O BEPCHU, TTIOChIIIAEMOI B COOOIIEHNM version, M OTOOPASKAIOTCS B BBIBOZE
KOMaHbI getpeerinfo, OmMcaHHOI BbIllle, HAIIPMMeEpP B TaKOM Bue: /Satoshi:0.8.6/.

B3AMMHAS «MHBEHTAPU3ALMA»

IlepBoe, YTO HO/KEH CHENaTh IIOIHOLIEHHBIN y3€/ I0C/Ie YCTAHOBJIEHMSI COemM-
HEHMIt ¢ MapTHepaMM, — MOIBbITATHCS CPOPMUPOBATD IIOJHYIO CTPYKTYPY JaHHbIX
61okueitHa. Ecii 9To coBepiieHHO HOBBIN y3€es1 BoooO1e 6e3 Kakoii-n1160 6a3sl JaH-
HBIX OJIOKUYEifHA, TO €My M3BECTEH TOJIbKO OAMH OJIOK — ITePBUYUHbIN OJIOK (genesis
block), craTuuecky BCTpOEHHBII B pOrpaMMHOe obecrieueHye KiaveHTa. HaunHas
¢ 6r10Ka #0 (C TIepBUYHOTO 6JI0KA), STOT HOBbIN y3€JI JO/KEH 3arPy3UTh COTHY ThICSY
OJIOKOB JIJISI CMHXPOHM3AI[MM C CEThIO 1 BOCCTAHOBJIEHMS ITOHO CTPYKTYPBI JaH-
HbIX 67I0KUYeiiHa.

[Ipoliecc CHMHXPOHM3ALMM CTPYKTYphI OJIOKYEliHA HauMHAEeTCS C COOOILIeHMs
version, Tak Kak OHO COZIEP3KUT IToJie BestHeight, TEKYIITYIO BBICOTY II€TTOUKY OJIOKYETi-
Ha (KOJIMYeCTBO OJI0KOB) y3J1a-0TIIpaBuTes. Jlasee y3es IOIyYUT COOOIIEHNS version
OT CBOMX ITAPTHEPOB ¥ Y3HAET, CKOJIbKO GJIOKOB COTEPKUTCS B UX KOIMUSIX CTPYKTYPbI
6710KUeiiHa. Y3/IbI-TTapTHEepbl 0OMEHMBAIOTCS coobLeHneM getblocks, comepskamum
X3lIII-3HaueHue (111 POBOIi OTIIEYATOK) CAMOI0 BEpPXHEro 6/10Ka B JIOKAIbHOM CTPYKTY-
pe 6okueiiHa. OOyH 13 MapTHEPOB CMOKET OIPeIeINTh MTOYYeHHOe X3III-3HaueHe
KaK IIpMHajiexkaiiee He 610Ky, HaXO[SIeMycs Ha BepIlHe 1eIT0YKH, a 6oee cTapo-
My GJIOKY, ClIeOBaTelbHO, MOKHO CHe/IaTh BbIBOJ: COOCTBEHHAS JIOKAJIbHAS KOTIMS
CTPYKTYpbI 6/I0KU€EliHa 3TOTO y3J1a IjIMHHee, YeM KOIIVS ero rapTHepa.

[TapTHep, uMmelouii 6o/lee OJMHHYIO LIETIOYKY OJ0KYeiiHa, XpaHUT OoJbllee
KOJINYECTBO GJIOKOB, UeM JPYTOii y3eJI, ¥ MOXKET OIpeleauThb, Kakue GJIOKM HeoO-
XOOVIMBI IPYTrOMY Y31y, IJISI TOTO YTOObI YCTPAHUTh 3TO «OTCTaBaHue». OH UaeH-
tudunupyet repsbie 500 610KOB, KOTOPHIMYM HYKHO TIOAETUTHCS, U MepenaeT Ux
X3II-3HaUeHus B coobieHnuu inv (inventory). 3aTeM y3eJ1, He UMMt 3TUX 6J10-
KOB, TIOJTY4aeT MX, ITOChLIas IoC/ef0BaTeTbHOCTb COOOIeHMIT getdata ¢ 3ampocamMu
ITOJIHBIX JJAHHbIX 6JIOKOB U MAEHTUDUIMPYs 3aIpOoIleHHbIe GI0KM C TOMOIIBIO X311~
3HAYeHM, paHee MOaYyYeHHbIX B COOOIIeHMNM inv.

Hampumep, mpenmnonokuM, UTO Ha y3jie MMeeTCsI TOJIbKO MepPBUYHbIN 6;10K. 3aTeM
y3eJ1 [10/Iy4aeT OT [IapTHEPOB COObIeHMe inv, comepsKaliee XIIi-3HaueHnus CIeayio-
myx 500 6JI0KOB B 1eIIOUKe. Y3eJl HauMHaeT 3alpaliBaTh 9T GJI0KK Y BCEX COey-
HEHHbIX C HUM [TapTHEPOB, paclpemesiss Harpy3Ky M TeM CaMbIM MCKJIIOUas rmepe-
I'PY>KEHHOCTh KaKOT'0-TO OJHOT'O ITapTHEPa OrPOMHBIM KOJIMUECTBOM 3aIIpOCoB. Y3es
OTC/IESKMBAET KOJIMUYECTBO OJIOKOB, HAXOISIIMXCS «B CTAIMM ITepeJaun» Ha KaskaoM
COeoVHeHN, TO eCTh 6JIOKOB, 3aMpOIIeHHbIX, HO [T0Ka ellle He MPUHSTHIX, U MPO-
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BepseT, He TIPeBbILIeH Iy IUMUT (MAX_BLOCKS_IN_TRANSIT_PER_PEER). TakuM 06pa3oMm,
ecsI HeoOXOAMMO OTPOMHOE KOJIMUYECTBO GJIOKOB, y3€e/1 OyIeT 3arpanBaTh HOBYIO
TIOPLIMIO TOJIBKO MOCJIe 3aBepIlleHUs MPeabIayLINX 3alIPOCOB, II03BOJIAS IapTHEPaM
YIIPaBJISITh CKOPOCTHIO OOHOBJIEHMI, UTOOBI HE IeperpyskaTh ceTh. Kaskablil MpUHSI-
ThIi 6JIOK T0OAB/SIETCS B CTPYKTYPY JAHHBIX 6I0KUeifHa, KaK Mbl YBUAMM B T1aBe 9.
TaKk TOCTeNeHHO CO3/aeTcs JOKaJlbHas CTPYKTYpa JTaHHBIX GIOKUYeliHa, 3arpariy-
BAIOTCSI ¥ IPUHUMAIOTCSI HOBbIE BJIOKM, U 3TOT IMPOLECC MPOJOIKAETCS IO TeX Mop,
[I0Ka y3eJ He JOCTUTHET COCTOSIHVS, COOTBETCTBYIOILEr0 COCTOSIHUSM BCeX IIPOUNX
IapTHEPOB B CETH.

TaKoi1 mpolrecc cpaBHeHMs JIOKaJIbHO CTPYKTYPbI JaHHBIX 6JI0KUYEIfHA CO CTPYK-
TypaMu IIapTHEPOB U MOTYUEeHNUSI BCEX OTCYTCTBYIOIINX GIOKOB MPOVICXOOUT KasKIbIi
pas, KoIJia y3eJl BO3BpalllaeTcs B CeTh I0C/Ie HEKOTOPOTO Mepuoaa oTkiawueHus. He
Ba)KHO, HAXOIMJICSI JIY y3€eJ1 B peskuMe oduialiH UL HECKOIBKO MUHYT U TTPOTTYCTUI
Mapy-TPONKy 6JI0KOB MM OTCYTCTBOBAJ MECSI] U IIPOITYCTUI HECKOIBKO ThICSY 6J10-
KOB, paboTa Bcerma HauMHAeTCs C OTIIPaBKM COOOIeHusT getblocks, mpuema oTBeTa
inv 1 masnbHelIIei 3arpy3ky IMponylleHHbIX 6JI0KOB. Ha puc. 8.6 rmokasaHa cxema
«MHBEHTapuU3alum» ¥ paboThl IPOTOKOJIA PACIIPOCTPAHEHMST OJIOKOB.
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Y3nbl € YNPOLLEHHOW NPOBEPKOM NNATEXEN (SPV)

He Bce y3/bI MMEIOT BO3MOKHOCTb XpPaHEHMS TOTHOM CTPYKTYPhI TaHHBIX OJIOK-
yejiHa. MHOTIMe OUTKOMH-KIMEeHThI IIpeJHa3HaueHbl Ij1s1 paboThl HA YCTPOJCTBaX
C OrpaHMYEHHBIMM PecypcaMy U OTpaHMUEHHBIM CPOKOM paboThl 6e3 mom3apsii-
KM, TaKMX KaK CMapTGhOHbI, TVIAHIIEThI VIV BCTPOEHHBIE CUCTEMBI. JIJIsT TIOTOOHBIX
YCTPOJICTB MCITONIb3yeTCsT METOAMKA YIIPOIIEHHOV ITPOBepKy miatexkeit (simplified
payment verification — SPV), mo3Bosstiomast uM GYHKIIMOHUPOBATh 6€3 XpaHEeHUSs
TTOJTHOV CTPYKTYPbI JAHHBIX GI0KUeliHa. Takye TUIIbI KIIMEHTOB Ha3bIBalOTCs SPV-
KIMeHTaMu, i yrpouleHHbiMy KieHTamu (lightweight clients). ITo mepe pocta
M pacrpocTpaHeHmst GUTKOH-ceTy SPV-y3es cTaHOBUTCS Hanbosee 4acTo BCTpeva-
fomiericst hopmMoit GUTKOITH-Y3J1a, 0COOEHHO [IJIST KOIIeTbKOB, XPAHIIIVX OUTKOHBI.

SPV-y3J1bl 3arpy>kaloT TOJIBKO 3ar0JIOBKY OJIOKOB, HO He TPAaH3aKIMY, BKIIOUEeH-
HbIe B KaKIblii 6/I0K. Takas Lierouka 6;10koB 6e3 Tpansakuuii B 1000 pa3 MeHblie,
yeM ITOJTHAsI CTPYKTYpa JaHHBIX 670KUeitHa. SPV-y3i1bl Hecrioco6HbI chOpPMMPOBATD
MTOJTHYI0 KapTuHY BceX maHHbIX UTXO, MOCTYITHBIX IJIS PACXOJOBAHMS, TOCKOIbKY
TaKMM y3/1aM HMYETO He M3BECTHO 000 BCEX TPaH3aKIMIX B ceTu. SPV-y3ibl mpo-
BepSIOT TPAH3aKIMM, UCITONb3YsI HECKOIBKO M3MEHEHHYI0 METOINKY, OCHOBAHHYIO
Ha MMpeIoCTaBIeHNN TapTHePaMM KO HeOOXOAMMbIX (parMeHTOB JaHHbIX OJI0K-
YyeliHa Mo 3aIpocy.

B KauecTBe aHAJIOTUM ITPEICTABUM cebe IMOTHOIIEHHbIN y3€e/I KaK TYPUCTa B He3Ha-
KOMOM ropojie, CHaG)KeHHOTO TTOIPOGHOI KapToil, Ha KOTOPO# YKa3aHbI KK AsT Y-
11a ¥ afipec Kaskaoro goma. [1o cpaBHEHMIO ¢ HUM, SPV-y3et SIB/IsSIeTCsI TYPUCTOM B He-
3HAKOMOM TOPOJie, KOTOPBIN CIIPalIMBaeT JOPOTY Y CIyUAifHBIX BCTPEUHBIX, UTOODI
MTOCTEIIeHHO OIpeAesATh HallpaB/IeHe IBVDKEHMSI, IPY 3TOM €My M3BeCTHA TOTbKO
oIHa 1aBHas yauiia. HecMoTpst Ha TO UTO 06a TypMCTa MOTYT ITPOBEPUTH CYIIECTBO-
BaHMe JTI0007 YIUIIbI, TIOCETUB €€, TYPUCT 6e3 KapThl HMUEro He 3HAeT O PacIioyio-
SKeHUM APYTUX YIIull, 60jiee TOTO, OH IaKe He 3HAeT O CYIIeCTBOBAHUY IPYTUX YINII.
Haxopsich mepen, momoM ¢ agpecom CobopHast, 23 (B opuruHaie — 23 Church Street),
TYpUCT 6e3 KapThl He MOKET Y3HATh, CYIIECTBYET JI B TOPOJIE ellle TeCSITOK afpecoB
«CobopHast, 23» WM 9TO UMEHHO TOT afpec, KOTOPbIii eMy HYy>KeH. [t TypucTa 6e3
KapThl HAWIYUIIMM PeIleHVEeM SIBJIIETCS OIPOC MTOCTAaTOYHOTO KOJMMUECTBA JIIOMei
C HaJIeXKTOT, YTO HEKOTOPBIE M3 HUX He OYIYT MbITAThCS MOy TUTD HAL HUM.

SPV-y3es npoBepsieT TpaH3aKIIMUY C TOYKYM 3peHnst ux ry6uHbl (depth) B miermouke
6710KUeliHa, a He ¢ TOUKM 3peHust ux BoIcOThI (heght). IToMHOIIEHHBIN y3el 6/10K-
yeiiHa GOPMUPYET ITOTHOCTHIO ITPOBEPEHHYIO (BepUMUIIMPOBAHHYIO) IIEITOUKY M3
THICSTY GJIOKOB U TPaH3aKIINIA, TOMEIeHHbIX B CTPYKTYPY OJ10KUelTHa (B IIPOIIIOM),
HeM3MEeHHO HauMHas ¢ IePBUYHOTO 6j10Ka, ToTma Kak SPV-y3es mpoBepsieT 1emnoy-
Ky BCeX OJIOKOB (HO He BCeX TPaH3aKINil) ¥ YCTaHABAMBAET CBSI3b 3TON IEITOYKU
C TpaH3aKIMeii, KoTopast eMy HeoOXomuma.

Hampumep, ripu ripoBepKe TpaH3akiyy B 6;10ke 300000 mOTHOIIEHHBIN Y3€eJT CBSI-
3piBaeT Bce 300 000 6;10KOB BHM3 10 1[€IIOUKE 10 MEePBUYHOTO 6;10Ka U (GOopMUpPYeT
nosiHyio 6a3y maHHbix UTXO, ycTaHaBaMBasi KOPPEKTHOCTh ¥ 3aKOHHOCTH ITPOBeE-
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psiemMoli TpaH3aKIUM MOCPEACTBOM MOATBEPXKIEHUSI TOTO, YTO COOTBETCTBYIOIINE
manHbpie UTXO ocTamTcs Hem3pacxonoBaHHbIMU. SPV-y3e/l He MOKeT MPOBEePUTh,
OCTaJIUCh U HeuspacxomoBaHHbIMU AaHHble UTXO. BmecTo atoro SPV-ysen ycra-
HaBJIMBAET CBSA3b MEXIY ITPOBEPSIeMOli TpaH3aKIyeil 1 6JIOKOM, comepyKallM ee,
MCIOMb3ys TyTh B AepeBe Mepkie (Merkle path) (cm. pasmen «JlepeBbsi Mepkiie»
B m1aBe 9). 3aTeM SPV-y3e JkIeT, Korma IoBepx 6J10Ka, CofepsKallero poBepsieMyio
TpaH3aKUKoo, OyoyT pa3MelleHbl mecTb 6;10koB ¢ Homepamu ¢ 300001 mo 300006,
TIOCJIe YEeTo BBITIOMHSIET IIPOBEPKY, YAOCTOBEPSIIONIYIO ITyOUHY 3TOTO 6J10Ka 1Mo, 6710-
kamu 300006-300001. ToT dakxr, uTo Apyrue y3Jbl B ceTy mpuHsum 610k 300000
U TIpOJeNIaay HeoOXOAMMY PaboTy IO TeHepaluy elle MeCTy HOBBIX GJI0KOB TI0-
BepX MPOBepPSIeMOro, SIBASIETCS HaAeXHOV rapaHTHeil TOro, UTO B IpOBepsieMoit
TPaH3aKII}Y He ObLJIO HOIYIIEHO IBOTHOE pacXoa0BaHue.

SPV-y3e/l HEBO3MOXHO y6eOUTh B TOM, UTO TPaH3aKIMs CYIIECTBYeT B OJIOKe,
eI B IeMiCTBUTENbHOCTM ee TaM HeT. SPV-y3en ycraHaBiauBaeT (akT CyliecTBo-
BaHMS TpaH3aKIMK B OJIOKe, 3ampalluBasi MyTh B AepeBe MepKie B KauecTBe J0-
Ka3aTeJlbCTBa U IPOBepsst IMOMJIMHHOCTh OKa3aTeNbCTBA BBIMTOJHEHUS pPabOThI
(Proof-of-Work) B 11erouxe 6;10K0B. 1 Bce ke CYIIecTBOBaHMe TPaH3aKIUU MOKET
OBITH «CKPBITO» OT SPV-y3/1a. SPV-y3en MoxkeT 6eCCIIOPHO T0Ka3aTh, YTO HEKOTOPAs
TpPaH3aKIIMs CYyLIeCTBYET, HO He CIIOCO6eH MPOBEPUTD TOT GaKT, UTO OIpee/ieHHasT
TpaH3aKI[Ksl, Kak, HalpuMep, ABOIHOe pacxomoBaHue faHHbIx UTXO, He CcyIecTBy-
eT, IOTOMY UTO He pacriojaraeT 3alucsIMM BCeX TPaH3aKLuii. Ta yI3BUMOCTb MO-
KT MCITO/Ib30BaThCS B aTaKe TUIIA «OTKa3 B 06cTykuBaHum» (denial-of-service) mamn
IUIST aTaKy TUIIA «IBOJHOE pacxomoBaHue» IPOTUB SPV-y3710B. UTOObI 3alIUTUTHCS,
SPV-y3es HO/KeH CTyYaifHbIM 06pa3oM yCTaHaBIMBATh COeOUHEHMS C HECKOIbKM-
MU y3JIaMU, TeM CaMbIM MOBBILIASI BEPOSITHOCTb TOTO, YTO YCTAHOBJIEHA CBSI3b, 10
KpaifHeii Mepe, C OTHUM «YeCTHBIM» y3JI0OM. Takasi He06XOAMMOCTb B CIyUaifHbIX
coeMHEHUSIX O3HAUaeT, uTo SPV-y3/1bl TaKKe YSI3BUMBI [IJISI aTaK TUIIA «paclajieHne
cetu» (network partitioning) mam atak CuBmisl (Sybil attacks), mpu KOTOpbIX OHU
YCTaHABJAMBAIOT COeAVMHEHMS C JIOKHBIMMU Y37IaMU WJIY JIOXKHBIMU (TIOA)CETSIMU U He
TTOJTYYaIOT JOCTYTIA K «<YeCTHBIM» y3JIaM peabHO# GMTKOIH-CeTH.

Iyis GOBIIMHCTBA MPAKTUUECKUX Iiesieli (3amau) SPV-y3/bl ¢ IPpaBUJIbHO yCTa-
HOBJIEHHBIMMY COeIVTHEHVSIMY TOCTATOYHO HAZEXKHbI C TOUKM 3peHMst 6€30T1aCHOCTH,
coXpaHsis 6aJlaHC MEXAY MOTPeGHOCThI0 B pecypcax, MPakKTUIHOCThIO U Ge3omac-
HOCTbI0. HO B y1aHe o6ecrieueHNst caMoil HafesKHOT 3aIMThI HUUTO He MOXKET CpaB-
HUTBCS C TIOJTHOIIEHHBIM Y3JIOM OJI0KYeiiHa.

O [MonHoueHHbIN y3en 6aokyelrtHa BepuduumnpyeT TpaH3aKLMIO, NPOBEPSS BCO LEMOYKY U3 Tbi-
cs4 6nOKOB Nog, Hew, 4Tobbl HeccnopHo AoKasaTh, 4To AaHHble UTXO He m3pacxonoBaHbl,
Torga Kak SPV-y3en npocto nposepseT, Ha Kako rnybuHe XxpaHUTCa COOTBETCTBYOLLMIA BNOK,
uccnenys Heckonbko 610KOB, pacnooXeHHbIX Bbllle NPOBEPSEMOTO.

JI7st IoTyueH st 3aTO/I0OBKOB 6710KOB SPV-y3J1bI TIONBb3YIOTCSL COOOIIEHNEM gethea-
ders BMecTO coobiieHus getblocks. OTBeualomuii mapTHep ormpasiseT o 2000 3a-
T'OJIOBKOB OJIOKOB B OTHOM CO00OIIeHNM headers. DTOT IMPOIECC HECKOIBKO OTIMYAETCS
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OT TIpOIIecca TOTyUeHUs ITOTHOIIEHHBIM y3/I0M GJIOKOB CO BCEM UX COMEPXKUMBIM.
Kpome Toro, SPV-y3/1bl ycTaHaBAMBAIOT GUIBTP COEOMHEHMI C TapTHepaMu, YTOObI
OTCEeUBATh MOTOK «OyAYIIMX» OJIOKOB M TPAH3aKIMi, TOChLIAEMbIX TapTHepaMu. Bee
TpaH3aKLUVu, IpeACTaB/IsolI/e MHTepeC, M3BIeKaloTCs € TIOMOLIBIO 3arpoca getdata.
ITapTHEp reHepupyeT CoobIIeHNe tx, comepskaiiee TpebyeMblie TPaH3aKINN, B OTBET
Ha Takoii 3arpoc. Ha puc. 8.7 mokaszaHa cxeMa CMHXPOHM3AIUY 3ar0JI0BKOB GJIOKOB.

[TockonbKy SPV-y371bl BBIHYK/I€HbBI U3BIEKATh KOHKPETHbIE TPAH3aKIVY, YTOOBI
136MpaTebHO MMPOBEPUTH UX, OHU CO3AAIOT €Ille M PUCK HAPYIIEeHUS CEKPETHOCTU
(TpUBaTHOCTM). B OT/NIMUMeE OT MOTHOIIEHHBIX Y3JI0B OGJI0KUeliHa, KOTOpbie cobMpa-
IOT BCe TPaH3aKIMM BHYTPU KaKAOTO 6J10Ka, 3ampochl SPV-y3/I0B HA KOHKPETHbBIE
JaHHble MOTYT HEyMBIIIJIEHHO OTKpPBITh afpeca COOTBETCTBYIOIIMX KOLIETbKOB.
Hampumep, HeKOTOpast TPEThsI CTOPOHA, HAGTIOAIOIIAS 38 CEThI0, MOXKET OTCIIEXKM-
BaTh BCe TpaH3aKLMM, 3allpallinBaeMble KOLIenbKOM ¢ SPV-y3ia, 1 UCIOIb30BaTh
MOSTyYeHHbIE TAHHbIE JJISI YCTAHOBJIEHUSI COOTBETCTBUSI MEKIY OUTKOITH-aIpecoM
Y IIOJIb30BaTesIeM 9TOrO KOIIe/IbKa, TEM CaMbIM Hapylliasi [IPaBo Ha 3alUUTY JIMYHON
MHbOpMaINK O TI0JIb30BaTee.

YzenA Yzen b

W’
‘y

<< BIN3dd

W

feaders

Puc. 8.7 «+ SPV-yzen,
BbIMOJHAOLWMIA CUHXPOHU3ALLMIO 3aroNoBKOB 6N10KOB

Bckope miocite nosiineHust SPV-y3710B (YIIPOIIEHHBIX Y3JI0B) pa3paboTumKy OUT-
KOJiHA 106aBMIM (PYHKIVMOHAIBHYIO BO3MOKHOCTD ITOf, Ha3BaHueM GuiabTp Biryma
(Bloom filter) myist cHMKeHMS pucKa HapylieHus TpuBaTHOCTU SPV-y310B. ®WibTp
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biyma mosBossier SPV-y3naM momyyaTb HEKOTOPOe TOAMHOXKECTBO TpaH3aKIUit
6e3 TOYHOTO yKa3aHusl TpeGyeMOro KOHKPETHOIO ajpeca C ITOMOIIbI0 MexaHu3Ma
dbunbTpalum, KOTOPBI UCIIONb3YeT BEPOSITHOCTHBIE METO/IbI BMECTO YeTKO OIlpe-
JeJIeHHbIX 11a6I0HOB.

Ddunete Bayma

®unbtp bayma (Bloom filter) — aTo dwibTpyommii MexaHM3M BEPOSITHOCTHOTO I10-
MCKa, CIoco6 ommcaHus Tpebyemoro 1rabjaoHa (o6pasiia) 6e3 ero TOUHOro oIpese-
neHus. Owibtp Biryma npepjiaraet ahGeKTUBHBIN CIT0co6 GopMMUpOBaHMS a6II0-
Ha To¥CKa ¢ obecIieueHyeM 3aIUThl TPUBATHOCTHU. Takyue GUIbTPHI UCTIOTb3YIOTCS
SPV-ysnamu mpy obGpalieHuu K IapTHepaM C 3alpocaMy TPaH3aKIMii, COOTBET-
CTBYIONIMX 3aJaHHOMY IIa6GJIOHY, ITPY 3TOM TOYHO He YKa3bIBAETCs, KaKye MUMEeHHO
azpeca, KUy UM TPaH3aKIMY He0OX0IMMO UCKATh.

B mpenpiayiiem paszeie B IpUMepe-aHaJIOTUY U3 peaabHOM KU3HU TYPUCT 6e3
KapThl BBISCHSIT MapUIPYThI, BeAyliye K agpecy «CobopHas, 23» («23 Church St.»).
CrpaimBasi He3HaKOMBIX JIIOZEeN O MY TSIX, BeAYIIMX K 9TOM yluile, TYPUCT HEBOJIb-
HO BbIZIAaeT CBOIO 1eb. OuibTp Bayma mosBossieT chopMynnpoBaTh BOIIPOC TaK:
«EcTb I TOGMM30CTY YAUIIBI, HA3BAHMS KOTOPBIX 3aKaHUMBAIOTCSI GykBamu P-H-
A-4 (B opurunHane — R-C-H)?» ITogo6HbBII BOIIPOC OTKPHIBAET HEMHOI'O MEHbIIIE
MHGOpMAaIMM O 3ampaiiMBaeMoOii ey, YeM HpsiMoil Borpoc o «Co60pHOI, 23»
(«23 Church St.»). I[IpyMeHSsIst TaKyl0 METOIUKY, TYPUCT MOKET CIIPAIlIMBATDh O Tpe-
6yeMoM azpece ¢ 60IbIIVIMY ITOAPOGHOCTSIMI, HAIIPUMED «3aKaHUMBaETCS GyKBaAMM
O-P-H-A-5I» (B opurunajie — U-R-C-H), min ¢ MEHbIIMMM ITOAPOGHOCTSIMM : «3aKaH-
yyBaercs 6ykBamu A-SI» (B opurunane — H). Bapbupyst TOUHOCTb 00pa3iia moucka,
TYPUCT OTKPBIBAET OOJBIIMIA WJIM MEHbIINII 00beM MHGOpMALNM, MOaydas Ipu
3TOM 60Jiee WM MeHee TOUHBII pe3y/lbTaT COOTBETCTBEHHO. [Ipy Bompoce ¢ MeHee
ompeneneHHbIM 06Pa3I[OM TYPHUCT TOTYIUT HAMHOTO GOJIbIIIE TTOAXOASIINX aIpeCcOB
" JIyuliie 00ecreunT CeKPeTHOCTh, HO MHOTVE pe3y/IbTaThl OyayT HeBepHbIMU. Ha
BOITPOC C Gosiee omnpeAeIeHHbIM 06pa3IioM TYPUCT ITOMYUMUT MEHbIIe Pe3y/lIbTaToB,
HO CeKPEeTHOCTb OYAET CYIIeCTBEHHO CHYDKEHA.

®uibTp Biryma BITTONHSIET CBOIO (DYHKIINIO, TT03BOJISIS SPV-y3I1y orpefennTb o6pa-
3el1 ITOMCKa JIJIsI TPaH3aKIMii C BO3MOXKHOCTBIO HACTPOVIKM COXpaHeHMS O0JIbIIEei TOY-
HOCTY WJIM CEKPETHOCTU. Bojiee KOHKPETHO oIpenesieHHbIi GuiabTp biayma BeimacT
TOYHBIE Pe3Y/IbTAaThl, HO IIATON 32 3TO OYIYT OTKPBITHIE MIABIOHBI, KOTOPBIMY MHTE-
pecyetcs aToT SPV-y3en, cienoBaTenbHO, U aapeca, IpyHaajiexaliye KOeabKy 3TO-
IO ToJIb30BaTesl. MeHee KOHKPETHO OnpeeeHHblli GuibTp Biiyma BbigaeT 6osblie
JAHHBIX O OOJBIIIEM KOJTMYECTBEe TPAH3aKIVii, MHOTYE 113 KOTOPBIX He HY’KHBI 3TOMY
Y371y, HO TaKO¥ ITOXO/, TTO3BOJISIET Y3JTy COXPAHUTH OOJIBIITYIO CTeTIEHb CEKPETHOCTM.

Kak pa6ortaer ¢punbrp Bnyma

OunpTp Bayma peann3oBaH Kak MacCUB MEPEMEHHOr0 pa3Mepa, COCTOSIuiA n3 N
O6uHApHBIX IMGP (BUTOBBIX MOJIEI) U MTePeMEeHHOTr0 KoauyecTBa M X31I-QyHKINIA.
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Xomr-GyHKIUY oAU PAIOTCs TaKMM 06pa3oM, UTOOBI BCerma reHepupoBaTh Pe3yib-
TaT Mexkay 1 u N, COOTBETCTBYIOLIMIT MacCUBY 6MHAPHBIX LUGP. XomI-GYHKIIUA re-
HEpPUPYIOTCST AeTePMUHUPOBAHHO, IIO3TOMY JTI0607 y3eJ1, TPUMEeHSIONii GUIbTP
bayma, Bcerma OymeT MCITOIb30BAaTh OMHU U Te JKe X3II-QYHKIMM U ITOIy4aTh OTHU
M Te Xe Pe3y/IbTaThI [IJIs1 ONpefeIeHHbIX BXOAHBIX JaHHbIX. PMIbTp BymMa MokHO
HacTpauBaTh, BbIOMpas pasnuunyio ;uHy (N) GuibTpa U pasanvyHoe KOMTUUeCcTBO
(M) XomI-(pyHKLINI, TEM CaMbIM M3MEHSISI YPOBEHDb TOUHOCTY ¥ COOTBETCTBYIOIINIT
YpOBEHb CEKPETHOCTH.

Ha puc. 8.8 mokasaH npumep oueHb MajeHbKOTO MaccuBa 13 16 6UTOB 1 Ha6Op 13
Tpex XomI-QyHKUNI Ij1s1 HAIISIAHOM JeMOHCTpaluy paboThl GpuiabTpa Biyma.

Tpu xaw-dyHKuMM

& &) )

BobiBoa, X3w-hyHKumit
clno16

Mycras 3arotoska ¢unbTpa, 16-6MT0BLIA MaccHB

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

1 2 3 4 5 6 7 8 9 M€ 1" 12 13 14 15 16

Puc. 8.8 < lpumep ynpolieHHoro gpunetpa bnyma
¢ 16-61TOBbIM MacCHBOM M TpEMS X3LW-QYHKLMUIMU

OuabTp BayMa MHUIIMAIM3UPYETCS HYJISIMM BO BceX GUTOBBIX MOJISIX. 17151 mo6aB-
JleHus 1mab6soHa B GuabTp BiiymMa 3TOT MIA6JI0H XUMIMPYETCsT MO0UePesHO Kaskaoii
Xo1I-(yHKIMeH. Pe3yabTaToM TpMMeHEeHUs! TepBOi X3MI-(PYHKINUM K BXOIHBIM
OAHHBIM SBJIseTCS unciao Mexxay 1 u N. I COOTBETCTBYIOIIEro 6MTa B MaccuBe
(mpouHgekcupoBaHHoM oT 1 1o N) ycTaHaB/IMBaeTCsl 3HaUEHME 1, TO eCTh 3aIMChl-
BAeTCS pe3y/bTaT BBITIONHEHMS TIepBO XoUI-QYHKIMM. 3aTeM BBITIONHSIETCS Clie-
IOyIomas Xoui-QyHKINMS M YCTaHABAMBAETCS COOTBETCTBYIOIINI ee pes3y/nbTaTy OuUT
uT. 1. [Towte mpumeHeHMst Bcex M xa111-GyHKIMI 1a6I0H MTOMCKA CYUTAETCS «3aTi-
CcaHHBIM» B GuIbTpe Biayma kak M 6MTOB, 3HaUEHMSI KOTOPBIX M3MEHEHBDI C 0 Ha 1.

Ha puc. 8.9 nokasau npumep gob6aBieHus mabioHa «A» B pocToii duabtp Biry-
Ma, 306pakeHHbIi Ha puc. 8.8.

IloGaBjieHe BTOPOTrO I1ab6JI0Ha BBITTOMHSIETCS OYEHb ITPOCTO, TOCKOIBbKY IT0-
BTOPSIETCSI BBIIIEONCAHHBIN mpoliecc. IIIa6oH X3IupyeTcs MoouepesHo Kakaoit
Xo1I-QYHKIMEI, pe3ylbTaThl paboThl PUKCUPYIOTCS C TOMOIIbIO YCTAHOBKM JIJISI CO-
OTBETCTBYIOLIMX OMTOB 3HaueHus1 1. OTMeTHUM, UTO ITOCKOJIbKY GuabTp Biyma 3a-
TITOJTHSIETCST HECKOMBKMMU Ia6IOHaMM, Pe3y/IbTaT BhIIOTHEHMS XIII-QYHKIUY MO-
SKET COOTBETCTBOBATh OUTY, [/ KOTOPOTO YK€ YCTaHOBJIEHO 3HAUeHle 1, M B 9TOM
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caydae 6uT He u3MeHsieTcsl. Ilo cyuecTBy, ueM Gosblile MAa6IOHOB 3aIVIChIBAETCS
B MT€PEKPHIBAIOIIUXCST OUTOBBIX ITOJISIX, TEM OOJiee HACBIEHHBIM eIMHUYHBIMU OU-
TaMU CTAaHOBUTCSI QUIBbTP, IPU 3TOM TOUYHOCTbh GUIbTpa CHMsKaeTcsl. VIMeHHO To-
aTomy GuabTp BayMma sIB/iIeTCs BepOSITHOCTHOM CTPYKTYPOI JAHHBIX — OH CTaHO-
BUTCSI MEHEE TOYHBIM, eCJTU J00aBIIsIeTCsI Bce 60obIile mabioHOB. TOUHOCTD 3aBUCUT
OT KO/MM4ecTBa 06aBiseMbIX A6I0HOB, COIIOCTABISIEMOro ¢ pa3MepoM OUTOBO-
ro maccuBa (N), u uncia xaur-dyHkuuii (M). BUTOBBI MaccuB GOJbIIETO pa3Mme-
pa u 6omblee KOMMIECTBO X3MI-(GyHKIVI TO3BOJISIIOT 3amMCcaTh 6oblile MabI0HOB
C BBICOKOJ TOYHOCTBIO. BUTOBBII T MacCUB MaJIOTO pa3Mepa M HeGObIIoe KOIUYeCT-
BO X3MI-(YHKIIVI MO3BOJISIIOT 3aM1CATh MeHbIlle MIabJIOHOB 1 06eCIeurBaI0T MEHb-
IIyI0 TOYHOCTb.

O6pazeL

Xaw-dyHKuUMM

1 0 1 0 0 0 0 0 0 0 0 0 0 1 0 0

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

Puc.8.9 < [lob6asneHue wabnoHa «A» B npoctoit punetp bayma

Ha puc. 8.10 mokasan mpumep nob6aBiaeHMs] BTOporo mabioHa «B» B mpocToii
dunbTp Briyma.

YTOO6BI MPOBEPUTH, IBSIETCS JIY 1IA6JIOH YacTbio GuibTpa biayma, mpoBepsieMblii
1a6JI0H X3IIMPYeTCsT MooUepeqHO Kaskaoi X3mi-GyHKIMel, U TToyueHHbI B pe-
3yJIbTaTe HOMep 6UTa CpaBHUBAETCS C OUTOBBIM MaccuBOM. Eciiv Bce HOMepa 6UTOB,
MOJTyYeHHbIe C TTOMOIIbI0 X3II-QYHKIMIA, COOTBETCTBYIOT 6MTaM, YCTAaHOBJIEHHBIM
B 1, To 9TOT 11a6/I0H, BO3SMOKHO (BE€pOSITHO), 3ammcaH B ¢puiabTpe bayma. Tak Kak
OUTHI MOIJIM GBITh YCTAHOBJIEHBI BCIEINCTBYUE MEPEKPBITHSI HECKOIbKUX IA0I0HOB,
OTBET HE MOXXET ObITh BIIOJIHE OMPEeIEI€HHbIM, 3TO JIUIIb BEPOSITHOE AOIYIIEHNE.
ITporie roBopsi, MONOXKUTENbHOE COBIaieHIe ITPOBePsieMOoro I1abioHa ¢ GuIbTpoM
biiyma — aTo oTBeT «BeposiTHO, fa».
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ObpaseL

Xaw-yHKLMM

1 0 1 0 0 0 1 0 0 0 0 0 0 1 0 1

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

Puc. 8.10 < [obasneHwue BTOpOro wabnoHa «B» B npoctoi dunetp bayma

Ha puc. 8.11 mokasaH mpuMep IMPOBepKM HaIuuus IabioHa «X» B MPOCTOM
dunbTpe Biryma. COOTBETCTBYIONIME OUTHI MMEIOT 3HAUEeHME 1, TO9TOMY, BEPOSTHO,
9TOT LIAGJIOH COmEPSKUTCS B (PUIbTpe.

Obpased, BktOUEH?

Xaww-dyHKUnM

1 0 1 0 0 0 1 0 0 0 0 0 0 1 0 1

1 2 3 4 5 6 7 8 9 10 11 12 13 4 5 16
Bo3moxHo, Aa

Puc. 8.11 < Tposepka Hannuus wabnoHa «X» B NpocToM Gunbtpe bayma.
Pe3ynbTaT — BEpOSATHOCTHOE NO3UTUBHOE COOTBETCTBUE,
o3HavawLee «BeposTHO (BO3MOXHO)»
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C Opyroit CTOPOHBI, eC/IM IIPU MIPOBepKe 11ab/IoHa Ha Hamuuue B puibTpe Biyma
JII000i OUT C BBIYMCIEHHBIM HOMEPOM COIEPKUT 3HAUeHMe 0, 9TO JOKa3bIBAEeT, UTO
TIpOBepsIeMbIii 11a6JIOH He 3amucaH B GuibTpe Biayma. OTpuilaTeabHbI pe3yabTaT
He BepOSITHOCTHBIN, OH BIIOJIHE OIpee/ieHHbIi. [Ipole roBopsi, OTpUIlaTeTbHbBIN
pesyabTaT MPOBEePKM — 3TO OTBET «OIpeesieHHO HeT».

Ha puc. 8.12 mokasaH NpuMep MPOBEPKM Hauuuus madmoHa «Y» B MPOCTOM
dunbTpe Bayma. OnuH M3 OGUTOB C BHIYMCIAEHHBIMY HOMEpaMy MMeeT 3HaueHue 0,
ITO3TOMY IIPOBePSIeMblIii I1a6JIOH OIpeeIeHHO He COIEPKUTCS B GUIbTPeE.

Obpased, BK/oueH?

Xaww-dyHKLnmM

1 0 1 0 0 0 1 0 0 0 0 0 0 1 0 1

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
OnpegeneHHo HeT

Puc. 8.12 < TpoBepka Hanuuus wabnoHa «Y» B npocTtoM dunbtpe bayma.
Pe3ynbtaT - IBHOE OTCYTCTBME COBMAAEHMS, 0O3HavawLwee «OnpeneneHHo HeT»

Kak SPV-y3nbl NPUMEHSIOT ®ounbTPbl ByMA

@OuabTpsl BaryMma MCmonb3yoTest 11 GUIbTpauuy TpaH3aKuuit (M comepskaumx ux
6710KOB), KOTOpbIe SPV-y3eJI MosTy4aeT OT MapTHEPOB, BHIOVPAst TOIBKO MHTEPECYIO-
IIJe ero TpaH3aKIMu 6e3 paCKPbITHSI COOTBETCTBYIOLIVX aIpECOB WM KITIOUE.

SPV-y3en muunmanusupyet ¢buabTp biiyma Kak «IyCTOii», B 3TOM COCTOSIHUU
(GUIBTPY HE COOTBETCTBYIOT HMKaKMe IabaoHbl. 3aTeM SPV-y3en Gpopmupyer crm-
COK BCeX aJipecoB, KJII0Ueil 1 X3II-3HaYeHMI, B KOTOPBIX OH 3aMHTepeCcoBaH. JTO Je-
JIaeTcs TOCPEeACTBOM M3BJIeUeHNMS X3UI-3HAYEHMS OTKPBITOTO KITI04a, X311 -3HaYeHUS
CKPUIITA U UAEHTUMUKATOPOB TPAH3aKLIMI 13 JTI06BIX JaHHbIX UTXO, yIipaBisieMbIX
KOIIIeJTbKOM 3TOro y3i1a. 3aTeM SPV-y3en mo6aBiisieT KaXKablil 13 BHIOPAHHBIX 00b-
eKkToB B GuiabTp Biiyma, Tak 4To «COOTBETCTBUE» DUIBTPY OYIeT JOCTUTHYTO, eCiu
3a/laHHbIe MIAGIOHBI MPUCYTCTBYIOT B TPAaH3aKIIVM, IIPU 3TOM CaMy HIAGIOHBI He
PacKpbIBAIOTCS.
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[Tocme saToro SPV-y3en oTmpasisieT mapTHepy coobienne filterload, comepska-
miee puapTp Bayma, 1151 MCIonb30BaHMsI Ha 9TOM coeiuHeH. Ha cTopoHe nmapTHe-
pa GuabTpbl Biiyma cBepsItoTCS C Kaskaoit BXoasiieii TpaH3akiineit. [IomHOIeHHbI
y3eJI MpoBepsieT HeCKOIbKO YacTei TpaH3aKIuM Ha COOTBETCTBME QWiIbTpy biyma,
BBITIO/THSISI TIOVUCK COBMAAeHU B CJIEAYIOIINX SI€MeHTax:
O wupeHTUGUKATOP TPAH3AKIINN;
O KOMIIOHEHTHhI MAaHHBIX M3 OJOKUPYIOMIMX CKPUIITOB Kaxkaoro (parmeHTa
BBIXOAHBIX MAHHBIX TPaH3aKUMM (KAKObIM KIIOU U KaKIOe X3II-3HaueHue
B CKpUIITe);

O Kax/ablil pparMeHT BXOIHBIX TaHHbBIX TPAH3aKIIN;

O KaXk/bli1 KOMITIOHEHT JAHHBIX MOAINICY BXOIHBIX (DparMeHTOB (MJIY CKPUIITOB
JIOKa3aTesbCTB).

[Tpu mpoBepKe BceX IEpPeuMCIeHHBIX 37IeMeHTOB (UIbTPhI BiiyMa MOKHO MC-
MOJb30BaTh [JIS1 TOMCKA COBHAEeHUI B X3IIaX OTKPBITHIX KIIIOUel, B CKpUIITAX,
B 3HAUEeHMSIX OP_RETURN, B OTKPBITBIX KJII0UaX B IMTOATIMCSIX VI B JTI0OOM KOMITOHEHTE
CMapT-KOHTPAKTa WU CJIOXKHOTO CKPUIITA, B TOM YMC/Ie U B TeX KOMIIOHEHTaX, KO-
TOpbIE TTOSIBSITCS B OYmyIleM.

[Mocte ycraHOBKM (UIBTpaA MapTHEP MTPOBEPSIET C €ro TTOMOIIbI0 BIXOIHbIE TaH-
Hble KaXXA0} TpaH3aKIUK. 3anpaliBaioemMy Y3y OTIIPaBJISIIOTCS TOJIBKO Te TPaH3-
aKIuy, KOTOpble COOTBETCTBYIOT QUIIBTPY.

B oTBeT Ha coobiIeHMe getdata OT 3aMpaIIMBaIONIETO Y3J1a TaPTHEPbI OTIIPABISIIOT
coobienne merkleblock, comepskaliee 3ar0JIOBKM TOJIBKO TeX GJIOKOB, KOTOPbI€ COOT-
BETCTBYIOT GUIIBTPY, U ITyTh B iepeBe Mepkiie (cM. pasfen «JlepeBbst Mepkiie» B I/ia-
Be 9) I KaXKIoi HalileHHON TpaH3aKluK. 3aTeM MapTHePbl HAUMHAIOT OTIIPABKY
COOOIIEeHN tx, comepsKaIINX TPAH3aKIMM, COOTBETCTBYIOIIVIE QUTBTPY.

[Tocne Havana mepenaum TpaH3aKUMI € MTOTHOLEHHOTO y3j1a Ha 3alpalliyBaio-
mwnit SPV-y3en aTot SPV-y3en oT6pachiBaeT BCe JIOKHbIE COBIMAZEHNUS U VICIIONb3YeT
TPaH3aKIINUA C «IIPaBUIbHBIMM» COBITaIEeHUSIMU 1151 OGHOBJIEHMSI COGCTBEHHOTO Ha-
6opa manHbeix UTXO 1 6aymaHca Kolenbka. ITocjie 0GHOBIEHMS JIOKAJIBHOTO TIpef-
craBjeHus Habopa maHHbIXx UTXO SPV-y3en usmenset ¢puabTp biayma, onpenenss
B HEM IIA0JIOHBI IJIT COOTBETCTBMS BCEM OYIYIIMM TPaH3aKLMSIM, CChUTAIONIMCS
Ha TONBKO 4TO noiyueHHbIe faHHble UTXO. 3aTeM MOTHOLEHHBI Y3/ UCTIOIb3yeT
HOBBIN GuabTp Biryma [1J1s moucka coBIaieHnit B HOBIX TPaH3aKIMSIX, U BECh TPO-
11eCC MOBTOPSIETCSI.

V3en, ycraHaBauBawmuit GuibTp Biyma, MOXeT B MHTEPaKTUBHOM pekuMe
I06aB/ISATh IIa60HbBI B 3TOT GUILTP, MOChLIast coobuieHust filteradd. 111 momHOI
ouncTku GunbTpa biryma ormpasinsercs coobmenne filterclear. [IOCKOMbKY HET
BO3MOKHOCTM YAAJISITH MIa0J0HbI 13 GUJIBTPA, Y3€JI NO/KEeH MOTHOCTHIO OUMCTUTD
GuiIbTp, 3aTEM OTIIPaBUTH HOBBIE IMIAOJOHBI, €C/IM CTApbIii Aa6IOH OOJbIIe He
HYKeH.

CeTeBoi1 NPOTOKON U MeXaHU3M GuiabTpa Biayma s SPV-y3noB omnpenesieHbl
" oAPO6HO omucaHbl B fokyMmeHTe BIP-37 (Peer Services) (https://github.com/bit-
coin/bips/blob/master/bip-0037.mediawiki).


https://github.com/bitcoin/bips/blob/master/bip-0037.mediawiki
https://github.com/bitcoin/bips/blob/master/bip-0037.mediawiki
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SPV-vy3nbl 1 NPUBATHOCTb

V35b1, peanusylomye MexaHusM SPV, obiagaioT 6omee ¢1aboit 3aImuTON MPUBAT-
HOCTY, YeM TTOJTHOLIEHHBIN y3es1. [I0;THOIeHHbIN Y3/l MPUHMMAET BCe TPaH3aKINA,
ITO3TOMY He pacKpbIBaeT MHGOPMAIIIO O TOM, MCITOIb3YeT I OH HEKOTOPBIN afipec
B CBOeM Kolresnbke. SPV-y3es momyyaeT OTGUIBTPOBAHHBIN CITMCOK TPaH3aKIINIA,
CBSI3aHHBIX C aJ[pecaMy B eTo KOIllejbKe. B pe3ysmbraTe CHIKAeTCS YPOBEHD 3aIUThI
JIMYHBIX TaHHBIX BJIAIE/IbIIA.

OuabTphl BiryMma mpencTaBisioT co607 crioco6 MOBBIIIEHS YPOBHST 3aLUThI JINY-
HBIX JaHHBIX Y TIPOUMX CEKPEeTOB. be3 humbTpoB SPV-y3est 6611 651 BEIHYKIEH Pabo-
TaTh CO CIMCKOM KOHKPETHBIX a[peCOB, MHTEPECYIOIIMX €r0, IPY 3TOM BO3HMKAJIA
ObI cepbe3Has YsI3BMMOCTb B CMCTEMeE 3alllUThI €ro JMUHBbIX JaHHbIX. Ho maxke mpu
ucronb3oBauuu GuibTpoB bayma mMoHuTOpMHT Tpaduka SPV-kiameHTa TpeTbeit
CTOPOHO WM TIPSIMOEe COedVMHEeHMe C HUM IOf, BUAOM y3J1a IMPUHTOBOI CETU CO
BpeMeHEeM IT03BOJISIET COOPATh TOCTATOYHBIN 06beM MHMOpMAIMI, UTOOBI Y3HATD
agpeca B Komienabke SPV-KineHTa.

3ALMDPOBAHHBIE U 3ALUMILEHHBIE COEAUHEHUS

Bo/MbUIMHCTBO HOBBIX MOJb30BaTeNelt GUTKOIH-CUCTEMBI TojaraeT, YTO CeTeBbie
coeViHEHMST GUTKOIH-Y3/I0B 3aIM(pOBaHbL. B Ae/ICTBUTEILHOCTY ITAJIOHHAS pea-
JIM3alus MeXaHM3Ma CeTEBOTO OOMeHa JAHHBIMU B GUTKOMH-CUCTEME MOTHOCTHIO
OTKPBITA. DTO He SIBJISIETCS CYLeCTBEHHbIM HapyllleHeM CeKPEeTHOCTY U IIPUBATHO-
CT¥ 17151 TIOJTHOILIeHHBIX Y37I0B, HO 11 SPV-y3J10B IpeficTaBiIsIeT 60IbLIYI0 TPObieMy.

B KauecTBe MePbI 3aMIUTHI MPUBATHOCTY U YKPETUIeHMsI 6e30TIaCHOCTY MUPUHTO-
BOJ GUTKOIH-CETY MPEAJIaraloTcsl 1Ba pellleHNus, obecrieunBaloliye mmudpoBaHme
ceteBbiX coenuuenuii: Tor Transport u P2P Authentication and Encryption (BIP-
150/151).

Tor Transport

Tor - aTro ab66peBuatypa ot The Onion Routing network — Ha3BaHMs TPOrPaMMHOIO
MIPOeKTa U CeTH, Ipearamiei mmdpoBaHue M MHKATICYISIINIO JAHHbBIX, TIepeia-
BaeMbIX I10 CIy4YalfHO BhIOpAaHHBIM CeTeBbIM MapuipyTam. Takoit moaxon obecrie-
YMBaeT aHOHMMHOCTb, CYLIeCTBEHHO 3aTPYAHSET OTCAeXMBaHME U rapaHTUpyeT
COOMI0IeH e CEKPETHOCTY (IIPUBATHOCTH).

Bitcoin Core mpepjaraeT HeCKOJIbKO ITapaMeTPOB KOHMUTypalyy, KOTOpbIe IM0-
3BOJISIOT 3aITyCTUTb OUTKOMH-y3€e1 B peskuMe mepemaun Tpaduka yepes ceTb Tor.
Kpome Toro, Bitcoin Core npepjiaraet cKpbIThIit cepByc Tor, MO3BOMSIOMINIA APYTUM
Tor-y3saM yCTaHaBAMBAThL COeIMHEHNME C BAIIMM OUTKOMH-Y3JI0M HAIIPSIMYIO uepes
ceTb Tor.

B Bepcum Bitcoin Core 0.12 y3es aBTOMaTHUeCKM HauMHAET ITOb30BaThCsI CKPbI-
ThIM cepBucoM Tor, eciiv y Hero eCTb BO3MOXKHOCTb YCTAaHOBUTD COeIMHEHME C JIO-
KanbHbIM Tor-cepBucoM. Eciau ITO Tor ycraHoB/ieHO U Tpotiecc Bitcoin Core 3arry-
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IIeH OT MUMEeHMU T0Ib30BaTeJIsl, 00/1aJat0IEero JOCTATOYHBIMMY TTPaBaMU JJIsI TOCTYTIA
K KyKM (cookie) ayrentudukaiuu Tor, To paboTa HauUMHAETCST aBTOMATHUUYeCKu. Mc-
nonb3yiite (uar debug ns BkiatoueHus B Bitcoin Core peskuma oTaafKu sl CepBU-
ca Tor, HampuMep CIeAYIIMM 06pa3oM:

$ bitcoind --daemon --debug=tor

B cucTeMHBIX KypHasax (JIorax) Bbl IOMKHBI YBUIETD 3aITUCh «tor: ADD_ONION suc-
cessful», o3Havarryio, 4yTo Bitcoin Core ycmenrHo m06aBUI CKPITBI CEPBUC IJIST
cetu Tor.

Bosnee mogpo6Hble MHCTPYKLMY T10 3aIycKy Bitcoin Core Kak CKpbITOTO cepBUCa
Tor MOKHO HalTV B moKyMeHTauuu 1o Bitcoin Core (docs/tor.md), a Takke B pa3-
HOOOPa3HbIX OHJIATHOBBIX PYKOBOJICTBAX.

AyTteHTUdUKauma 1 wmncdpoBaHUe B NMPUHIOBOI CETH

IBa mokymeHTa — BIP-150 1 BIP-151 — go6aBnsior roaaepskky P2P ayreHTudMKa-
Iy ¥ mubpoBaHKs B MMPUHTOBOI OGUTKOMH-ceTH. DT ABa oKyMeHTa BIP ompe-
JIeJISIIOT TOTIOTHUTETbHbIE CEePBUCHI, KOTOPbIe MOTYT MPeaaraTbCs COBMEeCTUMbIMU
6uTKoitH-y31aMu. JokymeHT BIP-151 paspemniaeT uConb30BaHMe COTTIACOBAHHOTO
(0 OTOBOPEHHOCTHM) MMGPOBAHMS [IJIT BCeX KaHAJIOB 0OMeHa JaHHBIMU MEKIY
IBYMS y3JIaMU, ITOAIepKUBAOIIMMy cTaHgapT BIP-151. [TJokymeHnT BIP-150 mpen-
JlaraeT AOTIOJHUTEIbHYIO ayTeHTU(UKALMIO TMapTHEPOB, MO3BOJSIOIIYIO Y3j1aM
MIPOBOIUTH MPOIEAYPY ayTeHTUDUKALMY IS KAXKIOTO ITOCTOPOHHEr0 0ObEKTA, MC-
monb3yst Mmexauusm ECDSA 1 cekpeTHbIe Kittoun. JIokymeHT BIP-150 TpebyeT, uTOObI
repej, MpoIeAypoil ayTeHTUdUKALIMY ABa y3/1a 00s3aTeIbHO YCTAHOBWIIN 3aIlnd-
pOBaHHOe coeivHEHMe TI0 cTaHapty BIP-151.

B ssuBape 2017 roga craugaptbl BIP-150 1 BIP-151 eme He 6bUIM peain30BaHbl
B Bitcoin Core. Ho 53T iBa nipeijioxkeHUSI peain30BaHbl, 110 KpaliHeil Mepe, B OMHOM
13 aJIbTepPHAaTUBHBIX OMTKOMH-KIMEHTOB IO Ha3BaHMeM bcoin.

IokymeHTbl BIP-150 u BIP-151 mo3BOJSIOT IMOb30BaTensiM paboraTh ¢ SPV-
KJIMeHTaMM, KOTOpbIe YCTAaHABAUBAIOT COeIMHEHNE C JOBEPEeHHBIM MOJTHOI[€HHbIM
y3JI0M, UCITOTb3YS MMdpoBaHue U Mpoieaypy ayTeHTUhUKALMM AJIST 3aIIUThI TTPU-
BaTHOCTU SPV-KkineHTa.

Kpome Toro, ayreHTUGMUKAIMS MOKET MCIIONIb30BAThCS [T CO3MAHUSI ceTeit U3
IOBEPEHHbBIX OMTKOITH-Y3JI0B U AJIs 3alIUTHI OT aTak Tuma Man-in-the-Middle. Ha-
KoHell, P2P-mmdpoBaHue Mpy MIMPOKOM PaCIpOCTPaHEHUM MOIIO 6bI YKPENUThb
YCTOMUMBOCTb OUTKOMH-CUCTEMBI TIPOTUB IOIBITOK aHamu3a Tpaduka U CJIEXKKH,
HapyIIaolei mpaBo Ha 3aIIUTY JMIHOI MHGOPMAaIINY, 0CO6EHHO B TOTATUTAPHBIX
rOCyapCTBax, B KOTOPBIX UCIIONb30BaHMe VHTepHeTa >KeCTKO KOHTPOJUPYEeTCS
U OTCJIEXKMBAETCS.

Cranpapt omnpeneneH B mokymeHTax BIP-150 (Peer Authentication) (https:/
github.com/bitcoin/bips/blob/master/bip-0150.mediawiki) 1 BIP-151 (Peer-to-Peer
Communication Encryption) (https://github.com/bitcoin/bips/blob/master/bip-0151.
mediawiki).


https://github.com/bitcoin/bips/blob/master/bip-0150.mediawiki
https://github.com/bitcoin/bips/blob/master/bip-0150.mediawiki
https://github.com/bitcoin/bips/blob/master/bip-0151.mediawiki
https://github.com/bitcoin/bips/blob/master/bip-0151.mediawiki
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Mynbl TPAH3AKUMIA

IMouTy KakapIit y3el B OMTKOMH-CETY MOAAEPKMBAET BPeMEHHBIN CITVICOK HEIOA-
TBEPKAEHHbIX TPAH3aKI[Mi1, HA3bIBA€MBbIii ITYJIOM IaMSITH (memory pool, mempool)
VTV TTYJTOM TpaH3aKIuii (transaction pool). Y3J1bl MCITONMB3YIOT 3TOT ITYJT [IJ1sT HA6TI0-
IeHMS 3a TpaH3aKLUMSIMM, KOTOpble M3BECTHbBI B CETU, HO MOKA ellle He BKIIUEHbI
B CTPYKTYPY JaHHBIX 6y10KueiiHa. Hampumep, y3es Kolesbka UCIIOMb3yeT Iyl TpaH-
3aKLMI 71 OTCAEKMBAHMS BXOOSIIMX IJIaTeXel B KOIlleleK M0/JIb30BaTesl, KOTO-
pbie TIPUHSITHI B CETU, HO ellle He TTOATBEeP>KAeHbI.

[Tocste TOro Kak TpaH3aKIMM MIPUHSTHI ¥ IIPOBEPEHbBI, OHY TOOABIISIOTCS B ITYIT
TpaH3aKUMI U TTepefarTCsl COCETHMUM y3JIaM IJIsT paCIPOCTPAaHEHMS 110 CETH.

HekoTopsie peanmsaniuy ys3jaoB Takke MOANEPKMBAIOT OTAEIbHBIN ITyJT TPaH3-
aKIUii-«CUpoT». ECiM BXOAHbIE JaHHbIE TPaH3aKIMM CChUIAIOTCS HA TPaH3aKIMIO,
KOTOpasl ellle HeM3BEeCTHA, HAlPUMep OTCYTCTBYET «POAUTEeNbCKasi» TPaH3aKIMSI,
TO TPaH3aKIMSI-«CUPOTa» 6yIeT BpeMEHHO COXpaHeHa B ITyJie «CUPOT» IO TeX I0p,
IOKa He MOSIBUTCS TpaH3aKUMsI-TIpeaoK.

[Tpu mob6aBeHMM TPaH3aKIVY B OCHOBHOI ITyJT IIPOBEPSIETCS MYJT «CUPOT» HA Ha-
JIuye TpaH3aKLMii, CChIIAIOIMXCS Ha BbIXOAHbBIE JaHHbIe HOBOI TpaH3aKIuu (TO
€CTb ITIOTOMKOB 3TO¥ TpaH3aKIMK). 3aTeM BCe MTOAXOASIIMe TPaH3aKIUN-«CUPOThI»
MIPOBEPSIOTCSI HA KOPPEKTHOCTD U JIeTaJIbHOCTD. EC/IM «CUPOThI» KOPPEKTHBI U Jie-
TaJIbHbI, TO OHM YAAISIOTCS U3 TIyJ1a «CUPOT» U J06ABIISIOTCS B ITYJT TPAH3aKIINIA, 10-
TTOJIHSIS LIETIOYKY, KOTOpasi HAUMHAeTCsI C POAUTENbCKONM TpaH3akKuu. sl KaKmon
HOBOJ1 06aB/ISIEMO TPAH3aKIINY, KOTOPAs Y>Ke He SIBJISIETCS «CUMPOTO¥», IIpoliecc
PEKYPCUBHO MOBTOPSIETCSI, TO €CTh TPOBOJAUTCS TTIOUCK BCEX €e MOocIeloBaTenei 10
TeX IOp, ITOKa BCe MOC/Ie0BaTeNN He OYIyT HalieHbl. B 3ToM mpoliecce mpubbITHE
POAUTENBCKONM TPaH3aKIMN MPUBOANUT K KACKaTHOMY IepeCTPOEHMIO BCei LeTTOYKI
B3aMMO3aBMCUMbBIX TPAaH3aKIMIi IyTeM BOCCOeIMHEHMS «CUPOT» C UX POAUTENSIMU
10 BCeJ LieTIouKe.

[Tyn TpaH3aKuit U MyJa «CUPOT» (eCM OH Peann30BaH) XPaHSITCS B JIOKAJIbHOM
OTepaTUBHON MaMSITU U He COXPAHSIIOTCS Ha TOCTOSIHHBIX 3aTTOMMUHAIOIINX YCTPOi-
CTBaX, OHM OMHAMMUUECKH ITOMOJIHSIOTCSI JAHHBIMM U3 IPUXOOSIINX CETEBBIX CO00-
menuii. Cpasy rmociie 3amycka y3ia oba mysia ImyCcTbl, OHM IIOCTEIIEHHO 3aITOTHSIIOTCS
HOBBIMU TPaH3aKUMSIMMU, MOCTYMAIOIXMMU B CETh.

HexoTopbie peanm3anyy 6GUTKOMH-KIVEHTA TaKKe MOAAePKMUBAIOT 6a3y JaHHBIX
UTXO unu myn UTXO, mpencTaBisionmii cob6oii Habop Bcex HeM3pacxom0BaHHbIX
TPAH3aKIIMiI B CTPYKTYpe MAHHBbIX Oj0KYeiiHA. MOXKET IMOKa3aThbCsl, UTO TEPMUH
«1ys1 faHHbIX UTXO» CIMUIIKOM IMOXO0X HAa TEPMUH «ITyJI TPAH3aKLMii», TEM He Me-
Hee OH MPeJICTaB/IsIeT OTHEeIbHBI HAOOP JAHHBIX. B OT/IMUMeE OT MyJIOB TpaH3aKIINit
" «CUpOT», iy AaHHbIX UTXO npu MHUIManmu3auun He IMyCT, & COTEPKUT MUILTN-
OHBI 3aIMCeil 0 HeM3PaCcXOJOBaHHBIX BbIXOAHBIX JAHHBIX TPAH3aKIMI I10 IIeII0YKe
IO CaMOTO TepBMYHOro 6710Ka. ITynm ganHbix UTXO MOKeT XpaHUTbCS B JIOKATbHOM
OTepaTUBHONM NaMSITU UM Ha YCTPOVICTBE BHEIIIHEN NaMsTH B BUIEe MHAEKCUPOBAH-
HOJI 6a3bl JaHHBIX.
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[Tysibl TpaH3aKUMIA U «CUPOT» SIBJISIIOTCSI JIOKAJIBbHBIM IpeCTaBIeHNEM NaHHBIX
C TOYKM 3PeHMSI OTAEIbHOIO y3JIa M MOI'YT CYI@CTBEHHO M3MEHSTHCS OT y3J1a K Y37y
B 3aBMCMMOCTY OT TOTO, KOIZIa y3es Havyasa CBOI0 paboTy My ObUI Iepe3arpykeH,
Torga Kak Imya ganHbix UTXO mnpencraBisieT JOCTUTHYTBIN (3MePIKEHTHBIN) KOH-
CeHCYC B CeTH, CJIefoBaTe/IbHO, NO/DKHBI CYLIeCTBOBATb OYEHb Majible pasjnyis
MeXIy y3/1amMmu. bosnee TOro, Iysbl TpaH3aKUMI U «CUPOT» COREPKAT TOJIBKO HEIOJ -
TBep)XKIEeHHble TPaH3aKUNM, B TO BpeMs Kak Iya faHHbiX UTXO comep>kuT InILIb
MIOATBepKOeHHbIe BIXOAHbIE TaHHbIE.



lnaBa

bnokuyeuH

BBEOEHUE

CrpykTypa maHHbIX OmokueitHa (blockchain data structure) mpemcraBisieT co60it
YIOPSIIOYEHHBII CITMCOK GJIOKOB TPaH3aKIMii C 06PATHBIMM CChIIKAMMU (CBSI3SIMMA).
CTpyKTypa JaHHbIX GJIOKUEITHA MOKET XPAaHUThCS KaK OOBIUHBIN «IJTOCKMIT» (haiia
MU B TIpocTOii 6a3e maHHbIX. KimneHT Bitcoin Core XpaHUT MeTafaHHbIe OJIOKYeiTHa,
MICITONb3YsI )i 3Toro 6a3y maHHbIX LevelDB kopmopanyu Google. Bioku cBsizaHbI
B 06pPaTHOM MOPSIIKE, TO €CTb KaXKIbIil GJIOK CChTAeTCS HA TIPeIbIAYIii GJIOK B Iie-
rmouke. BusyasbHO GJIOKUYEIH YacTO MPECTaB/ISIIOT B BUIe BEPTUKAIBHOIO CTEKa,
B KOTOPOM OJIOKM pacIioyarailoTcsl OJMH MOBEPX APYTOro, a CaMblif TEPBbIi 60K
CJTYKUT OCHOBaHMeM creka. [Tomo6Hass Bu3yanamsaiius GJI0KOB, «yK/IaIbIBaeMbIX»
OIIMH Ha IPYTOii, T03BOJIIET BBECTU TepMUH «BbIcoTa» (height) mis o6o3HaueHMst
PacCTOSTHUST OT CAMOTO TIEPBOT0 GJIOKA M TEPMUH «BePIIMHA» (tOp) WM «BepPXYIITKa»
(tip) mis o603HaueHMs 6J10Ka, O6ABIEHHOTO CAaMbIM ITOCETHUM.

Kaskmpiit 6710K B CTPYKTYpPe JaHHBIX OJIOKUYEITHA MAEHTUMUIIMPYETCS 0 XIII-3Ha-
YeHMI0, CreHepUPOBAHHOMY C MCIIOJIb30BaHMEM QJITOPUTMa KpulTorpaduuecko-
ro xampoBaHuss SHA256, pvMeHeHHOTO K 3arojioBKy 6yioka. KpoMe TOro, Kask-
IbI 6JIOK CChUTAETCS HA MPeIbIAYIINI 670K, Ha3bIBA€MbIi POIUTEIbCKUM OJIOKOM
(parent block), uepes mose xsmi-3HaueHus Tpenpimynero 6joka (previous block
hash) B 3arosoBke Tekyiero 6;1oka. JIpyrumu cJIoBaMu, Kaskablii GJIOK COMEPSKUAT
B COOCTBEHHOM 3arojIOBKe X3II-3HaueHe CBOero poauTess. Takasi moc/ieqoBaTe b-
HOCTb X3III-3HAYEHUI, CBA3BIBAIONIAS KasKAbIiA GJIOK C MPembIayIIM, CO3IaeT Ie-
MTOYKY, HEM3MEHHO BeIyIIyI0 00paTHO K 610Ky, KOTOPbIi ObLT CO3MAH CaMbIM Iep-
BBIM, Ha3bIBA€MOMY ITIEpPBUYHBIM 6I0KOM (genesis block).

JT106071 6JIOK MMeeT TOJTbKO OJJHOTO POAMTEIS, HO MHOTa BpeMEHHO MOYKET MMETh
HECKOJIbKO MMOTOMKOB. Kask/iblif 13 TaKuX MOTOMKOB CChIJIA€TCSI HA OOMH U TOT Ke
6JI0K KaK Ha pOIMUTENIbCKUI Y COMEPSKUT OMMHAKOBOE (POIMUTETbCKOE) XI1II-3HAUEeHYEe
B cBoeM I1osie previous block hash. Heckojbko MOTOMKOB ITIOPOKAAETCST B IIPOLieC-
ce «pa3BeTBJEHMSI» CTPYKTYPhI GIOKUEeliHA, BpeMEHHOI CUTYyalluy, BOSHUKAIOIIEIA,
KOTZa pasjuyHble O6JIOKM MOYTU OTHOBPEMEHHO CO3HAIOTCS Pa3HbIMM MaitHepaMu
(cMm. pasmen «Pa3BeTBIeHMSI CTPYKTYpPbI OjoKUeiiHa» miaBbl 10). B KOHIIE KOHIIOB,
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TOJIBKO OZIMH 6JIOK-TIOTOMOK CTAHOBUTCS YaCTbIO CTPYKTYPBI GJIOKUEliHa, Y Pa3BeT-
BJIeHMe yCTpaHsieTcss. HecMoTpst Ha TO UTO 1106071 610K MOXKET MHOTIa MMeTh 6ojiee
OIHOTO MOTOMKA, KaXkKOblii 6/IOK MMeeT OJHOTO U TOJbKO OJHOTO pomuTess. IIpu-
YMHA B TOM, UTO OJIOK COOEPSKUT TOJIBKO OIHO IT0JIe X3II-3HAUeHMsI MTPeIbIIyIIero
6J10Ka, CChIaloNeecs Ha eIVHCTBEHHOTO POIUTEIIS.

[Tone XolI-3HaYeHMs MpPeIbIAyIIero 6jJ0Ka pacloiaraeTcs B 3arojIOBKe OJI0Ka,
CJleoBaTeIbHO, BIMSIET Ha X3II-3HaUeHe TeKyIero 6;joxa. IIpy usMmeHeHU uaeH-
TUGUKAIMOHHBIX XapaKTePUCTUK POIUTENS U3MEHSIOTCS ¥ COOCTBEHHbIe UIeHTH-
(buKalLMOHHbIE XapaKTePUCTUKM MOTOMKA. ECM pomuTenb KakKUM-I160 06pa3som
M3MEHSIETCSsI, TO M3MEHSIeTCSI eT0 (POIUTEIbCKOE) X3II-3HaueHe. MisMeHeHMe X31II-
3HAUEHMS] POAUTENS BefeT K HeoOXOOMMOCTY BHECEHMSI COOTBETCTBYIOIIETO W3-
MeHeHMUsI B ykasaresie (1osie) previous block hash ero moromka. B cBoio ouepefip,
9TO U3MEHSIET X3II-3HaueHle IMMOTOMKa, UTO TpebyeT BHeCeHUSI M3MEHeHUIi B Tojie-
yKasaTejb [IOTOMKA CJIeIyIOIIero MOKOJIeHUs M U3MEHSIET ero X3II-3HaueHue 1 T. 1.
OTOT KacKaaHblii 9P GeKT rapaHTUPYeT, UYTO 06071 6JI0K C MHOTOUMCIEHHBIMMU T10-
KOJIEHUSIMYM TIOTOMKOB He MOXKeT ObITh M3MeHeH 0e3 00s3aTeIbHOIO IIOBTOPHOTO
BBIUMCIEHNS XOII-3HAUEHUI BCeX CJIEAYIONIMX 32 HUM GJIOKOB. ITOCKOJIBKY TaKoit
MTOBTOPHBIN pacueT MoTpeGyeT OrpOMHOTO 00beMa BhIUMCIEHMI (M COOTBETCTBYIO-
IIero MoTpe6/IeHNnsT SHEePTUM), CYIleCTBOBaHME JJIMHHONM IETIOUKYM OJIOKOB [lejiaeT
MTOJIHYIO XPOHOJIOTMIO CTPYKTYPhI JAHHBIX OJIOKYeliHA MPaKTUUeCKM Heu3MeHse-
MOJ1, UTO SBJISIETCS KIIOUEeBbIM (aKTOpoM [Jis1 obecrieueHuss 6e30macHOCT OUT-
KOJH-CUCTEeMBI.

OmHoIt 13 aHaOTHIT 71T CTPYKTYPBI JaHHBIX OJI0KUeliHa SIBJISIOTCS CJIOU B Te0-
JIOrM4YecKoi opMalyy maacTOB MJIM CJIOU B SIApe JegHMKa. [IoBepXHOCTHBIE CJIOU
MOTYT M3MEHSIThCSI TI0 Ce30HaM MJIM [aske TIOMHOCTHIO YAISIThCSI IO TOTO, Kak IIpo-
M30iIeT UX OKOHUATe/bHOe ocakaeHue. Ho yke Ha ITyOuHEe B HECKOJIbKO JIeCsIT-
KOB CAaHTMMETPOB I'e0JIOrMUeCcKie CJIOU CTAaHOBATCS Bce 6ojee cTabuabHbIMMU. Ha
[TyOVHEe B HECKOJbKO COTEH METPOB MOXXHO Ha6II0IaTh KapTUHY JaJeKoro IMpo-
[IJIOr0, KOTOpasi ocTaBajgach HeM3MeHHOI B TeueHMe MUJUIMOHOB JIeT. B CTpyKTy-
pe DaHHBIX 6IOKUYEITHA HeCKOJbKO CAMBbIX CBEKMUX OJOKOB MOXKET ObITh M3MEHEHO
B IIpoliecce mepepacueTa I[eMOUKHM 13-3a ee paspeTsieHus. lllecTb BepxHUX 6J10-
KOB — 9TO aHAaJIOT HECKOJIbKUX IeCSITKOB CAHTMMETPOB BEpPXHEro cjI0s mouBbl. Ho
nipu 6osiee ITyGOKOM IOTPYKEHUM B CTPYKTYPY GIOKUEeifHa, HUKe IeCTU BEPXHUX
6JI0KOB, 60jIee paHHIe GJIOKM CTAHOBSITCS BCe MeHee ITOABeP;KeHHbIMY M3MeHeH -
sM. Ha «rimy6uHe» 100 6;10KOB o6ecrieunBaeTcst Takast CTerneHb CTabMIbHOCTH, UTO
ITOSIBJISIETCSI BO3MOXHOCTD PacxXomoBaHMsI coinbase-TpaH3aKIMM, TO €CTh TPaH3aK-
LIMU, COIepsKallleit HOBbI OUTKOH, CO3MAaHHbINM B IIpoliecce MaiiHMHTa. HecKoIbKo
THICSTY HOBBIX GJIOKOB (MeCsI] MaliHMHIA) U CTPYKTYpa JaHHBIX GIOKYeiiHaA Tpef-
CTaBJISIIOT OO0V MTPOYHO 06GOCHOBAHHYIO XPOHOJIOTHIO JJIS JIIOOBIX MPAKTUUECKUX
meseii. HecMoTpst Ha TO UTO MPOTOKOJ BCerma AOIYyCKaeT 3aMeHy IeIoYKM Ooee
IJIVHHOI IeTI0YKOM M paspelniaeT OTMEHSITh YK€ CYIIeCTBYIOUMii 610K, BEPOSIT-
HOCTb BO3HUKHOBEHMSI COOBITII TAKOTO POJA CO BpeMeHeM CHIKAETCs BILUIOTh 40
0eCKOHEUHO MaJIoii BeJIMUMHBI.
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CTPYKTYPA BNIOKA

B0k — 3TO KOHTElHepHAasl CTPYKTypa JaHHBIX, OObeOVMHSIONIAs TPAH3aKIUA IS
BKJTIOUEHMS UX B OOIIEIOCTYITHBIN PEecTp — CTPYKTYPY JaHHbIX 610KdueitHa. Biok
COCTOUT 13 3ar0JIOBKA, COIepsKaIlero MeTaJaHHbIe, 3aTeM CIeIyeT IINHHbINA CITU-
COK TpaH3aKLMii, INIaBHBIM 06pa3oM OIpeesIoIX 061t pasmep 6y10Ka. JIamMHa
3aroyioBka 6yioka paBHa 80 GaiiTaM, TOrga Kak TPaH3aKIVS B CPeAHEM MMeEET IJINHY
250 6aiiToB, a B 610K 0OBIYHO BKIIOUaeTcst He MeHee 500 TpaH3akiuii. TakuM 06-
pasoM, IToJIHAs AJIMHA 6710Ka CO BCeMM TpaH3aKuusImMu mpubansutenbHo B 1000 pas
6osbIle IJIMHBI 3aT0/I0BKA. B Tabs1. 9.1 onmcaHa cTpykTypa 610Ka.

Ta6bnuya 9.1. Cmpykmypa 6noka

Pasmep Mone OnucaHue

4 6anTa Pasmep 6noka 06wwuit pasmep 6ioka B HanTax

80 6aitToB 3aronioBok 610Ka Heckonbko nonei, o6pasytoLmx 3aronoBok 6ioka
1-9 6aitoB (Varlnt) CYyeTymK TpaH3aKLMI KonuuectBo TpaH3aKLmii B 3TOM 61oke
lepeMeHHbI TpaH3akuum TpaH3akuumK, 3anncaHHble B 3ToM 6noke

3ArosIoBOK BJIOKA

3aroj0BOK 6I0Ka COCTOUT U3 TpeX HabOpOB MeTaJaHHbIX 6j10Ka. [IepBblit HaboOp —
CChIJIKA Ha XJll-3HAUeHMe MPeIbIayIiero 60Ka, COeOMHSIONIero TeKyLmii 610K
C TIpeIbIAYIIMM OJIOKOM B CTPYKType 6j0KdYeiiHa. BTopoit Habop MeTamaHHBIX —
difficulty (cmoskHOCTB), timestamp (MeTKa BpeMeHM) 1 nonce — OTHOCUTCS K TIPO-
eaype MaiftHMHTa 1 60see mmoapobHO 6ymeT omucad B rinaBe 10. Tpetuit Habop
MeTamaHHbIX — KOpeHb JepeBa Mepkie, CTPYKTYpbI JaHHbBIX, MCIIOTb3yEeMOi st
3¢ deRTBHOTO XpaHeHMsT BCeX TpaH3aKIuit B 6j0ke. B Ta6s. 9.2 omucaHa CTPyKTy-
pa 3arojioBKa 6yI0Ka.

Ta6nuua 9.2. Cmpykmypa 3a20108ka 6510ka

Pasmep Mone Onucanue

4 6anTa Bepcus Homep Bepcuu ans otcnexueanus obHosneHui MO/npoTokona

32 6anta | Xaw npenblaywero 6aoka Ccbinka Ha X3LW-3HaveHue npeapiayLlero (poautensckoro) 6aoka
B Llernoyke

32 6anta | KopeHb gepesa Mepkne X3LW-3HavyeHne KopHs fepeBa Mepkie, COCTOSLLEro U3 TPaH3aKLMiMi

3T0ro 6noka

4 6anra MeTka BpeMeHU MpunbnnsntenbHoe Bpems co3naHus 31oro 610ka (B ceKyHaax
no Unix-BpemMeHH)

4 6anta | CnoxxHOCTb LeneBoi 3agaun | CIOKHOCTb pelleHus LeneBoi 3aaaum ans 3toro 61oka
no anroputmy Proof-of-Work

4 6aiTa 3HauyeHKe nonce CnyyaitHoe 3HayeHue (CYEeTUMK), UCONb3yeMoe B anroputme
Proof-of-Work

3HaveHue nonce, CJIOKHOCTh 11€JI€BOJ 3afauM ¥ MeTKa BPeMEeH! MCII0Ib3YIOTCS
B ITpoIlecce MaifHMHTa 1 OYIyT pacCMaTpuUBaThCs H6osiee moapo6Ho B miase 10.
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MOEHTUDUKATOPDBI BJIOKA: X3LLU-3HAYEHUE 3ArOJIOBKA BJIOKA
M BbICOTA BJIOKA

[MaBHBIM WAEHTUGUKATOPOM OJIOKA SIBJSIETCSI ero KpuIlTorpaduyeckoe XsIi-
3HaueHue, MMMPOBOI OTIIEUATOK, BHIUMCISIEMBI TTOCPEACTBOM IBYKPATHOTO X3-
MIMPOBAaHMUS 3arojioBKa 6yioka 1mo anroputmy SHA256. TlonyyeHHOe B pes3yibTaTe
32-6aiiToBOE X3II-3HaUeHMe Ha3bIBaeTcsl XouI-3HaueHueM 65oka (block hash), Ho
60j1e€ TOUHBIM SIBJISIETCSI TEPMMUH «X3II-3HAaUeHMe 3arojioBka 6yoka» (block header
hash), Tak Kax 1151 BIYMCIE€HMS UCITOMb3YeTCs TOJMBKO 3arooBok. Hampumep, mect-
HaJlaTepmuuHoOe Ynciio 000000000019d6689c085ae165831e934ff763ae46a2a6c172b3f1b60a-
8ce26f — 3TO X31II-3HAUEHME CAMOTO IIEPBOTO CO3[TAHHOTO 6JIOKA B GUTKOIH-CUCTEME.
XoII-3HaueHue OJHO3HAYHO M HEABYCMbICJIEHHO MAEHTUDUIIMPYET GJIOK ¥ MOKET
OBITb HE3aBMCHUMO ITOJTyY€HO JII0OBIM Y3JIOM C TTOMOIIIBIO IPOCTOJ OTepaIMu X3~
pOBaHMS 3ar0JIOBKa OJI0Ka.

OTMeTMM, YTO X3II-3HAUeHMe 6j0Ka B IEMCTBUTETHLHOCTY HE BKIIOYAETCS
B CTPYKTYPY JAHHBIX CaMOro GJIoKa HM Tpy Tepemade 670Ka MO CETH, HU TIPU CO-
XpaHeHMM 6J10Ka B TIOCTOSTHHOM XPaHWINIIE KaKOT0-/TM60 y3/1a KaK 4acTu CTPYKTY-
PbI JAHHBIX 6/I0KU€eiiHA. BMeCTo 9TOro Xa1-3HavueHye 610K BHIYMCIIETCS KaKIbIM
Y3JIOM TIPU TIOYYEHMM KOHKPETHOTO 6JI0KA M3 CeTu. XolI-3HaueHye 610Ka MOKET
OBITh COXPAHEHO B OTHEIbHOJ Tab/MIIe 6a3bl JAHHBIX KaK YaCTh MeTaJaHHbIX 6JI0Ka
IUIST 0O6ecTieueHysT MHIEKCUPOBAHMS Y YCKOPEHMS CUMTHIBAHMS OJIOKOB C IMICKOBOTO
YCTPOJCTBA.

Bropoii crocob naeHTHbMKaIMM 6I0KA — €ro MO3UIMS B CTPYKTYpe 6I0KUeiTHa,
HasbIBaeMas BbicoTo¥ 6i1oKa (block height). Cambiit mepBbIii CO3maHHbBIN 6/I0K pacIio-
Jio’keH Ha BbicoTe 0 (HYJb). DTO TOT CaMblii 610K, KOTOPBIiE IBYMSI aO3a1[aM¥ BbITIIE ObLT
UIOEeHTUGUIVPOBAH 10 CBOEMY X3III-3HAUEHMIO 000000000019d6689c085ae165831e934f -
f763ae46a2a6c172b3f1b60a8ce26f. TakuM 06pa3om, J1I060i GJIOK MAEHTUDULIVIPYETCS
IBYMS CITOCOGaMM: IO CChITKE Ha X3II-3HaueHue GJI0KA WM TI0 CChIIKE Ha BBICOTY
6moka. Kaxkmbiit mociemyroniuii 670K, 406aBIIsIeMbIit «ITOBepX» ITepBOro 6;10ka, pas-
MeIllaeTCsl Ha OHY ITO3UIIMIO BBINIE B CTPYKTYPE MaHHBIX O6JI0KUeiTHa, TOg06HO KO-
pobKaM, KOTOpbIe CTAaBSATCS OfHA Ha apyryo. Ha 1 saBaps 2017 roma BbicoTa 610Ka
MpUOGAM3UTENIbHO paBHsIACh 446 000, To ecTb 0K0I0 446 000 6710KOB GbIIO pasme-
IIeHO ITOBepX MepBOro 6;10Ka, co3gaHHoro B sHBape 2009 ropa.

B omnune oT Xa1I-3HaueHus 6JI0KA, BbICOTA OJIOKA He SIBJSIETCS OJHO3HAUHBIM
naeHTuGMUKaTopoM. HecMOTpST Ha TO YTO OAMH KOHKPETHbI 670K Bcerma 6ymeT
VMMEThb OIpeNeIeHHYI0 ¥ HeM3MEHSIEMYIO BBICOTY, 0OpaTHOe BbICKAa3bIBaHME He
SIBJISIETCS. MICTMHHBIM — BbICOTA 6GJI0Ka He BCerma OMHO3HAYHO OIpemessieT OOuH
KOHKPETHBIN 6/I0K. [IBa 1 6osiee GIOKOB MOTYT pacIioyiaraTbCsl Ha OIHOI BBICOTE,
KOHKYPUPYS 32 eIMHCTBEHHYIO MTO3UIIMIO B CTPYKTYpe GioKkueiiHa. Takast CUTyarust
MOAPOOHO OmMMcaHa B pasmeiie «Pa3sBeTBIeHMUS CTPYKTYpbI 670K4UeitHa» mmaBbl 10.
BricoTa 6y10Ka Takke He SIBJISIETCST YaCThIO0 CTPYKTYPhI JAHHBIX 6JI0KA, OHA BOOOIIE
He XpaHuTCcs B 6;10Ke. Kaskaplil y3ea IMHaMUYeCKy OTpeensieT MO3UITNIO (BBICOTY)
6710Ka B CTPYKType GJIOKYEliHA NP MOyUeHUM KOHKPETHOTO 6j10Ka M3 GUTKOH-
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ceTu. BricoTa 6;710Ka TaKKe MOKET ObITh COXpaHeHa KaK MeTaJdaHHbIe€ B MHAEKCHUPO-
BaHHO TaﬁJ'II/ILle 6a3bl OAaHHBIX IOJId YCKOPEHWMS U3BJICUEHMS.

X3w-3HayeHue 6noka (block hash) Bceroa 0gHO3HAYHO M HEABYCMbICIEHHO MAEHTUDULMPYET
OLMH KOHKPETHbIN 610K. JlloboMy 610Ky TakxKe npucyLla onpeaeneHHas Boicota 6noka (block
height). Ho BbicoTa 610Ka He Bceraa No3BONSET OAHO3HAYHO UAEHTUDMLMPOBATL EANHCTBEH-
HbIY 6n0K. [1Ba 1 6onee 610KOB MOTYT KOHKYPMPOBATb 33 AUMHCTBEHHYO NMO3MLMIO B CTPYKTY-
pe AaHHbIX 6nokyeliHa.

MEePBUYHBIN BNOK

CaMblIit TIepBbIil GJIOK B CTPYKType MaHHBIX OJIOKUEliHA HA3bIBAE€TCS MEePBUYHBIM
61okoM (genesis block). AtoT 650k 661 cosman B 2009 romy U SBISIETCST OOIIUM
«TpapoauTeeM» BcexX 6IOKOB B CTPYKTYpe GJIOKUYeliHa: eciy HavaTh C JTr060ro 6J10-
Ka U CJIeJ0BaTh I10 LeI0UKe B 0OPAaTHOM XPOHOJIOTMUYECKOM MOPSIAKe, TO B KOHeu-
HOM UTOT€e MbI HEM306€KHO MPUXOAUM K ITEPBUYHOMY OJIOKY.

Kaxkmpiit y3en Bcerma HauMHaeT paboTy CO CTPYKTYpOJi OG0KUeiiHa, COCTOSIIe
KaK MMHMMYM U3 OTHOTO 6JI0Ka, ITIOTOMY UTO ITePBUYHBII GJIOK CTaTUUECKM 3aKO-
IMPOBAH B IPOrPaMMHOM obecreueHum 6 TKOMH-K/IMeHTa, TaK YTO He MOXKeT ObITh
u3MeHeH. Kaskplit y3en Bcerma «3HaeT» X3II-3HaUeHMe U CTPYKTYpPy MepBUUYHOTO
6710Ka, GUKCUPOBAHHOE BPEMSI €ro CO3TaHMs U Jaxke eIMHCTBEHHYIO TPAH3aKIIMIO,
cofepsKalnyocs B 9ToM 6;10ke. TakuM 06pa3oM, KaxkIblii y3eJ1 TIoJyJaeT B CBOe pac-
MOPSDKEHME MCXOMHYIO TO3UIIMIO [IJIST CTPYKTYPhI OJI0KUeiTHA, 3aIIMUITEeHHbI «KO-
peHb», 13 KOTOPOTO CO3/TaeTCsI HaflesKHast CTPYKTYpa JaHHBIX OJIOKUYelTHa.

CraTuyecky 3aKOOMPOBAHHBINA TEPBUUHBINA OJOK MOXKHO ITOAPOOHO M3YUUTD
B MMporpaMMHOM obGecrieyeHnu kiaueHTta Bitcoin Core, B Momyne chainparams.cpp
(https://github.com/bitcoin/bitcoin/blob/master/src/chainparams.cpp).

Cnepnytoiiiee MAeHTUGULIMPYIOlee X3II-3HAUEHMe MPUHAIJIEKUT TTePBUUYHOMY
670Ky
000000000019d6689c085ae165831e934Ff763ae46a2a6c172b3f1b60a8ce26f

[To sTOMY X3II-3HAYEHMIO BbI MOKETE BBITTOJIHUTH ITOMCK Ha JIIOOOM caiiTe mpo-
BOJHMKA 0/I0KUeiiHa, HanpuMep Ha blockchain.info, u HelmpemMeHHO HajigeTe cTpa-
HUITY C OMMCAHMEM COEePKMMOTO IepBUYHOTrO 6y10Ka ¢ ykasauneMm URL, comepska-
11ero 3aJjaHHoe X3I1-3HauYeHue:

O https://blockchain.info/block/000000000019d6689c085ae165831e934f763ae4

6a2a6c172b3f1b60a8ce26f;

QO https://blockexplorer.com/block/000000000019d6689c085ae165831e934f763

ae46a2a6cl72b3f1b60a8ce26f.

Taxoke MOXXHO BOCIIOJIb30BaThCS 3TAJIOHHON peanm3aiueii kiameHTa Bitcoin Core
B KOMaHIHOW CTPOKe:

$ bitcoin-cli getblock
000000000019d6689c085ae165831e934ff763ae46a2a6c172b3f1b60a8ce26f

{


https://github.com/bitcoin/bitcoin/blob/master/src/chainparams.cpp
http://blockchain.info
https://blockchain.info/block/000000000019d6689c085ae165831e934f763ae46a2a6c172b3f1b60a8ce26f
https://blockchain.info/block/000000000019d6689c085ae165831e934f763ae46a2a6c172b3f1b60a8ce26f
https://blockexplorer.com/block/000000000019d6689c085ae165831e934f763ae46a2a6c172b3f1b60a8ce26f
https://blockexplorer.com/block/000000000019d6689c085ae165831e934f763ae46a2a6c172b3f1b60a8ce26f
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"hash" : "000000000019d6689c085ae165831€934ff763ae46a2a6c172b3f1b60asce26f",
"confirmations" : 308321,
"size" : 285,
"height" : 0,
"version" : 1,
"merkleroot" : "4aSele4baab89f3a32518a88c31bc87f618f76673e2cc77ab2127b7afdeda33b",
"tx" [
"4a5ele4baab89f3a32518a88c31bc87f618f76673e2cc77ab2127b7afdeda33b"

]J
"time" : 1231006505,

"nonce" : 2083236893,

"bits" : "1deOffff",

"difficulty" : 1.00000000,

"nextblockhash" : "00000000839a8e6886ab5951d761411475428afc90947ee320161bbf18eb6048"

[TepBUYHBIN GJIOK COOEPKUT CKPBITOE COObIeHe. BxomHble TaHHbIe coinbase-
TpaH3akiuu comepxkat Tekct: «The Times 03/Jan/2009 Chancellor on brink of second
bail-out for banks». 3To coob6IeHMe CIYKUT OOKa3aTeTLCTBOM CaMO paHHel JaThl
CO3IaHMs 9TOTO 6I0Ka, B TOUHOCTY BOCITPOM3BOISI 3aT0JIOBOK GPUTAHCKOI Ta3eThl
Times. Kpome Toro, sta ¢pa3sa siBasieTcs MPOHMUYECKMM HAalIOMMHAHMEM O BaXKHO-
CTY HE3aBUCUMOJi TeHeKHOI CHMCTeMbl MMEHHO B MOMEHT ITOSIBJIEHUSI GUTKOMHOB
¥ OMHOBPEMEHHOro 6ecrpelleleHTHOr0 BCEMUPHOIO (PMHAHCOBOTO Kpu3uca. ITO
CoobIIeHe BKIIOUMI B TIepBUUHBI 610K CaTor HakamoTo, co3maTeab 6UTKON-
HOB.

CBS3bIBAHUE B/IOKOB B CTPYKTYPY JAHHbIX BJIOKYE/AHA

[MonHOIIeHHbIE OUTKOITH-Y3J/IbI ITOAIePKUBAIOT JIOKAJTBHYIO KOIIMIO CTPYKTYPHI TaH-
HbIX OJIOKUEITHA, HAUMHAIONIYIOCS C TePBUYHOTO 610Ka. JIOKa/IbHAST KOTIUS CTPYKTY-
PbI 6JI0KUEITHA [TOCTOSTHHO OOHOBJISIETCS TPV OOHAPY>KEHMM HOBBIX GJIOKOB, MICITONIb-
3yeMbIX [IJIs HapalyBaHus 1ernouku. Korga ysen rmomyyaeT HOBbIe OJIOKM U3 CETH,
OH IMPOBePSsieT UX KOPPEKTHOCTD, 3aTeM CBSI3bIBAET UX C CYIeCTBYIOILEN CTPYKTYPOit
6rokueitHa. 17151 yCTaHOBJIEHWST CBSI3U Y361 MCCIeAyeT 3aroIOBOK BXOIIEro 610Ka
B ITOMCKAX ITOJISI X3II-3HAUYEHNS TTPeAbIIyIIero 61oka.

[Tpenmnonoxkum, HaIIpMuMep, YTO Ha y3jie umerTcs 277 314 6710KOB B JIOKAJIbHOI
KOIMMM CTPYKTYPbI OJI0KUeiiHa. [TocsieqHUMM M3BECTHBIM Y3J1y SIBJIsieTcs 610K 277314
C X3lI-3HauYeHMeM 3arojioBKa:

00000000000000027e7ba6fe7bad39faf3b5a83daed765f05f7d1b71a1632249

3aTeM 3TOT OUTKOIH-y3€JI [ToTyyaeT U3 CeTU HOBbIN OJIOK 1 BBITIOMHSIET €r0 CUH-
TaKCMUECKUi1 pa3bop (IapCcuHT) caeayouum o6pasom:

{
"size" : 43560,
"version" : 2,
"previousblockhash" :
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"00000000000000027e7ba6fe7bad39faf3b5a83daed765f05f7d1b71a1632249",

"merkleroot" :
"5e049f4030e0ab2debb92378f53c0a6e09548aea083f3ab25e1d94ea1155e29d",

"time" : 1388185038,

"difficulty" : 1180923195.25802612,

"nonce" : 4215469401,

"tx" [
"257e7497fb8bc68421eb2c7b699dbab234831600e7352f0d9e6522¢c7cf3f6c77",

#[... MHOroO TpaH3aKuMiA NponyueHo ... ]

"05cfd38f6ae6aa83674cc99e4d75a1458c165b7ab84725eda41d018a09176634"

Viccnenmyst 3TOT HOBBIN GJIOK, y3€JI HaXOOUT mojie previousblockhash, comepskaiiee
X2II-3HAUYeHMe POAUTENbCKOTO 6710Ka. HalimeHHOe Xa11-3HaueHye U3BeCTHO Y3y —
9TO X3III TTOCJeTHEro O6JIoKa B IIerouUke ¢ BbicoToi 277 314. CemoBaTelbHO, IOTY-
YEHHBbII HOBBII OJIOK SIBJISIETCSI TTOTOMKOM ITOC/IeAHEro 670Ka B 1eNOYKe M paciy-
pSIeT CYIECTBYIOIILYIO CTPYKTYPY GIOKUeiiHa. Y3es1 J00aB/iseT HOBbIN GJIOK B KOHEI]
LIETIOYKM, YBEIMUMBAST BBICOTY CTPYKTYpPhI GiioKueiiHa go 277 315. Ha puc. 9.1 mo-
Ka3aHa IeroyKa 13 TpexX 6JI0KOB, CBSI3aHHBIX C TIOMOIIBIO CCHIJIOK B ITOJIE previous-
blockhash.

I EePEBb MEPKIE

KaskmpIit 6710K B CTPYKTYpe JaHHBIX GIOKUYeliHA GUTKOITH-CUCTEMBI COMEPKUT 00-
IIYI0 CXeMY BCeX COMepPsKallMXCsl B HeM TpaH3aKIMii, MCIIONb3YSI JJIsT 3TOTO JIepeBO
Mepxkie (Merkle tree).

IepeBo Mepxkie (Merkle tree), Tak)ke Ha3bIBaeMoe GMHapHBIM AEPEBOM XIII-
3HaueHuit (binary hash tree), - 9T0 CTpyKTypa MaHHBIX, MCIIONb3yeMast st 3¢-
(heKTMBHOTO YIIpaBJIEHUSI M TIPOBEPKMU I[€IOCTHOCTY KPYITHBIX HAOGOPOB JAaHHBIX.
IepeBbst Mepkiie — 3TO GMHapHbIE IepeBbsl, ComepKallye KpUIITorpaduyeckue
xouI-3HaueHust. TepMuH «IepeBo» (tree) ucronb3yeTcst B obnactu UT mjis omuca-
HMSI Pa3BETBJIEHHBIX CTPYKTYP JAaHHbBIX, HO TaKue MepeBbsl 06BIYHO 1M300paskaloTcst
pacTyLUIMMU CBEPXY BHI3, C «KKOPHEM» B BepXHE YaCTU U JIUCThSIMM B HUKHE 4acTu
JarpaMMbl, KaK Bbl BCKOpe CaMy YBUIUTE B CJIEAYIOMIUX ITpUMepax.

IepeBbst MepKiie MCIIONb3YIOTCS B OUTKOMH-cUCTeMe AJiS OObeIMHEHUs BCeX
TpaH3aKUuii B 6I0Ke, [AJIs MOTyUYeHNS 0011ero Hu(pPOBOTo OTIIeYaTKa BCero Habopa
TpaH3aKIINii B eJIOM U [IJis1 obecrieueHust BecbMa 3QGeKTUBHOrO Ipoiiecca Mmpo-
BepKku (BepuduKaimm) AeiiCTBUTETbHOCTY BKITIOUEHNS TPaH3aKIMK B 6JIOK. JlepeBo
Mepkie popmupyeTcst U3 PEKyPCUBHO X3IIMPYEMbIX Map y3J0B, IpUUeM X3IIMPO-
BaHMe BBIMIONHIETCS IO TeX IOp, ITOKa He OyIeT MOJTyvYeHO OFHO XJII-3HaueHue,
HasbiBaemMoe KopHeM (root) mau KopHeMm nepeBa Mepkie (Merkle root). Kpumnro-
rpaduyecKkuii airOPUTM X3IIMPOBAHMS, TIPUMEHSIEMbII B IepeBbsix Mepkie OUT-
KOWH-CUCTEMBI, — 3TO anroputm SHA256, ipuMeHsieMblii TBasKIbl, TAKKE U3BECT-
HbIi Kak double-SHA256.
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Beicora 6noka 277316

Xaw 3aronoska:
0000000000000001b6b9a13b095e96db
41c4a928b97ef2d944a9b31b2cc7bdc4

bl
_ i
Xalu 3aronoKa npefplaylero 6noka: H
0000000000000002a7bbd25a417c0374 ]
€c55261021e8a9ca74442b01284f0569 :
Metka Bpemenu: 2013-12-27 23:11:54 1
CnoxHoctb: 1180923195.26 ]
Nonce: 924591752 !
KopeHb sepesa Mepkne: ¢91c008c26e507639f5480b8b2 1
fc32373573577effbc55502c51ebdecTcf2e :

]

Ll

ROWO=IZO T >Ww

TpaH3akumm

Bbicota 6noka 277315

X3l 3aronoska:
0000000000000002a7bbd25a417c0374
€c55261021e8a9ca74442b01284f0569

a
]
]
X3Lw 3aronoBka npefblayLero 6noka: ]
0000000000000027e7babfe7bad3%fa :
1 f3b5a83daed765f0f7d1b71a1632249 )
1 Metka Bpemenu: 2013-12-27 22:57:18 :
]
]
]
]
]
]

CnoxHocrb: 1180923195.26

Nonce: 4215469401

KopeHb Aepesa Mepke: 5e049f4030e0ab2debb92378f5
3c0a6e09548aea083f3ab25e1d94eal155e29d

TpaH3akumm

Bbicota 6noka 277314

X3Lw 3aronoskKa:
0000000000000027e7babfe7bad39fa
f3b5a83daed765f0f7d1b71a1632249

9
]
]
1 X3w 3aronoska npeablayliero 6noka: ]
! 00000000000000038388d97cc6f2cld :
1 fel16¢5e879330232f3bff1c645920bdf )
1 Mertka Bpemenn: 2013-12-27 22:55:40 !
1 Croxrocry: 1180923195.26 :
1 Nonce: 3797028665 ]
1 KopeHb aepesa Mepkne: 02327049330a25d4d17e53e79f :

i

: 478cbb79¢53a509679b1d8a1505¢5697afb326
e RN em e

TpaH3akumu

Puc.9.1 <+ Bnoku, CBS3aHHble B LLenouKy
C MOMOLLbIO CCbINIOK Ha X3LW-3HayeHune
3arofoBKa npeapiayuiero 6oka

[Tpu x3mmpoBaHuy U 06beAVHEHUY B IepeBo Mepkie N 571eMeHTOB JAaHHbIX IS
MOATBEPKIeHNST (DaKTa BKITIOUEHMS TF0O0T0 3/IeMEeHTA JaHHbIX B IEPEBO ITOTPeOyeTCst
MakcuMyM 2*1og,(N) BBIUMCIEHNI, UTO IEJIaeT 3Ty CTPYKTYPY BecbMa 3D PEKTUBHOIA.
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IepeBo Mepkiie dopmupyeTcs CHU3Y BBepx. B ciemylomiem npumepe Mbl HAUM-
HaeM ¢ yeTbIpex TpaH3akiuii A, B, C u D, mpeacrasnsiomux Juctbs (leaves) pepeBa
Mepkiie, Kak moKa3aHO Ha puc. 9.2. TpaH3akuuy He 3aNMUChIBAIOTCS B epeBo Mep-
KJIe, BMECTO 3TOTO MX JAaHHbIe X3IINUPYIOTCS, M MOTyUYeHHbIe X3II-3HaYeHUs CoOXpa-
HSIOTCS B KaXKAOM COOTBETCTBYIOLeM ycTe-y3ie Kak H,, Hy, Ho v Hyy:

H, = SHA256 (SHA256(Transaction A))

3aTeM mapbl JMCTbEB-Y3JI0B MOCIEIOBATENbHO OOBEIVHSIOTCS B POAUTENbCKUI
y3eJ1 TIOCPeSICTBOM CLieIVIEHMS JBYX COOTBETCTBYIOLMX X3II-3HaUeHMIi ¥ X3IMMUPO-
BaHMSI IOIyUeHHOTO pe3ynbTaTa. Hampumep, 7151 CO30aHMS POAUTENbCKOTO y371a H,p
IBa 32-6aiiTOBBIX X21II-3HAUEHNSI €T0 TOTOMKOB COeIMHSIIOTCS )11 GOPMUPOBaHMS
64-6aiiToBOJ1 cTpoKu. [Tocste 3TOro MOy4yeHHast CTPOKA IBYKPATHO XUIUPYETCS IJIst
TIOJTyYeHMsI X31I-3HaueHNs] POIUTENbCKOTO y371a:

Hy = SHA256(SHA256(H, + Hy))

[Ipoliecc MpOAOKAETCST A0 TeX TOp, MoKa He OCTaHeTCS eIMHCTBEHHbIN y3es
B BepIIHe, Ha3bIBaeMblIil KOpHeM AepeBa Mepkie. To 32-6aiiToBOe Xo1II-3HauUeHe
3aIMChIBAeTCS B 3arojIoBOK GJI0Ka U IpeAcTaBjsieT co60ii obIilee UTOroBOe X3II-
3HaueHue 151 BCeX JaHHBIX BO BCeX yeTbhIipex TpaH3akuusax. Ha puc. 9.2 nmokasa-
HO, KaKk (opMupyeTcss KOpeHb IMyTeM BBIUMCIEHNS TTOMTAPHO 0ObeIMHSIEMBIX X3~
3HAYeHUI1 BCeX y3JI0B.

KopeHb nepesa Mepkne

HABCD
Hash(HAB+ H CD)

Hag Hep
Hash(HA+ H B) Hash(H (+HD)

Ha Hp Hc Hp
Hash(Tx A) Hash(Tx B) Hash(Tx () Hash(Tx D)

Puc.9.2 < BblumcneHune X3w-3HauyeHui y3noB B aepese Mepkne

[TockonbKy nepeBo Mepkiie SIBIsIeTCS] 6MHAPHBIM A€PEBOM, B HEM HEOGXOIMMO
HaJIM4Me YeTHOTO YMC/Ia JIMCTheB-Y3/I0B. EC/IM 4ncio 00beAVHSIEMbIX TPaH3aKIIMii
HEUETHO, TO X3II-3HaueHMe TMOCIeHel TPaH3aKUUY AyOIUpyeTcs IJIs CO3MaHuUs
YETHOTO KOJIMYECTBA JINCTHEB-Y3JI0B. TaKkoii IMOAX0MA Ha3bIBAIOT COAIaHCUPOBAHHBIM
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nepeBoM (balanced tree). 3Ta MeTomMKa MMOKasaHa Ha puc. 9.3, rme oy6aMUpyeTcs
XolIll-3HaueHue Tpansakuuu C.

KopeHb nepesa Mepkne

HABcC
Hash(H AgTH (()

Hag Hec
Hash(HA+ H B) HaSh(Hc+H()

Hp Hg Hc | He ]
Hash(Tx A) Hash(Tx B) Hash(Tx ) : Hash(Tx ()

Puc.9.3 < [lybnupoBaHWe 0QHOro 3neMeHTa AaHHbIX,
4TOObI NONYUYNTH YETHOE YMC/IO INEMEHTOB

[IpomeMOHCTPUPOBAHHYIO BbIllle METOAMKY (DOPMMUPOBAHMS lepeBa U3 YeThIpex
TpaH3aKLUMii MOXXHO 00600LINTH IJIsl CO3TAHMUs IePeBbEB JI060TO pasmepa. B 6uT-
KOJH-CcyCTeMe OObIUHBIM eJIOM SIBJISIETCSI HAalIMuMe OT HeCKOIbKMUX COTeH JI0 ThICS-
Yy (M Jaske HeMHOTO O0Jiblile) TpaH3aKI[Mii B OHOM GJIOKe, TIPU 3TOM TpaH3aKLUU
00beIMHEHBI TOYHO TAKMM K€ METOMIOM, MTO3BOJISIIOIIMM B UTOTE MOJNYYUTH TE Ke
32 GajiTa JaHHBIX KaK eIMHCTBEeHHbII KOpeHb AepeBa Mepkie. Ha puc. 9.4 nsobpa-
SKEHO JepeBo, chopMupoBaHHOe U3 16 TpaH3akiuii. OTMETUM, UYTO Ha CXeMe KO-
peHb 1MeeT OOJbIINIT pa3Mep, UeM JIUCTbSI-Y3J1bl, HO B IefiCTBUTEIbHOCTY OH MMeeT
TOT K€ CaMblii pasMep, paBHbIi 32 6ajiTaM. BHe 3aBMCUMOCTM OT TOTO, COIEPSKUTCS
1 B GJIOKe OJfHa, CTO MJIM ThICSTYa TpaH3aKIMii, KOpeHb IepeBa Mepkiie Bcerna 06b-
eIVHSeT UX B 32-0aliTOBOE X3II-3HAUYEeHNeE.

[ln1s1 mokasaTenbCTBa TOTO, UYTO HEKOTOpasl TpaH3aKUMS AeliCTBUTENbHO BKJIIO-
yeHa B OJIOK, y3eJ TOJDKEH BBITIOJHUTb He Gosee log,(N) Bbrumcienuit 32-6aii-
TOBBIX XO2II-3HAUEHMI, COCTABASIOIIMX NYTh WMAM MapUIPYT ayTeHTUdhUKaALUu
(authentication path) uau nyts B mepeBe Mepkie (Merkle path), coemuHsrommii
MpoBepsieMyI0 TpaH3aKIMI0 ¢ KOPHEM JiepeBa. ITO 0COO@HHO BaskHO MIPU yBelauue-
HMM KOIMYeCTBa TPaH3aKLMii, TOCKOAbKY 3HaUeHue jJorapudma no oCHOBaHUIO 2
OT KOJIMYEeCTBA TPaH3aKIMil BO3pacTaeT 3HAUUTENbHO MeJIeHHee. TO MO3BOJISIeT
OUTKOIH-y31aM 3P deKTUBHO 06pabaThIBaTh MyTH AAMHON B 10—12 X3111-3HaUEHMIT
(320-384 6aiiTa), KOTOpble MOTYT 06eCIIeUUTh A0KA3aTeJbCTBO HAIMUMS OIHOI
TpaH3aKIuM B HAbOpe U3 ThICSUM U Gojiee TpaH3aKLMii, pa3MelleHHbIX B O6J0Ke
pa3smMepoM B Merabaiirt.
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Koperb
HABCDEFGHIKLMNOP

HABCDEFGH HyJKLMNOP
HaBcD HEFGH HyjKL Hwnop

TN P P TN
Hag Hep Her HgH Hy HiL Hyn Hop
N N N\ N\ N\ N\ N\ N\
Ha || H || Hc || Hp || HE || HF ([ He || HH || Hi [ H) || Bk |] HL || Hm || HN || Ho || He

Puc.9.4 < [epeso Mepkne,
obbeamHaowee 60blLIOE KONMYECTBO 3/1EMEHTOB AAHHbIX

Ha pwuc. 9.5 y3en MOXeT [oKa3aTh, UTO TpaH3aKims K BKIOUeHa B GJIOK, BBIUNC-
JIVB TIyTh B lepeBe MepKjie BCero JIMIIb U3 YeThbIpeX 32-6aiiTOBBIX X3II-3HAUEHWIA
(obmas gvHa 128 6aiiToB). ITyTh COCTOUT M3 ITUX UYETHIPEX XIII-3HAUYEHUI (T10-
Ka3aHHBIX Ha puc 9.5 ¢ 3akpauieHHbIM roay6sim doHom): Hy, Hyj, Hynop ¥ Hypeperon-
C 3TUMM YeThIPbMS X3II-3HAUYEHNUSIMMU, TTPEJOCTaBIeHHbIMM KaK MyTb ayTeHTUdU-
KaIumu, 100071 y3e1 CMOXKeT IoKa3aTh, YTO 3HaueHue Hy (¢ 3aKpalieHHbIM YepHbIM
(hoHOM B HISKHEN YaCTM CXeMbI) BKIIIOUEHO B 9TO JlepeBo MepKiie, BLIUMCIUB T0-
ITapHO YeThbIPe JOIMOJHMUTENbHbIX X1 -3HaYeHmsT Hy;, Hyy, Hyjxvnop ¥ KOpeHB IepeBa
Mepkiie (Ha cxeMe OHM 0603HAUYEHbI MITPUXOBBIMY KOHTYPHBIMMU JIMHUSIMM).

Kopenb
] HABCDEFGHIJKLMNOP

HABCDEFGH

Her 1 Bk HMN Hop
2N N N\

AN AN
Ha || B8 [| Hc || Ho | He || HF || He |} Hu || Hi || H) Hw || BN || Ho [] Hp

Puc.9.5 < TlyTb B nepeBe Mepkne,
MCMOJb3yEMbIi AN LOKA3aTeNbCTBA BKIOYEHNS 1EMEHTA AAaHHbIX B 3TO LePEBO

Kon B mpumepe 9.1 neMoHCTpuUpyeT MpoOILecC co3aaHus AepeBa Mepkie u3
X3III-3HAUEHU1 IUCThEeB-Y3JI0B C TIPOJBUKEHMEM BBepX A0 KOPHS C MCIOIb30Ba-
HueM 6ubnuoteku libbitcoin, 13 KOTOPOI B3SIThI HEKOTOPbIE BCIIOMOTATe/bHbIE

dbyHKIIMN.
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Mpumep 9.1 <+ Co3zpaHue gepesa Mepkne
#include <bitcoin/bitcoin.hpp>

bc::hash_digest create_merkle(bc::hash_list& merkle)

{
// OcmaHosumb npoyecc, ec/u CNUCOK X3u-3HAa4eHud nycm
if (merkle.empty())
return bc::null_hash;
else if (merkle.size() == 1)
return merkle[0];
// Ecnu 8 cnucke 6onee 1 Xx3u-3HayeHusi, NPOOOIKXUMb BbINOJHEHUE YUKAA. ..
while (merkle.size() > 1)
{
// ECau Kosu4ecmso xau-3HayeHul HeyemHo, npodyb6auposamb nociedHee X3u-3Ha4YeHue B8 Cnucke
if (merkle.size() % 2 !'= 0)
merkle.push_back(merkle.back());
// Tenepb pasmep cnucka yemHsili
assert(merkle.size() % 2 == 0);
// Hossili cnucok x3u-3HavyeHul
bc::hash_list new_merkle;
// Yukn c obpabomkol 2 x3u-3HadyeHul 3a 00HY umepayurn
for (auto it = merkle.begin(); it != merkle.end(); it += 2)
{
// 06beduHeHue (KoHkameHayus) 0BYX MeKYWux X3u-3Ha4yeHul
bc::data_chunk concat_data(bc::hash_size * 2);
auto concat = bc::make_serializer(concat_data.begin());
concat.write_hash(*it);
concat.write_hash(*(it + 1));
assert(concat.iterator() == concat_data.end());
// XauwuposaHue 06bedUHeHHbIX X3ul-3HadyeHul
bc::hash_digest new_root = bc::bitcoin_hash(concat_data);
// JobasneHue pe3ysbmama 8 HoBbII CNUCOK
new_merkle.push_back(new_root);
}
// Hosbili cnucok x3u-3HayeHul
merkle = new_merkle;
// DEBUG -- BbIBOA ANA OTNQAKN - --=-==-==-mmmmmmmmmmommome oo n
std::cout << "Current merkle hash list:" << std::endl;
for (const auto& hash: merkle)
std::cout << " " << bc::encode_hex(hash) << std::endl;
std::cout << std::endl;
[ Ll
}
// 06pabomka cnuckog 3aKaH4ugdaercs Nojy4eHueMm eOUHCMBEeHHO20 3JleMeHma
return merkle[0];
}
int main()
{

// 3ameHume 3mu X3u-3HAYyeHUs PeasbHbIMU 3HayeHusmMu u3 6/10Kad,
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// 4mobbl BOCNpOu3BeCmU coomsemcmayKuuli KopeHb depesa Mepkie
bc::hash_list tx_hashes{{
bc::hash_lit
eral("0000000000000000000000000000000000000000000000000000000000000000") ,
bc::hash_lit
eral("0000000000000000000000000000000000000000000000000000000000000011") ,
bc::hash_lit
eral("0000000000000000000000000000000000000000000000000000000000000022") ,
1
const bc::hash_digest merkle_root = create_merkle(tx_hashes);
std::cout << "Result: " << bc::encode_hex(merkle_root) << std::endl;
return 0;

B npumepe 9.2 nokasaH pesyabTaT KOMIWISLMYM U 3aIlycka KOAa, CO34al0ILero
nepeso Mepkiie.

Mpumep 9.2 <+ Komnunauums u BbINONHEHWE KOAA NpUMepa, Co3aatoLwwero nepeso Mepkne

$ # Komnunayus koda npumepa merkle.cpp

$ g++ -o merkle merkle.cpp $(pkg-config --cflags --libs libbitcoin)

$ # 3anyck BbinosHsemo2o ¢alna merkle

$ . /merkle

Current merkle hash list:
3265004930418e4380db0af81788635d8b65424d397170b8499¢cdc28c4d27006
30861db96905c8dc8b99398calcd5bd5b84ac3264adel1b3e65afalbcee7540c4

Current merkle hash list:
d47780c084bad3830bcdaf6eace035e4c6cbf646d103795d22104fb105014ba3

Result: d47780c084bad3830bcdaf6eace035e4c6cbf646d103795d22104fb105014ba3
OddexTUBHOCTD epeBbeB MepKie CTAHOBUTCS OUEBUIHONM IIPU YBEJINYEHUN
pasMepoB CTPYKTYp. B Ta6. 9.3 mokasaHbl 06beMbl JaHHBIX, KOTOPbIe TpeOyeTcs

06paboTaTh i JO0Ka3aTeNbCTBA TOTO (haKkTa, UTO TPAH3AKIMS SIBJSETCS YaCThIO
paccmaTpuBaeMoro 6oxa.

Ta6nuua 9.3. 3¢pgpekmusHocme npumeHeHus depesa Mepkne

KonunuectBo TpaHsakuuit | Mpubn.pasmep 6noka | OnuHa nyTu (B xawax) | AnvHa nytu (B 6aitTax)
16 TpaH3akuui 4 kmnobaiiTa 4 x3LW-3HayeHus 128 6aitToB

512 TpaH3akuuit 128 kunobaiitos 9 X3LW-3HaYeHuni 288 6aitoB

2048 TpaH3aKumi 512 knnobanTtos 11 X3wW-3Ha4YeHn 352 b6aita

65 535 TpaH3akuuii 16 merabaiiToB 16 X3LWW-3HaYeHU 512 6aiToB

3 Tabauibl BUIHO, UYTO MpU OGBICTPOM yBeauMueHMUM pasmepa 6ioka or 4 K6
¢ 16 TpaHsakiusamu g0 16 M6 ¢ 65 535 TpaH3aKUMIMM MyTh B JAepeBe Mepkie,
TpebGyeMblit [JisI TOKa3aTelbCTBA HAMMYMS TPaH3aKLNUM, YBEIUMUYMBAETCS HAMHOTO
MemyieHHee — oT 128 6aitToB Mo 512 6aiiToB. Mcmonb3ys gepeBbst MepKiie, y3ea Mo-
SKeT 3arPy3UThb TOJBKO 3arojoBKM 6I0KOB (110 80 6aiiTOB IJIsI KaskAOTO 3aroji0BKa),
COXpaHSIsI IPM 3TOM BO3MOXKHOCTDb OrpenesieHus (akra BKIOUEHUS] TpaH3aKI[UN
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B GJIOK TTOCPE/ICTBOM ITOJTyYeHUsT HeOOBIIIOTO TI0 pa3Mepy MyTu B epeBe Mepkiie
OT TIOJIHOIIEHHOTO y3/1a 6e3 Heo6XOMMMOCTY XpPaHEHUS WU TIepefaul OTPOMHOTO
obbeMa TaHHbIX 6I0KUeiiHA, KOTOPBIM MOXKET JOCTUTaTh HECKOTbKMUX IMrabaiToB.
V3716, KOTOpbIe He TOAEepPKMBAIOT IOJMHYI0 CTPYKTYPY AAHHBIX OJ0OKYeiiHa, Ha-
3bIBAIOTCS Y3/IaMM C YIIPOIeHHOM Bepudukaimei miaatexkeit (simplified payment
verification, SPV), unu npocto SPV-y3namu. Takue y3/1bl UCTIONb3YIOT ITYTY B lepeBe
Mepxkiie 1151 TPOBEPKM TPAH3aKIMIT 6€3 3aTpy3Ky IMOJHOTO COAEPKUMOTO GIOKOB.

[LePEBbS MEPKNE M YMPOLLEHHAS BEPUGUKALIMA NNATEXEN
(SPV)

IepeBbst MepKiie MMPOKO UCTIONb3YIOTCSI SPV-y3mamu. SPV-y3/ibl He MUMEIOT AOCTY-
Ia KO BCEM TPaH3aKUMSIM U 3aTPY>KaioT He GJIOKM TIOTHOCTBIO, & TOITBKO 3aTr0JIOBKU
6710K0B. UTOOBI ITPOBEPUTD, NECTBUTEIBHO JIV HEKOTOPAsl TPAH3aKIIMS BKIIOUEHA
B 610K 6e3 3arpysKky BCeX TpaH3aKIMii 3TOro 6;10Ka, UCIOAb3YeTCs MyTh ayTeHTH-
dbuxkauyy i myTh B IepeBe Mepkie.

Hampumep, paccmorpum SPV-y3ei, MHTepeCYIINIACS BXOASIIMMHU TIIaTeKaMu
Ha ajipeca, colepskaluecs: B ero Koienbke. SPV-y3en ycranasiaubaet GuibTp Biry-
ma (cm. paspen «OunabTpel biiymar» r1aBbl 8) HA €ro COeOVMHEHUSIX C MapTHepamu,
YTOOBI OIPAHUYMUTHCS TPAH3AKUMSIMY, KOTOPbIE COepsKaT TOMbKO MHTepecylolle
ero agpeca. Korma mapTHepbl HAXOOAT TPaH3aKIMI0, COOTBETCTBYIONIYIO0 (UIbTpy
Biyma, oHM OTIPABJISIOT 3TOT GJIOK € IMTOMOIIbIO coobmieHust merkleblock. Coobre-
Hue merkleblock comepskKuT 3aroI0BOK 6;10Ka U ITyTh B iepeBe MepKiie, KOTOPbIi CBSI-
3bIBaeT TpeOyeMYIO TPaH3aKIINIO C KOPHEM JepeBa MepKkiie B 3ToM 6J10Ke. SPV-y3en
MOYKET MCIOAb30BaTh MOMYyYEeHHBI MYTh B JepeBe Mepkiie Ajis1 yCTaHOBIEHUS CO-
eIVHEeHMS C TPaH3aKIyell B COOTBETCTBYIOIIEM 6/I0Ke U MPOBepKM ¢daKTa BKIOUe-
HUSI CAMOJ TpaH3aKLyM B 610K. SPV-y3e1 Takke MCIIONIb3YeT 3arojI0BOK GJIOKa JIJIst
CBSI3M 3TOTO 6JI0KA C OCTAbHOV CTPYKTYPOIii 6/10KuUeiiHa. CoueTaHue STUX ABYX CBSI-
3eii — MeXIy TpaH3aKIyeil ¥ 6JI0KOM ¥ MeXKIy 67I0KOM U CTPYKTYpOii 6JIOKUeiiHa —
JlOKa3bIBaeT, UTO IpoBepsieMasi TPaH3aKLMsI AefiCTBUTENbHO 3alycaHa B CTPYKType
IaHHBIX 6j10KUeliHa. B coBOKyITHOCTY SPV-y3e1 IpuHMMaeT MeHee KuiobaiiTa JaH-
HBIX O 3ar0JI0OBKe GJIOKA M O ITyTH B iepeBe MepKkie. DTOT 06beM JAHHBIX B THICSUY
pas MeHbllle, UeM pa3Mep ITOJIHOTO 6JI0Ka (B HACTosIIee Bpems oKoyio 1 M6).

TECTOBbIE CTPYKTYPbI B/IOKYEAHA B BUTKOMH-CUCTEME

B0O3MOJKHO, Bbl YOMBUTECH, Y3HAB, UTO B GUTKOIH-CMUCTEME CYIIECTBYET He OfHA
CTPYKTYpa NaHHBIX 6I0KUeiiHa. «[JIaBHasI» CTPYKTYpa JaHHbIX O6JI0KYeiiHa IJisT OUT-
KoJiHa OblIa cosmana Cartomu Hakamoro 3 stHBapst 2009 roma. OHa HauMHaeTCs
C IePBUYHOTO 6JI0Ka, KOTOPBIM MbI pacCMaTpUBAJIM BBIIIE B TO IVIaBe, ¥ Ha3bI-
BaeTcs mainnet. Ho B 6MTKOITH-CUCTEME CYIIECTBYIOT M APYTMe CTPYKTYPbI OJIOK-
yeliHa, UCTIOb3yeMble 1151 TECTUPOBAHMSI: B HACTosIIee BpeMs 3TO testnet, segnet
u regtest. PacCMOTpUM KaXKyI0 U3 ITUX CTPYKTYP 6osiee moapo6HO.
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Testnet - «necouHuua» gns TectTupoBaHuUAa 6UTKOIHOB

Testnet — 3T0 Ha3BaHMeE TECTOBOI CTPYKTYPbI JAHHBIX OJIOKUEITHA, CETU U BAJTIOTHI,
UCIIOTb3yeMOIi IJIst TecTUpoBaHusl. Testnet rpepcTaBisieT co60i MOMTHODYHKIIVO-
HaJIbHYIO JIEJICTBYIOIIYIO MMPYHTOBYIO CETh C KOIIEeTbKaMM, TECTOBBIMM OUTKOIHA-
MM (testnet-KOiTHBI), MalfHMHTOM ¥ BCEMU MTPOUMMU QYHKIMOHATbHBIMY BO3MOXK-
HOCTSIMM IJIaBHO¥ ceTy mainnet. ViMeroTcsT TOMbKO JBa pasinuus: testnet-KoiiHbI
He MMEOT HMKAKO peayibHON IIEHHOCTH, a CJIOKHOCTb MaifH/HIa JOJIKHA ObITh J10-
CTaTOYHO HU3KOI, YTOOBI YIIPOCTUTD CO3/IaHIME TECTOBBIX KOMHOB (MCKIIOUMUTETHbHO
ILJISI TECTUPOBAHMS).

JTio6ast pa3paboTka MPOrpaMMHOTO obecrieueHyst, MpegHa3HauYeHHOTO I peasib-
HOTO MCITOJIb30BaHMS B mainnet 6MTKOIHA, JO/KHA CHAaYasIa MPOTH TeCTUPOBAHME
B testnet Ha TecT-KoJfHAX. DTO 3aIIMINAET U pPa3pabOTUMKOB OT MOTEPh HACTOSIIINX
IleHEeKHBbIX CPENICTB 13-3a OIMOO0K, ¥ OCHOBHYIO CETh OT HeIpeACcKa3yeMoro rmoBe-
IeHMS IPOrpaMM 13-3a TeX Ke OIIMOOK.

Ho obGecrieueHne 6eCrione3HOCTH TECTOBOI BATIOTHI U MOIEPKKA YITPOIIEHHOTO
MalfHMHTA SIBJISTIOTCST HeITPOCTOI 3amaueii. UITHOpUpys MHeHe pa3paboTuMKOB, He-
KOTOpbIE JIIOM UCITONMb3YIOT MOITHOe obopymoBaHue st maiitauura (GPU u ASIC)
B ceTu testnet. 3TO yBe/IMUMBaET CJI0OKHOCTD, Ae/laeT HEBO3MOXXHBIM MaiiHUHT C I10-
MOIIbI0 OOBIYHBIX ITporieccopoB (CPU) 1 B uTOre co3maeT ypoBeHb CJIOSKHOCTH, 10-
CTaTOYHBI JJIS1 TOTO, UTOOBI IO HAYa/IM TT0JIb30BAThCSI TECTOBO BATIOTO TAKUM
o6pa3oM, Kak ecny Obl OHA He ObLIA JUIIEHA IIEHHOCTU. B pesynbraTe BpeMs OT
BpeMeHM IIPUXOAUTCS OCTaHABIMBATD paboTy testnet 1 rmepesamyckaTh ee ¢ HOBbIM
TIePBUYHBIM GJIOKOM, CHVKASI YPOBEHD CJIOSKHOCT.

Texyimuii BApMaHT TECTOBOI CeTu Ha3bIBaeTcs testnet3, TO eCTh TPeThbs UTepa-
uwyst testnet. OHa 6buTa MepesarryineHa B pespase 2011 roma Ajist CHUKEHUS] YPOBHS
CJIOXKHOCTM, 3aBBILIEHHOTO B IIpeAbIAYIIeli UTepaluin.

CremyeT MOMHUTB, UTO B testnet3 CTPyKTypa IaHHbBIX OJIOKUEeliHa MMeeT GO0
pasmep — B Hauase 2017 roma oH coctaiisit 6onee 20 I'6. 1151 CMHXPOHM3ALUY TT0-
TPe6YIOTCS CYTKM ¥ Jaske HEMHOTO 6OJIbIlle, a TaKkoKe TMOJTHASI 3aHATOCTh PECYPCOB
Balllero KOMITbIOTepa. ITO He TaKOii OrPOMHBIN 00beM, KaK B CETU mainnet, HO U He
coBceM MaJsiblii. OgHMM M3 YIOOGHBIX CIIOCOOOB 3aITycKa y3Jjia testnet sBsieTcs CO3-
IaHye ero B BUPTyaJibHOM MamuHe (Hampumep, VirtualBox, Docker, Cloud Server
M T. I1.), BBIZEJIEHHO CIIelIMaIbHO [J151 3TOV LIeNN.

Hcnonv3zoeanue testnet
Bitcoin Core, Kax u m060e npyroe I[TO 6UTKOIHA, TPeIOCTABIISET ITOTHYIO TTOITIEP3K-
Ky orepaiiuii B ceTu testnet BMecTo ceTu mainnet, a Takske O3BOJISIET BbITIOJIHSITh
MalHMHT TeCT-KOHOB M obecIieurBaeT paboTy B KauecTBe MOJTHOLIEHHOTO y3Jia
testnet.

Iyis 3amycka Bitcoin Core B ceTu testnet BMecTo mainnet He06XOIMMO BOCIIOJIb-
30BaTbCS KJIKYOM -testnet B KOMaHAHOM CTPOKE:

$ bitcoind -testnet
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B cucreMHBIX )XypHaiax (Jiorax) Bbl YBUAUTE 3alMCh O TOM, 4TO bicoind co3paer
HOBYIO CTPYKTYpY G/IO0KUeifHa B TIofKaTasore testnet3 xaranora bitcoind, 3ajaHHOTO
10 YMOTYaHMIO:

bitcoind: Using data directory /home/username/.bitcoin/testnet3

[ ycTaHOBJIEHUS cCOeqMHEeHMS C bitcoind BOCIIONB3yiATECh YTUIUTOM KOMaH/, -
HOJi CTPOKM bitcoin-cli, HO MPM ee UCITOJIb30BAHUM TAKXKEe HEOOXOIMMO ITePEKITIO-
UYUThCS B peXkuM testnet:

$ bitcoin-cli -testnet getinfo
{
"version": 130200,
"protocolversion": 70015,
"walletversion": 130000,
"balance": 0.00000000,
"blocks": 416,
"timeoffset": 0,
"connections": 3,
"proxy": ""
"difficulty": 1,
"testnet": true,
"keypoololdest": 1484801486,
"keypoolsize": 100,
"paytxfee": 0.00000000,
"relayfee": 0.00001000,
"errors": ""

BoI Taroke MoOskeTe BOCIIONb30BaThCSI KOMaHoM getblockchaininfo mjist yrouHeHmst

MOAPOOHOCTET O CTPYKTYpPE AAaHHbIX OIOKUeiiHA B ceTu testnet3 u a1 HaGmomeHmst
3a XOZOM CHMHXPOHM3ALINN:

$ bitcoin-cli -testnet getblockchaininfo

{

"chain": "test",

"blocks": 1088,

"headers": 139999,

"bestblockhash":
"0000000063d29909d475a1c4ba26da64b368e56cce5d925097bf3a2084370128",

"difficulty": 1,

"mediantime": 1337966158,

"verificationprogress": 0.001644065914099759,

"chainwork":
"0000000000000000000000000000000000000000000000000000044104410441",

"pruned": false,

"softforks": [

[...]

Kpome Toro, MOKHO paboTaTh B CeTH testnet3 ¢ MOMOIIbIO APYTMX Pean3aliyii ros-
HOIIEHHOTO OUTKOIH-Y3/1a, TAKMX Kak btcd (HamicaHHOTro Ha si3bike Go) 1 beoin (Hamm-
CAHHOTO Ha sI3bIKe JavaScript), YTOObI SKCIIEPUMEHTUPOBATD 1 H0jIee TITYOOKO M3yUaTh
SI3BIKY [TPOrPAMMUPOBAHMS, MHCTPYMEHTA/IbHbIE CPEICTBA U ITPOrPaMMHbBIE CPEIbI.
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B Hauase 2017 roza ceTb testnet3 nmongepskuBaa Bce GyHKIIMOHATIbHbIE BO3MOX-
HOCTM OCHOBHOJ ceTM mainnet, a KpoMe Toro, GyHKIuo0 Segregated Witness (cm.
npwioxkeHue I'), KOTopast Ha TOT MOMEHT ellle He ObUTa BBefeHa B mainnet. Takum
06pasom, ceTh testnet3 MOKHO MCITOJIb30BATh €Ille U IJIsI TECTUPOBAHMS QYHKIIN
Segregated Witness.

Segnet - TectoBas cetb ana pyHkuuu Segregated Witness

B 2016 rogy 6pl1a BBe[leHa B 9KCILTyaTaIMIO TECTOBAS CETh, CIIeIMaIM3MPOBAHHAS
IUIS1 pa3paboTKu U TecTpoBauus GyHKIMK Segregated Witness (cokpaleHHOe Ha-
3BaHMe segwit, cM. mpusokenue I'). ATy TECTOBYIO CTPYKTYPY JAHHBIX GJIOKUEiiHA
Ha3Ba/M segnet. K Heil MOXKHO MOAKIIOUUTHCS C MOMOUIBIO CIIENMaIN3UPOBAHHOM
Bepcum (BeTBM) Bitcoin Core.

Ho mockonbKy GYHKIIMS segwit Oblia mo6aBjieHa B TECTOBYIO CeThb testnet3, oT-
Tajia HeoOXOIMMOCTD UCITOJIb30BaHMSI segnet [J1s1 TeCTUPOBaHMST GYHKIIMOHATbHBIX
BO3MOYKHOCTel segwit.

Becbma BepOSITHO, YTO B OYAyIeM MbI YBUAUM U APYTME TECTOBBIE CTPYKTYPBI
6/10KUeitHa, TOJO6HbIE segnet, CrielaJbHO OPUEHTUPOBAHHbIE Ha TECTUPOBAHME
OTHEeNbHBIX PYHKIMIT MM [JI06aTbHbIX M3MEHEHUIT apXUTEKTYPHI.

Regtest - nokanbHasg cTpyKTypa AaHHbIX 610KYeiHA

Regtest, win B monHoM BapuaHTe «Regression Testing», — aTo pyHkuus Bitcoin Core,
MO3BOJISIONIAST CO3/1aBATh JIOKAIBHYIO CTPYKTYPY TaHHBIX O70KUeiiHa /Jis TeCTUPO-
BaHus. B ommume ot testnet3, OTKPBITOI UM COBMECTHO MCIIOIb3yeMOIl TECTOBOM
CTPYKTYPbI MTaHHBIX OJIOKYelTHA, CTPYKTYphbl OJIOKUeiiHa regtest mpemHa3HAUEHbI
IS 3aITyCKa B BUJIE 3aKPBITBIX CUCTEM JIJISl TOKAJIbHOTO TecTUpoBaHus. CTpyKTypa
6/10KueiiHa regtest MHUIIMATU3UPYETCS «C HYJISI», CO3/1aBast IOKAIbHbIN MePBUYHbIA
6710K. MO>KHO T06GaBJISITh IPYTHMeE Y3JIbl B CETh MM pabOTaTh C eAMHCTBEHHBIM Y3JI0M
ILJISI TECTUPOBaHMS IIPOrpaMMHOTO obecrieuenus Bitcoin Core.
Ilis 3amycka Bitcoin Core B pexxuMe regtest mcromnb3yiiTe duiar regtest:

bitcoind: Using data directory /home/username/.bitcoin/regtest

YTOoO6BI BOCIIO/NB30BAThCS YTWIIUTOM KOMaHAHOM CTPOKM, TAKKE HEOOXOAMMO 3a-
natb diar regtest. [Tompobyem MpUMeHUTh KOMaHy getblockchaininfo mis muccre-
IOBaHMS CTPYKTYPbI OI0KUeiiHa regtest:

$ bitcoin-cli -regtest getblockchaininfo
{
"chain": "regtest",
"blocks": 0,
"headers": 0,
"bestblockhash":
"0f9188f13cb7b2c71f2a335e3a4fc328bf5beb436012afca590b1al11466e2206",
"difficulty": 4.656542373906925e-10,
"mediantime": 1296688602,
"verificationprogress": 1,
"chainwork":
"0000000000000000000000000000000000000000000000000000000000000002" ,
"pruned": false,

[...]
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MbI BUIMM, UTO B CTPYKType IIOKa elle HeT 6/I0KOB. BBIIOIHUM MaitHUHT He-
ckonbkux (500) 6;10KOB U «3apaboTaeM» BO3HArpaXkIeHue:

$ bitcoin-cli -regtest generate 500

"7afed70259f22c2bf11e406cb12ed5c0657b6e16a6477a9f8b28e2046b5balca"”,
"1aca2f154a80a9863a9aac4c72047a6d3f385c4eec5441adaafabacaaldadals”,
"4334ecf6fb022f30fbd764c3ee778fabbd53b4a4d1950eae8a91f1f5158ed2d1",
"5f951d34065efeaf64e54e91d00b260294fcdfc7f05dbb5599aec84b957a7766",
"43744b5e77c1dfece9d05ab5f0e6796ebe627303163547€69e27f55d0f2b9353",
[...]
"6c31585a48d4fc2b3fd25521f4515b18aefb59d0def82bd9c2185c4echb754327"

MaiiHMHT BCeX 3TUX OJIOKOB 3aliMeT JIMIIIb HECKOJbKO CEKYH], UYTO CYIIEeCTBEH-
HO ympoliaeT TecTupoBaHue. Eciay mpoBepuTh 6anaHC CBOEro KollieabKa, TO MOKHO
YBUIETh, UTO MTOJIyU€HO BO3HarpaxkmeHue 3a mepsbie 400 6710KOB (BO3HArpaskaeHMe
coinbase JOKHO OOCTUTHYTh IMy6MHBI B 100 6JI0KOB, YTOOBI MOSIBMIACH BO3MOXK-
HOCTb PacxofoBaHMsI 3apabOTaHHOM CyMMBbI):

$ bitcoin-cli -regtest getbalance
12462.50000000

Mcnonb30BAHME TECTOBbIX CTPYKTYP BJIOKYEVHA
AN PASPABOTKH

PasnuyHble CTPYKTYphl O0OKUYeltHa B OUTKOMH-cucTeMe (regtest, segnet, testnet3,
mainnet) mpepJjiaraloT pasHOOOpa3Hble BapMaHThI Cpel, TeCTUPOBAHMS IJis paspa-
6otku I10 misa 6uTKOIHA. VICIIONb3YiiTe TECTOBBIE CTPYKTYPHI GJIOKUEIiHA TPy pas-
paborke ITO myist Bitcoin Core My aibTepHATUBHOTO MOJTHOLIEHHOT'O KJIMEHTa KOH-
CeHCyca, a Takke MIPU pa3paboTKe TaKMUX MPUIOKEHM, KaK KoIlenek, caiiT o6MeHa
BaJTIOTBI, CAMT 3IEKTPOHHOI KOMMepLINH, WK Jaxe MpU pa3paboTke MHHOBALIMOH-
HBIX CMapT-KOHTPAKTOB U CJIOXKHBIX CKPUIITOB.

MO3KHO BOCIIOTb30BATHCSI TECTOBBIMU CTPYKTYpaMy O0KUYeifHa [AJisI opraHu3a-
MY KOHBeltepHOit paspaboTku. TecTupyiiTe CBO¥ KOJ HENOCPeACTBEHHO B IPO-
1ecce pa3paboTKM JIOKAJIbHO C UCIOIb30BaHMeM regtest. Korga mporpamma 6yner
rOTOBA /ISl IIPOBEPKM B OOIENOCTYITHOM CeTH, epexoauTe B CeThb testnet, UTOODBI
MIPOBEPUTDb CBOI Kof, B Gojiee AMHAMUYECKON cpele ¢ ObIcTpo MeHsIomumcs [10
" Habopom mpuioskeHuit. HakoHell, Korma Bbl yoeauTech, UTO Ballla IporpaMma
paboTaeT MMeHHO Tak, KaK IIPe[Ionaraaoch, epekaouaiTech B CeTb mainnet Ijist
pasBepThIBAHMS CBOETO MPWIOXKEHMS B PEXXMMeE peaibHOI aKkcIuTyaTauuu. [Ipu BHe-
CeHUM V3MEeHeHU, YIyUIeHnit 1 UCIIpaBieHn OMMOOK 1 T. Il. CHOBA 3aITyCKaiTe
KOHBeltep pa3paboTKM C cCaMOoro Havasia, pa3BepThIBas KaXKIblil M3MeHEeHHbI pen3
I10 cHauasna B cpene regtest, 3aTeM B testnet 1, HaKOHell, B Cpelie peaibHOM IKC-
ITyaTauum.
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MaMHUHI U KOHCEHCYC

BBEOEHME

TepMMUH «MaifHMHT» (Mining) B HEKOTOPOi CTemeHM BBOAUT B 3abmyskaeHue. I1o
aQHaJIOTUM C JOOBIUEIT IEHHBIX ITOJIe3HBIX MCKOITaeMbIX OH QOKYCHMPYET Hallle BHUMA-
HYe Ha BO3HATPakKAeHUM 32 MailHMHT HOBOTO OMTKOHA, CO3aBaeMOro B KaXKIOM
6710Ke. U XOTsT MaifiHMHT OOLIPSIETCS] STUM BO3HArpaskaeHleM, ero IIaBHOI LeJIbIo
SIBJISIETCSI BOBCE He BO3HArpakaeHue 1 He reHepaliyis HOBbIX 6UTKOITHOB. Ecyiu pac-
CMaTPUBATh MAHMHT TOJIBKO KaK ITPOIeCC CO3TaHNsSI HOBBIX JeHEXKHBIX eIVHNII, TO
BbI OIIMOOYHO MIPUMeTEe CPeCTBA (CTUMYJIbI) 38 OCHOBHYIO IIeJIb 3TOTO IpoIiecca.
MajifHMHT — 3TO MeXaHM3M, ITPeACTaBISIONINIT C060i1 OCHOBY IelleHTPaTM30BaHHOM
«pacueTHOII manaTsl» (clearinghouse), c TOMOIIIbIO KOTOPOTO MTPOBEPSIIOTCST, YUUThI-
BAIOTCS M PaCXOAYIOTCS BCe TpaH3aKIMu. MaifHMHT SIBISIeTCST M306peTeHneM, KOTO-
poe caenano 6UTKOIH 0COOEHHO JeHeKHOI eIVHUIIEH, 9TO el eHTPaIM30BaHHbI
MeXaHM3M 3alIMUThbl, OCHOBA IIMPUHIOBO LIM(POBOI BaTIOTHI.

MajiHUHT 3aIIuIIaeT 6UTKOMH-CUCTEMY U ObGecrieumMBaeT AOCTUMKeHMEe OOIIero
IUIST BCei ceTu KOHCeHcyca (consensus) 6e3 KaKoro-am60 IeHTPaTbHOTO afMUHMUCT-
pPaTMBHOTO OpraHa. BosHarpaxkmeHye 3a «BbIITYCK» HOBBIX TEHEKHBIX eIMHUIL U OT-
YMCJIEHNST 32 TPAH3aKIMM MPEACTABISIOT CO00 MOOIMPUTENbHYIO CXeMY, KOTOpast
COIJIaCOBBIBAET MIEVICTBMS MalfHEPOB C CMCTEMOJ 3allThI CETU, IIPM 3TOM OJHOBpe-
MEHHO OCYIIECTBIISIETCS TOAAePsKKa PEryIMpOBAaHMS TEHESKHOTO 00paeHmsl.

0 Co3paHue HOBbIX BUTKOMHOB He SBNSETCS [MaBHOW Lenblo MalHUHIA. TO NOOLpPUTENbHas,
CTUMYAUpYIOLWAs cucTeMa. MaliHUHT SBNSeTC MeXaHn3MoM, obecneyunBatoLLmM AeLeHTpanu-
3aLMI0 CPeacTB M METOA0B 3alluTbl B OBUTKOMH-CHCTEME.

MariHepsl TPOBEPSIIOT KOPPEKTHOCTD U JJOCTOBEPHOCTH HOBBIX TPAH3aKIINIA, TTOC-
Jie Uero 3aIyChIBAIOT UX B INI0OAIbHBIN peecTp. HoBbII 6JI0K, cCOmepyKallii TpaH3aK-
MM, TIOSIBUBIIMECS TTOCTe GUKcaluu MocieqHero 610Ka, «<MaifHUTCS» B CpeJHeM
Kaskzapie 10 MMHYT, OGABIISISI 9TY HOBBIE TPAH3aKI[MH B CTPYKTYPY TaHHBIX OJIOKUeTi-
Ha. TpaH3aKIuu, CTaBIINe YacTbio GJI0KA U T0OaBIeHHbIE B CTPYKTYPY OJIOKUeiTHa,
CUMTAIOTCS TIOATBEPKAEHHBIMU Y IPUHSITHIMU (confirmed), 4TO TO3BOJISIET HOBBIM
BJIa/IeIbIIaM PACXO0BATH OMTKOIHBI, TOTyYeHHbIE C TOMOIIBI0 3TUX TPAH3AKIIWIA.
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MajiHepbl MPUHMMAIOT IBa TUIIA BO3HATPAXKIEHUI 3a MOAIEePIKKY 3aIUThI, 00ec-
TeyBaeMoi MaflHMHIOM: HOBbIE JIeHesKHbIe eITHUIIbI, CO3/TaHHbIe KaXXIbIM HOBBIM
6JI0KOM, ¥ OTUMC/IeHMS (OTIJIaTa) 3a BCe TPaH3aKIVM, BKIIIOUEHHbIE B CTeHEPUPOBaH-
HbII 6710K. JIJIS TIOSTyYeHMsT BO3HArpaskAeHMsT MajiHepbl BCTYIIAIOT B KOHKYPEHTHYIO
60pB0Y, IIBITASICh PELIUTD CJIOKHYI0 MaTeMaTUYECKYIO 3a/1a4y, OCHOBAHHYIO Ha ajiro-
puUTMe KpunTorpaduyeckoro xamupoBaHus. PellieHre Takoii 3a1aun, Ha3bIBaeMoe
JI0OKa3aTeIbCTBOM BbITIOJTHEHMsI paboTsl (Proof-of-Work), BKiTiouaeTcst B HOBbII 610K
Y TIpe[ICTaB/IsIeT o601 JOKa3aTeIbCTBO TOTO, YTO MaliHep NeiiCTBUTEbHO 3aTPaTHI
3HAUUTE/bHbIE BBIUMCIUTEIbHbIE MOIIHOCTM Ha pellleHMe 3amaun. KoHKypeHIus
B IIpollecce pelieHus 3afauy Mo aJOrPUTMY AOKA3aTebCTBA BBIMOIHEHMUST pabOThI
IIJISI TIOTyYeHUsT BO3HATPKIEeHMS M 3a TIPaBO 3alCy TPAH3aKIMIA B CTPYKTYpPY JaH-
HBIX GJIOKUElTHA SBJISIETCSI OCHOBOM MOJIENN 3aIIUThl GUTKOH-CYCTEMBI.

[Tpoitecc Ha3BaH MallHMHTOM, IOTOMY UTO BO3HarpaxaeHue (TeHepalys HOBOM
JIeHeXXHOI eNVHUIIBI) OPTaHM30BaHO MO TPUHLUITY, UMUTHUPYIOIIEMY TTPUHIINUIT
ybbIBatoIeit qoxomHocTu (diminishing returns), qeiicTByomuit mpu J06bIUE TTOTE3-
HBIX CKOITaeMbIX. [Togaepskka 6UTKOMHOB KaK TeHEeKHbIX eIMHULL OCYIIeCTBIISIET-
s uepes Mmpollecc MaifHUHTa, TOJ0OHO TOMY, KaK IeHTPaabHbIN 6aHK HapallXBaeT
IEeHEeKHYI0 Maccy, rmevaTasi HOBble 6aHKHOTBI. MaKkcuMMabHOe KOJIMYECTBO BHOBb
CO3JaBaeMbIX GMTKOHOB, KOTOpble MaifHep MOXKeT H06aBUTh B OJIOK, YMeHbIIIa-
eTcs MpUOIU3UTETHHO Uepes3 Kaskable YeThIpe rofa (Miy MpubIu3uTeTbHO uyepes
Kakapie 210 000 6;0k0B). BHauase, B sHBape 2009 roma, MOKHO GbIIO BKIIOUUTH
50 6uTKOITHOB B 6JIOK, a B HOosiOpe 2012 roma HOMyCTUMOE KOJIMYECTBO YMEHbIIN-
JIOCh HATIOJIOBUHY — 25 GUTKOMHOB B KaskIOM HOBOM Oj10Ke. B mione 2016 roma -
MMT CHOBA YMEHBIIUJICS BIBOE 1 cocTaBua 12.5 6GuTKoiiHa Ha 6;10K. [To aT0it dhop-
MyJie BO3HArpakaeHyue 3a MaifHMHT GMTKOTHOB YMEHbIIIAeTCsT SKCITOHEHIMATbHO
npubnusuTenbHo 10 2140 roga, Korma 6yayT creHepupoBaHbI BCe BO3MOKHBIE OUT-
KoitHbI (20.99999998 Mmwmtnona). [Toce 2140 roma HOBbIe GUTKOMHBI CO37]aBAThCS
He OymyT.

Kpome Toro, MajiHepbl OMTKOMHOB ITOIyYalOT OTUMCIEHU (OTUIAaTy) 3a TpaH3aK-
K. B Kakayio TpaH3aKIMI0 MOXeT ObITh BK/IIOUEHA ee oriaTa (transaction fee)
B (hopme ocTaTKa WM pasHOCTY MEXKIY CyMMaMM BXOAHBIX U BBIXOAHBIX JAHHBIX
TpaH3akuuu. ITo6eqMBIIMIT B COCTI3aHMUM 3a CO3[aHMe HOBOTO OMTKOIiHA MaiiHep
«ocTaBiisgeT cebe cmauy» M3 BCEX TPaH3aKI[Mii, BKIIOUEHHBIX B OGJIOK-IIOOEIUTEND.
B Hacrosiee BpeMst oTUncaeHMUs cocTaBastioT 0.5% iy HEMHOTO MeHbIlle OT 06-
11ero oxojfia MaliHepa, a OCHOBHOI1 TOXO[l MaliHep Mo/iydaeT OT TeHepaliy HOBbIX
OUTKOIHOB. TeM He MeHee, TOCKOJIbKY BO3HArpaskaeHue co BpeMeHeM yMeHbIIa-
€TCsI, a KOIMYECTBO TPaH3aKIMii B KaKIOM OJI0Ke YBeJIMUMBAETCS, TOJS TOX0Ia OT
OTUIaThI TPAH3aKIMiT 6YIeT YBeMUMBATLCS, TI0 CPaBHEHMIO C TOJIeil OT MaiiHMHTA.
TMocTereHHO OTYMCIEHMS 3a TPAaH3aKINUY GYOYT CTAHOBUTbHCS 60j1e€ BECOMBIMMU, YEM
BO3HArpaskaeHue 3a MaifHMHT, M CTAHYT 6oJiee MPeaoUYTUTEbHBIM CTUMYIOM ISt
maiiHepoB. ITocie 2140 roma KoaMueCcTBO HOBBIX OUTKOMHOB B KaskIOM OJIOKe J0-
CTUTHET HYJIEBOJ OTMETKM, U TIPOoIlecC MaifHMHTa OyIeT CTUMYINPOBAThCS TOTbKO
OTUYMCIeHUSIMU 32 TPAH3aKIUN.
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B 3T0I1 r/1aBe MbI CHayasa pacCMOTPUM MaifHMHT KaK MeXaHM3M MOAAe KK hu-
HaHCOBOT'O PEryJIMPOBaHMS, 3aTEM IepeiiieM K U3yUeHMIo 60j1ee BaXKHO QYHKINN
MalfHMHTAa — MeXaHM3Ma [elleHTpaIM30BaHHOIO KOHCEHCYCa, MPpeCTaBIsIoIiero
€0060i1 OCHOBY 3alIMThI GUTKOITH-CUCTEMBI.

Iljist jTydiiiero TOHMMAaHMS TIPOIECCOB MalfHUHTA U JOCTUKEHMST KOHCEHCYCa Mbl
CHOBa 06paTMMCS K TIPUMeEPY C TpaH3aKIyeii AJCHI, ITOC/Ie TOTO KaK OHa MPUHSITA
1 obaBiieHa B 6JI0K MaifHMHTOBBIM 060pyIOBaHMEM HpeanpuHuMaTes I13mHa. 3a-
TEeM MbI IPOCJIEAMM MPOLlecC MaifHMHTa 9TOro 6;10Ka, J06aBIeHNe ero B CTPYKTYPY
IaHHBIX GIOKYEliHA U MPUHSITHE ero Bceii OMTKOMH-CeThIO C TTOMOIIBIO MpoIecca
IOCTMKeHMST KOHCEeHCyca.

JKOHOMMKA BUTKOIHA U CO3AaHUE BaIOTbI

BUTKOIHBI «ITeYaTaloTCsI» MPU CO3IaHUU KaXKIOTO 6JI0Ka CO CTPOTO OIMpeAe/IeHHO
Y TTOCTOSTHHO YMEHBIIAIMIENCST CKOPOCThI0. KaXkblit HOBBIN 610K, TeHEPUPYEMBbIii
B CpellHeM C MHTepBaioM B 10 MMHYT, COIEep>XUT COBEPIIEHHO HOBble OGUTKOMHBI,
co3maHHble 13 Huuero. Yepes kaxkapbie 210 000 6;10K0B, UM IPUOGIU3UTENIBHO Uepes
KasKIble UeThbIpe rofja, CKOPOCTh BhIMTYCKa TeHEeKHbIX eIMHUI] yMeHbIlaeTcs Ha 50%.
B mepBbIie ueThipe roga paboThl GUTKOIH-CETU KaXKIblit 610K comepskan 50 HOBBIX
OUTKOIHOB.

B Hosi6pe 2012 roma CKOPOCTh TeHepaluy HOBBIX OUTKOMHOB CHU3WIACH 0
25 6UTKOMHOB Ha 6/10K. B miose 2016 roma mpou3o0Iio ouepegHoe COKpalieHue 10
12.5 6uTkoitHa Ha 6J10K. [Ipemen B 6.25 6uTKoiiHa 6yIeT yCTaHOBJIeH B 6JI0Ke HOMep
630000, MaifHMHT KOTOPOro OGyzeT BbironHeH B TeueHue 2020 roma. Takum ob6pa-
30M, CKOPOCTb BBIITyCKa HOBBIX J€HEXHBIX eAVMHUL, SKCIIOHEHLMaJbHO YMeHbIIa-
eTCSI M COCTABUT 32 «COKpallleHNsI HalloJIOBMHY» BILIOTh 10 6;10Ka HoMep 6720000
(ero MaitHMHT Gy/eT BBIITOJIHEH PUOIM3UTENbHO B 2137 rony), Korma BCe 3TU CO-
KpalleHus NPUBEeAYT K MUHUMAJIbHON NeHexXKHOM equHuie — 1 catomn. HakoHerr,
rmocJjie reHepanum 6.93 MuwuIMoHa 6;I0KOB pUGIU3UTENbHO B 2140 romy GyaeT Bbl-
myieHo okojio 2 099 999 997 690 000 caTormm, Mau TOUTH 21 MUUTMOH GUTKOIHOB.
TMocsie aToro 6;10KM He GYIYT COMEPIKATh HOBBIX GMTKOMHOB, 8 MaiiHepbI 6YAYT BO3-
HarpakaaThbCs UCKIIOUUTEIBHO 3a CUeT OTYMC/IeHUI 3a TpaH3akuuu. Ha puc. 10.1
MOKa3aHo 06Illee KOJIMYECTBO GUTKOITHOB, TIOCTYIIAIONIMX B 0OpalleHne ¢ TeYeHN-
€M BpeMeHM, ITPY MOCTOSTHHOM COKpaIleHMM 00beMa HOBBIX BbIITYCKAE€MbIX JI€HEXK-
HBIX eIVHULI.

MakcuManbHOE KOMYECTBO MOJTYYEHHbIX B PE3y/bTaTe MalHMHIA AEHEXHbIX eauHWL, Npes-
cTaBngeT cobor BepxHuii npesen (upper Llimit) BO3MOXHbIX CyMM BO3HAarpaXaeHui 3a Man-
HUHI BUTKOMHOB. Ha npakTuke MaiHep MOXET BbIMOMHWTbL MAaWHUHT B6/10Ka, NMoyYas CyMMy,
MEHbLLYI0, YEM MOJIHOE BO3HArpaxaeHue. Takue B6IOKM yxKe BCTPeYanucb B npoLecce Mai-
HWHIa 1, BEPOSTHO, ByaYyT MalHUTLCSA M B ByayLLeM. MTOrom 3Toro cTaHeT yMeHbLueHWe obLue-
ro 06beMa BbIMyCKAEMbIX AEHEXHbIX eAMHML,.

B kome npumepa 10.1 BerumciisseTcs o01mii 06beM (KOIMIeCcTBO) GUTKOHOB, KO-
TOpbIe OYIYT CreHepMPOBAHbI B KOHEUHOM UTOTE.



252 <+ MaitHUHT M KOHCEHCYC

06wuit 06beM BEHEXHON MAcCbl GUTKOMHOB

20,000,000
18,000,000
16,000,000
14,000,000
12,000,000
10,000,000
8,000,000
6,000,000
4,000,000
2,000,000

Co3aaHHble GUTKOMHbI

1MI2010 1M2015 11172020 1M/2025 11172030
Bpems

Puc.10.1 < lpaduk reHepaummn GUTKOMHOB NO BPEMEHHOW LUKane
C y4€TOM YMeHbLUEeHMS BbiNyckaeMoro obbema
MO 33aKOHY reOMeTPUYECKO Nporpeccun

Mpumep 10.1 <+ CkpunT, BbIYMCNSIOLLMIA, CKONBKO BCEro OUTKOMHOB ByaeT creHepupoBaHO

# W3HayanbHO Bo3Ha2pawdeHue 3a 60k 019 MaliHepos cocmasasno 50 BTC

start_block_reward = 50

# 210 000 610k08 Npubsau3umesbHO Kawdbie 4 200a C 10-MUHYMHbIM UHMEPBAJZIOM CO30aHUA HOB020 6/10Ka
reward_interval = 210000

def max_money():

# 50 BTC = 50 0000 0000 Satoshis

current_reward = 50 * 10**8

total = @

while current_reward > 0:
total += reward_interval * current_reward
current_reward /= 2

return total

print "Total BTC to ever be created:", max_money(), "Satoshis"

B mpumepe 10.2 rtoka3aH pe3y/ibTaT BBIIOJIHEHMS STOTO CKPUIITA.

Mpumep 10.2 < BbinonHeHWe ckpunTa max_money.py

$ python max_money.py
Total BTC to ever be created: 2099999997690000 Satoshis

KOoHEeUHBI/ 1 TTOCTOSTHHO YMEHbIIAIIINICSI 06beM BbIITyCKa TEHEXKHbBIX eIVHULI
obecrieunBaeT HaJeKHYIO ITOAIePKKY (MHAHCOBOTO PEryIMpOBaHMs, KOTOPOE MPo-
TUBOCTOUT MHGISALIVA. B OT/IM4me oT 0O6bIYHOJ BajIIOThI, [IEYAaTAEMOJ B HEOIPAHU-
YEeHHOM KOJIMUYEeCTBE LIEHTPabHbIM OaHKOM, OMTKOMHBI HUKOTAA He OYyIyT IMOaBep-
SKeHbI MHQIISIIIMM 13-3a M30BITOYHOTO BBIITYCKA.

DednaunoHHas sBaniota

Hanbonee BaXHbIM M 4acTo O6cy)K,D,aeMbIM nocneacTtsMeM XeCcTtko onpeneneHHo-
roO M NOCTOAHHO YMEHbLLUAKLWENoCA BbIMyCKa AOEHEXHbIX €AUHUL, ABNAETCA TOT (‘DaKT,
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YTO Takasl BajoTa MO CBOEN CYLHOCTM CTPEMUTCA BCErAa OCTaBaTbCs AedNALMOHHOM
(deflationary). Jednsauus (deflation) — 370 9BNeHMe peBanbBaLLMM AEHEXHbIX CPEACTB
M3-32 HECOOTBETCTBMSI CMpoOCa M MpPEenNOXEeHMS, KOTOPOE MPUBOAMT K MOBbILEHMIO
LLeHHOCTU (M 0OMEHHOrO Kypca) BankoTbl. B NpoTMBONONOXHOCTD UHASLUKM Aednaums
03HAYaeT, YTO NOKynaTe/ibHasi CNOCOBHOCTb AeHEr BO3pacTaeT CO BPEMEHEM.

MHoOr1e 3KOHOMMCTbI BbICKA3bIBAOT MHEHME, YTO Ae(NSLMOHHAS SKOHOMMKA SIBNSIETCS
6encTeueM, KOTOporo cnenyet nsberatb N060M LeHOW. [IprunHA B TOM, UTO B NepUOL,
6bICTpOM AednauMKM N10AM CKNOHHBI HaKanMBaTb AEHbIM, @ HE TPATUTb MX, HAAEACh Ha
naseHue LeH B byayweMm. NofobHoe sBneHne BCKPbINOCh BO BPEMS «MOTEPSIHHOIO Jie-
catunetus» (Lost Decade) B SinoHMK, Koraa KpaiHe peskoe nafieHue cnpoca npueeno
K Hen36exHOMy BBOAY BankoTbl B AeDNALMOHHYO CNUpanb.

JKcnepTbl GUTKOMHA, B CBOK O4Yepefb, BO3PaXAIOT, YTO caMa no cebe pednaumsa He
TaK yx nnoxa. [lo HeKOTopoK cTeneHun fednsaums acCoLUMMPYEeTCs C pe3KUM NafeHnem
CNpoca, NOTOMY YTO 3TO eAIMHCTBEHHbIM NpuMep AednaLMm, KOTOPbIA Mbl PACCMOTPENN.
[insi 06bI4HOM BaNOTbl C BO3MOXHOCTbIO HEOTPAHUUYEHHOTO ee BbIMyCKa OYeHb TPYAHO
€034aTb BXOA B Le(NSILMOHHYI CNUpanb, €C/IN TONIbKO HE BO3HWUKAKT NOAHOe 06py-
LeHWe Cnpoca M HexenaHue (MM HErOTOBHOCTb) MeyaTaTb HOBble AeHbru. lednaums
B OWUTKOMH-CMUCTEME BbI3BaHa He NajeHUeM Cnpoca, a NpeaBapUTENIbHO YCTAHOB/EH-
HbIM U 0DYC/TIOBNIEHHBIM OTPAHUUYEHUEM.

[onoxuTenbHbIM acnekToM aednaunm 9BASeTCs, pasyMeeTcs, TOT GaKT, YTO OHa Mpo-
TUBOMONOXHA UHQAAUUKU. MHDNSGUMS NPUBOAMT K MeOJIEHHOMY, HO HeusbexHomy
CHWXEHMIO (PaKTUYECKOM LIeHHOCTM BasoThl, YTO B pe3ynbTaTe NposBaseTcs B popme
CKPbITOr0 HanoroobnoxeHus, bboLLErO MO BNAAENbLAM AEHEXHbIX CYyMM (BKIafUMKaM,
MHBECTOpaM M T. M.), UT0Obl «3aLUUTUTL» AeOUTOPOB (B TOM UMCIE M CaMOr0 KPYMHOro
nebuTopa - npaBuTenbCTBO). BantoTel, ynpaBnseMblie rocynapcTBOM, TEPSIHOT AOBEpPUE
M3-3a YBEIMYEHUS SMUCCUUN OEHET, KOTOPYH B JaslbHENMLIEM MOXHO byaeT KOMNeHCH-
pOBaTb CHMXKEHMEM MX LLEHHOCTM 33 CYET U3AEPKEK BKIAAYMKOB.

[Moka oCTaeTcs OTKPbITbIM BOMPOC: SIBASIETCS N AehNSIUMOHHAa BanoTa Npobnemoi,
€C/I1 OHa He ynpaBnsieTcs ObICTPO MEHSOWENCS SKOHOMUKOM, UK NPEUMYLLECTBOM,
MOCKONbKY 3alUMLLaeT OT UHOAALMM, @ CTPATETUS CHUXKEHMUS BbIMYCKA LEHEXHbIX eau-
HWL, 3HAYUTENIbHO BECOMEE, YEM PUCKM aednaunn?

I ELEHTPANIM30BAHHDIA KOHCEHCYC

B mpenpimy1iedi rimaBe Mbl pacCMaTPUBAIN CTPYKTYPY TaHHBIX OI0KUeiTHA, TI06aib-
HbIlt 061[eJOCTYTIHBIN peecTp (CIMCOK) BCeX TPaH3aKLMI, KOTOPbI KaXKIbIi uieH
OUTKOITH-CETM BOCIIPMHMMAET KaK aBTOPUTETHOE CBUAETEILCTBO O IpaBe Biajie-
HIS1 COGCTBEHHOCTBIO.

Ho kakuM 06pa3oM WIEHBI CETH MPUXOJIAT K eIMHOI, OMMHAKOBOI [JIST BCEX <UC-
TUHE», YTBEPKIAKOIIEH, YTO KTO-TO BJIa[I€€T YeM-TO, 6€3 MOTHOTO AOBEpHUS PYT
Ipyry? Bce 0ObIYHbBIE TUIATEXKHBIE CUCTEMBI 3aBUCST OT MOJIE/IN TIOBEPUSI, B KOTOPOit
[[EHTPaAJIbHOE MECTO 3aHMMAaeT aBTOPUTETHBI OpraH yIrpaBjieHus, 06ecIeuynBa-
Wi GYHKIVOHUPOBAHME CTYKObI KIIMPUHTA TUIATEXKE, TPOBePSIONIei 1 y3aKOHMU-
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Balollleil Bce TpaH3aKIMu. B 6GUTKOITH-CMCTEMe HET TaKOro IIeHTPaIbHOIO OpraHa,
HO Ha KaXIOM ITOJTHOIIEHHOM Yy3JI€ MMEETCSI ITOTHAS KOTMSI 061IeA0CTYITHOTO PeecT-
pa, KOTOPOMY MOXXHO BIIOJIHE JOBEpSATh KaK JOCTOBEPHOMY PerMCTpPaliiOHHOMY
skypHay. CTpyKTypa 6I0KUeiiHa He CO3]aeTCsI KaKMM-JTMO0 IeHTPaTbHbIM OPTaHOM
yIIpaByieHMsI, OHa (GOPMUPYETCST HE3aBUCUMMO KaXKIbIM y3JIOM ceTu. Kaskaplit y3en
CeTH, IeJiCTBYIONINIA B COOTBETCTBUM C MHbOPMAaIlMeit, mepegaBaeMoii o He3alm-
[IeHHbIM CETeBBIM COeAVHEHMSIM, MOKEeT TeM MJIM MHBIM 00Pa30M MPUIATH K TOMY
5Ke BBIBOJY, UTO ¥ €ro MapTHePbI, ¥ chOpMIUPOBATH KOIIMIO TAKOTO JKe 06IIeI0CTYII-
HOT'O peecTpa, Kak ¥ 10001 APyroii uieH ceTu. B 3Toii riaBe paccMaTpuBaeTCs MPo-
1IeCC JOCTVKEHMS BCeOOIIero KOHCeHcyca B OUTKOMH-ceT 6e3 KaKoro-imnbo meHT-
PaJIbHOTO YIIPABJISIONIEro OpraHa.

[maBHBIM M300peTeHneM Catomy HakaMoTo SIBsIeTCS OeLieHTPaau30BaHHbIN
MexaHM3M JIOCTVDKeHMSI KOHCeHCyca (emergent consensus). Takoi KOHCEHCYC SIBJISI-
€TCsT IMEePIKeHTHBIM (emergent), TOTOMY UTO He JOCTUTAETCS B KaKO-JI1O0 SIBHOM
(opme — HeT HMKaKMX TOJOCOBaHMIA, He (PUKCUpPYeTCS] KOHKPETHBII MOMEHT JI0-
CTYDKEHMSI KOHCeHCyca. KoHceHcyC mpeacTaBisieT co60ii SMepAKeHTHbIN apTedakT
(chopMMUPOBAHHYIO CYIITHOCTB), TTOJTYUEHHBIN B pe3y/IbTaTe aCMHXPOHHOI'O B3aMMO-
IeViCTBMSI ThICSIY He3aBYCUMBIX Y3JI0B, COOJTIOMAIONIMX MTPOCThIe MpaBuia. Bece cBOii-
CTBa U 0OBEKThbI OMTKOIHA, BKIOUAS TeHEeKHbIe eIMHUIIbI, TPAH3aKIMU, TUIATEKN
¥ MOJIeJTb 3aIlIAThI, HUKOMM 06Pa3oM He 3aBUCST OT KaKOTO-JIMO0 IIeHTPaTbHOTO OP-
raHa yIpaBJIeHUs WV JOBEPUTETbHOTO ITOTIeueHNsT 671aromapst SToMy M3006peTeHUIO.

IlelieHTpaaM30BaHHbIi KOHCEHCYC B OUTKOIMH-cucTeMe (GOPMUPYETCS B Pe3Y/ib-
TaTe B3aMMOMENCTBUSI YEeThIpex MPOLeCcCOB, BOCIPOMU3BOAVMBIX HE3aBUCMMO Ha
BCeX y3/1ax CeTu:

O He3zaBucumMas Bepudmkanms (poBepKa) KaKI0i TpaH3aKIMM KaXKIbIM TT0JI-

HOLIEHHBIM Y3JI0M Ha OCHOBE MCUePIIbIBAIOIErO CIIMCKA KPUTEPUEB;

O HesaBucUMOe 06beIM HeHVe STUX TPaH3aKIIVi B HOBbIE GJIOKM y3/IaMy-MaifHe-
paMu, KOHKYPUPYIOIIMMY 3a MpeabsBieHre GaKTUUeCKMX 3aTPaT Ha BbIUMC-
JIEHMSI C TIOMOIIBIO aJITOPUTMA JOKA3aTeTbCTBA BHIMOTHEHMS paboThl (PoW);
He3aBuCUMas BepuduKalys HOBbIX 6JIOKOB KaKIbIM y3JIOM CETU U BKITIOUE-
HMe UX B IIeTIOUKY 6JI0KOB;

HEe3aBUCUMBIIi BbIOOP KaskKObIM Y3JIOM CETM IIEMOYKM C MaKCUMaabHbIM
CYMMapHbIM 06HEMOM BBITIOTHEHHBIX BBIUMCIEHNI, TPEIbSIBIEHHBIX C T0-
MOIIIbIO aJITOPUTMA JOKA3aTeIbCTBA BHITIOMHEHMS paboThl (POW).

B HeCcKONMbKMX CIemyIOIMX pasfenax Mbl OymeM MOAPOOHO pacCMaTpUMBaTh ITU
MPOLIECCHI U CIIOCOOBI X B3aMMOJENCTBUS JIJIS CO3AHMST SMEPIKEHTHBIX CBOVICTB
06111eceTeBOro KOHCEHCYCa, KOTOPbIN TTO3BOJISIET JIIOOOMY OGUTKOITH-Y311y GOPMUPO-
BaTh COOCTBEHHYIO KOITMIO TOCTOBEPHOTO, HAJIESKHOTO (3aC/Ty>KMBAIOIIETO TOBEPST),
006I1IeJOCTYITHOTO [I06aIbHOTO PeecTpa.

HE3ABMCMMAS BEPUDUKALINSA TPAH3AKLIUIA

B m1aBe 6 Mbl HaGmomany, Kak MpoOrpaMMHOe obecrieueHye KOIIeJbKa CO3HaeT
TpaH3aKIuu, cobupasi Heobxonymbie aHHbie UTXO, peaocTaBiisst COOTBETCTBYIO-
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IIyie pa36IoKUPYIOIIVe CKPUIITHI, 3aTeM GOPMMPYS HOBbIE BHIXOIHbIE TaHHBIE, CBSI-
3aHHbIe C HOBBIM BJiafiesiblieM. [Tociie 3Toro co3gaHHas TpaH3aKIius rmepegaeTcs co-
CeIHVM y3J1aM GUTKOITH-CeTH, YTOOBI OHM MOTJIM PACIIPOCTPAHUTD ee 10 BCeit CeTH.

Ho mpexme uem mepeHAIpaBjsiTh TPAH3aKLMM CBOMM COCEISIM, KasKIblii OUT-
KOVH-y3eJI, IPUHSBIINI TPaH3aKIINMI0, CHauasIa BbITIOMHSIET ee Bepudukaimio (rmpo-
Bepky). [IpoBepka rapaHTUPYET, YTO B CETU OYIYT PacCIpPOCTPAHSITHCS TOTBKO KOP-
PEKTHBIE ¥ 3aKOHHbIE TPAH3aKIMM, B TO BpeMsI KaK HEKOPPEKTHbIE ¥ HEe3aKOHHbIE
TPaH3aKIUY OTOPACKIBAIOTCS TIEPBBIM K€ Y3JIOM, TPUHSIBIIUM UX.

Bce y371bI BBITTOMHSIIOT BepubUKAIMIO KaskA0i TpaH3aKIUK, IIPOBEPSISI ee COOT-
BETCTBMeE JIMHHOMY CITUCKY CJIEIYIOMINX KPUTEepUEB:

o

o
o
o

@)

©0

CMHTaKCUC TPAaH3aKIMUM M CTPYKTypa ee MaHHbIX JO/DKHBI ObITh KOPPEKT-
HBIMU,

CITVICKY BXOJHBIX M BBIXOIHBIX TAHHBIX He JOKHBI ObITh ITyCTHIMU;

pasMep TpaH3aKIIuK B 6aifTax moJiskeH ObITh MeHbIle 3HAUEHMs ITapaMeTpa
MAX_BLOCK_SIZE;

3HaUeHMe KaskKIOoTro 3JIeMEeHTa BhIXOJHbIX TAHHbIX, a TAKKe 06I1ast CcyMMa BbI-
XOJTHBIX TAHHBIX JOJIKHbI HAXOAUTHCSI B AMATla30He TOMYCTUMbIX 3HAUEHU
(MeHbIIe 21 MWITMOHA GUTKOTHOB, HO GOJIbIIIE TTOPOTOBOTO 3HAUeHMs dust);
HUM OJIUH U3 3JIeMEeHTOB BXOJHBIX 3HaU€HUIi He MO/DKeH ColepykaTh Mapa-
MeTpOB hash=0, N=-1 (coinbase-TpaH3aKI1M He MOKHBI OBITH MepeHaInpaB-
JISIeMbIMMN);

mapameTp nLocktime mo/pkeH ObITH paBeH INT_MAX, MJIM JKe 3HAUEeHMS mapa-
MeTpoB nLocktime M nSequence IO/IKHBI COOTBETCTBOBAThH YCIOBUSM Median-
TimePast;

pasMep TpaH3aKUNM B 6aiiTax qO/KeH ObITh 60sblie uiu paseH 100;
KonuuecTBo onepaunii moanucu (SIGOPS), comepkaumuxcsi B O[HOM TpaH3aK-
LMY, JO/DKHO OBITh MEHbIIIE YCTAHOBJIEHHOTO TMMUTA Ha OIlepaliiy ITOITCH;
Pa36IOKUPYIOIINI CKPUIIT (scriptSig) MOKET TONIBKO IOMEIaTh YMCja B CTEK,
a GJIOKMPYIOMUIT CKPUIIT (scriptPubkey) 06s13aTeIbHO TOMKEH COOTBETCTBO-
BaTh CTaHAAPTHBIM (popMam isStandard (3TO IMO3BOJISIET OTOpPAChIBATh «HE-
CTaHIAPTHbIEe» TPAH3aKIIUNA);

06s13aTeNTbHO JOIKHBI CYIIIECTBOBATh COOTBETCTBYIOIINE IPYT IPYTY TPaH3aK-
Iy — 160 B ITyJe TPaH3aKIInii, 1160 B 6I0KaX OCHOBHOII BeTBU GJIOKUEITHA;
eIy B HEKOTOPO#t TpaH3aKIMM KaKblii GparMeHT BXOJHbBIX JaHHBIX CChIIa-
€TCSI Ha BBIXOJTHbIE TAHHbBIE KaKOIi-TMO0 APYTOil TPAaH3aKI[UH B TIyJIe, TO TaKast
TpaH3aKIIMs HeIIpeMeHHO JOJIKHA ObITh OTOPOIIIeHA;

II7IST KaKIoro parMeHTa BXOAHBIX JAHHBIX MTPOBOINUTCSI TIOMCK B OCHOBHO
BeTBM OJIOKYEliHA M B MyJie TpaH3aKI[Mii, YTOObI HATU BBIXOJHbBIE JAHHbIE
TpaH3aKI[\M, HA KOTOPbIe CChIIAIOTCSI BXOJHBbIE MaHHbIe. ECIM TpaH3aKIus
C COOTBETCTBYIOUIMMY BbIXOIHBIMY JaHHBIMM He HajileHa IJis KaKoro-amoo
37ieMeHTa BXOAHBIX JaHHBIX, TO TpaH3aKIMs, ColepsKalasi 3TOT GparMeHT,
OyIeT CUMTATbCS «CUPOTOI». OHA MOOABISIETCS B Ty TPaH3aKIUIi-«CUPOT»,
€C/IM COOTBETCTBYIONIASI TPAH3aKIIMS Y3Ke He HAaXOIUTCS B 9TOM ITyJie;
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O eciu Kaskaplii GparMeHT BXOJHbBIX JAHHBIX CChIJIA€TCSI HA BHIXOAHBIE TaHHbIE
coinbase-TpaH3aKIMI, TO TPAH3aKIMs, COAePsKaIas TaKye BXOAHbIe MaHHbIe,
JIOJDKHA MMeThb He MeHee COINBASE_MATURITY (100) monTBep>koeHuii;

O Kaxaplii pparMeHT BXOOHBIX MTaHHBIX HEIIPEMEHHO IO/DKEH CChUIAThCS Ha
peaibHO CYIIeCTBYIOIIE BHIXOIHbIE TaHHbIE, KOTOPhIE HE MOJIKHBI ObITh YKe
M3pacxX0of0BaHbI;

O ¢ ucnonb30BaHMEM BBIXOJHBIX JAHHBIX TPaH3aKI[1M, HA KOTOPbIE CChLIAIOT-
Cs1 COOTBETCTBYIOIIVEe BXOHbIe TaHHbIe, U M3BIeUeHeM MOCIeTHUX TPOBO-
IUATCS TIPOBEPKA KakIoro pparMeHTa BXOTHBIX JAHHBIX, & TAKOKe UX 06IIe
CYMMbI Ha HaXOX/IeHue B AOMyCTMMOM JiMarnia3oHe 3HaUeHUii (MeHee 21 M-
JIOHA GUTKOIHOB, HO 6osbiie 0);

TpaH3aKIIMsI OTOPAChIBAETCS, €CJIV CYMMa 3HAYEHUI BXOIHBIX TaHHBIX MEHb-
11e CyMMbI 3HAU€HMUI BBIXOJHBIX TaHHBIX;

TpaH3aKIMs OTOPACHIBAETCS, €C/IM OTUYMCIEHME 334 TPAH3AKIUIO CIUITKOM
MaJio (MeHbIile minRelayTxFee) [IJIs1 Iepemauy B IyCTO# GJIOK;
Pa36I0KUPYIOINIVEe CKPUIITHI IJIS KaKIOTO (hparMeHTa BXOJHbIX TAHHBIX 00sI-
3aTeJIbHO JTOJIKHBI IIPOBEPSITHCS HA COOTBETCTBME OJIOKMPYIOIIUM CKPUITTAM
BBIXOJJHBIX JAHHBIX.

Peanusaiuio BCceX 9TUX YUIOBUIA MOKHO ITOAPOOHENIIMM 06pa3soM PacCMOTPETD
B (pyHKIIMSIX AcceptToMemoryPool, CheckTransaction 1 CheckInputs B MporpaMMHOM KOJie
Bitcoin Core. OTMeTMM, UTO YCIIOBUSI CO BpeMEHEM M3MEHSIIOTCST, YTOOBI 06€CITeUnTh
3aIUTY OT HOBBIX TUIIOB D0S-aTak, a MHOTAA Jaske [IJIs HEKOTOPOTO CMSITYeHMs TIpa-
BWI, YTOOBI CO3aTh BO3MOKHOCTh BK/TFOUEHMSI HOBBIX TUIIOB TPaH3aKIINIA.

C ToMOIIbI0 HE3aBUCUMOVi BepubUKaIy KaKI0ii IPUHSITONV TPaH3aKIUY epes,
ee majbHEeMIIMM IPOABIKEHIEM B CeTHU JTII0007 y3ea GopMUPYET Iy KOPPEKTHBIX
M JIerabHbIX (HO TOKa ellle He MTOATBEePKAeHHBIX) TPaH3aKIIMii, KOTOPbIi Ha3bIBAIOT
ITyJIOM TpaH3akiuii (transaction pool), mysom mmamsiT (memory pool) Mau mpocTo
mempool.

Y316l MAMHUHTA

HekoTopsle y3/1bI OUTKOH-CETH TIPEACTABIISIOT 060/ 0COObIe Y3/IbI, HA3bIBAEMbIE
maliHepamu (miners). B riiaBe 1 Mbl TO3HAKOMWIUCH ¢ LI3MHOM, CTyIeHTOM, M3y4a-
IOIIVIM MHXeHepUI0 KOMITbIOTEepHBIX cucTeM B Illanxae (KuTait), KOTOPBIii SIBJISIET-
cs1 MaiiHepoM GUTKOIMHOB. 1[3MH 3apabaTbiBaeT GMTKOIHBI, 0becreunBas paboTy
«KOMIUTeKca man dhepMbl MaitHMHTa» (Mining rig), TO eCcTh CHENMATU3UPOBAHHON
KOMITbIOTEPHOJ anmnapaTHO! CUCTEMbI, MPeSHA3HAYEHHON MCKIUYUTENbHO JIS
MailtHuHra 6MTKOTHOB. Cllenanu3upoBaHHoe 060pymoBaHue MaiiHuHra 1[31Ha co-
eIVHEHO C CepBepoM, Ha KOTOPOM (YHKUMOHMPYET MOTHOIEHHbIN OUTKOH-Y3el.
B otnune ot 1131Ha, HEKOTOPbIE MaiiHEPBI 06XOAATCS 6€3 TTOTHOLIEHHOTO y3/1a, KaK
MbI YBUIMM B pasgerne «ITyabpl MaitHMHTa» HYDKe B 3TO rnaBe. Kak u 110601 Apyroi
TIOJTHOLIEHHBI y3ell, y3en LI31Ha npMHMMaeT U pacrpoCTpaHseT HelOATBEPKAEeH-
Hble TpaH3aKUMUMU B 6UTKOIH-ceTn. Ho, KpoMme TorO, y3en 13uHa 0ObeqUHSIET 3TU
TpaH3aKIIUY B HOBbIE OJIOKNA.
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V3en 1[3MHA OTCIEXMUBAET («IIPOCTYIIMBAET») TOSIBJIeHMEe HOBBIX OJIOKOB, pac-
MPOCTPaHSEMbIX B GUTKOITH-CETM TOYHO TaK ke, KaK 3TO IeaioT BCe y3/bl. Ho mpu-
ObITME HOBOTO GJIOKA MMeeT 0cob0e 3HaUeHMe M7l y3/1a MaitHuHra. KOHKypeHIus
MeX Iy MaiiHepaMu (hakTUUeCcKu 3aBepiiaeTcs Mpu pacpoCcTpaHeH HOBOTO 6J10-
Ka, KOTOPbI IeiiCTBYeT Kak 06bsiBleHe TIobequTess. [l MaiiHepoB moayueHne
HOBOT'O KOPPEeKTHOTro 6/I0Ka 03HayaeT, YTO KTO-TO OPYToii BBIMIPAJ COCTSI3aHueE,
a OHM Tpourpasu. TeM He MeHee KOHell OTHOTO PayH/Ia COCTSI3aHUS TakKe SIBJs-
eTcsl HauajJoM clefyoliero payHaa. HoBbiit 670K mpezncTaBisieT co60ii He IPOCTO
KJIeTYaThiit QUHNUIITHBIN (Iar, CUMTHAIM3UPYIOIMIT O 3aBEPIIEeHMM TOHKM, 9TO OTHO-
BPEMEHHO ¥ BBICTPEJT CTAPTOBOTO MIUCTOIETa, HAUMHAIOIINIT HOBYIO TOHKY 3a CJie-
IVIONMM GJIOKOM.

OBbEAMHEHUE TPAH3AKLWIA B BJIOKU

IMToce MpOBEPKY KOPPEKTHOCTU M IOCTOBEPHOCTM TPaH3aKLMiA OUTKOMH-y3€e J0-
6aBJIseT UX B ITyJI MaMsITK (memory pool) mau mys TpaHsakiuii (transaction pool),
IIe TpaH3aKIMY OXKUAAIOT CBOEH ouepeay Ha BKIIOUEHNE B OJIOK (TO eCTh B IIPOIeCC
MaiiHMHra). V3eu [3uHa cobMpaeT, MpoBepsIeT U IlepelaeT HOBbIE TPAH3aKIMM TOY-
HO TaK 3Ke, KakK JIl000i apyroii y3en. Ho, B oTyinume OT Mpouux y3j0B, y3en l3uHa,
KpPOMe BCEero IpoYero, 00beIMHIET 3TU TPaH3aKUuM B O6joK-KaHauaar (candidate
block).

[Tonabmogaem 3a 6;10KaMy, KOTOpbIE ObLIM CO3MaHbl B TO BpeMsl, Korga Amimca
KyITiiia Jamiky kogde B kade Boba (cMm. pasmen «I[Iokyrka Jaiky kode» B riase 1).
Tpan3akiyst Anychl 6blJ1a BKIIOUYEHA B 6JIOK 277316. [I1s1 601ee HAIISIAHOM TeMOH-
CTpalyy KOHLEILNIA B 9TOV IJIaBe IPEAIION0KMM, UYTO MaiiHUHT 3TOro 6710Ka ObLI
BBITIOJIHEH Ha cucTteme lI3MHa, 1 MpocaenuM, Kak TpaH3aKIMsI AJIVICbI CTAHOBUTCS
YacTbIO 3TOr0 HOBOI'O GJIOKA.

V3en mariHuHra Li3uHa nopgepskKMBaeT JOKAJIbHYI0 KOIIMIO CTPYKTYPbI JaHHBIX
6okueitHa. K MoMeHTy OKynKM Amcoit yamky kode y3en Li3uHa chopmMupoBan
LIeTNIOUKyY 710 6y1oKa 277314. V3en 1I3uHa OTWIEKMBAET TPAH3aKIMM TIPU IIOIBITKE
MaliHMHTra HOBOTO 0J10Ka, a Takke HabiomaeT 3a 6I0KaMy, CO30aBaeMbIMU IPYTH-
MM y3/1amMu. B riponiecce maitHmHra y3en Li3uHa rmomydaer 6510k 277315 m3 6UTKOVH-
cetu. IIpubbITHE 3TOr0 6GJIOKA O3HAUYAET 3aBepIIeHMe COCTsI3aHus 3a 610K 277315
¥ HA4aJjI0 HOBOI'O COCTS3aHMs 3a COo3maHue 0ioka 277316.

B Teuenue npempimyinyx 10 MUHYT, Korma y3en 13uHa ucKaj perieHue ajis 6710-
Ka 277315, oH Takke coGMpasl TpaH3aKIMM IJIsI BKIIOUEHUS X B OUEpPETHO OJIOK.
K Texyiemy MOMEHTY B ITyJIe ITaMsITV COOPAHO HECKOJIbKO COTEH TpaH3akLuii. [Ipu
rosyyeHuy 6yioka 277315 v mpoBepKe ero KOppeKTHOCTH y3ei L3uHa Takske mpo-
BepsieT BCe TpaH3aKIuM B CBOEM ITyjie TIaMsTU U yaajisieT Te, KOTOpble BK/IIOUeHbI
B 6;10K 277315. TpaH3aKIMy, OCTAOIINECS B ITyJIe TTAMSITH, ITPOIOIKAIOT OCTABAThCS
HEIOATBEPKIEHHBIMU U OKMUIAIOT 3aIIMCY B HOBBIN OJIOK.

V3en LI31Ha HEMEIJIEHHO HAaYMHAeT CO3/IaHMe HOBOT'O ITyCTOTO O6JI0Ka-KaHIUAATa
17151 6;10Ka 277316. Takoii 650K HasbiBaeTcs 6i10koM-KaHaumaTom (candidate block),
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TTOTOMY UTO OH TIOKa eIlle He SIBJISIeTCS KOPPEKTHBIM 6IOKOM, TaK KaK He COmEePsKUT
IIOCTOBEPHOT'O 0KA3aTeIbCTBA BBITIOMHEHUST paboThl (POW). BIIOK CTAaHOBUTCS KOP-
PEKTHBIM, TOJIBKO eCIM MaliHep HaliieT MpaBWIbHOE pellleHue MO aaroOpuUTmMy A0-
Ka3aTeJIbCTBA BbIMTOMHEHMST paboTsl (POW).

ITocste Toro Kax ysen LI3uHa 06beAMHMIT BCe TPAH3aKIIMM U3 ITyJIa TaMS TV, HOBBIA
OI0K-KaHAMOAT COmEePsKUT 418 TpaH3aKIuii ¢ 06111eit CYyMMOi OTUMCIeH it 3a TpaH3-
akiuu, paBHoii 0.09094928 6uTKOIIHA. DTOT 6JIOK B CTPYKTYpe JaHHBIX GIOKUeiiHa
BBl MOKeTe YBUIETb C TOMOIIIbI0 MHTepdelica KOMaHIHOM CTPOKU KiaueHTa Bitcoin
Core, kak ToKka3aHo B ipuMepe 10.3.

Mpumep 10.3 <+ Mcnonb3oBaHue MHTepdEca KOMaHAHOM CTPOKM
ANns u3BneyeHnsa 6noka 277316

$ bitcoin-cli getblockhash 277316
0000000000000001b6b9a13b095e96db41c4a928b97ef2d944a9b31b2cc7bdc4

$ bitcoin-cli getblock 0000000000000001b6b9a13b095e96db41c4a928b97ef2d9\
4439b31b2cc7bdc4

{
"hash" : "0000000000000001b6b9a13b095e96db41c4a928b97ef2d944a9b31b2cc7bdc4”,

"confirmations" : 35561,

"size" : 218629,

"height" : 277316,

"version" : 2,

"merkleroot” :

"c91c008c26e50763e9f548bb8b2fc323735f73577effbc55502c51ebdcc7cf2e",

"tx" [
"d5ada064c6417ca25c4308bd158c34b77elc0eca2a73cdal6c737e7424afbazf",
"b268b45c59b39d759614757718b9918caf0badd97c56f3b91956ff877c503fbe",

. ewe 417 TpaH3aKumu. ..

1,

"time" : 1388185914,

"nonce" : 924591752,

"bits" : "1903a30c",

"difficulty” : 1180923195.25802612,

"chainwork" :
"000000000000000000000000000000000000000000000934695e92aaf53afala",

"previousblockhash" :
"0000000000000002a7bbd25a417c0374cc55261021e8a9ca74442b01284f0569"

}

Coinbase-TpaH3akuus

CaMoii mepBoii TpaH3aKIMei B TI0600M 6JI0Ke SIBISIETCS 0co0ast TpaH3aKIVsl, Ha3bl-
Baemasi coinbase-TpaH3sakiiueii (coinbase transaction). 3ta TpaH3aKIMs CO3aeTCs
ysjoMm LI3uHa (B paccMaTpuBaeMOM IIpUMEpPE) U COAEPKUT ero BO3HarpaskaeHue
(reward) 3a 3aTpaThbl Ha MalfHMHT.
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Bo BpeMsi MaltHWHIa 610Ka 277316 BO3HarpaxneHue coctaBnsaio 25 6UTKOMHOB 3a KaXKAbli
HOBbI 6710K. [ocne 3Toro yxKe 3aBepLUMCS OYePeAHON Nepuos, KCOKPALLEHUSI HAMOMOBUHYY.
B nione 2016 rona Bo3HarpaxaeHue 3a HOBbIM 610K CHM3MNock fo 12.5 6uTkoiiHa. Ouepen-
HOe COKpalLeHWe Hanoa0BMHY CHOBA NPOM30MAET NpU JOCTMXKeHUM BbicoTbl B 210 000 6n0-
kos B 2020 ropmy.

V3en Li3uHa co3paet coinbase-TpaH3aKIINMIO KaK IUIATEX B COGCTBEHHBIN KOIe-
JieK: «BpITIaTuTh 10 azapecy Lizmua 25.09094928 6utkoitHa». O61as cymMmMa Bo3Ha-
IpaskaeHust, KOTOpYIo LI31H MoayJyaeT 3a MaitHUHT 6JI0Ka, ITpeCTaBIIsieT co60ii CyM-
My BO3HarpaxmeHus coinbase (25 HOBbIX 6UTKOHOB) U oTunciaeHuit (0.09094928)
3a BCe TPaH3aKIINM, BKIIOUEHHbIe B 9TOT 6JIOK, KaK ITOKa3aHo B rpumepe 10.4.

Mpumep 10.4 <+ Coinbase-TpaH3akums

$ bitcoin-cli getrawtransaction
d5adaf64c6417ca25c4308bd158c34b77elcOeca2a73cdal6éc737e7424afbazf 1

"hex" :
"01000000010000000000000000000000000000000000000000000000000000000000000000f FFFFfff0
f03443b0403858402062f503253482f ffffffff0110c08d9500000000232102aa970c592640d19de03ff
6f329d6fd2eecb023263b9ba5d1b81c29b523da8b21ac00000000" ,

"txid" : "d5ada064c6417ca25c4308bd158c34b77elcOeca2a73cdal6c737e7424afba2f",

"version" : 1,

"locktime" : 0,

"vin" : [

{
"coinbase" : "03443b0403858402062f503253482f",
"sequence" : 4294967295

}
]}
"vout" : [
{
"value" : 25.09094928,
"n" : 0,
"scriptPubKey" : {
"asm" :
"02aa970c592640d19de03ff6f329d6fd2eech023263b9ba5d1b81c29b523da8b210P_CHECKSIG",
"hex" :
"2102a2a970¢592640d19de03ff61329d6fd2eecb023263b9ba5d1b81c29b523da8b21ac”,
"reqSigs" : 1,
"type" : "pubkey",
"addresses" : [
"1MxTkeEP2PmHSMze5tUZ1hAV3YTKu2Gh1N"
]
}
}

B ominune oT 0GBIUHBIX TPaH3aKIIMiA, coinbase-TpaH3aKLys He MOTpeOsIeT (He
pacxonyet) nanubie UTXO Kak BXOAHbIe NaHHbIe. B Hell COMepsKUTCS TOJIbKO OOUH
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(parMeHT BXOOHBIX NAHHbBIX, HA3bIBaeMblii coinbase, KOTOPBII CO3MaeT GUTKOI-
HbI 13 Hudero. Coinbase-TpaH3aKkIMs COmEePKUT OOWH (GparMeHT BbIXOOHBIX IaH-
HBIX, OCYIIECTBJISIOIINI OIJIaTy 110 OUTKOMH-aApecy MaiiHepa. BbIXoqHble JaHHbIE
coinbase-TpaH3aKLMK ITOChUIAIOT 3HaueHue, paBHoe 25.09094928 6GuTKoiiHa, Ha
OUTKOMH-aZpec MajiHepa, B pacCMaTpMBaeMOM IIpMMepe 3TO ajpec 1MxTkeEP2Pm-
HSMze5tUZ1hAV3YTKu2GhiN.

BosHarpaxxaeHue coinbase u oTUMCIEHMS 3a TPAH3AKLUM

ITpu cospmanuu coinbase-TpaH3akiuy y3en 1[3MHA cHauvaja BBIUUCISET OOIIYIO
CyMMY OTUMCJIEHUIT 3@ TPAH3aKIUK, CYMMUPYSI BCe BXOJHbIE U BBIXOJHbIE TaHHBIE
418 TpaH3aKIuii, [OOABIEHHBIX B 3TOT 610K, OTUMC/IEHUS BBIYMCISIOTCS 10 Cle-
nyroieit hopmyie:

Total Fees = Sum(Inputs) - Sum(Outputs)

B O6moke 277316 obmasi cymMMa OTUMCJIEHMIT 3a TpPaH3aKIUMU COCTABIISET
0.09094928 6uTKOIIHA.

Hanee y3en LI3uHa BbIUMCISIET KOPPEKTHYIO CyMMY BO3HArpaskJeHusl 3a HOBBIN
6m0k. CyMMa BO3HArpakgeHusl BBIYMCISIETCSI HA OCHOBE BBICOTHI GJI0KA, HAUMHAS
C MICXOIHOI cymMMblI B 50 GUTKOITHOB 3a GJIOK, ¥ COKpalaeTcsl HAaloJIOBUHY uepe3
kaknple 210 000 6;10k0B. I[TOCKONIBKY pacCMaTpUBaeMblIi GJI0K MMeeT BbIcoTy 277 316,
IeCTBUTEIbHAS CyMMa BO3HArpakaeHusl paBHa 25 OMTKOTHAM.

[poliecc BHIYMCIEHUST MOXKHO TIpociennTb B GyHKUMM GetBlockSubsidy B mpo-
rpaMMHOM Kofie KiueHTa Bitcoin Core, kak mokasaHo B mpumMepe 10.5.

Mpumep 10.5 < BbiumcneHne BosHarpaxaeHus 3a 650k — dyHkums GetBlockSubsidy,
KnuneHT Bitcoin Core, Mogynb main.cpp
CAmount GetBlockSubsidy(int nHeight, const Consensus::Params& consensusParams)

{
int halvings = nHeight / consensusParams.nSubsidyHalvingInterval;
// YcmaHossieHue Hysnego20 BO3HA2pawdeHus, ec/u GUHApHbIi COBU2 BNPABO He onpedesieH.
if (halvings >= 64)
return 0;

CAmount nSubsidy = 50 * COIN;

// BosHazpaxdeHue ymeHbuwaemcs HANON0BUHY npubsiuzumesbHO yepe3 Kkaxosie 210000 6s0ko08
Kawosie 4 200a.

nSubsidy >>= halvings;

return nSubsidy;

HayvanbHasi BbITIJIaTa BBIUMC/SIETCSI B CATONIM C YMHOXeHMeM Ha KoadduimeHT
50 koHcTaHTHI COIN (100 000 000 caTorim). ITO AECTBME YCTAHABIMBAET HAUaJIbHOE
BO3HarpaskaeHue (nSubsidy) paBHBIM 5 MMIMapaamM CaTOIIN.

[Tocste aToro pyHKIMST BBIUMCISIET KOJIMYECTBO BBIMTOJHEHHBIX COKpAIIeHMii Ha-
MTOJIOBMHY halvings IyTeM JeieHNst BBICOThI TEKYIIEero 6;10Ka Ha MHTepBaJI cCOKpalie-
Huit (SubsidyHalvingInterval). Ijist 6;10Ka 277316 ¢ MHTepBaJIOM COKpallleHs Haro-
JIoBUHY yepe3 Kaskable 210 000 6;10K0B moyyaeM 1 cokpalieHue.
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MaxkcumanabHOe KOMMYeCTBO AOMYCTUMBIX COKpallleHuli BIBOe YCTAHOBIEHO pPaB-
HbIM 64, T03TOMY eC/TM KOJIMUeCTBO COKpallleHMi1 TIpeBbIliaeT 64, TO B Kofie OTpeiesisi-
eTcsl HyJleBoe BO3HarpaskaeHye (BO3BpalllaloTCs TOIbKO OTUMCIeHNST 32 TPaH3aKIIUM).

Hanee GyHKUIMS MUCIIONB3yeT OMepaTOp OGMHAPHOTO COBUTA BIIPABO IJISI BBITION-
HeHMs JlefleHus] CYMMbI BO3HarpaxkaeHus (nSubsidy) Ha ABa A8 KakIoro rnepmuona
COKpallleHysT HaIloJIOBMHY. B paccMaTpuBaemMom mpumepe 11t 6;oka 277316 ome-
pauusi 6MHAPHOTO COBUTA BIIPABO BBIMIOIHSETCS OOMH pa3 IJjIs CyMMbl BO3Ha-
TpakIeHus B 5 MWIJTMAapA0B CATOIIM (OMHO COKpallleHNe), UTO JaeT B pe3y/ibTaTe
2.5 Mummmapma caromm, i 25 6uTkoiHOB. OtiepaTop 6MHAPHOTO CABUIa BIIPABO
MIPYMEHSIETCS, TTIOCKOJIBKY OH Haubosiee 3(hGeKTUBEH 151 OIlepalliy JeJIeHNs Ha 1Ba
KaK 11eJIOT0 UMciia, Tak U 4Mciia C TJiaBaolleil TOUKOIA.

Haxownelr, Bo3HarpaxkmeHue 3a coinbase-TpaH3akuuio (nSubsidy) cymmmupyercs
C OTYMUCIIEHUSIMU 3a TpaH3aKIuu (nFees), U MOTyUYeHHas] CyMMa BO3BpalllaeTcs Kak
pes3yJbTar.

Ecnu y3en MaiHuHra LauHa @ukcupyet coinbase-TpaH3akumio, To 4To MewaeT LI3nHy «Bo3Ha-
rpaautby» cebsa 100 unmn 1000 6utkorHos? OTBET NPOCT: HEKOPPEKTHAs CyMMa BO3HArpaXaeHus
NpUBEAET K TOMY, 4TO 610K ByAeT onpeneneH Kak HEKOPPEKTHbIA BCEMM NPOYMMUM Y31aMU CETH,
1 BCe 3aTpaTbl, B TOM YMC/IE W SN1EKTPOIHEPIUS, U3PACXOA0BAHHAs LI3MHOM Ha AoKa3aTenscTBo
BbINOSIHeHWs paboTbl (PoW), nponaayT BrycTyto. LI3MH nonyynt BO3MOXHOCTb pacxofoBaHMs
CBOEro BO3HArpaXAeHWs TONbKO B TOM C/lyyae, ecniv 610K ByaeT NPUHAT BCEMU Y31aMu CETU.

Crpyktypa coinbase-TpaH3akuuu

IMocsie Bcex OMMCAHHBIX BbINIe BbhluMcIeHuit ysen Il3mHa dopmupyer coinbase-
TpaH3aKIIMIO JJ1s1 BHITIATHI cebe 25.09094928 6uTKOHA.

V3 mpumepa 10.4 MOKHO ITOHSITh, YTO coinbase-TpaH3aKLys MMeeT 0CcoObIii hop-
MaT. BMecTo BXOOHBIX JAHHBIX TPAH3aKIIMM, OMPEISUISTIONMUX MPeAbIIyIe naH-
Hble UTXO a1 pacxomoBaHusl, coinbase-TpaH3aKLNsI COOEPSKUT BXOIHbIE JAHHbIE
«coinbase». BxofHble JaHHbIE TPaH3aKI[Mi1 OGbUIM MTOAPOOGHO OMMCAHbI B Ta6I. 6.2.
Terepb CpaBHMM BXOIHbIE JaHHbIe OOBIUHOI TPaH3aKIUM C BXOTHBIMU JTaHHBIMMU
coinbase-TpaH3akiuu. B Tabn. 10.1 mokasaHa CTPYKTypa OOBIYHON TpaH3aKIUM,
a B Ta6s1. 10.2 ommcaHa CTPyKTypa coinbase-TpaH3aKIUA.

Ta6bnuya 10.1. Cmpykmypa 6xo0Hbix OaHHbIX «00bIYHOL» MPAH3aKUUU

Pasmep Mone Onucavue
32 6anTta X3LW TpaH3aKLmm YKasaTenb Ha TpaH3aKLuMI, COAEPXKaLLYH pacxoLyemble
naHHble UTXO
4 6aitta MHAEKC BbIXOAHbIX Homep nHAekca pacxopyembix AaHHbIX UTXO, HaunHas
[aHHbIX ¢ 0 (ans nepsoro ¢parMeHTa)
1-9 6aiToB (Varint) | Paamep pasbnokupytowero | [lnvHa pa3bnokupytoLero ckpunta (CM. HuXe) B 6aiTax
cKpunTa
[epeMeHHbIN Paz6bnokupytowmii ckpunt | CKpUNT, BbINMOAHSIOWMIA YCNOBUS CKpUNTa, BAoKMpytoLLe-
ro gaHHble UTXO
4 6anTa Homep B HacTosiee Bpems Hencnonb3yeMas GyHKLMOHaNbHAs
nocnesoBaTeNlbHOCTU BO3MOXHOCTb TX-replacement, ycTaHOBNIEHO 3HauYeHue
OXFFFFFFFF
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Ta6nuya 10.2. Cmpykmypa exo0HbIX OaHHbIX coinbase-mpax3akyuu

Pasmep Mone OnucaHue

32 6aiiTta X3LW TpaH3akuum Bce 6uTbl HyneBble: CCbIKa Ha X3L-3HayeHne TPaH3aKLmm
OTCYTCTBYET

4 baiita MHAeKC BbIXOAHbBIX AaHHbIX | Bce 6UTbI ycTaHoBNEHbI B 1: OXFFFFFFFF

1-9 6aittos (Varint) | Pasmep naHHbix Coinbase | lnnHa gaHHbIx Coinbase: ot 2 no 100 baiitos

MepeMeHHbIi NanHble Coinbase [poun3BonbHbIE AaHHbIE, UCMONb3YEMbIE A1 AOMONHU-
TeNbHbIX TEFOB NONCe U MaiiHWUHra. B 6nokax Bepcuun v2
370 nosie 0653aTeNbHO AOMKHO HAYMHATLCS C BbICOTbI
6n10ka

4 6anra Homep nocnenoBatenbHOCTH | YCTaHOBNEHO 3HaYeHne OxFFFFFFFF

B coinbase-TpaH3akuuy B epBbIX JBYX MOJSIX YCTAHOBAEHbI 3HAaUeHMSI, He Tpe] -
craBisone cob6oit ccbuiku Ha gaHHbie UTXO. BMeCTO «X3II-3HAYeHUsST TPaH3aK-
MM» TepBOe ToJie 3aroNHeHo 32 HyneBbIMU OaliTamu. [lone «MHIEKC BBIXOLHBIX
IaHHBIX» (output index) comepskuT 4 6aiiTa ¢ omuHAaKOBbIM 3HaueHueM OXFF (255
B gecsaTuuHOl cucteme). ITome «Pasz6bmokupyrommit ckpunt» (Unlocking Script;
scripSig) 3aMeHeHO Ha JaHHbIe coinbase, a Mmose TaHHBIX UCIIOAB3YeTCS MaliHepa-
MM, KaK MbI YBUAVM HIKE.

JaHHble coinbase

Coinbase-TpaH3akyyu He COIEPsKAT MO pa36IOKMUPYIONIEro CKpurTa (scriptSig).
OTo mose 3aMeHEHO Ha AaHHbIe coinbase, AJIMHA KOTOPBIX HaXOOUTCS B OMaria3o-
He oT 2 1o 100 6aitToB. 3a MCKIIOUeHVEM HECKOIbKIX MEePBBIX OaliTOB, BCe MpoUne
IaHHbIe coinbase MOTYT MCITOIb30BAThCS MaifHEpaMM 110 UX YCMOTPEHUIO, TO eCTh
3TO IPOM3BOJIbHbBIE TAHHbIE.

Hampumep, B nepsuuHom 6s10ke CaTour HakaMoTo no6aBuil B JaHHbIe coinbase
TekcT «The Times 03/Jan/2009 Chancellor on brink of second bailout for banks», mc-
TTOJIb3yeMbIii KaK TOKa3aTebCTBO JAThI €r0 CO3MAHMS U IJIS ITepefauy COOOIIeHNS.
B HacTos1IIee BpeMst MaiftHe P IOJIb3YIOTCSI JaHHBIMY coinbase [J1st BRKITIOUEeHUST 10-
MTOJIHUTEIbHBIX 3HAUEeHMIT nonce, a Takke CTPOK, UAEHTUDUIUPYIONUX KOHKPET-
HBII1 ITy/1 MalHMHTA.

HeckombKo mepBbIX 6aiiTOB JaHHBIX coinbase paHbllle TOXKe 0OBIYHO MUCIIONb30-
BaJIOCh ITPOM3BOJIbHO, HO Ceifuac MooskeHe M3MeHMUI0Ch. B COOTBETCTBUM C IOKY-
MeHTOM BIP-34 6710Ku version-2 (6JI0KM, B IT0JIe BEPCUM KOTOPBIX 3aIllMCAaHO 3HAve-
Hue 2) 06s13aTeTbHO JOIKHBI COIEePsKaTh MHAEKC BhICOTHI 6;10Ka (block height index)
KaK CKPUIITOBYIO OTepaluio push B caMoM HauaJie 1mosis coinbase.

B 6ioke 277316 Mbl BuOenu, 4TO NaHHbIe coinbase (cm. mpumep 10.4), pac-
roJlaraiomyecs: Ha MecTe pas3bJoKUPYIOIIero CKPUIITa WM TIONs scriptSig BO
BXOAHBIX [JAHHBIX TPAaH3aKIWM, COmepKaT MIeCTHAAIIaTepUUYHOe 3HAueHue
03443b0403858402062503253482f. TTorrpobyem pacuimdpoBaTh 3TO 3HAUEHME.

[TepBbIit 6aifT 03 COOOIIAET MEXaHM3MY BBITIOJTHEHUSI CKPUIITOB O HEOOXOAMMO-
CTY 3aIMCHU CIEIYIONIMX TpexX 6aiiTOB B CTeK cKpumTa (cM. Tabi. B.1, mpunoxkenne B).
Crnenytorye Tpu OaiiTa 0x443b04 — 3TO BBICOTA 6/I0KA, 3aKOAMPOBAHHAS B (hopMaTe
«OT Muiafiiero 6aiita K crapiiemy» (little-endian), To ecTb B 06paTHOM MOpPSIIKE:
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caMblii MyTafIImii 6aiiT 3amycaH rmepBsIM. [Tocie M3MeHeHMs TTOPSIAKa 6aiiTOB MOTy-
yaeM pe3ynbTaT 0x043b44, KOTOPBIN B JecITUUHOM opMaTe paBeH 277316.

HeckonbKo C/ieqyoOImUX MeCcTHAAIaTepUIHbIX Iydp (0385840206) MCIIOIb3yeTCS
IL7IS1 KOOMPOBAHMSI TOTIOJTHUTEIBHOTO 3HaUeHMs nonce (CM. pasfien «lomomTHUTeNb-
HOe pelleHye nonce» HMsKe B 3TON IMIaBe) WINM CIy4aifHOTO 3HauyeHUs, IpUMeHsI-
€MOTO JIJIs1 TIOMCKA MPaBWIbHOTO pellieHNs] 3aJjaul 0Ka3aTe/bCTBa BBITIOTHEHNS
pa6otsr (PoW).

3aBepialoIasl YacTb JaHHbIX coinbase (2f503253482f) — 3TO CTpOKa B KOJUPOB-
Ke ASCII /P2SH/, KoTOpas coobIaeT, YTO y3e1 MAifHMHTA, BHITOIHUBIINI MalHIHT
9TOr0 6jI0Ka, MommepkuBaeT cpeny P2SH, ompemeneHHyio B cranmapre BIP-16.
BBemenne dyukumonanbHoct P2SH morpe6oBano oT MaiiHepoB B sSIBHOI dop-
Me OIlpenensTh Ucnonb3yemblii craHmapt BIP-16 muan BIP-17. SIBHbBIM yKa3zaHueM
Ha peanusauyio BIP-16 cTajo BKIOUeHMe CTpPOKM /P2SH/ B maHHbIe coinbase. [Ijis
ob6o3HaueHust peanmsanyy BIP-17 B cooTBeTCTBYIONIME AaHHbIE coinbase MOKHA
ObITH BKITIOUEHA CTpoKa p2sh/CHV. Ctanmapt BIP-16 6buT 0OBSIBIEH «ITO6EIUTENIEM,
MO3TOMY MHOTMe MaiiHepbl MPOAOIKAIM U TIPOIOJIKAIOT BKIIOUATh CTPOKY /P2SH/
B CBOM JaHHbBIE coinbase /151 00bSIBIEHMSI TIOIEPSKKY MMEHHO 3TOM (QYHKIIVNA.

B mpumepe 10.6 ucrmonb3yetcs 6ubamoreka libbitcoin, omycanHas B pasmgerne
«[Ipoune KIMEHTHI, OMOIMOTEKM U MHCTPYMEHTAIbHbIE TTAKEeThI» IJIaBbI 3, IJIS U3-
BJIeUEeHMsI TaHHBIX coinbase 13 MePBUYHOIO 0JI0Ka U BhIBOJA COOOIIeHMsT CaTOIIN.
OtmeTnm, yTo 6MbIMoTeKa libbitcoin comepskUT CTaTUUECKYIO KOMMIO TIEPBUYUYHOTO
0/10Ka, T03TOMY B KOJIe TIpMMepa eCTh BO3SMOKHOCTD M3BJIeUb ITePBUYHbIN OJIOK He-
MOCPEeACTBEHHO 13 6M6IMOTEeUHOTo Koa.

Mpumep 10.6 <+ M3BneyeHue faHHbIX coinbase U3 NepBMYHOro 610Ka
/*
BbiBod C006M€HUH CGI"?OUIU, 3anucaHHo2o0 B8 nepsu4yHoM 610Kke.
*/
#include <iostream>
#include <bitcoin/bitcoin.hpp>

int main()

{
// Co30aHue nepsu4Ho2o 6/0Kka
const bc::block_type block = bc::genesis_block();
// MMepsuyHbili 6710k codepxum eduHcmBeHHyw coinbase-mpaH3akyuw
assert(block.transactions.size() == 1);
// MMonydeHue nepsol mpaH3akyuu 8 6s0ke (coinbase)
const bc::transaction_type& coinbase_tx = block.transactions[0];
// Coinbase tx codepxum eduHCmBeHHbIl dpacmeHm BXOOHbIX OAHHbIX
assert(coinbase_tx.inputs.size() == 1);
const bc::transaction_input_type& coinbase_input = coinbase_tx.inputs[0];
// lpeobpa3osanue Bx00HbIX OaHHBIX CKpunma B8 cobcmseHHbil npocmeluul ("ceipol”) ¢opmam
const bc::data_chunk raw_message = save_script(coinbase_input.script);
// lpeobpasosanue 8 ¢opmam std::string
std::string message;
message.resize(raw_message.size());
std::copy(raw_message.begin(), raw_message.end(), message.begin());
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// BbiB0O CoobujeHus u3 nepsuyHo2o 6/10Ka
std::cout << message << std::endl;
return 0;

Kopn mpumepa ckoMuanpoBaH ¢ rnmomoinbio kKomomiasitopa GNU C++, nociie yero
TTOJTYYEHHbIN BBITIOJHSIEMbIN (haiiyT 6B 3aITyIeH, KaK IToKa3aHo B ripumepe 10.7.

Mpumep 10.7 < Komnunaumsa v 3anyck npumepa satoshi-words

S # Komnunayus ucxodHo20 koda

$ g++ -0 satoshi-words satoshi-words.cpp $(pkg-config --cflags --libs libbitcoin)
$ # 3anyck BbinosHAemo2o datna

$ ./satoshi-words

ADeo<GS>"A"DEThe Times 03/Jan/2009 Chancellor on brink of second bailout for banks

(PoPMMPOBAHME 3ArONIOBKA BJIOKA

Inst dopMupoBaHMsl 3arolioBKa 6710Ka y3ea MalfHMHTa JO/DKEH 3arlONMHUTH LIeCThb
TioJieit, lepeunciaeHHbIX B Tabs. 10.3.

Tab6nuua 10.3. Cmpykmypa 3az20108Ka 6/10Kka

Pasmep |Mone Onucanue

4 6anta | Bepcus Homep Bepcuum ans otcnexxvaHus obHoBnexuii NO/npotokona

32 6aifta | Xaw npeapiayuiero 61oka | Ccbinka Ha X3lW-3HayeHue npeablayLero (poauTenbckoro) 6i1oka
B Lienouke

32 6anta | KopeHb fepeBa Mepkne | X3w-3HauyeHWe KOpHA aepeBa Mepkie, COCTOSLLEro U3 TpaH3aKLMii
3T0ro 6n10Ka

4 6anta | Metka BpeMeHu MpubnnsntenbHoe Bpems co3naHus 3toro 6aoka (B cekyHaax no
Unix-BpemeHn)

4 6anta | Lenb Lenb anroputma Proof-of-Work gns storo 6noka

4 6anta | Nonce CnyyaiiHoe 3HayeHue (CYeTumK), ucnonb3yemoe B anroputme Proof-
of-Work

Ha momeHT 3aBepiieHusl MaifHMHTra 610Ka 277316 HOMep Bepcuu, OMMUCHIBAIO-
My CTPYKTYpY 6/10Ka, 6bUT paBeH 2, ¥ 3TOT (PaKT KogupyeTcs: B popmaTe «OT MIaf-
mrero 6arra K crapuiemy» (little-endian) B 4 6ajiTax B Bue 0x02000000.

Ianee y3eyq MaifHMHIA OODKEH MO6aBUTDH X3II-3HAUeHME MpeIbIaylnero 6jg0ka
(Previous Block Hash — prevhash). 9To xa1m-3HaueHue 3arojoBka 6;1oka 277315, To
€CThb TIpeAbIayIero 60Ka, MOTYYeHHOTO M3 CeTM, KOTOPbI y3en LI3uHa mpuHsII
¥ BBIOpAJ B KQUeCTBe POAUTENbCKOro (parent) 6;10Ka 1151 CBOero GIoKa-KaHAuaaTa
277316. Xa11-3HaueHue 3aroioBKa 6yioka 277315:

0000000000000002a7bbd25a417c0374cc55261021e8a9ca74442b01284f0569

0 BblbpaB KOHKPETHbIM poauTenbckuid 610K, yKasaHHbliM B none Previous Block Hash B 3aro-

NnoBke 6noka-kaHauAaaTa, Li3auH noaTBepxaaeT AOCTOBEPHOCTb MaHWHIA poauTens, Hapa-
LUMBAs LENOYKY, KOTOpasi Tenepb 3aBepLUaeTcs 3TUM NPUHATLIM 610KOM. [0 CyLLecTBy, 3TUM
pencreneM LI3nMH «ronocyeTt» 3a LOCTOBEPHOCTb MaMHMHIa, POPMUPYS KOPPEKTHYHO LLEMOYKY
C CaMbIM BbICOKMM YPOBHEM CJTIOXKHOCTY.
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Crnemyromuii mar — o6beIiHeHVe BCeX TPaH3aKIINii B JepeBo MepKiie, YToObI 10-
6aBUTb MTOTOBBIN KOPEHb NepeBa Mepkiie B 3aroyioBok 6;10ka. Coinbase-TpaH3aKiyus
3aIMCchbIBaeTCs Kak camasi epBasi TpaH3aKkius B 6y1oke. ITociie Hee 1OGaBISIOTCS elie
418 TpaH3aKLMii, B uTOre 60K comepkuT 419 Tpansakuuii. 3 pasgena «JepeBo
Mepkiie» r1aBbl 9 HAM M3BECTHO, UTO B JIepeBe 00sI3aTeIbHO JO/IKHO COMEPKAThCS
YeTHOE YMC/IO0 JTUCThEB-Y3JI0B, TOITOMY IMTOCIeIHSIST TPAaH3aKIMs Ty6IupyeTcs, Co3-
nmaBas 420 y3/10B, K&XKObIM 13 KOTOPBIX COAEPKUT X3II-3HaYeHME ONHOI TpaH3aK-
UK. 3aTeM X3II-3HaueHMs TPaH3aKLMi MOMapHo 06benuHSIIOTCsSI, GOPMUPYS oUe-
pemHo YPOBEHbD JiepeBa, 10 TeX MOop, IOKa BCe TPaH3aKIyM He OYIyT 06beAVHEHbI
B eIMHCTBEHHBII y3e/ B «KOpHe» mepeBa. KopeHb mepeBa Mepkiie 00beqMHSIET BCe
TpaH3aKIUuM B OJHO 32-6aiiTOBOe 3HAUeHMe, KOTOPOe Bbl MOIIM BUIETh KaK «KO-
peHb nepeBa Mepkie» B ipumepe 10.3, a 34eCh Mbl BOCITPOM3BEAEM €TI0 ellle pas:

€91c008c26e50763e9f548bb8b2fc323735f73577effbc55502c51ebdcc7cf2e

3aTteMm y3en maiiHuHra Li3uHa gobasiser 4-6aiiToByi0 MeTKy BpemeHu B Unix-
dbopMmare, TO eCTb MPEACTABISAIONIYIO CO60IT KOMMUECTBO CeKYHI, MPOIIeIIINX C IT0-
sgyHour no ['puaBuuy UTC/GMT 1 guBaps 1970 roma. 3HaueHMe METKM BpeMeHU
1388185914 paBHO3HauHO fate 27 mekabps 2013 ropa, natuuiia, 23:11:54 UTC/GMT.

[Tocste aToro y3en LI3iHa 3aIo/HSIET OMYCaHMeE [IeJTi, KOTOPOe OTIpeiensieT Tpedy-
eMoe JTI0Ka3aTelbCTBO BhIMoMHeHMsT paboTsl (POW), 4TOOBI chenaTh 610K KOPPEKT-
HbIM. Ilesb XpaHuUTCS B 6/I0Ke Kak MeTpuKa «target bits», mpeacrassiorias co60it
KOAVPOBKY 1iesiu B (hopMaTe «MaHTHCCA — TTIOKa3aTenb cTeneHn». B atom popmate
IoKa3aTesb CTeNeHy IpeacTaBieH 1 6aifTom, 3a KOTOPBIM CJIeAYIOT 3 6ajiTa MaH-
THCChI (M KoadduimenTa). Hanmpumep, B 6710Ke 277316 3HaUeHre MeTpUKH target
bits paBHO 0x1903a30c. [TepBast yacThb 0x19 — IIeCTHAAIATEPUUHBIN TTOKA3aTeb CTe-
TeHy, Clegyomas Jyactb 0x03a30c — KoadpduumeHT. KoHIemIMs MCIoab30BaHMS
1IeJIM OIMcaHa B paspene «VaMmeHeHMe 1eJIM 11 KOPPEKTUPOBKU CJIOKHOCTU» HUKe
B TeKYIIeli I71aBe, a Ipe/icTaBaeHe MeTpUKM «target bits» paccmaTpuBaeTcs B pas-
noene «[IpencraBieHue 11eJIeBOTO 3HAUEHMSI» TAKKe B TEKYIIEl I1aBe.

[TocnenHee mose — crenyajbHOe 3HAaUE€HME NoNce, MHUIIMATU3UPyeMOe HyJIeM.

[Tocste 3amoTHEeHNST BCEX MTePeUMCIEHHBIX TTOJIel 3aT0JIOBOK 6;10Ka chOPMUPOBAH
¥ MOXXHO HaUMHATh IMPOLIECC MaifHMHTa 3TOro 6;10Ka. Tereph 1e1bi0 CTAHOBUTCS
TTOMCK 3HaUEHMSI NoNce, MO3BOJISIONIETrO MOTYUYNTh X3III-3HaUeHle 3arojioBKa 6JI0Ka,
MeHblllee, UeM 3HaUeHue Lenu (target). Y3en MaifHMHTA TODKEH OyIeT TPOBEPUTH
MMWUITMapObl U Taske TPYWIIMOHBI BOSMOKHBIX 3HAUEHMI nonce, Ipekae yem OymeT
HajileHo MTpaBWIbHOE 3HAUEHMe NONCe, YIOBIETBOPSIIONIee TPe6GOBAHMSIM.

MAMHWHT BNIOKA

IMoce 3aBepiieHust GopMupoBaHUsT O/I0Ka-KaHOumaTa ys3jioM LI3uMHa HacTyma-
eT BpeMs MaifHMHTa 3TOT0 6JI0Ka C TIOMOIIbI0 CHEIMaTM3UPOBAHHO armapaTy-
pbl hepMbl MaltHMHTA [/ HAXOKAEHMs pelieHMs 0 aJrOpUTMy 40Ka3aTeabCTBa
BBITIONIHEeHUST paboThl (POW), UTOGBI caenaTh 6JIOK KOPPEKTHBIM M jerajbHbiM. Ha
MIPOTSDKEHMY BCEJ KHUTY MbI pacCMaTpMBaeM Kpumtorpaduueckye Xom-QyHKINN
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C Pa3IMYHBIX TOUEK 3PEHMs UX VICTIOIb30BaHMS B OUTKOITH-cucTeMe. XoII-QyHKIINUS
SHA256 — 9T0 QyHKIIMS, IpUMeHseMasl B IIpoliecce MaifHMHTa OMTKOMHOB.

[Tpotie roBOpsI, MAalfHUHT — 3TO MPOIIECC XIUTMPOBAHMS 3aT0JIOBKA GJIOKA C M3Me-
HeHMeM OJTHOTO TlapaMeTpa, MHOTOKPATHO MOBTOPSEMbIi 10 TeX MOP, TOKa BbIUNC-
JIeHHOe X31I-3HaueHle He COBIAJeT C 3a[JaHHbIM 1ieJieBbIM 3HaueHueM. Pe3ynbTaT
BBITTOJTHEHMSI X211I-(YHKIIVM HEBO3MOXKHO ITpeficKa3aTh 3apaHee, Takyke HeBO3MOX-
HO CO3/aTh MIA6JIOH, TI0O KOTOPOMY (hopMuUpyeTcs 3alaHHOE X3II-3HaueHue. JDTa
0COOEHHOCTDb X3II-(DYHKINI 03HAYaeT, YTO eOUHCTBEHHBIM CIIOCOO0M ITOTYyUeHMSI
X3II-3HAUeHUsI, COBIAAAIOIIETO C 3aJaHHbIM I[eJIeBbIM 3HAUeHMeM, SIBJISIIOTCS T10-
BTOpsIEMble MHOTOKPATHO ITOIBITKY TTOJ06paTh C IMTOMOIIbIO M3MEHEeHUs CIydaii-
HbIM 00pa30M BXOJHBIX JAHHBIX 0 MOTYUYeHUs TPeOyeMOro X3II-3HaueH!sl, TOsIB-
JISIOILErocsl HelpencKa3yeMo.

Anroputm gokasatenbCTBa BbiNoOAHEeHUA paboTbl (PoW)

AJITOpUTM X31IMPOBAHUS IPUHUMAET BXOAHbIE TaHHbIE IIPOU3BOJIbHON OJIMHBI U Te-
HepupyeT AeTepMUHUPOBAHHbIN pe3yabTaT GUKCUPOBAHHOI AJIMHBI, IM(PPOBOI OT-
IeYaTOK BXOAHBIX TAaHHBIX. [IJIsT KasKIbIX KOHKPETHBIX BXOJHBIX TaHHBIX ITOJTyYaemMoe
B pesy/ibTaTe X3IlI-3HaueHye Bceraa 6y1eT OIHYM U TeM Ke. TO X3II-3HaYeHVe BCer-
Jla MOYKHO JIETKO BBIUMCIIUTD U TIPOBEPUTD, UCIIOIb3YS TOT JKe CaMblii aJITOPUTM X3-
mupoBaHus. [MTaBHOM XapaKTepUCTMUKOI KPUTITOrpadhUMuecKoro airopMuTMa X3IMUpPo-
BaHUSI SIBJISIETCSI TO, YTO ITPY JIIOOBIX BHIYMCIEHUSIX TTPAKTUUECKM HEBO3MOKHO HAMTH
IIBa pa3IMUHBIX hparMeHTa BXOAHBIX JAHHBIX, KOTOPbIE B Pe3y/IbTaTe X3IIMPOBaHUS
JalOT OJIHAKOBBIN OTITEUaTOK (COBIIAJeHNe Ha3bIBaIOT Kojuusueii (collision)). Crie-
IOBaTeIbHO, MPAKTUUECKM HEBO3MOXKHO BbIOPATh BXOJHbIE JaHHbIE TAKUM 06pa3oM,
YTOOBI MOMYUYUTh TPeOYeMbIii OTIIEUaTOK. EqMHCTBEHHBIM CITOCOOOM SIBJISIETCS CITy-
YaifHbINM MIepeb0op BapMaHTOB BXOAHBIX TAHHBIX B TIOBITKAX HAWTH ITOAXOSIIINE.

[Tpu ucnonb3oBaumy anroputma SHA256 BhIXOAHbIE JaHHbIE BCETTA MMEIOT IJIN-
Hy 256 6GUTOB BHE 3aBMCMMOCTM OT pasMepa BXOOHBIX NaHHbIX. B mpumepe 10.8
MIpMMeHsIeTCsl MHTepIIpeTaTop s3bika Python njst BerumcaeHus X31I-3HaueHUs 110
anroputmy SHA256 st dpassl «I am Satoshi Nakamoto».

Mpumep 10.8 <+ lNpumep npumeHeHus anroput™ma SHA256
$ python

Python 2.7.1

>>> import hashlib

>>> print hashlib.sha256("I am Satoshi Nakamoto").hexdigest()
5d7c¢7ba21cbbcd75d14800b100252d5b428e5b1213d27¢385bc141ca6b47989%

B npumepe 10.8 mokasaH pe3ynbTaT BBIUMCIEHUS XSII-3HAUEHUS [JISI CTPO-
KM "I am Satoshi Nakamoto": 5d7c7ba21cbbcd75d14800b100252d5b428e5b1213d27c385bc-
141ca6b47989e. ITO 256-6UTOBOE UMCIIO TIpecTaBisteT coboii xamn (hash) mmu gaiin-
skecT (digest) MCXOMHOM CTPOKM M 3aBUCUT OT Kaskaoi ee uactu. [Ipu mobaBieHUM
J106071 OYKBBI, 3HAaKa MPENMHAHKS MY KaKOro-1160 MHOTO CMMBOJIA OYIeT IoJTy-
YeHO Apyroe XslI-3HaueHMe.
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Ecnu Mbl HauHEeM M3MEHSTh CTPOKY, TO BIIOJIHE OXMIaeMO YBUIUM Ha BBIXOHeE
COBEpIIEHHO pa3/IMYHble XoMI-3HaueHus. [Tompobyem m0OOaBISATh B KOHEI] CTPO-
KM ITPOU3BOJIbHOE UMCJIO, MCITOIb3YS [IJISI 3TOTO MPOCTOI CKPUIIT Ha s3bIKe Python
B mpuMepe 10.9.

Mpumep 10.9 < Ckpunt ¢ ucnonb3oBaHmMem SHA256 ona reHepaumm X3Lw-3HAYEHUN
npu UTepaumsax 3HaYeHns nonce

# npumep umepamuBHO20 U3MEHeHUS 3HayeHus Nonce B0 BXOOHbIX OAHHbIX 019 A/20pUMMA X3WUPOBAHUS
import hashlib
text = "I am Satoshi Nakamoto"

# umepayuu nonce om 0 do 19

for nonce in xrange(20):
# dobassieHue 3HayeHus Nonce 8 KOHey mekcma
input = text + str(nonce)

# BblYUC/IEHUE X3U-3Ha4YeHus no anzopummy SHA-256 0n1 Bx00Hbix OauHbix (text+nonce)
hash = hashlib.sha256(input).hexdigest()

# BbIB00 BXOOHbIX OGHHBIX U BbIYUCAEHHO20 X3Ul-3HAYEHUS
print input, '=>', hash

BhITTo/THEHNE 9TOTO MpUMepa MO3BOJISIET TeHEPUPOBATh XOII-3HAYEHMS TSI MHO-
SKECTBA CTPOK, KOTOPbIE CIeIaHbl PA3IMUHBIMU ITPY IIOMOIIY J06aB/IeHsI HEKOTOPOTO
yMcia B KOHer Tekcta. [TociemoBaTebHO YBEIMUMBAS HA €OVMHUILY 3TO T00aBIsIeMoe
YMCJI0, MOSKHO TTOJTy4YaTh pasIMUHbIe X3II-3HaueHusI, KaK rokaszaHo B mpumepe 10.10.

Mpumep 10.10 < BbiBoA ckpunTa, Mcnonb3ytowero SHA256 ang reHepaumm xw-3HaueHuUin
Npu UTEPATUBHOM M3MEHEHWU 3HAYEHUs nonce

%

python hash_example.py

am Satoshi Nakamoto® => a80a81401765c8eddee25df36728d732...
am Satoshi Nakamotol => f7bc9a6304a4647bb41241a677b5345f. ..
am Satoshi Nakamoto2 => ea758a8134b115298a1583ffb80ae629...
am Satoshi Nakamoto3 => bfa9779618ff072c903d773de30c99bd. ..
am Satoshi Nakamoto4 => bce8564de9a83c18c31944a66bde992f. ..
am Satoshi Nakamoto5 => eb362c3cf3479be0a97a20163589038e. ..
am Satoshi Nakamoto6 => 4a2fd48e3be420d0d28e202360cfbaba. ..
am Satoshi Nakamoto7 => 790b5a1349a5f2b909bf74d0d166b17a. ..
am Satoshi Nakamoto8 => 702c45e5b15aa54b625d68dd947f1597. ..
am Satoshi Nakamoto9 => 7007cf7dd40f5e933cd89fff5b791ff0. ..
am Satoshi Nakamoto10® => c2f38c81992f4614206a21537bd634a. ..
am Satoshi Nakamotoll => 7045da6ed8a914690f087690e1e8d66. ..
am Satoshi Nakamotol2 => 60f01db30c1a0d4cbce2b4b22e88b9b. ..
am Satoshi Nakamotol3 => Oebc56d59a34f5082aaef3d66b37a66. ..
am Satoshi Nakamoto14 => 27ead1ca85da66981fd9da01a8c6816. ..
am Satoshi Nakamotol5 => 394809fb809c5f83ce97ab554a2812c¢. ..
am Satoshi Nakamotol6 => 8fa4992219df33f50834465d3047429...
am Satoshi Nakamotol7 => dca9b8b4f8d8el521fadeaas6f4focd...
am Satoshi Nakamotol8 => 9989a401b2a3a318b01e9ca9a22bof3...
am Satoshi Nakamotol9 => cda56022ecb5b67b2bc93a2d764e75f. ..

HoH H H H H H H H H H H H H H H H H H H
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17151 Kaskoovi HOBOV CTPOKYM BBIUMC/ISIETCSI COBEPIIEHHO OT/IMYAI0Ieecs OT OCTalb-
HBIX X3II-3HaueHue. XoII-3HAYeHNsT KaXKyTcsT abCOMIOTHO CIyYaiiHbIMM, HO ITOJTY-
YyeHHbIe B 3TOM IIpMMepe pe3yabTaThl BCeria MOKHO TOYHO BOCIIPOM3BECTY Ha JII0-
060M KOMITbIOTEpE C YCTAaHOBJIEHHBIM MHTEPIIPETATOPOM si3bika Python 11 yBuaeTh Te
5Ke caMble X31lI-3HaueHusl.

Yucno, UCIONMb3yeMoe B 3TOM CKPUIITE Kak [lepeMeHHOe 3HaueH)e, Ha3bIBaeTCs
nonce. 3HaueHye nonce NpMMeHsIeTCs 1J1s1 USMeHEHMS BBIXOHBIX JAHHBIX KPUIITO-
rpaduyeckoit GyHKINMY, B HallleM IIpuMepe — mjis uaMeHenns SHA256-ormeuarka
ILJISL 3aJaHHO CTPOKM.

YT06bI YUIOKHNUTH 3a[auy C IPMMEHEHVEM 3TOTO aJrOPUTMa, YCTAaHOBUM KOH-
KpPeTHYIO 1ie/b: HAWTU CTPOKY, [IJisi KOTOPOJ TeHepupyeTcs IeCTHaJIlaTepuuHoe
X31I-3HaueHue, HaunHawleecs ¢ HyJs. K cuacTbio, 3To He Tak Y CJI0KHO. B mpume-
pe 10.10 MoskHO BUIeTh, uTO cTpoka «I am Satoshi Nakamoto13» gaeT xa11-3HaueHne
0ebc56d59a34f5082aaef3d66b37a661696c2b618e62432727216ba9531041a5, KOTOpOE COOT-
BETCTBYET ITOCTaBJIEHHOMY YCa0BMI0. OHO ObUIO HalieHo ¢ 14-71 MOMBITKY (ITOCIe
13 HeymauHbix). C TOUKM 3peHUS] TeOpUM BEePOSITHOCTU, €C/IM BbIXOJHbIE TaHHbIE
X2II-(PYHKINM PaCIIpenesiioTCs] pABHOMEPHO, TO HaM CJIeyeT OKUAATD ITOSIBJIEHNST
pesy/bTaTa C lecTHaAIaTepuuHbIM Ipedrkcom 0 uepes Kaskbie 16 X311-3HaUeHMIT
(ITOCKOJIBbKY 3TO OfHA U3 16 mectHaaarepuyHbix nudp ot 0 no F). C Touku 3peHus
BBIUMCIUTENbHOI MaTeMaTUKIM 3TO O3HaYaeT MOMCK X3II-3HaUeHMsI, MeHbIIIero 0x1
000000000000000000000000000000000000000000000000000000000000000. ITO 3HAUEHME HA-
3BIBAIOT ITOPOTOBBIM 3HaueHeM (threshold) mienu (target), a 3ajaua COCTOUT B TOM,
YTOOBI HAWITH X3III-3HaUeHe, KOTOPOe B UMCIOBOM BhIpakeHUM MeHblIire 1en. Ecin
MblI YyMeHbIlIaeM 1ieieBoe (IIOPOroBoe) 3HaUeHue, TO 3af,aua MoucKa X31-3HaueHusl,
KOTOPOE MeHbIIIe 11eJIeBOT0, CTAHOBUTCS BCe Oosiee U 6osee CJIOKHOIA.

[TpocToit aHaIOrMei SIBJISIETCS UTPa, B KOTOPOJ YYAaCTHUKM MHOTOKPATHO Gpo-
CaloT TMapy KyOMKOB (MTPaJIbHBIX KOCTEJ), MbITAasICh IMOMYYUTh UMCIO0, MEHbIIee
oIpefieJIeHHOTO LieJIeBOT0 3HaueHus. B mepBoM payHze 1ie/ieBOoe 3HaueHMe pPaBHO
12. Eciu uTpoK He BBIOPOCWII IBE IIeCTEPKM, TO OH BhIUTPAJL. B citemytomem payHe
ycTaHaB/IMBaeTcs 1ejieBoe 3HaueHue 11. Irpoku ToKHbI BBIGpOCUTH 10 MM MeHb-
I1Ie OYKOB J1JIs IT06E/IbI, ¥ 3TO TOKe HeC/IOsKHas 3a1ada. Ho uepes HeCKOTbKO payHI0B
1leJieBOe 3HauUeHMe CHIKAeTCsI, CKaskeM, 10 5. Terepb Gosblie MOJIOBUHBI GPOCKOB
KyOMKOB Oy[eT MpeBbIlIaTh lieJieBoe 3HaUeHue, ceoBaTe/IbHO, Takue 6pocku 6y-
IyT MPOUTPBIIIHBIMY. UeM HIsKe OTTyCKaeTcs 1ieieBoe 3HaueHue, TeM 60sibiie 6poc-
KOB KyOMKOB IOTpeOyeTCs IJIs1 BBIMTPBINIA (9KCIIOHEHIMaIbHbIN PoCT). B KoHIle
KOHIIOB, KOT/Ia 1lefieBoe 3HaueHMe CTaHeT paBHbIM 2 (MMHMMAaJbHO BO3MOKHbBIM),
TOJIBKO OJIMH OPOCOK 13 36, Uiy 2%, TIO3BOJTUT AOOUTHCS T06EIHOTO Pe3y/IbTaTa.

C TOUKM 3peHusI CTOPOHHEro HabomaTesnsl, KOTOPOMY M3BECTHO, UTO liejieBoe
3HAUYeHMe UTPbI B KOCTM PABHO 2, €CJTM KTO-TO YCITEITHO BBITIOTHIT ITOOeIHbIT 6pO-
COK, TO MOXXHO IMPEeATIONIOXUTD, UTO JJIST 3TOTO €My MOTPe6oBaoch B cpeqHeM 36
TMTOMBITOK. [IpyTMMM CJIOBAMM, BCETIA MOXKHO OIIEHUTDb 06'be€M ITPOeTaHHO paboThI
Ha OCHOBaHUMU CJIOXXHOCTHU, OTpefeNsieMOil 1leJieBbIM 3HaueHueM. Eciu aaroputm
OCHOBaH Ha JeTepMUHMPOBAHHOV QYHKIMM, TaKoi Kak SHA256, To camu 110 cebe
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BXOJIHbIE JJAHHbIE TIPEICTABIISIOT JOKA3aTeNbCTBO (proof) Toro, YTo 6bUT BHITIONHEH
oTIpefieNIeHHbI 06beM paboThl (WOrk) [I7IsT TIOTTyUeHMs Pe3y/IbTaTa, He MPEeBbIIIa-
IIero 3aZaHHOTO LieleBOro 3HaueHusl. TakuM 06pa3om, Mbl IIOTydaeM JOKa3aTellb-
CTBO BBITIOIHEHUST paboThI (Proof-of-Work).

O [axe ecnu Kaxpas nonbiTka AaeT CyYarHbIi pe3ynbTaT, BEPOSTHOCTb N11060ro BO3SMOXHOMO
pe3ynbTaTa MOXHO BbIYMCIUTb 3apaHee. CnefoBaTeNbHO, pe3ynbTaT (BbIXOLHbIE AaHHbIE) NpU
3a/laHHOM YPOBHE CJIOKHOCTU NpeAoCTaBsfeT A,0KA3aTeNbCTBO BbINONHEHWS ONpeLeseHHOro
obbeMa pabortbl.

B nmpumepe 10.10 «mmob6emyuBiiee» 3HaUe€HME nonce paBHO 13, ¥ 9TOT pe3yibTaT
MOKeT OBITh MOATBEPIKIEH JTI0ObIM «MI'POKOM», HE3aBUCUMO OT Apyrux. JIro6oii
SKeJIAIoNMi MOoKeT J06aBUTh unMcIo 13 B KoHell cTpoku «I am Satoshi Nakamoto»,
BBIUMCIUTD X3II-3HaU€HMEe U MPOBEPUTh, NEeVICTBUTENbHO M Pe3yJbTaT MeHbIIle
11eJIeBOTO 3HAUeHMs. YCMELIHbIM pe3yabTaT TaKKe SIBJSETCS I0Ka3aTelbCTBOM
BBITIOJIHEHMSI pabOThI, TOCKOIBKY MOATBEPKIAET, UTO AeiCTBUTEIBHO MpoaeiaHa
pabora 1o MOoMCKy 9TOro 3HAUeHusT nonce. [Ijisi TPOBEPKU TPeOYeTCs JINIIb OJHO
BBIUMCIEHME X3I-3HAUeHNsI, B TO BpeMsI KakK [IJIs1 HAXOXIeHUsI TIPaBUIbHOTO 3Ha-
yeHust nonce moTpeboBasoch 14 Bbrumcienuit. Ein yctaHOBUTD 60Jiee HU3KOe 1ie-
JIeBoe 3HaueHlMe (CJIOKHOCTb YBEJIMUMBAETCS), TO MOTPeOyeTCs] HAMHOIO OOJIbIlle
BBIUMCJIEHUIT X31II-3HAYEHM1, UTOOBI HAlITV COOTBETCTBYIOIee 3HAaUeHe nonce, HO
IJIST TIPOBEPKU IO-TIPesKHEMY TOTpe6yeTCs UMb OTHO BbIUMCIEHME B JIIOOOM CITy-
yae. Bosee Toro, 3Has 1ejIeBoe 3HaUeHMe, TI060i MOKET OIeHUTh YPOBEHb CJIOXK-
HOCTU, UCTIONB3YSl IJISI 3TOTO CTAaTUCTUUYECKNMEe METOAbl, C(JIef0BATelbHO, MOXET
y3HaTb, KaKoii 06beM PabOThI TOTPEOOBAIOCH BBITIOJTHUTD, YTOOBI HAMTY ITPaBUIIb-
HOe 3HaueHMe nonce.

Anorput™ gokasaTenbCTsa BbinonHeHus pabotbl (Proof-of-Work) nonxeH reHepupoBaTh X3Lw-
3HaueHuWe, MeHblluee, YeM LieneBoe 3HayeHue (target). bonee Bbicokoe LieneBoe 3HayeHue
onpenenseT 6onee HU3KUIA YPOBEHb COXHOCTU 33[a4M MOUCKA X3LU-3HAYEHUS, MEHbLLETO
LLeNIeBOro 3HayeHus. YeM HUxe LieneBoe 3Ha4YeHWe, TeM Bbille YPOBEHb CIOXKHOCTM MOMCKa
MpaBUbHOIO X3LW-3HaYeHus. Mexay LeneBbiM 3HaYEHUEM U YPOBHEM CJIOXKHOCTM YCTaHOB-
neHa 06paTHO NponopLMOHanbHas 3aBUCUMOCTb.

IlokasaTenbCcTBO BbIMTONHeHUsT paboTsl (Proof-of-Work) B 6GuTKOIH-cucTeMe
OueHb IOXOXKe Ha 3a/1auy, Moka3aHHyo B ipumepe 10.10. MaitHep dopmupyert 6710K-
KaHAUAT, 3alOMHEeHHbIN TpaH3akusIMu. [locie 3TOro MaiiHep BbIUMCISIET X3III-
3HauYeHMe 3aTr0JIOBKA 3TOr0 6JI0KA U IIPOBEPSIET, SIBJISIETCS JIM IOyYeHHOe 3HaUeHye
MEeHBIIIMM, YeM TeKylllee YCTaHOBJIEHHOe IieieBoe 3HaueHue (target). Ecau BbI-
YNCJIEHHOe X3II-3HaueHle He MeHbIlle 11eJIeBOro, TO MaliHep M3MeHseT 3HaueHne
nonce (0O6BIYHO MTPOCTO YBEIMUMBAS €0 HA €OUHUITY) U TTIOBTOPSIET MOIBITKY. IIpn
TEKYIIeM YCTaHOBJIEHHOM YPOBHE CJIOKHOCTYU B OUTKOIH-CETV MaiiHepPbl JOIKHbBI
BBIMIOJIHUTD KBAJIPUJUIMOHBI MOMBITOK, IMPEXIe YeM HaliAyT 3HaueHue nonce, mpu
KOTOpPOM X3III-3HAU€HMe 3arojioBKa 6;10Ka OyeT MeHbIIIe 11eJIeBOTO 3HAUYEeHMSI.

Becbma ymipoIieHHbI BapMaHT pean3aluy alrOpUTMa J0Ka3aTeIbCTBA BBITION-
HeHusT paboTshl Ha A3bIKe Python mokasan B mpumepe 10.11.
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Mpumep 10.11 <+ YnpolueHHas peanusaums anropuTMa L0KA3aTebCTBA BbINOAHEHWUS paboTbl
#!/usr/bin/env python
# npumep ynpoueHHoU peanu3ayuu anzopumma proof-of-work

import hashlib
import time

max_nonce =2 **32 # 4 billion
def proof_of_work(header, difficulty_bits):

# BbIYUC/IEHUE CJIONHOCMU OOCMUMEHUS Yesu
target = 2 ** (256-difficulty_bits)

for nonce in xrange(max_nonce):
hash_result = hashlib.sha256(str(header)+str(nonce)).hexdigest()

# nposepka: noJsiyyeH U NPAgU/IbHbI pe3y/bmam, MeHbwul yesneso2o 3Ha4yeHus
if long(hash_result, 16) < target:
print "Success with nonce %d" % nonce
print "Hash is %s" % hash_result
return (hash_result,nonce)

print "Failed after %d (max_nonce) tries" % nonce
return nonce

if __name__ == '__main__':
nonce = 0
hash_result = '

# YposeHb cioxHocmu om 0 do 31 6uma
for difficulty_bits in xrange(32):
difficulty = 2 ** difficulty_bits
print "Difficulty: %ld (%d bits)" % (difficulty, difficulty_bits)

print "Starting search..."

# KOHMpO/IbHAs MOYKA: NPOBEPKA MeKywe2o BpemeHu
start_time = time.time()

# codaHue HOB020 6/10Ka, BK/KWYAKLE20 X3u-3Ha4YeHue u3 npedbidyye20 6/10Kka
# 30ecb BbinosHgenca umumayus 670Ka C MPAH3aKyugMu - 3ameHsemcs o06biyHOU Cmpokol
new_block = 'test block with transactions' + hash_result

# nouck mpebyemMo20 NpasusbHO20 3HAYeHUs nonce 0/ HOB020 6/10Ka
(hash_result, nonce) = proof_of_work(new_block, difficulty_bits)

# KOHMPO/IbHAS MOYKA: CKOJIbKO BpemeHu nompe6osanoCb 0/ HAXOXOeHUS pe3y/bmama
end_time = time.time()

elapsed_time = end_time - start_time
print "Elapsed Time: %.4f seconds" % elapsed_time

if elapsed_time > 0:

# OUeHKa CKOPOCMU BbIYUC/ICHUS X3Ul-3HAYeHUl B CeKyHOy
hash_power = float(long(nonce)/elapsed_time)
print "Hashing Power: %ld hashes per second" % hash_power
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I[Tpu BBIMOTHEHMM 3TOTO KOZIA BbI MOJKETE YCTAHOBUTH TPeOYEeMbIii yPOBEHb CIIOK-
HOCTU (B GMTAaX: CKOJIbKO HAUaIbHBIX OUTOB JO/IKHBI ObITh HYJIEBBIMI), ITOC/IE YETO
Ha6JI0ATh, CKOJIBKO BpeMeHM MOoTpe6yeTcsT Ha MOMUCK pelneHus. B mpumepe 10.12
MOXXHO BUJIETb, KaK IIPeJJIOKeHHasT peann3alus paboTaeT Ha HOYTOYKe CO CPeTHM-
MU XapaKTepUCTUKaMu (armapaTHbIMU Pecypcammu).

Mpumep 10.12 < BbinonHeHue npumepa peanusaumm Proof-of-Work ¢ pasnmyHbiMu ypoBHSIMYU
CNOXHOCTM

$ python proof-of-work-example.py*
Difficulty: 1 (0 bits)
[...]

Difficulty: 8 (3 bits)

Starting search...

Success with nonce 9

Hash is 1c1c105e65b47142f028a8f93ddf3dabb9260491bc64474738133ce5256cb3cl
Elapsed Time: 0.0004 seconds

Hashing Power: 25065 hashes per second

Difficulty: 16 (4 bits)

Starting search...

Success with nonce 25

Hash is 0f7becfd3bcd1a82e06663c97176add89e7cae0268de46f94e7e11bc3863e148
Elapsed Time: 0.0005 seconds

Hashing Power: 52507 hashes per second

Difficulty: 32 (5 bits)

Starting search...

Success with nonce 36

Hash is 029ae6e5004302a3120630adcbb808452346ab1cfOb94c5189ba8bac1d47e7903
Elapsed Time: 0.0006 seconds

Hashing Power: 58164 hashes per second

[...]

Difficulty: 4194304 (22 bits)

Starting search...

Success with nonce 1759164

Hash is 0000008bb8f0e731f0496b8e530da984e85fb3cd2bd81882fe8ba3610b6cefc3
Elapsed Time: 13.3201 seconds

Hashing Power: 132068 hashes per second

Difficulty: 8388608 (23 bits)

Starting search...

Success with nonce 14214729

Hash is 000001408cf12dbd20fcba6372a223e098d58786c6ff93488a9f74f5df4df0a3
Elapsed Time: 110.1507 seconds

Hashing Power: 129048 hashes per second

Difficulty: 16777216 (24 bits)

Starting search...

Success with nonce 24586379

Hash is 0000002c3d6b370fccd699708d1b7cb4a94388595171366b944d68b2acce8b95
Elapsed Time: 195.2991 seconds
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Hashing Power: 125890 hashes per second

[...]

Difficulty: 67108864 (26 bits)

Starting search...

Success with nonce 84561291

Hash is 0000001f0ea21e676b6dde5ad429b9d131a9f2b000802ab2f169cbca22ble21a
Elapsed Time: 665.0949 seconds

Hashing Power: 127141 hashes per second

MO3KHO BUIIETD, UTO YBEIMUEHME YPOBHS CJIOKHOCTY HA 1 OUT IPUBOIUT K yIBOE-
HUIO BpeMeHM, 3aTpaueHHOro Ha MOMCK pemeHus. Ecm npencTaBuTh cebe momHOE
MIPOCTPAHCTBO 256-0MTOBBIX UMCET, TO KaXKIbII pa3 Py 406aBIEHNY B YCJIOBIUE Of-
HOTO 6MTa, KOTOPBINT JO/DKEH OBITh HYJIEBBIM, POCTPAHCTBO MOMCKA YMEHbBIIIAeTCsI
BIBoe. B mpuMepe 10.12 6GbUIO BBITIOJHEHO 84 MUJIIMOHA IOIBITOK BBIUMCIEHMUS
X3II-3HAUeHUs [JIs TOMCKa 3HAUYeHMsI honce, MpyU KOTOPOM TeHepupyeTcsl X3III-
3HAUeHMe ¢ 26 HaYaIbHBIMM HY/IEBBIMU 6UTaMu. [laske CO CKOPOCTBIO BBIUMCIEHNIA,
nipeBbimatonreit 120 000 Xa11-3HaueHNi B CEKYHAY, IPY 3TOM Ha CpeaHeM HOyTOyKe
TpebyeTcst 10 MUHYT IJ1SI HAXOKAEHMS Hy;KHOTO peleHus.

Ha MoMeHT HamycaHus 9TOM KHUTY B CETU BBITTOHSUIVMCD TTOTTBITKY HANTH OJIOK,
X3II-3HaueHMe 3arojloBKa KOTOPOTo MeHbllle CJIeIyIOIIero umncia:

0000000000000000029AB90000OOOOOE0000000000000000000000000000600

B Hauase 3TOro 11e/1eBOr0 3HAYeHMSI TOBOJIbHO-TAaKY MHOTO HYJIei, TakuM obpa-
30M, MpUEMJIEMbII IMana3oH X3lI-3HaueHuii 3HAaUMTeNbHO YMEHbIeH, clefoBa-
TeIbHO, HAMHOTO TPyAHee Moao6paTh KOPPEKTHOE X3II-3HaueHne. B cpegHeM 310
rorpebyet 6osee 1.8 cenra-XsmI-BbIUMCIEHMI (ThICSIUAa MWIIMAPA0B MUUIMAPIOB
XOIII-BBIUMCIIEHNIT) B CEKYHIY B CE€TU, UTOOBI CO3aTh HOBbIN OJIOK. 3a/1aua BITJISIIAT
HEBBITIOTHMMOIA, HO, K CUaCTbI0, CETh 06eCITeunBaeT 3 9K3a-X31I-BbIUMCIEHNS B Ce-
kyHny (EH/cek; ak3a — 10'8), To ecTb IpemoCcTaBiIsieT BHIUNCIUTEIbHYI0 MOIIIHOCTb,
IOCTaTOYHYIO 1JISI CO3/IaHMS HOBOTO 6JIOKA B CpeJHEM uepes Kakabie 10 MUHYT Ipu-
OGMM3UTETBHO.

Hpep.CTaBneHMe ueneBoro 3Ha4yeHus

B nmpumepe 10.3 MbI BuIenn, 4To B GJIOKE COTEPKUTCS LieleBoe 3HaueHue, B Tep-
MMHOJIOTMM GUTKOIHA Ha3bIBaeMOe «IIeJIeBbIMU OuTaMu» (target bits) mim nmpocto
«6utamm» (bits). B 6;oke 277316 3T0 3HaUeHMe paBHO 0x1903a30c. ITa opma 3amu-
CU OTOOpaskaeT IlejieBoe 3HAUEeHMe 3a[aul JO0Ka3aTeabCTBA BHITTOMHEHMST pabOThI
(PoW) B (hopmaTe Ko3(pduiieHT/IoKa3aTe b CTeIeH!, The MepBbie ABe IeCTHAI-
IaTepuyHble IMUGPLI — ITOKA3aTeab CTENEeH!, a CAeAyIollle MeCTh IeCcTHAaIaTe-
pUUHBIX HUPP — Koddduiment. TakuM o6pa3oM, B pacCMaTpuBaeMOM GJIOKe I10-
KasaTejib CTeIleH! paBeH 0x19, a KoapduieHT — 0x03a30c.

IJ1s BBIUMCIEHMSI YPOBHSI CJIOKHOCTY pPeIieHNs 3aaui 10 IIPeiCTaBIeHNIO 1ejie-
BOT'O 3HAUEHUS MIPUMEHSIeTCs cleayomas dopmyria:

target = coefficient * 27(8 * (exponent - 3))
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Hcronb3yst 3Ty GOpMYyTy ¥ 3HaUEHUST OUTOB CIIOKHOCTHU (11e/IeBbIX GUTOB), TTONTY-
yaem:

target = 0x03a30c * 27(0x08 * (Ox19 - Ox03))"
=> target = 0x03a30c * 27(0x08 * Ox16)"
=> target = 0x03a330c * 2”0xBO"

B necatuunom (bopMaTe 9TO 3HAYeHMe IpeacTaBIeHO YMCIOM:
=> target = 238,348 * 2°176"

=> target =
22,829,202,948,393,929,850,749,706,076,701,368,331,072,452,018,388,575,715,328

Bo3Bparmiasich K mecTHaalaTepUIHOMY GopMaTy, IoIyJaeM:

=> target = 0x0000000000000003A30C00000000000000000000000000000000000000000000

OTO 03HAYaeT, UYTO KOPPEKTHbIV U JieraJbHbIN GJI0K C BbicOTOM 277 316 mpen-
cTaBiisieT o060 610K, X3II-3HAUEHME 3aT0JI0BKA KOTOPOTO MEHBIIE, UeM IIeJIeBOe
3HaueHue. B 61MHapHOM ¢dopMaTe 3TO UMCIO0 JO/DKHO ComepskaTh 6omee 60 Haua b-
HbIX OMTOB, YCTAHOBJIEHHBIX B HY/Tb. [IpM TAKOM YpOBHE CJIOKHOCTY OIVH MaifHep,
BBIUMUISIIOIINI 1 TPUIIIMOH X31I-3HaYeHUii B ceKyHAY (1 Tepa-x3ul B CeKyHAY, WIN
1 TX/ceK), cMor 6bI HAXOOUTH peIlleHMe TOJBKO Uepe3 Kakablie 8496 610KOB, MU
B CpefHeM uepe3 Kaxkable 59 mHeid.

MU3MeHeHMne ueneBoro sHa4YeHus ans perynMpoBaHna ypoBHA
CJZIOXKHOCTU

Kak Ham yKe 13BeCTHO, LiejieBOe 3HaueHMe OIpeieNseT YPOBeHb CII0KHOCTH, Clle-
JlOBaTeIbHO, BiAMseT Ha IPOLO/DKUTENBHOCTD ITOMCKA pelleHys 110 aITOPUTMY J0-
Ka3aTejabCTBa BBITONHEeHMsT paboTel (PoW). 3mech HeM36eKHO BO3HMKAET BOIIPOC:
3a4eM perylIupyeTcsl ypOBeHb CIOKHOCTH, KTO 1 KaKM 00pa3oM ero peryaupyet?
Broxku ¢ 6uTKOtHAMM TeHepUpPYyIOTCs B cpefHeM dyepe3 Kakabpie 10 MUHYT. ITO
SKU3HEHHbBI PUTM, CBOErO POAA ITY/JIbC OUTKOH-CUCTEMbI, KOTOPIM 060CHOBaHA
YacToTa BBIITYCKA JEeHEeXXHbIX eIVHULL Y CKOPOCTb OKOHYATE/IbHOI'O ITIOATBEPKIeHS
TpaH3aKUMil. OTOT PUTM JOJDKEH OCTAaBaTbCsS IIOCTOSIHHBIM He TOJbKO B TeYeHMe
KOPOTKOI'O ITPOMEXYTKa BpeMeHM, HO M Ha IPOTSDKeHUM HECKOIbKUX JeCsaTuiie-
Tmii. [IpexmomnaraeTcsi, YTO C TeyeHMEM BPeMeHM JOCTATOYHO ObICTPO OyneT Ipo-
JIO/DKATbCSl POCT MOLIHOCTU KOMIIbIOTepOB. bosee TOro, KojmyecTso y4aCTHUKOB
MaiHMHIa U UCIIOAb3YEeMbIX MMM KOMIIBIOTEPOB TaKkKe IMOCTOSIHHO M3MeHSIeTCs.
[nst coxpaHeHUst BpeMeHM reHepanuu 6J10Ka B cpeJHeM paBHbIM 10 MUHYTaM HE06-
XOOVIMO PeryamMpoBaTh YPOBEHb CJIOKHOCTY MaJiHMHIA B COOTBETCTBUM C II€PEUNC-
JICHHBIMM BbllIe M3MeHeHMsIMU. DaKTuuyecky LeneBoe 3HaueHye N0Ka3aTelbCTBa
BBITIOTHEHMST PabOThI SIBSIETCS] AMHAMMYECKMM [TapaMeTpOM, KOTOPbIN 1epuom-
YeCKMU perynmpyeTcs aJist coxpaHeHus 10-MMHYTHOIO MHTepBaja MeXIy CO3aHueM
6110K0B. IIpotie TOBODSI, 1e/ieBOe 3HaUeHNe YCTaHABIMBAETCS TAKUM 00pa30M, UTO-
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ObI TEKyII[ast MOITHOCTb MalfHMHTA [TO3BOJISIIA TIOTYYaTh PEe3Y/IbTAT — HOBBIH OJIOK —
¢ 10-MMHYTHBIM MHTEPBAJIOM.

Ho kakum 06pa3om Takoe peryauMpoBaHMe OCYIIECTBJSETCS B TMOJHOCTBIO Je-
LIeHTPaAM30BaHHO ceTu? V3MeHeHMe Lie/IeBOr0 3HAueHMs BBIIIOJIHSETCS aBTO-
MaTUMYEeCKM ¥ He3aBUCUMMO Ha KaskaoMm y3ie cetu. Yepes Kaskapie 2016 6710KOB Bce
Y3JIbI KOPPEKTUPYIOT LieJIeBOe 3HaUeHye JIJIsl aJilTOPUTMa JOKa3aTelbCTBa BbIIIOIHE-
Hus pabotsl (PoOW). @opmyra Ajis peryIiupoBaHMs 1IeJeBOTO 3HAUEHMS BKITIOUAET
BpeMsl, 3aTpaueHHOe Ha MoucK nociaenunx 2016 6710K0B, KOTOPOE COTOCTABIISIETCS
¢ oXkupaeMbIM BpeMeHeM, paBHbIM 20 160 MuuyT (2016 670KOB YMHOXKAIOTCS Ha
Tpebyemblii 10-MUHYTHBI/ MHTEPBa). BEIUMCISIETCSI OTHOIIEHNE MEXKIY IeCTBU-
TeTbHBIM ¥ TPeOyeMbIM MHTEPBaTaMV BpEMEeHMU, I COOTBETCTBEHHO BBIYVMICTIEHHOMY
pe3y/bTaTy BBIIIOTHSETCSI KOPDPEKTUPOBKA (YBeIMUYeHye VI YMEeHbILIeH)e) LieJIeBO-
ro 3HaueHwusl. [Ipoire ToBOPSsI, eC B CETU OOHAPYXKUBAETCS, UTO OIOKM CO3IAI0TCS
obicTpee, ueM 4yepe3 10 MUHYT, TO YPOBEHb CIOXHOCTU YBETMUMBAETCS (LIeJIeBOe
3HaueHue yMmeHbInaeTcs). Ecim 670KkM cO3ai0TCs MejieHHee, UeM OKMUIAeTcCs, TO
YPOBEeHb CJIOXKHOCTY CHIDKAeTCs (Lie/leBoe 3HaUeHNMe YBeIMUMBaeTC ).

@®opMyily MOKHO 3aIl/CaTh B CIIeAYIOLEM BUe:

HoBasa_uenb = Ctapas_uenb * (PeanbHoe_Bpema_ana_nociefHunx_2016_6nokos / 20 160 MuHYT)

B mpumepe 10.13 mokasaH Ko, UCIIONIb3YeMbI B IIPOrPAMMHOM OGeCcIieueHnn
knueHTa Bitcoin Core.

Mpumep 10.13 < M3MeHeHMe LeneBoro sHaveHms ana anroputma Proof-of-Work — meTtop,
CalculateNextWorkRequired() B mogyne pow.cpp

// MMowazosoe pezysuposaHue npedesibHO20 3HAyeHus
int64_t nActualTimespan = pindexLast->GetBlockTime() - nFirstBlockTime;
LogPrintf(" nActualTimespan = %d before bounds\n", nActualTimespan);
if (nActualTimespan < params.nPowTargetTimespan/4)
nActualTimespan = params.nPowTargetTimespan/4;
if (nActualTimespan > params.nPowTargetTimespan*4)
nActualTimespan = params.nPowTargetTimespan*4;

// W3meHeHue yesneso20 3Ha4YeHus

const arith_uint256 bnPowLimit = UintToArith256(params.powLimit);
arith_uint256 bnNew;

arith_uint256 bnOld;

bnNew.SetCompact(pindexLast->nBits);

bnOld = bnNew;

bnNew *= nActualTimespan;

bnNew /= params.nPowTargetTimespan;

if (bnNew > bnPowLimit)
bnNew = bnPowLimit;

0 PerynupoBaHue LeneBoro 3HavyeHus BbinonHsaeTcs yepes kaxable 2016 610koB, HO B Le-
CTBUTENBHOCTU M3-33 OWIMOKM OnpeaeneHns AnanasoHa B MCXOAHOM Kofe KineHTa Bitcoin
Core OHO OCHOBAHO Ha CyMMapHOM BpeMeHu npenblaylwmnx 2015 6nokos (a He 2016, Kak
DLOMKHO 6bITb). B pe3ynbrate perynvpoBaHue NpUBOAMT K HEDONbLIOMY 33BbILLEHUIO YPOBHS
cnoxHoctv Ha 0.05%.
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[TapameTtpsl Interval (2016 6;10k0B) 1 TargetTimespan (mBe Hemenu, mau 1 209 600 ce-
KyH/I) oTIpefie/ieHbl B MojyJie chainparams.cpp.

YTto6bI 130€KaTh PE3KOT0 M3MEHEHMSI YPOBHS CIIOXKHOCTH, TIPU KOPPEKTUPOB-
Ke IIJi 11eJIeBOr0 3HAUeHMsI YCTAHABAMBAETCS OTpaHMUMBAIONIMIT KOSDOUIIMEHT,
paBHbI YeThIpeM (4), KOTOPBIIi B OMHOM LIMK/IE He JO/DKEeH ObITh IpeBbIieH. Ecin
TpebyeTcst KoadduIMeHT 6obIIle YeThIpeX, TO IleJiIeBOe 3HaUeHMe KOPPEKTUPYETCS
¢ k03bduieHTOM 4, HO He 6osblire. JIto6ast manbHeiIas KOppeKTUPOBKa 6YIeT BbI-
TTOJTHSITHCS B CJIEAYIOIIEM PeryIMpOBOYHOM Iepuoe, TOCKOIbKY AucHamaHC coxpa-
HUTCS B TeUeHMe MHTepBaja co3ganus caepyiomux 2016 6;10koB. TakuM o6pasom,
3HaUNTEIbHbIE HECOOTBETCTBUSI MEXIY BbIUMCINTEIbHOV MOIIHOCTBIO OIepaluii
X3IIMPOBAHMS U YPOBHEM CJIOKHOCTY MTOTPEOYIOT HeCKOMbKMX 2016-6JT0KOBBIX IINK-
JIOB JIJISI TOCTUsKEHMSI BEPHOTO COOTHOIIIEHMSI.

O YpoBeHb CNIOXXHOCTHU MaltHUHIa 6110Kka GUTKOMHOB cocTaBnseT npubansmtensHo 10 MUHYT pa-
60Tbl BCew ceTn B uenoM. OnpeneneHne 3TOro MHTEpBana OCHOBAHO HAa OLEHKE BPEMEHM,
33aTPaYeHHOro Ha MaMHUHI npeablaywmnx 2016 610K0B, U KOPPEKTUPYETCA Yepe3 Kax.ible
2016 6nokoB. KoppekTnpoBKa OCYLLECTBNSETCS MOCPEACTBOM YBEIUYEHUS NN YMEHbLUEHUS
LLeNIeBOro 3Ha4eHus.

OTMeTuM, UTO IieJieBOe 3HaUeHMe He 3aBUCUT OT KOJIMUeCTBa TpaH3aKIuii UIn
OT 3HAUEeHMIi (CyMM) TpaH3aKIMii. DTO 03HaYaeT, UYTO 001N 06beM BbIUMCIEHMIT
X3II-3HAUEeHMIA, CJIeOBATEbHO, M 3JIEKTPOIHEPTHMs, 3aTpaueHHas Ha obecrieueHmne
3alIUThI GUTKOHOB, TAK)KE TOJHOCThIO HE3aBUCUMBbI OT KOJIMUECTBA TPaH3aKIINIA.
KonuuecTBO 6MTKOTHOB MOXKET PacTy, YBeIMUMBAst 001N 06beM TeHeKHO Mac-
CbI, HO TIPY 9TOM OCTaBaThCS 3alIUIIEHHBIM 6€3 KaKOT0-TM00 YBeIMUEeHMST BhIUMC-
JINTEJIbHOIM MOILIHOCTU OJIsI X3UIMPOBAHUSI 1O CPAaBHEHUIO C TEKYIIUM YPOBHEM.
YBenudyeHne BbIUMCAUTENbHOM MOIIHOCTM X3IIMPOBAHMSI MPOUCXOOUT IIOI BO3-
IejiCTBMEM PBIHOUHBIX MeXaHM3MOB, TO €CThb IIPU MOSIBJIEHMM HOBBIX MaiiHEpOB,
BCTYMAIOIIVX B COCTSI3aHMe 3a BO3HarpaxkmeHue. [loka HeoOXomumast BBIUMCIN-
TeJbHAST MOIIHOCTD JJIs X3IIMPOBAHUS HAXOAUTCSI TOJ, YIIPaBJIeHeM MaliiHepOB,
YeCTHO KOHKYPUPYIOIIMX B 60pbOe 32 BO3HArPaKIeHYe, STOTO BIIOJTHE TOCTATOUHO
IS TIpefoTBpallleHMsT aTak TuUIa «3axBaT» (takeover), ciemoBaTenbHO, U [/ 3a-
LIUTHI OUTKOMHOB.

YpoBeHb CI0XKHOCTM MaliHMHTA TeCHO CBSI3aH CO CTOMMOCTBIO 3JIEKTPOIHEPIUU
" ¢ 0OMEeHHBIM KypcoM OUTKOJHA MO OTHOIIEHMIO K BallOTe, MCIIOAb3yeMOli IJIst
OIIAThI 3JIEKTPOIHEPTU. BbICOKOIIpOU3BOAMTEIbHbBIE CMCTEMbI MAalitHMHTa, BEPOSIT-
HO, TIOUTY TaK ke 3¢ (PeKTUBHbBI, KAaK HbIHEIIIHee ITOKOJIeHe KPEMHMEeBBIX M3 IeINii,
MpeobpasyIonx 3JIeKTPOIHEPTUIO B BHIUMCIUTEIbHYI0 MOIIHOCTD X3UIMPOBAHMS
C MaKCHMaJbHO BO3MOKHOM MHTEHCUBHOCTBIO. [7TaBHBIM (haKTOPOM BO3[IE€JCTBUS
Ha pbIHKE MaliHMHTA SIBJISETCSI CTOMMOCTDb OJJHOTO KMJIOBATT-4yaca 3JIeKTPOIHEPIUN,
3aTpayeHHOro Ha Co3JaHKe OUTKOIHA, TOCKOIbKY 9TOT (DaKTOP OMpeIessieT peHTa-
6e/bHOCTh MaifHMHTA, CIeIOBaTeIbHO, CTUMYJIBI JJIS1 BHIXOAa Ha PHIHOK MaifHMHTa
WJIN yXOZa C Hero.
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YCNEWHbIA MAAHUHI BNIOKA

Kak mbl Bumenu paHee, y3en LisuHa chopmupoBan 610K-KaHAUAAT U TTOATOTOBWIT
ero mjsi MaiHuHra. 1[3MH pacronaraeT HeCKOJIbKMMM amnmapaTHbIMU (hepmamu
(cTolikaM¥M) MalHMHTA CO CHelMaaM3MPOBAHHBIMU IJISI 3TOV KOHKPETHON IIeun
MHTEerpaJibHbIM CXeMaMMU, TAe COTHU ThICSY 3TUX MHTErPaJbHbIX CXeM BbITIOIHSI-
10T BBIYMCIEHMS 110 anroputmy SHA256 B rmapayiieibHOM peskMMe C HeBEPOSITHBI-
MM CKOPOCTSMM. MHOTME U3 3TUX CHelMaau3UpPOBAHHBIX YCTPOMCTB COeAVHEHbI
c y3ioM LI3uHa mo USB mu yepes JTOKaIbHYIO CeThb. Y3eJI MalfHMHTa, paboTaromit
Ha JIeCcKTOIM-KoMIbioTepe L[3uHa, mepemaeT 3arojoBoK chOPMMUPOBAHHOTO 60Ka
CTIIeNMaIN3VPOBAHHOMY 000PYIOBAHMIO MalfHMHTA, KOTOPOe HAUMHAET IIPOBEPKY
TPWIIMOHOB 3HaUeHMIt nonce B CEKYH/TY.

[TpubnusuTenbHo yepe3 11 MMHYT MOC/Ie Havaia MaiftHMHTa 6;10Ka 277316 ogHO
13 aIlapaTHbIX YCTPOMCTB MaTHMHTA HAXOOUT PellleHye U OTIIPABIISIET ero 06paTHO
Ha y3es MaiiHuHra. [Ipy BCTaBKe B 3aroJIOBOK GyioKa 3HaueHue nonce 4215469401
JlaeT XdlI-3HaueHue 6/10Ka:

0000000000000002a7bbd253417c0374cc55261021e8a9ca74442b01284f0569

KOTOpOe MeHbllle 11eJIeBOIr0O 3HaYeHM I :
0000000000000003A30CO0000000000000000000000000000000000000000000

Cpasy ke y3esn MaitHMHra LI3MHa mepenaeT 3TOT 60K BCeM CBOMM IMapTHepaM.
[TapTHepsbl MPUHUMAIOT, IIPOBEPSIOT, 3aTE€M PACIIPOCTPAHSIOT HOBbIN CO3IaHHBIN
6/10K. [Ipy pacrpocTpaHeHU HOBOTO GJIOKA TI0 CETU KaXKIblii y3es A0OaBIIsIeT ero
B COOCTBEHHYIO KOIMMIO CTPYKTYpPhI TaHHBIX GIOKUYeliHA, HapalluBas ee BbICOTY 10
277 316 6;moKkoB. Kak TOMBKO y3JIbI MalftHMHTA MPUHMUMAIOT U IPOBEPSIIOT HOBBIN
670K, OHU TIPEKPAIAlOT CBOK paboTy MO MOKUCKY 6I0KA Ha 3TOI BBICOTE U HEME]I-
JIeHHO HauMHAIOT BhIUMC/IeHNe C/IeAyIolIero 6/10Ka B IlefIouKe, UCIIOoNb3ys 610K 131-
Ha KakK «poauTebckuii». Co3maBast moBepx 6y1oka l[31Ha HOBBI HaimeHHbI OJI0K,
Ipyrue MaliHephl, I10 CYLIEeCTBY, «[OJIOCYIOT» BCeI CBOEI BBIUNMCINUTEIbHOM MOIIHO-
CThIO MalfHMHTA, IIOATBEPKAAsI TPAaBMIBHOCTH U OCTOBEPHOCTD 6i1oka L31Ha 1 11e-
TIOYKM, KOTOPYIO OH HapalluBaer.

B ciepyroem paspgene Mbl paCCMOTPUM IIPOLIECC, KOTOPBIV KaXKAbIN y3esl Ipu-
MEeHSIeT JJIS TIPOBEPKM KOPPEKTHOCTU ¥ TOCTOBEPHOCTU GJIOKA M BbIOOpa camoit
IIMHHO¥ 11eTI0UKH, CO3J,aBasi TeM CaMbIM KOHCEHCYC, TT03BOSIOIMIT HGOPMUPOBATD
IelleHTPaIN30BaHHYI0 CTPYKTYPY JaHHbBIX 6JI0KUeitHa.

IMPOBEPKA KOPPEKTHOCTM HOBOIO BJIOKA

Tpetuit sTam (11ar) B MeXaHM3Me KOHCeHCYca OMTKONH-CUCTEMbBI — He3aBUCYMAsT
MIpOBepKa KOPPEKTHOCTY U JOCTOBEPHOCTY (BaIMIALVSI) KaskIOTO HOBOTO GI0Ka
KaKIbIM y3JI0M ceTi. [Io Mepe TOro Kak HOBbIV OJIOK C BBIUMCIEHHBIM pellleHeM
MPOABUTAETCsI TI0 CeTU, KasKIblii y3es BBIMIONHSIET PsiJi TPOBEPOK KOPPEKTHOCTU
¥ OCTOBEPHOCTH (BaaMaIuio) 6;10Ka, IpeXKIe ueM IepeaaTh ero Jaiblile Caemy-
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I0IIMM napTHepaM. Takoil MOAXOA rapaHTUPYeT, UYTO B CETU PACIIPOCTPAHSIOTCS
TOJIbKO KOPpPeKTHbIe 6/I0KM. HesaBucuMasi mpoileaypa IMPOBEepPKM TaKke TapaH-
TUPYET, UTO MaliHepbl, NeliCTBYIOIIMe YeCTHO, 3aCTy)XMBAIOT BKIIOUEHUS CBOUX
0JI0KOB B CTPYKTYPY JaHHBIX 6IOKUeiiHa, TO eCTh ITOJyYaloT BO3HArpaXkaeHe Mo
3aciyraM. biioku MmaiiHepoB, IefiCTBYIOIIMX HEYeCTHO, OTBEePTaloTCs, U Takue Mari-
Hepbl He TOJbKO JUIIAITCS BO3HATPasKIeHMsI, HO K TOMY ke 3aTpauMBaloT BITyC-
TYI0 OTPOMHbBIE€ YCMJIMS HA TOUCK pellleHUs MO aJrOpUTMy 10Ka3aTeabCTBa BbI-
MTOJTHEHUS pabOThI U TEPIIAT YOBITKM OT Pacxojia 3JIeKTposHepruu 6e3 Kakoii-1nu6o
KOMITIeHCalUN.

Korpa y3es rmonmydaeT HOBbIN 6JI0K, OH HAUMHAET MPOIIeAYPY ero BaIMaaLyu, IIpo-
Bepsisl IAMHHBIN CIMCOK KPUTEPUEB, KOTOPbIM HEITPeMeHHO J0/IKeH COOTBETCTBO-
BaTh HOBBIIT OJI0K. [Tp TIO6BIX HECOOTBETCTBUSIX OJIOK OTBEPraeTcs. ITU KPUTEPUN
MOKHO HaliTU B MpOrpaMMHOM Kofle kiueHTa Bitcoin Core B yHKIMsX CheckBlock
u CheckBlockHeader, a MX KpaTKue ONIMCaHUS IPUBELEHBI HIKe:

O cTpyKTypa JaHHBIX 6JI0KA TOKHA OBITH CMHTaAKCUUECKM KOPPEKTHOI;

O XolI-3HaueHMe 3arojoBKa 0JI0KA MOKHO ObITh MEHbIIe, YeM IleJieBOoe 3Ha-
yeHKe (YCTAaHOBJIEHHOE aJITOPUTMOM JIOKA3aTeIbCTBA BBITIOTHEHMS] PabOThI
PoW);

O MeTka BpeMeHU 6JI0Ka He OJIKHA IPEBBIIIATh OyAyIiee BpeMs 6osiee yeM Ha
IIBa yaca (9TO JOMYyIeHe CAeIaHO C YUeTOM BO3MOXKHBIX OMIMOOK IIPY BbI-
YNUCJIeHUY TeKYIIEro JIOKaJTbHOTO BpEMEeHMN);
pa3Mep 6JI0Ka He JOJDKEH MPEeBBIIIaTh YCTAHOBJIEHHOTO TIpeena;
nepBasi TpaH3aKus (M TOJMBKO TMepBasi TpaH3aKIMs) MTO/DKHA MPeACTaBIsITh
co60ii coinbase-TpaH3aKLuIO;

BCe TpaH3aKUuUM B GJIOKe JO/DKHBI OBITh MPOBEPEHbI Ha KOPPEKTHOCTH (Ba-
JIUIHOCTDB) B COOTBETCTBUMU CO CIIMCKOM KPUTEPUEB, TPUBEJIeHHBIM B pa3zene
«He3aBucumas Bepudukaiusi TpaH3akiuit» paHee B TeKyIIeii I7aBe.

HesaBucumast mpoBepka (Baauaalys) KakIOro HOBOTO 6JI0Ka KaXKIbIM y3JIOM
CeTU rapaHTUPYeT, YTO MaliHepsl JIMUIIeHbl BO3MOXHOCTM OeiiCTBOBATh OOMaH-
HBIM TyTeM. B mpeapIAyliux pasfenax Mbl BUIENU, UTO MaliHepbl 3aMMChIBAIOT
B OJIOK TpaH3aKIL}M, 38 UTO BO3HArPaKIalOTCSI HOBBIMM OGUTKOMHAMM, CO3TaH-
HBIMM B 9TOM 3Ke 6JI0Ke, M 3asIBJISTIOT CYMMBbI OTUMC/I€HMIT 32 BKIIOUEHHbIE TPaH3-
akiuy. Ho mouemy 6bI MajiHepaM He BIIMCAaThb CAMMM TPaH3aKIMIO Ha THICIUY
OUTKOITHOB BMECTO KOPPEKTHOIO BO3HArpaxkmeHus? I[IOTOMY UTO KakKOblii y3es
MpoBepsieT 6JIOKY Ha COOTBETCTBME MPUBEIEHHBIM BbIle MpaBuiaM. HekoppekT-
Has coinbase-TpaH3aKLusI IPUBEIET K TOMY, UTO Bech 6JIOK 6ymeT Mpu3HaH He-
KOPPEKTHBIM, B pPe3y/lbTaTe TaKoii 6JIOK OyIeT OTBEPTHYT, CeI0BaTeNbHO, 3as1B-
JIeHHasI TPaH3aKIMsI HUKOTIA He CTaHeT YacCThIo peecTpa. MaliHepbl BbIHYK/IEHbI
dbopmupoBaTh a6COMIOTHO KOPPEKTHbBIE GJIOKM HA OCHOBE OOILEeIIPUHSITHIX ITPaBuI,
KOTOpbIE COOTIONAIOT BCE Y3JIbI CETH, M BBITIOTHSATH MX MAifHUHT [IJIT HaXOXKIEeHMS
MPaBUIBHOTO PeIllleHNs 110 aJITOPUTMY J0Ka3aTeIbCTBA BHIIOTHEHMS pa60oThl POW.
[Tpu 3TOM y3/BI 3aTPAYMBAIOT OTPOMHOE KOJIMUECTBO JIETPOIHEPTUU B MpOliec-
ce MalfHMHTA, ¥ eIM MaliHePbl MBITAIOTCSI MOIIEHHUYATbD, BCSI M3PaCXOJOBaHHAS

©0
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SJIEKTPOSHEPTUA M TPYAO3aTPAThI IIPOIMagalOT BITYCTYIO. NMeHHO IIO3TOMY HeE3a-
BUCKUMMas Bajauaanmsa aBJasi€TCd OCHOBHBIM KOMIIOHEHTOM MeXaHM3Ma el eHTpa-
JIN30OBAHHOT'O KOHCEHCYCA.

(PoPMMPOBAHUE W BbIEOP LIEMOYEK BJIOKOB

3aKTIOUNTENbHBIM 3TAIIOM PaboThl MexaHM3Ma AelleHTPATM30BaHHOTO KOHCEHCYCa
B OMTKOIH-CUCTEME SIBJISIIOTCS (OpPMUpPOBaHMe (COOPKA) IIEMOUKM 6JIOKOB U BBIOOD
LIETIOYKY ¢ Hanbosiee yoeauTeIbHbIM JOKA3aTeIbCTBOM BbIITOJTHEHMS paboTsl. IToc-
Jie TOTO KakK y3eJI MPOBepuUJI KOPPEKTHOCTh HOBOTO OJIOKA, BBITIOHSIETCS TTOIbITKA
(hbopMMpoBaHMS IEITOYKM TTOCPENCTBOM IIPUCOOMHEHNS HOBOTO OJIOKA K CYIIECT-
BYIOIIEN CTPYKTYpPe JaHHbIX OJIOKUEeTHA.

V3JIbl TIOAAEPKUBAIOT TPU Habopa O0KOB: OJ0KM, BKIIOUEHHBIE B OCHOBHYVIO
CTPYKTYPY JAaHHBIX GJIOKUeiiHa, 610K, 00pa3yIoliye pa3jIMuHble OTBETBJIEHMUS OC-
HOBHOJ1 LIeTIOUKY GJIOKUEe/iHa (BTOPUYHBIE I[ETIOUKN), U GJIOKY, HE MMEIOII/e U3BECT-
HBIX POJIATEJIeli B MU3BECTHBIX IeMoUKax (6;10KM-CupOThI). HeKOppeKTHbIe OJIOKM OT-
6pachIBaIOTCS Cpa3y ke MocJie TOro, Kak 0OHaPYKMBAETCSI HECOOITIOIeH e OHOTO 13
KpUTepUEB BaMUOALINY, CIe0BATEbHO, HE BKITIOUAIOTCS B KaKyI0-TMO0 IeITOUKY.

OcHoBHas 1lerouka (main chain) B mpou3BOJIbHBINI MOMEHT BpEMEHMU ITPECTaB-
JisteT co6071 IF06YI0 KOpPeKTHYIO (valid) 1ernouxy 6;10K0OB, C KOTOPOJi CBSI3aHO Haub0-
Jiee ybenuTeIbHOE A0Ka3aTeIbCTBO BhIITOTHEHMST paboThl. B GOMBIIMHCTBE CJIyYaeB
9TO TaKKe IeIoYKa ¢ HaMOOBbIIMM KOTMYECTBOM OJIOKOB, 32 MCK/IIOUEHVEM Bapu-
aHTa, KOr[Ia IBe IIeTMOYKY MMeIOT OAMHAKOBYIO IJIMHY, HO OHA U3 HMUX o6samaeT 60-
Jlee COMMAHBIM A0KA3aTeTbCTBOM BbITIOTHEHMST paboTbl. OCHOBHAS IIETIOUKa TaKKe
COZIEPKUT BETBU C 6I0KAMM, SIBJISTIOIIMECS «POIHBIMM OpaThsIMMU» GIOKOB B OCHOB-
HOIt 1erouke. Takue 6JI0KM XOTS M BaJIUAHBI, TEM He MeHee He SBJISIIOTCS YacCThIo
OCHOBHOI1 11e1touky. OHM COXPAHSIOTCS [IJIS1 CCbUIOK B OYIyIleM B TOM CJTyuyae, eciu
OITHA M3 BETBEil CTaHEeT pacHMpeHMeM OCHOBHOI IIEMOYKM B paboueM IOpSAKe.
B cnenmyromem pasnene «Pa3BeTBIeHUS CTPYKTYPbI JAHHBIX OJIOKYeiiHa» MbI 6osee
MOAPO6HO PacCMOTPUM, KAKMM 00pa3oM BO3HMKAIOT BTOPUUHbBIE IIETTOUKY KaK pe-
3y/IbTAT MMPAKTUYECKM OTHOBPEMEHHOTO 3aBepIIeHMs Mpollecca MaifHMHTa 6JI0KOB
Ha OMHAKOBOI1 BbICOTE.

[Tocie mpuema HOBOTO GJIOKA Y3€JT MBITAETCS BCTABUThH TAKOi GJIOK B CYIIECT-
BYIOIYIO CTPYKTYPY AAHHBIX OJIOKYeltHA. Y3en MpoBepsieT B HOBOM OJIOKe TI0jie
«X3II-3HAUeHMe TPeIbIaylero 60Ka», KOTOpOe IpeacTaB/seT co00ii CChIIKY Ha
POIUTENbCKIIA OJIOK. 3aTEM Y3eJT IbITAeTCS HATU YKa3aHHbIM POIUTETbCKIUI 610K
B CYIIECTBYIOIEN CTPYKTYpe MaHHbIX 6j10KUeliHa. Yalle BCero poauTesb HaXOIUT-
€SI Ha «BEPXYIIKEe» OCHOBHOI II€MOYKM, TAKMM 06pa3soM, pacCMaTpUBaeMBblii HOBBI
6JIOK Hapall¥BaeT OCHOBHYIO LIeIouKy. Hampumep, HOBbIIi 610K 277316 comepskKuUT
CCBIJIKY Ha X3II-3HAUeHVe CBOEro pOAMTENbCKOro 6;0ka 277315. Ha 60mbIIMHCTBE
y3JIOB, IPMHMMAIOIIVX HOBBII 610K 277316, y:ke MMeeTcst 670K 277315 Ha BepIiHe
CBOEI OCHOBHOJ! ITETIOYKM, UTO TIO3BOJISIET MM YCTAaHOBUTD CBSI3b HOBOTO GJIOKA C PO-
IUTeeM U HapaCTUTb CBOIO BEPCUIO IETTOUKN.
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B cnepyiomem paspene «Pa3sBeTBNEHMSI CTPYKTYPbI JaHHBIX OGJIOKYeifHa» MbI
YBUIMM, UTO MHOTAA HOBbIE OJIOKM YBEJIUYMBAIOT IJIMHY I[ETIOYKM, KOTOpas He sSIB-
JITeTCSI OCHOBHOIL. B 3TOM c/Tydae y3es IpUCOeOMHSIET HOBBIM 60K K BTOPUYHOI
LIeTIOUKe, Hapall[iiBas ee, 3aTeM CpaBHMBAeT 06beM IPOoIeIaHHOI paboThl BTOPUY-
HOJi 1IeIIOYKYM C OCHOBHOJA 11eI0UKOoii. EC/i BO BTOPUYHOI Lierouke 061t 06bem
BBITIOJIHEHHO paboThI GOJIbIlIe, YeM B OCHOBHOIJ IIEITOYKe, TO Y3€eJI IepexoauT Ha
BTOPUYHYIO LIETIOUKY, TO €CTh BHIOMPAET ee B KaUecTBe HOBOI OCHOBHOI II€ITOYKHA,
a cTapast OCHOBHAS 1IeII0UYKa CTaHOBUTCSI BTOPUYHOI — 1I€TIOUKM MEHSIOTCSI MecCTa-
mu (reconverge). Ecin 9To y3en mMaiiHMHTA, TO OH HauMHaeT hopMupoBaHue oue-
penHoro 6710Ka, HapallMBaloIlero HoBYI0, 6ojee IIMHHYIO (60jee «TPYI0eMKYIO»)
LIeTI0YKY.

Ecu rmonryueH KOppPeKTHBbIN 710K, HO [IJIsT Hero He HaiiieH POAUTENb B CYIIeCTBYIO-
VX [IeIoYKax, TO TaKoii 6JIOK CUMTAeTCs «CUPOTOi» (orphan). Bioku-cupoTsI co-
XPaHSIOTCS B CIIEIMAIbHOM ITyJIe, TIe OHM OCTAIOTCS IO TeX Mop, IoKa He GymeT Mmo-
JIy4eH COOTBETCTBYIOIIMIT pOAUTENIbCKUIT 6710K. [Tocste momyueHns: 6;10Ka-poaUTeNs
U TIPUCOeAVMHEHMS eT0 K OJTHOM 13 CYIIeCTBYIOIINX [IeM0YeK CChIIAIINIACSI Ha HEeTO
OJI0K-CHMPOTa MOXKET ObITh M3BJIEUEH U3 ITyJia CUPOT U BOCCOEIVHEH CO CBOUM pO-
IuTeaeM, CTAHOBSICh YaCThIO TO¥ JKe LIeMOUKM. BJI0KM-CHUPOThI 0GBIYHO BO3HUKAIOT,
KOTZa MalHUHT JBYX GJIOKOB GBI 3aBEpILNEH C YPe3BbIUATHO MajIbIM MHTEPBAIOM
OTHOCUTEJILHO APYT APYTa, HO y3JIbl MOYYAIOT X B 06pAaTHOM IOPSIAKE (TOTOMOK
paHbllle pOOUTES).

I[Tpu BeI6GOpE KOPPEKTHOI (BaIMIHOI) IIETTOUKY C HAUOGOIBIIMM CYMMAapPHbIM 00b-
€MOM BBITIOJTHEHOJ paboThl BCE y3/Ibl B KOHEUHOM MUTOTE JOCTUTAIOT OOIIEro Ijist
BCell ceTu KOHCeHCyca. BpeMeHHble HECOOTBETCTBUS MEXKAY LIeIIOYKaMU B KOHIIE
KOHIIOB pa3pelIalTcs II0 Mepe BhIMTOJHeHNsT Bce 60/biliero o6bema paboThl ¢ Ha-
paliyBaHMeM OJHOTO 13 BO3MOKHBIX BapMAHTOB IleIloueK. Y3/ibl MalfHMHTA «I'0JI0-
CYIOT» CBOE€Ji BbIUMCIUTETBHOM MOIIbIO, BBIOGMpAs IIEMOUYKY, KOTOpYIO0 OyIeT Hapa-
MYBaTh OYepeIHOi GJIOK, TTOTYUeHHbIIi B pe3y/bTaTe MaiiHuHra. ITociae MaifHMHTra
HOBOTO 0j10Ka ¥ Hapal[MBaHMsI BHIOPAHHOI 1IeIIOUKM STOT HOBBIN 6JIOK (pakTMUeCKy
TIpeACTaBIsIeT cO60I «T0I0C», TOJaHHBIN Y3/I0M-MCTOUHMKOM.

B crenyioieM paszesnie Mbl pacCCMOTPUM, KaKMM 00pa3oM paspelrarTcs Heco-
OTBETCTBMSI MEXKIY KOHKYPUPYIOIIMMM 11eIoYKaMy (OTBETBIEHUSIMI) TIPY He3aBu-
CMMOM BBIOOpE LIEITOUKM C HAaUO6OMbIIUM OBILIMM 06HEMOM BBITTOJIHEHHO pabOoThI.

PasBeTBneHus CTPYKTYPpbl AaHHbIX 6nokuyeinHa

ITockonbKy GJIOKYENH SIBJISIETCS IEIleHTPaaM30BaHHOM CTPYKTYPOil TAaHHBIX, pa3-
JIMYHBIE ero KOIMMM He BCeraa COIiacOBaHbl MEXIY CO00ii. BIoKM MOTyT IpuObIBaTh
Ha pas/iMYHbIe Y3JIbl B pa3HOE BpeMs, B pPe3yJbTaTe Yero y3jbl «BUIST» TEKyIlee
COCTOSIHIE CTPYKTYPbI 6JI0KUEIiHA TTO-pasHOMY. UTOObI peIInTh 9Ty IPOo6IeMy, Kask-
IIbIVi y3€J Bcerga BbIOMpAeT U MbITAETCS HapallMBaTh Ty IIeMIOUKY GJIOKOB, B KOTO-
POl IpeficTaB/IeHO Hanbosiee yoeAUTEIbHOE TOKa3aTelbCTBO BhITIOTHEHMST paObOTHI,
IPYTUMM CJIOBaMU, HaubojIee IJIMHHYIO 1[eTI0UKY MM LIeOUYKy C HaubOoIbIIMM 06-
UM 06beMOM (paKTHUECK!U BHITTOJHEHHO! paboThl. CyMMUpPYsT 06beM paboT, 3a-
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(UKCUPOBAHHBIN B KaXKIOM OJIOKe LIETIOUKY, Y3€JT MOKET BBIUMCIUTD 001V 00beM
paboThI, 3aTpaueHHbIf Ha CO3TaHMe 3TOi IeMOoUKM. IIOCKOIbKY BCe Y3JIbl BhIOVPa-
IOT I[€ITOYKY C HaMOOMbIIMM O6IIM 00beMOM BBITTOJTHEHHOI paboThl, ITo6aabHast
OUTKOIH-CeTh B KOHEUHOM UTOre MePeXOAUT B ITOTHOCTHIO COIJIACOBAHHOE COCTOSI-
Hue. Pa3BeTB/IeHNMS] BOSHMKAIOT KaK BpeMeHHbIe HECOOTBETCTBUSI MEKIY BEPCUSIMU
CTPYKTYPbI JAHHBIX 6IOKUEITHA, ¥ 9TY HECOOTBETCTBUSI B KOHIIE KOHITOB YCTPaHSIOT-
Cs1 TI0 Mepe 106aB/IeHMsI HOBBIX OJIOKOB B OIHY 13 BETBEIA.

O PasBeTBNeHMs CTPYKTYpbl AaHHbIX 6i10KYeHa, paccMaTpMBaeMble B TEKYLLEM pa3jene, BO3-
HMKAIOT ecTecTBeHHbIM 06Pa30M KakK pe3ynbTaT 3afepXXeK Npu nepefaye AaHHbIX B r1obarb-
HOM ceTn. HeMHOro no3e B 3TOM Xe rMaBe Mbl paCCMOTPMM NpeaHaMepPEHHO CO34aBaeMble
pa3BeTBIEHUS.

Ha HeCKOTbKMX CJIETYIONIMX CXeMaxX MbI ITPOCIeIM pa3BUTHe MTpolecca pa3BeT-
BJIEHMSI 1IeTI0YeK, pacCMaTpMBasi BCIO CEeTh B 11eJIoM. Ha cxemax Mmoka3aHO YIIpOIleH-
HOe TIpeJCTaB/ieHie OUTKOMH-ceTu. [IJIsT HaMISIAHOCTY pas/inuHbie 6I0KM 0603HAa-
YeHbI Pa3HBIMM TeOMeTpUYeCcKUMM GUrypamu (3Besia, TPeyroJbHUK, TPEYTOIbHUK
BepIUIMHOI BHU3, poMO), pacrpeneleHHbIMU IO Bceil ceTu. Kaxkmplit ysen ceTu
13006paskeH B BUE HEOOMBIIOTO KPYsKKa.

Kaxkmpiit y3en uMeeT cCOGCTBEHHYIO TOUKY 3PeHMS Ha III00AIbHYIO CTPYKTYPY AaH-
HbIX Gy10KueiiHa. [Tocte moayyeHus 67I0KOB OT CBOMX COCeMeil Kaskablil y3es Hauu-
HaeT OOHOBJIEHME CBOE KOTIMM CTPYKTYPbI JaHHBIX OJIOKUYeliHa, BbIOMpast IIeITOUKY
C HaMOOBIIMM CYMMAapHBIM 06BHEMOM BBITIOJTHEHHOI paboThI. IS HAIISIIHOCTY
KasKIbIi y3es (KPY>KOK) COTEPSKUT HEKOTOPYIO TeOMETPUIECKYIO PUTYPY, TTpeICcTaB-
JITIOIITYI0 KOHKPETHBI 610K, KOTOPbIiT Ha 9TOM y3JIe OIlpeiesieH B KaueCTBe TeKyIIeil
BepIIMHbI OCHOBHOII 1ermouky. Eciu Bel BUAUTE B KPY:KKe, 0603HAYAIOIIEM Y3€eIl,
3Be3[y, 9TO 3HAUMUT, UTO OJIOK-«3Be3[a» SIBJSIETCS BEPIIMHOI OCHOBHOJI IIEITOYUKY
6/710KUelTHA TT0 MHEHMIO PaCCMaTPMBAaeMOro y3JIa.

Ha nepBoit cxeme (puc. 10.2) B ceT MpUHSTA eIMHAasI TOUKa 3PeHMs Ha CTPYKTYPY
IaHHBIX OJIOKYeliHa, e 6J10K-3Be3/a IPeCTaBIIsIeT BepUIMHY OCHOBHO LIETIOYK.

PasBeTB/IeHNre BO3HMKAET, KOIna ABa 6/10Ka-KaHAMUIATa HAaUMHAIOT COCTIA3aThCS
3a GopMUpOBaHIe CaMOil IJMHHOI 1IeMOUKY 6J10KUeiiHa. DTO BIIOJIHE HOPMaJIbHOE
SIBJIeHMe — IBa MajfHepa HallUTX pellleHye 110 aJITOPUTMY T0Ka3aTe/IbCTBA BbITIOTHE-
Hust paboTbl POW mouTy omHOBpeMeHHO (B BeChMa KOPOTKOM MHTEePBaJie BpeMeHM).
Tak Kak 06a MajiHepa MOTYYWIN pelieHue Ijis COGCTBEHHBIX 6I0KOB-KaHIUIATOB,
OHM HeMe[JIeHHO HauMHAIOT PacIIpOCTPaHITh CBOM OIOKU-«II0OeIUTENN» CPeay
OMOKAMIINX coceeli, KOTOpbIe Cpasy ke ImepenaroT 3TY 6JI0KM majee Mo BCeil CeTH.
KaskmpIit y3es1, MPUHSBIINIT KOPPEKTHBIN 60K, BKITIOUAET ero B CBOIO KOIIMIO CTPYK-
TYpbI JAaHHbIX GJIOKUYEIiHA, YBEIMUMBAS IIETTOUKY Ha OfyH 6/10K. Eciiv B masbHeliem
9TOT y3€eJ1 0OHAPYKMBAET APYToit 6I0K-KaHIMUIAT, CBSI3aHHBIN C TEM Ke POIUTEIEM,
OH BKJTIOUAeT HOBOTO KaHAMAATA BO BTOPUYHYIO LIETIOUKY. B pesybTaTe HEKOTOpbIe
Y3JIbI «BUJISIT» TIEPBBIM OJIMH GJIOK-KaHIMUIAT, TOTAA KaK IPyTHe Y3/Ibl 0OHAPYKMBA-
10T CHavaja Ipyroii 6J10K-KaHIUIAT — GOPMUPYIOTCS ABE KOHKYPUPYIOII/e BePCUm
CTPYKTYPbI JaHHBIX GIOKYEITHA.
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brokyenH

5
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Puc.10.2 < CoctosiHue nepep pa3BeTBNEHNEM —
BCE Y3/bl UMEIOT eAMHYH0 TOUKY 3peHUs

Ha puc. 10.3 mbI BUIMM OBYX MaitHepoB (y3es1 A u y3ei B), chopmupoBaBuimx gsa
pasJnuUHbIX OJI0KAa-KaHAMAATA MOYTH OfHOBpeMeHHO. O6a 3TMx 670Ka SBISIOTCS
MOTOMKaMM GJI0Ka-3Be3[Ibl ¥ HapaIlyMBaIOT IIEITOYKY, pa3Mellasich MoBepx 60Ka-
popuTess (3Be3b). [IJist o6eryeHust HaGMIOIeHMs 32 HUMM TTePBbIi 610K 0603Ha-
YeH TPEeyroJlbHUKOM Ha y3Jie-UCTOYHMKE A, BTOPOIi 6JIOK 0603HAUeH TPEYrobHM-
KOM C BepIUNMHOJ BHU3 HA y3JIe-UCTOUHMKe B.

Temnepsb NpenIionoKuM, HalipuMep, UTO y3el MaiiHMHra A HaXOAUT pelleHye 110
aJITOPUTMY JOKa3aTebCTBA BbITIOTHEHMST pa6oThl POW f1j151 6/10Ka-«TPEyroIbHUKAY,
HapallMBaIOIIEro IEMOYKy OJOKUYeiiHAa TIOBEpX POOUTENIbCKOTO GI0Ka-«3BE3[bIx.
TMouTy OgHOBpPEMEHHO y3e/ MaifHMHTa B, Takke HapallyBaIOIIMii IIEMOUKY OI0K-
yejiHa TOBepPX POIUTETbCKOTO OJ0Ka-«3Be3[bl», HAXOOAUT pelleHue s Oloka-
«TPEyroJIbHUK BEPIIMHOIM BHMU3», CBOETr0 OJIOKA-KaHAMUAaTa. Ternepb CYIIEeCTBYIOT
IBa G0Ka-KaHAMAATA: OAVH Mbl 0003HAUWIM KaK «TPEYTONIbHUK» C y3/1a A, Ipy-
ot — «TPeYyTroJIbHMK BePUIMHOI BHU3» € y3/1a b. O6a 6;10Ka KOPPeKTHHI, 06a comep-
KaT MpaBUIbHOE pellleHue IO aJrOPUTMY J0Ka3aTelbCTBA BBIMIOJIHEHUS PaboThl
PoW, 06a HapauMBaloT LEMOYKY OTHOCUTEIBHO OTHOTO poauTes (6/10K-«3Be3/1a»).
BeposiTHee Bcero, 06a 6;10ka cofepskaT B OCHOBHOM OFHU U Te ke TpaH3aKLIu, BO3-
MOXXHO, C HEOOJIBIIVIMU OTJIMYUSIMU B TIOPSIKE UX PACIIONOKEHMS.

[Io mepe pacmpocTpaHeHMSI 3THUX [BYX OJIOKOB HEKOTOpbIe Y3Jibl IMPUHU-
MalOT OJIOK-«TPEYroJbHUK» TEePBbIM, APYTMe Y3JIbI CHayaja IOJydaroT OJIOK-
«TPeyrojabHMK BepIIMHOI BHMU3». Kak moka3aHo Ha puc. 10.14, B ceTu mpoucxXoauT
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pasneseHne 1mo AByM TOUYKaM 3pPpEHMA Ha CTPYKTYPY OaHHBIX 6JIOKUeliHa: B on-
HOJI YacTu Bep].HI/IHOf/i CTaHOBUTCA 6J'[OK-<<TI)EYI‘OJ'IBHI/IK», B ,[[perf/i yacTu — 6JI0K-
«TPEYTOJIbHUK BepUlI/IHOIZ BHU3».

BbinonHeH MaiHuHr
Hosoro 6noka /\

BbinonHeH MaiHuUHr
HoBoro 6noka Y/

Puc.10.3 « OtobpaxeHue cobbITUS pa3BETBEHUS CTPYKTYPbl AaHHbIX BiOKYeiHa:
[iBa 61oKa co3aaHbl NOYTU OLHOBPEMEHHO

Ha nocrtenHeit cxeme CIyyaiiHO BBIOPAHHBIN «y3ea X» MoaydaeT cHavaua GI0K-
«TPEYTOJIbHUK» U C TIOMOIIBI0 3TOTO 6JIOKA Hapam[uMBaeT CBOI IETIOYKY MOBEPX
6710Ka-«3Be3/Ibl». Y3es X BbhIOpA LIEeMOUKY C 6II0KOM-«TPEYTOTbHUKOM» KaK OCHOB-
HYIO 1IerouKy. [To3xe y3en X monmydyaeT 6JI0K-«TPEYroJbHUK BepIIMHOI BHU3». [10-
CKOJIBKY 3TOT OJIOK TIONyY€H BTOPBIM, CYMTAETCS], UTO OH «IIPOUTPA» COCTSI3aHMe.
Ho 6/10K-«TpeyroJbHMUK BepIIMHOI BHU3» He oT6pachiBaeTcsi. OH TAaKKe CBSI3bIBA-
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€TCSI C POIUTENIbCKUM GIIOKOM-«3Be30i» ¥ HOPMUPYeT BTOPUUHYIO 11eIoUKy. He-
CMOTPS Ha TO UTO y3eJ1 X I0JIaraeT, UTo MPaBUIbHO BhIOPA MOGEAVBIIYIO IIEITOYUKY,
BCe K& OH COXPaHSIeT «ITPOUTPABIIYIO» IIEITOUKY, UTOOI He TTOTePSITh MH(POPMAIINIO,
HeOoOXOIMMYIO JIJIS TOTO CJTyvasi, KOT/a «IIPOUrpaBIiasi» lierovka B UTOre BAPYT OKa-
SKeTCSI «I106eIMBIIeT».

BnokyeitH

BnokyeitH

Puc.10.14 <« [lMpopomkeHune HabnoaeHus
3a pa3BeTB/EHMEM CTPYKTYPbI AaHHbIX B10KYenHa:
ABa 6/10Ka pacnpoCcTpaHATCA NO CETH, pa3fenss ee Ha ABe YacTu

B npyroit vactu cetr ysen Y popMupyeT CTPYKTYpPY TaHHBIX OII0KUEliHA HA OCHOBE
COOCTBEHHO TOUKM 3pEeHMS Ha TTOC/IeIOBATeTbHOCTb COObITHI. CHAaUama OH MoTyJa-
€T 6/I0K-«TPeYTOIbHUK BEPIIMHOM BHU3» ¥ BBIOMPAET I[EITOUKY C €r0 YIaCcTHeM KaK
«1mobeayTesnisi». B manbHeliiem, Korga y3en Y MOTyUnT 6JI0K-«TPEYTOTbHUK», OH TTPU-
COEIVHUT ero K POAUTETbCKOMY OJIOKY-«3Be37e», GOPpMUPYSI BTOPUUHYIO IIeIIOUKY.
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Hu ofiHy 13 IBYX UacTe CeTU Heb3sI CYUTATD HU «ITPABUJIbHOI », HU «HEeITPaBUIb-
HOVi». O6e YacTy MMEeIOT BIIOJTHE 060CHOBAHHYIO 1 3aKOHOMEPHYIO TOUKY 3pEHMS Ha
CTPYKTYPY JaHHBIX 6y0KUeitHa. TOMbKO MOC/Ie TOr0, KaK OJHA M3 TOUEeK 3peHMs CTa-
HeT Tnpeobaaaloleii, MOXKHO B peTpOCIeKTHBe 060CHOBATh 3TOT BHIOOP, paccMaT-
puBas mpollecc HapauMBaHUs JBYX KOHKYPUPYIOIIMX 1Iel04YeK MPU BbITTOJIHEHUN
IOTTOJTHUTEIbHOI PaOOThI.

V31bpl MaliHMHTA, TOUKA 3PEHMS KOTOPBIX COBMALAeT C TOUKON 3peHus y3na X,
HeMeIJIEeHHO HauYMHAIOT MaiHMHT 670Ka-KaHOMIaTa, Hapall/MBaloOIIero IerovuKy
¢ 6JI0KOM-«TPEeyroJbHMKOM» Ha BepliHe. CBSI3bIBast OJIOK-«TPEYTOJIbHUK» KaK Po-
IUTETbCKUIL CO CBOUM BGIOKOM-KaHAMAATOM, OHM (haKTUUECKM TOTOCYIOT 3a «Tpe-
YTOJIbHUK» BCEW CBOEI BbIUMCAUTEBHON MOIbI0. ['0510Ca 3TUX Y3/10B OO L e P>KMUBa-
IOT 1IeTI0YKY, KOTOPYIO OHUM BbIOpAI B KaueCTBe OCHOBHOIA.

Kasknplii y3en maliHMHTA, TOUKA 3PeHMSI KOTOPOTrO COBMAMlaeT C TOUKON 3peHust
y3ia Y, HauuHaeT GOpMMpPOBaHME OJIOKa-KaHAMUIATA C POIUTEIBCKUM OIOKOM-
«TpeyroabHUK BePIIMHON BHM3», HapaliuBas 1[ell0uKy, KOTOPYI0 OHU CUMUTAIOT OC-
HOBHOI1. TakuM 06pa3oM, KOHKYPEHIIVSI BO30OHOBIISIETCS.

[Ipobiema pa3BeTBJIEHMSI TIOUTM BCETHA pellaeTcs B Tpefesiax OFHOTO O6joKa.
YacTb ceTeBOii BBIUMCIUTEIbHO MOIITHOCTHM HallpaB/ieHa Ha cO3/laHue HOBOro 610-
Ka TIOBEPX POIAUTETHCKOTO OI0Ka-«TPEyroyibHMKA», B TO BpeMs KaK ApPyras 4acTb
CeTeBO¥ BBIUYMUINTEIbHOV MOIIHOCTY COCpefoTOoYeHa Ha MPOAOIKEHUM 1eT0YKN
IOBepPX OJIOKA-«TPEYTOJIbHMKA BEPIIVHON BHU3». [laske ecu ceTeBast BBIUMCIUTENb-
Hasi MOILITHOCTb pa3jiejieHa TIOUTY ITIOPOBHY, BeposiTHee BCeTo, OfHA I'PyIIa MaiiHe-
POB HaiifeT pellieHKe ¥ HAUHET PacHpOCTPaHSITh ero paHblile, UeM KOHKYPUPYIO-
IIast TPyIra CMOKET HalTH Kakue-ambo perteHus. Hampumep, mpeamnonoxknm, 4To
MaitHepbl TPYIIIbI GJIOKA-«TPEYToIbHMKA» HAIIYM HOBBIM OJ0K-«pPOMO», Hapariy-
BAIOMINIi UX IIENIOUKY (TO €CTh 3Be34a-TPEyroJbHUK-pOMO). MaitHepbl HeMeIeH-
HO HAUMHAIOT PacIpoCcTpaHeHre HOBOTO 6/I0Ka, 1 BCSI CETh BOCIIPUMHMMAET 9TO KaK
MpaBuJIbHOE pemnieHne (cM. puc. 10.5).

Bce y371b1, BbIOpaBIIME GIOK-«TPEYTOIbHUK» TTO6eqMUTeIeM TPEeIbIAYIIEero payH-
Ila, TIPOCTO MO6GABJSIOT B OCHOBHYIO IIEMIOUKY ele oauH 6/10K. Ho y31bl, KOTOpbIe
MIPeATIouwIN 6JI0K-«TPEyTOMbHUK BePIIMHON BHU3», TEIepb IMOMYUYaloT ABE ernod-
KI: 3Be3[1a-TPEYyTroMIbHUK-POMO 1 3Be3[a-TPeyroJbHUK BepIIMHO BHU3. Llemouka
3Be3Ja-TPeyroJbHUK-POMO [auHHee (6osblie o6ImMit 06beM BBITIOTHEHHON pa-
60TBI), YeM BTOpas Iernoyka. [I09ToMy Takue y3/bl IPUMHUMAIOT IIEITOUKY 3Be3/a-
TPEYroMbHMUK-POM6O B KaUECTBE OCHOBHOIA, a 3B€3Ja-TPEyrojbHUK _BepPUIMHOI BHIU3
CTaHOBUTCSI BTOPUYHOM LIEIIOYKOI, KaK moKa3aHo Ha puc. 10.6. [Ipoucxogut cMmeHa
cTaTyca ierouek (chain reconvergence), Tak Kak y3/ibl BTOPO#t TPYIITIbI BBIHYKIEHbI
repecMOTpPeThb CBOIO TOUKY 3pEHMS Ha CTPYKTYPY AAHHBIX OJIOKUYeiiHa, YTOOBI TTPU-
HSITb HOBOE SIBHOE I0KA3aTeIbCTBO B BlIe Oojiee IJIMHHOI 1Ielouki. Bce MaliHepsl,
MbITalOIIMeCs] HapacCTUTh 1[eNTOUYKY 3Be3/1a-TPeyroibHUK BepIIMHON BHU3, HeMe[l-
JIEHHO TTPeKpaIamT paboTy, TOTOMY UTO UX 6/I0K-KaHAVAAT TEMePb CTAT «CUPOTOI»,
a POIUTENbCKUI OJIOK-«TPEYTOIbHYK BEPIIMHO BHI3» Y3Ke He SIBJISIeTCs BePIIHOM
CaMo1 IJIMHHO 11enouku. TpaH3aKuyy U3 6J10Ka-«TPEYroJbHUK BEPIIMHON BHU3»
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BO3BPAIIAIOTCS B ITYJI TAMSITH C IEPCIIEKTMBOI BKIIOUEHMS UX B CIIeIYIOIINIA OJIOK,
TTOCKOJIbKY OJIOK, COIepsKaIMii 3TY TPAaH3aKLNY, TTepecTas 6bITh YaCThI0 OCHOBHOIA
LIeMOYKM. Best ceTh mepexonuT K eIMHO [erouKe 6I0KUeiiHa 3Be31a-TPEeyTroabHIUK-
poMO, TIe «poM6» SIBJITETCS] CAaMbIM MTOC/IETHMM 6JIOKOM B OCHOBHOIA 11erouke. Bee
MaitHepbl HeMeJIEHHO HauMHAIOT PaboTy ¢ 6I0KaMIM-KaHauaaTaMy, KOTOPbIe CChI-
JIAIOTCST Ha GIOK-«poM6» KaK Ha POOUTETbCKMIA, HapallyBas TeM CaMbIM IIETIOUKY
3Be3Ja-TPeyroJbHUK-POMO.

BnokyeitH

PRainkN

P ~
7" BbinonHe
! MaitHuHr

Y3en | Hosoro bnoka

1eae

BnokyeitH

Puc. 10.5 < HabniopeHue 3a cobbiTUSMM pa3BeTBNEHUS LEENOYKM BNoKYeinHa:
HOBbIM 610K HapaLLMBAET OLHY U3 BETBEN, 3aCTaBNSS CETb
nepecMoTpeTb CTaTyC COOTBETCTBYIOLLEN LLENOYKM
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brokyeitH

bnokyeiH

Puc. 10.6 < HabniogeHue 3a cobbiTUSMM pa3BeTBNEHUS LEeNoYKu 6nokyeinHa:
BCS CETb NMEePeXOAUT Ha HOBYH CaMyH ANMHHYIO LLeNoyKy

TeopeTnyecky BO3MOKHO pa3BeTB/IEHMe C HapallMBaHMeM LeIIOUYKM Cpasy I10
IOBYM GJIOKaM, e 9TM ABa GJIOKa IMOUTM OJHOBPEMEHHO HaiileHbl MaitHepamu
«IIPOTMBOIIONIOKHBIX YaCTeli» OTHOCUTEIBHO TIpeablayiero passeTsieHus. Ho Be-
POSITHOCTH TAKOTO COOBITHS KpaliHe Majia. Pa3BeTB/ieHMe 1O OTHOMY GJIOKY MOXET
MIPOMCXOUTD KasK/IbIi IeHb, TOTIa KaK pa3BeTBJIEHME 10 IBYM 6IOKaM BCTPeYaeTCs
He yallle, UeM OLVH pas3 B IBe Hellelln.

WuTepBan B 10 MUHYT MeXIy CO3/laHKeM GJIOKOB GUTKOIHA TIPENCTaBIsIeT CO-
60i1 criennaabHO MPeTyCMOTPEHHbIN KOMIIPOMMCC MEXAY KPAaTKUMU MHTEPBaIaMU
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BpeMeHM MOATBePXKAeHMS (pacueThl 10 TPAH3aKIMSIM) U BePOSITHOCTbIO BO3HMKHO-
BEeHMSI Pa3BeTBJIeHNS. Bojiee KOPOTKMUI MHTEPBAI CO3MaHMsI 6I0OKOB MOT 6bI YCKO-
PUTh KIMPUHT TPaH3aKIMi1, HO TIPMBEJT ObI K 60Jiee YaCThIM pa3sBETBIIEHMSIM CTPYK-
TYpbI JaHHBIX OJ0KUYeliHA. YCTAaHOBJIEHHBI B HACTOsIIIee BpeMs Oojiee IIMHHBIN
MHTEepPBaJI CO3aHMsI GJIOKOB COKpAIaeT KOJMUECTBO Pa3BETBIEHUI, HO 3aMe/IJisIeT
pacyeThl 10 TPAH3aKIMSIM.

MAAHUMHI M KOHKYPEHLIMS B X3LL-BbIYNCNEHUSX

MaifHMHT GUTKOITHOB SIBJISIETCST 0OJIACTHIO VICK/TIOUMTETbHO BBICOKOV KOHKYPEHIIMUM.
BoruncnuTenbHas MOIIHOCTD OTepalyii X3IIMpoBaHMs Bo3pacTaja Mo 3KCIIOHeH-
Te B TeUeHMe KaKIOTro rofia CYIIeCcTBOBaHMS OGMTKOITHOB. B HEKOTOpPbIE TOMIBI POCT
OTpaskaJl MOJHYI0 CMeHY TeXHOJOTUI, Kak, Hanpumep, B 2010 u 2011 romax, Kor-
Jla MHOTVMe MalfHephl MepenuIy OT UCIOAb30BaHMsI 0ObIYHBIX MTporeccopoB (CPU)
K IIpMMeHeHuIo rpaduueckux mpoueccopoB (GPU) u mporpaMMUpyeMbIX TTOJIb-
3oBaTeneM BeHTWIbHBIX MaTpul (IIIIBM - field-programmable gate array, FPGA)
B Ipoijecce MariHuHTa. B 2013 romy nosiBieHue MHTETPATbHBIX CXeM CITeI[MaabHOTO
HasHaueHust ASIC (application-specific integrated circuit) ayist MajiHuHTa MpuUBe-
JIO K ellle OAHOMY TMTaHTCKOMY CKaukKy BBIUYMCAUTEIbHOM MOIIHOCTU, ITOCKOIbKY
MTO3BOJIMJIO «3alINUTh» Pean3alyio aaropMTma xammupoBanust SHA256 Hemocpe-
CTBEHHO B YMIIbI, TpeAHa3HAaUEHHbIE CIIelMaIbHO [IJi1 MaiiHuHra. [lepBbie Takue
YUITHI MOIJIY TIPEIOCTAaBUTh B OMHOM KOPITyCe OGOJIBINYIO BbIUMCIUTENBHYIO MOIII-
HOCTb, UeM BCS 6UTKOIH-ceTh B 2010 romy.

B ciemyiomieM CImcKe MOKa3aH pOCT 06IIell BhIUMCINTEIbHON MOITHOCTY GUT-
KOJH-CeTY M0 OTHOIIEHMIO K TIEPBBIM IISITU rofam ee GyHKIIMOHNPOBAHMS:

2009 rom — 0.5 Mxoa1i/cex — 8 Mxaii/cek (16-KpaTHBbI poCT);

2010 rom — 8 Mxami/cek — 116 I'xamr/cex (14 500-KpaTHBbI poCT);
2011 rom — 116 I'xamr/cex — 9 Txai/cek (562-KpaTHBbIii POCT);
2012 rom — 9 Txomi/cek — 23 Txa11/cek (2.5-KpaTHbIA pOCT);
2013 rop — 23 Txami/cek — 10 ITxa1i/cek (450-KpaTHbI poCT);
2014 rom, — 10 TIxami/cex — 300 ITxami/cek (3000-KpaTHBI POCT);
2015 rom — 300 ITxam/cex — 800 ITxami/cek (266-KpaTHbIN pOCT);
2016 rom — 800 ITxam/cexk — 2.5 9xa1/cex (312-KpaTHbIi POCT).

I'paduk Ha puc. 10.7 mokasbpIiBaeT, YTO 06ILIAS BHIUMCIUTEIbHAS MOIITHOCTh OUT-
KOWH-CeTU yBeIMumuIach 3a MocjielHie ABa roja. 3eCb MOKHO BUJIETh, UTO KOH-
KypeHIMsl MeKIy MaifHepaMy M POCT OUTKOMH-CUCTEMbI IIPUBEIN K IKCITOHEHIIV-
aJIbHOMY YBeJIMYEHUIO BbIUMCINTEbHOV MOIITHOCTH [IJ1S1 orlepaliuii X3unpoBaHMUs
(ob1iee KOMMUECTBO OTepanuit X3MMUPOBAHNS 32 CEKYHIY BO BCEli CETH).

[TockoabKY 06HIMIT 06bEeM BBIUMCIUTEIbHBIX MOIIHOCTEN, IPUMEHSIEMBbII 111
MalHMHTA OMTKOMHOB, YBETMUMIICS Y TTPOO/DKAET YBEIMIMBATHCS C OTPOMHOI CKO-
POCThI0, HEOOXOAMMO TAKKe YBEIMUMBATH YPOBEHD CJIOSKHOCTM COOTBETCTBYIOIIVM
o6pasom. MeTpuKa ypOBHS CIOKHOCTH 110 rpaduKy Ha puc. 10.8 onpenensieTcst Kak
OTHOIIIeH/e TeKYIlero YPoBHSI CJI0XKHOCTUM K MUHUMAa/IIbHOMY YPOBHIO CIIOKHOCTU
(TO eCTh YPOBHIO CJIOKHOCTY CaMOTI'O ITepBOTO 6JI0Ka).

CO000000OO0
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Hash Rate
The estimated number of tera hashes per second (trillions of hashes per second)
the Bitcoin network is performing.
Source: blockchain.info Export
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Difficulty
A relative measure of how difficult it is to find a new block. The difficulty is
adjusted periodically as a function of how much hashing power has been
deployed by the network of miners.
Export
Source: blockchain.info
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Puc. 10.8 < MeTpuKa ypOBHS CNOXHOCTM NpoLecca MaHUHIa GUTKOMHOB

3a nowiegHe IBa rofa BHYTPEHHSIS CTPYKTYpa ClielMaan3MpOBaHHBIX IJISI Maii-
HuHra ASIC-uMmoB CyIeCTBEHHO YIUIOTHWIACh, JOCTUIAsl HbIHE CYILECTBYIOLIETO
MpeaebHOTO pasmepa (pa3pelleHus) Mpu MPOU3BOACTBE KPEMHMEBBIX MUKPOCXEM,
paBHOro 16 HaHomeTpam (HM). B HacTosiiiee BpeMms npousBoautenu ASIC-uumoB
HaMmepeHbl 0060THATh Mpou3BoauTeneit 06bIyHbIX CPU-MUKpOCXeM, MPOeKTUpPYS
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14-HaHOMETPOBbIE UMUITBI, TOCKOJIbKY PEHTA6eTbHOCTh MAifHMHTA, OMpeIesiomias
pasBUTHE 3TOW OTpaCIM KOMIIbIOTEPHOI MHAYCTpUHU, Topa3no 3¢ddekTuBHee, uem
IJIS KOMITBIOTEPOB 006I1Iero HasHaueHus1. Tereps yoke He HAOJII0IaeTCs] TUTAHTCKUX
CKauyKOB B MPOM3BOAUTENIBHOCTM MalfHMHTAa OMTKOMHOB, TaK KaK 3Ta OTPacib I0-
CTUIJIA MaKCMMYyMa, oTipeiensieMoro 3akoHom Mypa (Moore’s Law), yTBepskaatoie-
T'0, UTO IVIOTHOCTD 9JIEMEHTOB B UMIIE JO/DKHA YIBaMBATHCS MPUOGIN3UTEIBHO Uepes
Kakapie 18 mecsies!. BelumMcinuTeabHast MOIIHOCTD JJIs1 MaifHMHTa B OMTKOMH-CeTU
MPOJO/IKAET PACTU IO SKCIIOHEHTE, TaK KaK TOHKA 3a JIOCTIKeHMe 60jiee BbICOKOIA
TUIOTHOCTY pasMelleHus] 3JIeMEHTOB B MUKPOCXeMax et 60K 0 60K C TOHKOII 3a
60Jiee BBICOKYIO HACBIIIEHHOCTDb allllapaTHBIMM CPEICTBAMY LIEHTPOB JAHHBIX, THe
MOTYT ObITh pasMelleHbl THICSUM TaKUX MUKpocxeM. Terieph yske HMKOTO He MHTe-
pecyer, Kakoil 00beM MalfHMHIa MOKHO BBIMIOJTHUTD Ha OJHOM uuIle, 60iee BaskHO,
CKOJIKO UUTIOB MOXKHO BTUCHYTH B OAHO 3iaHMe (MU TIOMellleHe) TIPY TOCTOSTHHO
COXpaHsIoIIeiics mpobiemMe OTBeAEHMS Teruia U 06ecrieueHusI COOTBETCTBYIOIUM
YPOBHEM 3JIEKTPOIHEPTUN.

PeweHue ¢ pacumpeHnem arManasoHa AONOJHUTENbHbIX
3HayYeHui nonce

C 2012 roma maifHMHT OMTKOITHOB Hauaj pa3BUBATHCS B HAIpaBIeHUM YCTpaHe-
HMSI OCHOBHOTO OTpaHUYeHNs B CTPYKType 3arojoBKa 6;10ka. B HauasibHOM mepu-
ofle PasBUTUSI GUTKOIH-CUCTEMBI MaifHep MOT HaiTy GJIOK C ITOMOIIbIO UTEPATUB-
HOTO Tepebopa 3HaUeHMit nonce ISl TIOAYYEHMSI X3II-3HaAUeHNsI, MEeHbILero, uem
YCTaHOBJIEHHOe 1lejileBOe 3HaueHue. I1o mepe pocTa ypoBHS CJIOKHOCTM MaliHepam
YacTo MPUXOAWIOCH TlepebupaTh Bce 4 MuUUTMapaa 3HaueHuit nonce 6e3 o6HApY-
SKeHUs1 keaemMoro 6yioka. Ho sta nmpo6yiema Gblia JIETKO YCTPAHMMOI € TOMOIIBIO
OGHOBJIEHMSI METKM BpeMeHM 6JIOKa C yueToM (aKTUUeCKM 3aTPavyeHHOTO Ha BbI-
yycieHus: BpeMeHn. Tak Kak MeTKa BpeMeHU SIBJISeTCS YacTblo 3arojioBKa, ee U3-
MeHeHMe [103BOJISII0 MaliHepaM IOBTOPSTh UTEPATUBHBIN IIPOXOJ, 110 3HAUEHUSIM
nonce ¢ gpyrumu pesyabraTamu. Ho mocsie Toro Kak MOIHOCTD aIfapaTHOro 060-
pynoBaHMs [J1s1 MaiiHMHTa IIpeBbiciiia 4 I'X3111/ceK, CJI0KHOCTb 3TO MeTOAVIKM CTa-
Jla BO3pacTaTh, IOCKOJIbKY Iepebop Bcex BO3MOKHBIX 3HAUeHMIT nonce CTaa 3aHU-
MaTbh MeHee cekyHblL. [locsie BHenpeHus B mpoliecc MajtHuHra ASIC-060pymoBanust
M COOTBETCTBYIOLIEro ITOBBIIIEHNS] BBIUMCIUTEIBHOM MOIIHOCTU [0 HECKOIbKUX
TX3111/ceK /151 MPOrpaMMHOTO 00ecIieYeHNsI MaifHMHTa MOTPe60BaoCh yBeTMYeHNE
006J1aCTY AOMYCTUMBIX 3HAUEHMIT nonce, YTOObI 06€CIIEUNTh BO3SMOXKHOCTh HAXOXK-
IEeHVS KOPPEKTHBIX 6JIOKOB. MOKHO GbTIO GbI YBEJIMUUTH TI0JIE METKM BPEMEHM Ha
OIVH OUT, HO TIepeMelleHNe ee B CIUIIKOM AaieKkoe Gyayliee MPUBeIo Obl K TOMY,

! 3mech aBTOp IOMYCTUI HETOYHOCTH — 3aKOH Mypa B COBpeMeHHO1 GOpMYIMPOBKe: KOMU-
4YeCTBO TPAH3MUCTOPOB, pasMeljaeMbIX Ha KPUCTaJlle MHTerpaJlbHO CXeMbl, YABauBaeTCs
Kaxkzaple 24 mecsua. YacTo UUTUPYyeMblii MHTepBasl B 18 MecslieB CBsI3aH C IPOr1o3om Jla-
Bupa Xayca u3 Intel, mo MHEHMIO KOTOPOTO NPoU3800UMeNbHOCMY TIPOIIECCOPOB NOKHA
yABauBaThCS Kaxkabie 18 mecsitieB. — IIpum. nepes.
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YTO GJIOK CTAHOBWJICSI HEKOPPEKTHBIM. BbIT HE06XOIMM HOBBIN MCTOYHUK M3MeEHe-
HUIT B 3aroJIoBKe 6yI0Ka. PelreHneM cTajo MCIOIb30BaHMe coinbase-TpaH3aKIuu
KaK MCTOUHMKA JOTIOJHUTEIbHbIX 3HAUeHMit nonce. Tak Kak B coinbase-ckpurire
MOKeT COXpaHAThCs OT 2 A0 100 6aiiTOB JaHHBIX, MaliHepbl HAUa/IM UCIIO/Ib30BATh
9TOT «pe3epB» B KauecTBe 06/IacTH AOTIOTHUTETbHBIX 3HAUeHIT honce, 4TO M03BO-
JIUJIO BECTM TTOVICK B ropaso 6ojiee MIMPOKOM uara3oHe 3HaUeHN 3arojloBKa Ijis
TTOMCKa KOPPEKTHBIX 0710K0B. Coinbase-TpaH3aKiyus BK/IIOUEHa B AepeBo Mepkiie,
TakMM 06pasoM, 1o6oe 3MeHeHre B coinbase-CKpUIITe TaKKe M3MeEHSIeT KOpeHb
IepeBa Mepkie. BoceMb 6aiiTOB AOTOMHUTEILHOIO 3HAUEHMS nonce Iioc 4 6aii-
Ta «CTAHJAPTHOTO» 3HAUEHMSI Nonce MO3BOJISIOT MaifHepaM JMCCIeIoBaTh B 06IIeit
cymMme 2% (8 ¢ 28 Hy/IIMM) BO3MOXHBIX 3HAUEHUIT B CEKYHAY 0e3 KaKuX-Tmbo u3-
MeHeHMi MeTKu BpeMeHU. Ecii B GymyiieM MaiiHepbl CMOTYT MPEBBICUTH U STOT
Tpeesl BO3MOXKHOCTENM, TO MOKHO OyIeT M3MeHSITh MeTKy BpeMeHU. KpoMme Toro,
B coinbase-CKpUIITe OCTAETCSI MeCTO JIJist 6YAYIIEero paciiupeHust 06acTy JOMyCTU-
MBbIX 3HAU€HUIT nonce.

Mynbl MaiHKUHra

B cpelie ¢ upesBbIUaiiHO BBICOKOV KOHKYpeHILMell OTAenbHble MaliHephl (UX TakkKe
Ha3bIBaIOT COJIO-MaliHepaMy) MMEIOT BecbMa MaJjlo IIaHCOB Ha ycIiex. BepoSTHOCTb
HaxOXIeHUsI KOPPEKTHOTO O6JI0Ka OAMHOKUM MaifHepoM JJIsl KOMITeHCalli CBOUX
pacxofoB Ha 37IeKTPOIHEPIUI0 U 060pyAOBaHMe HACTOMBKO MaJia, UTO HallOMMUHAeT
TMIOTBITKY BBIMTPATh, yUACTBYS B JIoTepee. [lake camast 6bICTpast <IIOTpebUTeNIbCKas»
ASIC-cucrema MaiiHMHTra He MOXKET KOHKYPUPOBATh Ha PaBHBIX C KOMMeEPUECKUMU
CUCTEMAaMU, COCTOSIIIVIMU U3 TECSITKOB ThICSIU TaKUX YUIIOB, OObeAVHEHHBIX B TH-
TaHTCKMe XPaHWINIA JaHHBIX, CIIeMaJlbHO PACIIOIOXKEHHBIX PSIOM C TUIPO3TIEKT-
pocTaHIMSIMU. B HacTosIee BpeMsT MaiiHepbl OObeOUHSIOTCS IJIsI CO3MaHUsl Tak
Ha3bIBaeMbIX IYJIOB MaitHMHTa (Mining pools), KOHIEHTPUPYST CBOU BbIUUCIUTETb-
Hble MOIIIHOCTY M pacipefensis BO3HarpaxaeHye MeXIy ThICSUYaMy YYaCTHUKOB.
V4yacTByS B Iy/ie, MajtHephl MMOTyYaioT MEHbIIYIO TO/I0 OOIIero Bo3HArpakaeHusl,
HO OGBIYHO BO3HATPaKAEHMS MOCTYIAIOT €XKeJJHEBHO, TAPAHTUPYS ONIPeeeHHYIO
CTeleHb HaJleXKHOCTU.

PaccMoTpuM KOHKpeTHbIN mnpumep. [Ipenmnonoxkum, 4To MaitHep Ipuobpen
crienyanau3upoBaHHOe 060pyAOBaHMe ¢ CyMMapHOi MoIHOCThIO 14 000 ruraxsin
B cekyHAy ('xamr/cex), mnm 14 Txaur/cek. B 2017 romy Takoe o60pymoBaHue CTOUIO
npubnusutenbHo 2500 momnapos CIIA. 3To o6opymoBaHue B paboueM pexkuMe Io-
Tpebnsier 1375 BatT (1.3 KBT) 3/eKTposHeprum, To ecTb 32 KBT-uacoB 3a CyTKU CO
CTOMMOCTBIO OT 1 10 2 IO/IIapoB 3a CYTKU I10 CaMbIM HM3KUM Tapudam Ha 3/1eKT-
posHepruio. C yueToM TEKYIIEro YpOBHS CJIOKHOCTU B GUTKOMH-CUCTEME MaitHep
CMOKEeT B O[JMHOUKY FeHepUpPOBaTh OI0K TPUOGIM3UTENHHO JIUIIb OAVH pas B 4 Tofa.
Ecnu maiiHep Bce ke Halllesl KOPPEKTHBIN 610K 32 9TOT MHTePBaJl BpeMeHM, OH 0Ty~
YUT BO3HATpaskaeHue B 12.5 6MTKoITHA, UTO ITpM 06MeHHOM Kypce okoio 1000 mom-
JIapoB 3a 6UTKOH cocTaBuT 12 500 motapoB. ITa CyMMa HeJOCTaTOUHA Jaske JIJis
KOMIIeHCalluM pacxof0B Ha MpuobpeTeHMe 060pyAOBaHMS U Ha TeKTPOIHEPTHUIO,
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MOTpebIeHHYI0 3a YKa3aHHbII ITePUOI, IPUUYEM UYMCThIN YOBITOK COCTaBUT HPUOI-
3uTtenbHO 1000 monnapos. Ho cienyeT Takske yuecTh, UTO LIAHC HAXOXKIEHUS JKenae-
MOTO 6JI0Ka B 3TOT 4-JIETHUIT TTePUOJ, 3aBUCUT ellle U OT yIaWwIMBOCTY MaiiHepa. OH
MOKeT HaiiTy ABa 6j10Ka 3a 4 rofa U MOTYYUTh BecbMa KPYITHYI0 Npu6bUIb. Vnu He
HaiiTV HY OmHOrO 6JI0KA Jaske 3a 5 JIeT U MoTepreTh 3HaUMUTeIbHbIe YOBITKM. Elle
6oJee XyIIIMM JIJIS OMMHOKOTO MaifHepa sIBIsIeTCs TOT (aKT, UTO 3a YKa3aHHbI me-
puoz, YpPOBEeHb CJIOXKHOCTM pPellleHMsI TI0 aJTOPUTMY JO0Ka3aTelbCTBa BbITTOJHEHUS
pabotbl POW B OMTKOIH-CHCTEME, BEpOSITHEE BCETO, CYIIECTBEHHO YBEIMUMTCS
B COOTBETCTBMM C TEKYIIMM POCTOM BbIUMCIUTENIBHOI MOIIHOCTH, CIeIOBAaTENbHO,
B pacCIopsDKeHMM MaifHepa ocTaeTcst He 6oJiee OHOTO rofia [0 TOTO MOMEHTA, KOT-
Ila ero Crelaau3upoBaHHOe 000PYIOBaHNe OKOHUATETbHO YCTApeeT M BOSHUKHET
Hen36exkHast HeO6XOIMMOCTh €r0 3aMeHbI Ha 60jee MOIIHYIO anmapaTypy MaiiHUH-
ra. Ho ewin Takoil MajiHep CTAHOBUTCS YYaCTHMKOM ITyjla MaiiHMHTA, TO BMECTO
TOMMTEJILHOTO OXKMIAHUS «yMaBIIMX ¢ Heb6a» 12 500 mosutapoB pa3 B 4eThIpe roaa
MIpY YOAYHOM CTeUEeHMM OOCTOSITEILCTB OH IOJMYUMUT rapaHTMPOBAHHYIO BO3MOXK-
HOCTb 3apabaTbIBaTh MpUOMM3UTENBEHO 50—-60 HOMIapOB KAXKIYI0 Heemto. Peryisp-
HbIe BBITUIATHI OT ITyJ/la MalfHMHTA [TOMOTYT MaifHepy KOMIIEHCMPOBATh 3aTpaThl Ha
060pyIoOBaHye U 37IEKTPOIHEPTUIO TOCTEITEHHO Oe3 M3IUIITHEero pucka. Pasymeercst,
06opymoBaHye Bce paBHO OyieT ycTapeBaTh 3a OJIMH WJIHU IBa TOJIa, U 001Iast CTeTieHb
PMCKa OCTaeTcst BLICOKO, HO, TI0 KpaliHeit Mmepe, 00ecIieunBaoTCs ITOCTOSTHHbIN J0-
XOf, M HaJIeXKHOCTb Ha 3TOT Tepuof. C GuHaAHCOBOM TOUKM 3peHMs] TaKoi MOAXO]
MMeeT CMBIC/I TOJIBKO TIpM OUeHb HM3KOM Tapude Ha 37eKTpuuecTBo (MeHee 1 eHTa
3a KBT) 1 TOJIBKO B KPYITHOM IIyJIe.

[TysbI MaltHMHTA KOOPAVMHUPYIOT paboTy COTEH MM Taske ThICSY MaiiHepOB C I10-
MOIIIBIO CTIeMaN3UMPOBAHHBIX MPOTOKOIOB (pool-mining protocols). OTmenbHbIe
MaitHepbl KOHOUTYPUPYIOT CBOe 06OpyHmOBaHMe ISl YCTAHOBJIEHUS COeIVIHEHMUS
C cepBepoM TTyja TocC/ie CO3JaHusl YUeTHON 3amucu B Iyse. Bo BpeMsl MaltHMHTa
060pyoBaHNe MOAIEPKMBAET YCTAHOBIEHHOE COeIMHEHNE C CEPBEPOM, CMHXPO-
HU3UPYSI CBOIO paboTy ¢ 060pyIOBaHMEM IPYIUX MaitHepoB. TakuM o6pa3om, Maii-
HEPBI B ITyJIe Pa3IesiioT MeXAyY co00i Tpy103aTpaThl HA MATHMHT GJIOKA U pacipe-
JIeJISTIOT TIo/Ty4aeMble BO3HArpakIeHMSI.

3a yCIemrHo creHepypoBaHHbIe 6I0KY BO3HArPasKAeHMe BbITIauMBaeTCs Ha OUT-
KOJH-a/ipec myja, a He OTAeJbHbIM MaiiHepam. CepBep ITy/ia MepuoanNdYecKy pac-
TipefesisieT MOOoIIPUTETbHbIE TIIAaTEXM 110 OUTKOMH-aIpecaM MaiiHepOB, KOTIa UX
Iomst B 00OIIeii cyMMe BO3HArpaxkIeHMil JOCTUTAeT OMpeNeIeHHOTO TTOPOTOBOTO
3HaueHus. OGBIYHO CcepBep Iy/ia B3MMaeT HeKOTOPbIi ITPOLIEHT OTUMC/IEHNI C BO3-
HarpaskaeHuit 3a mpegocTaBIeHNe cepByca 10 OpraHu3alum myjia MaifHuHTa.

Mexay yyacTHMKaMM ITyja pacripenenseTcss paboTa Mo MOMCKY pelleHus IJis
6710Ka-KaHIMIATa, B XOfe KOTOPOil MaiiHepbl 3apabaThIBAIOT «I0au» (shares) 3a
BKJIaJI B OOIINIT TTpoliecc MaitHMHTa. [Ty MalfHMHTa ycTaHaBAMBAeT 60jiee BBICOKOe
1IeJieBOe 3HaueHMe (TO eCTh MeHbIINIT YPOBEHb CIOKHOCTH) I/Is 3apabaThIBaHMs 10-
Jieit, 06b1uHO 60s1ee ueM B 1000 pas mpolie, ueM 1iejieBoe 3HaueHue OUTKOH-CeTH.
Korga KTO-TO M3 YYaCTHMKOB ITy/jia 3aBepllaeT MaifHMHT 6JI0Ka, BO3HArpaskaeHue
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NIPUHMMAET ITyJ1, 3aTeM paclipefessieT 3TO BO3HarpakaeHue MeXay BceMy MaiiHe-
paMy IPOIOPIMOHAIBHO KOIUUYECTBY TOJIe, BIOKEHHbIX YUACTHUKAMMU B OO
06beM paboThI.

[Tysibl OTKPBITHI [IJIsSI JIIOOBIX MaiiHEpOB, GOJBIIMX M MaJbIX, MPO(eccruoHaaIoB
1 mobureneii. Takum 06pasoMm, B Iyjie HEKOTOpPbIe YUACTHUKM MOTYT MMEeTh eI/H-
CTBEHHYIO HeOOJIbIIYI0 MalllMHy MaifHMHTA, a Y APYTUX OTHEeNbHAsST KOMHATa MU
rapax 3arojHeH CaMbIM COBPEMEHHBIM CHEelMaIM3UPOBAHHBIM 000PYIOBaHMEM
MaiiHMHTa. HeKkoTopble TpaTAT Ha MaifHMHT HECKOJbKO AeCSITKOB KMUIOBATT, ApyTrue
3aITyCKAIOT II€HTPBI JAHHBIX, TOTPEOIISIONIe MeraBaTThl eKTposHeprun. Kakum
06pasoM My MaifHMHTa M3MepseT U OIeHMBAeT BKJIAJ OTHENbHBIX YUACTHUKOB,
YyTOOBI CITPaBEJIMBO PACIIPeNeNsITh BO3HATPaKIEeHMSI 6e3 BO3HMKHOBEHUS BO3-
MOXXHOCTM MollleHHMuYecTBa? OTBET BCe TOT >Ke: UCIOJb30BaHMe aJropTuma Jo-
Ka3aTeJIbCTBA BBIMOTHEHNST paboThl POW GUTKOITH-CUCTEMBI AJISI KOJIMUeCTBEHHO
OII€HKM BKJIaJia KaK[IOro MaifHepa B ITyJie, HO IIPM 3TOM YCTaHaBjMBaeTcs 6osee
HU3KUIT YPOBEHD CJIOSKHOCTM, UTOOBI Iaske caMble «caabbie» MaliHepbl BBIMTPBIBAIN
JOJII0 BO3HArpaxkJaeHusl JOCTATOUHO YacTo, ONIpaBAbIBasi TEM CaMbIM CBOE ydacTue
B ITyJie. YCTaHaB/MBas O60jiee HM3KMI YPOBEHD CJIOKHOCTHM /IS 3apabaThIBaHUs 0-
JIeii, Ty u3MepsieT 06beM paboThl, BBITIOTHEHHBIN KaXKIbIM MaliHepoM. Kaskmblii
pas, Korja MaiiHep B ITyJIe HaXOIUT X3II-3HaUeHMe 3arojioBka 6Ji0Ka, MeHblIlee, 4eM
1ieJieBoe 3HaueHue 1yJia, 3TO CAYXKUT PeasbHbIM J0Ka3aTeIbCTBOM BBITIOTHEHMS pa-
60TBHI 110 X3IMPOBAHMIO JIJISI BBIUMCIEHMS TpeGyeMoro pesyabrara. Ho 6oee BaxkeH
TOT (aKT, YTO paboTa IO MOMCKY [0JIeil BHOCUT CBOJ BKJIAM B CTATUCTUUYECKU U3-
MepuMoit hopMe B 061ITME YCUITHS TIO BBIYVMCIEHUIO X3III-3HAUeHMSI, MEHBIIIETO, UeM
1IeJIeBOe 3HaUeHye OUTKOMH-ceTH. ThICSTUM MaltHePOB, MBITAIOINIXCS HATHY MaJjible
X3I1I-3HAauUeHMs], B KOHEUHOM MUTOTe BBIUMCISIIOT pe3y/bTarT, JOCTaTOUYHO Maslblif, YTO-
ObI COOTBETCTBOBATb KPUTEPUIO 11€JIEBOTO 3HAUEHUST OUTKOITH-CETH.

BepHeMCsT K aHAJIOTUY UTPBI B KOCTU. EC/IV UTPOKYM BBIGPACHIBAIOT KOCTH C I1€JIbIO
TTOJTyYeHMSI pe3y/IbTaTa, MEeHbIIIero YeThIpex (0011 ypOBEHb CJIOKHOCTM OUTKOH-
CeTu), TO MyJI NO/KEH YCTaHOBUTD 6oJiee MPOCTOe IieieBOoe 3HaueHMe, MTOACUMUThI-
Bast, CKOJIbKO pa3 UTPOKaM B ITyJIe YIAI0Ch BBIOPOCUTD Pe3Y/IbTAT, MEHBIINIT BOCBMIA.
Korga urpoxku mosyyaioT pesysibTaT, MeHbIINI BOCbMM (1leJieBOe 3HaueHue IO
B ITyJIe), OHM 3apabaThIBAIOT (BBIMTPBIBAIOT) A0V, HO HE BRIMTPBIBAIOT UTPY B IEJIOM,
TaK KaK He JOCTUTAIOT OOIIIEeTO 11e/IeBOTO 3HAUeHMSI UTPBI (CYMMa MeHbIIle YeThIpeXx).
Wrpoxu 6yoyT JoCTUTaTh Gosiee MIPOCTOI 1e/IM ITy/ia Topasmo valle, BecbMa pery-
JIIPHO 3apabaTbhIBast CBOU JTOJIM, Taske eCIM OHY He BBITIOHSIOT YCJIOBYMS ISl 60siee
CJIO’KHOJA 1IeJiu BCeit Urpbl. BpeMst OT BpeMeH M OfMH 13 UTPOKOB ITyJia BbIOpachIBaeT
KOMOMHAIIMIO KOCTe C CYMMOT1, MEHbIIIEH YeThIPEX, U ITyJI BHIUTPHIBAET. 3aTE€M BbI-
WUTPBIII MOKET ObITh pacIipefiesieH MeXIy UIpPOKaMM ITyjia Ha OCHOBE KOJIMYeCcTBa
IoJieii, KOTopble OHM 3apaboTann. Jlajke HECMOTPSI Ha TO, UTO II€JIb «BOCEMb UJIU
MeHbIIIe» He SBJIsIach MobeqHO KOMOMHAIIMel, TAKOM MOAXO0H, CTAHOBUTCS YeCT-
HBIM CITOCO60M KOJMYECTBEHHOI OLIeHKM GPOCKOB MUI'POKOB M PAaHO MM TO3THO
JaeT BBIMTPBIIIHYI0 KOMOMHAIINIO «MEHbIIIE UeTHIPEX».

AHAJIOTMYHBIM 00pa3oM ITyJl MallHMHTra YCTaHaBIMBAaeT cobcTBeHHOe (6osee
BBICOKOE 1 6oJiee TIPOCTOE) IIeJiIeBOe 3HAUeHMe, TapaHTUPYIOIIEe, UTO OTIeTbHbBIN
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YU4aCTHHMK ITyJiIa OOCTATOYHO 4YaCTO CMOXXET HaXOAUTh X3II-3HAYE€HME€ 3arojioBKa
6J'IOKH, KOTOpO€ MEHbIIIE 3TOr0 LEJIeBOro 3HaYeHMA I1yJia, 1 33pa6OTaTb CBOM OOJIN.
BI)EMH OT BpE€MEHHM OIOHa M3 IIOIBITOK ITO3BOJIAET IMOJIYUUTDH X3II-3HAUYEHME 3aro-
JIOBKa 6J'IOKH, KOTOpO€ MeHblIlIe 11eJI€eBOIr0 3HaYeHMSs 6I/ITKOI7IH-CETI/I, YTO IIPpUBOONUT
K CO30aHNI0O KOPPEKTHOIO 6JI0Ka U BBIMI'DBINTY BCErO IIyJid B IIEJIOM.

Ynpaensemolre nynot

Bo/MbIIMHCTBO ITY/IOB SIBJISIETCST «yIIpaBasieMbIMIM» (managed), TO €CTb CyI[eCTBYeT
KOMIIaHMS MM OTHAENbHOE JINIIO, OpraHu3yoiee paboTy cepBepa myna. Biagerner,
cepBepa ITy/ia Ha3bIBAETCS oTiepaTopoM Irysa (pool operator) u BbITUTauMBaeT Maii-
HepaM-yJacTHMKAM ITPOIIeHTHbIE OTYMCIIEHNST OT OOIIEro 10X0aa.

Ha cepBepe myna paboraer crienyanan3ypoBaHHOE MPOTpaMMHOe obecrieueHne
U IOAJEeP>KMBAETCS ITPOTOKOJI My/I-MaliHMHTA, KOOPAMHUPYIOLINIA TEACTBUS y4acT-
HMKOB. KpoMme TOro, cepBep ITyJia COeJHEH C OGHUM UM HECKOIbKMMU MTOTHOLIeH-
HBIMM y371aM¥ OUTKOIH-CETH ¥ MMEET IIPSIMOJ TOCTYI K ITOJIHO Komuy 6a3bl JaH-
HbIX O/I0KYeliHa. DTO ITO3BOJISIET CEPBEPY ITy/ia MPOU3BOAUTD BAIUIAINIO GIOKOB
M TPaH3aKIMii OT JIMIAa MaiiHEepOB ITyJia, OCBOOOXKIASI MX OT M3JIMIIHEN HArpysKu,
CBSI3aHHOI C MoAAep KaHMeM MOHOIIEHHOTO y3J1a. [j1s1 y4aCTHUKOB ITyJia 3TO BeCh-
Ma BaXKHBIV (DAKT, TTOCKOIbKY ITOJHOLIEHHBIN y3es TpebyeT OTAeNbHOTO BbIIeNIeH-
HOT'O0 KOMIIbIOTEPA C AMCKOBBIM MPOCTPAHCTBOM J1JIS IOCTOSIHHOTO XpaHeHUs JaH-
HbIX 100-150 I'6 (kak MMHMMYM) 1 IT0 MeHbIIIel Mepe 2—4 ['6 oriepaTUBHO aMsSITU
(RAM). Bosnee Toro, mporpaMMHOe oGecIieueHye MOJHOIEHHOTO y3Jia TpedyeT Io-
CTOSTHHOTO HabOsoeHns (MOHUTOPUHTA), COMIPOBOXKIEHMS 1 YaCTOTO OOHOBJIEHMS.
JIr060Ji TTPOCTOiA, BHI3BAHHBI HEHAJIEKAIIMM YPOBHEM OOCTYKMBAHUSI VIV He-
JOCTATKOM PEeCypCOB, HAHOCUT 3HAUUTENbHBIN yiIep6 peHTabeJbHOCTY 060pyHo-
BaHMS y3j1a mMaliHuHra. Ijisi MHOTUMX MaiiHEpOB BO3MOXHOCTb Y4YacCTHUsI B ITPOLIEC-
ce MaitHMHTA 6€3 HeOOXOAMMOCTH TIOAAEPKKY MOMHOIIEHHOTO Y3J1a SIBJIIETCS elne
OIHVUM OOJIBIINMM IPEUMYIIECTBOM, CTUMYIVPYIOIIMM JKeJlaHMe TTPUCOeTMHNUTHCS
K yIIpaBJisieMoMy ITyTy.

MaiiHepbI-y4yaCTHUKYM YCTaHABIMBAIOT COeJMHEHME C CEpBEPOM Iyia, UCIIOJb-
3ysI IPOTOKOJI MaiiHMHra, HampuMep Stratum (STM) minn GetBlockTemplate (GBT).
Bonee crapoiii crangapt GetWork (GWK) cumraercss B 6GoJblIeil CTEIeHM yCTa-
peBMM ¢ KoHia 2012 roga, Tak Kak He ob6ecreumMBaeT MOAaepsKKY MailHMHTa CO
ckopocTsiMmu, 6ombpimu 4 I'xamr/c. O6a npoTokona STM u GBT cosgaroT mabiio-
HbI (templates) 6y10ka, comepskaiye ma6ioH (template) sarosoBka 6/10Ka-KaHAV-
nata. Cepsep myna ¢GopMuUpyeT OJ0K-KaHIUIAT, OObEAMHSIS B HEM TPaH3aKIMH,
nobassieT coinbase-TpaH3aKIMIO (C MPOCTPAHCTBOM IS HOTIOTHUTENbHBIX 3HA-
YyeHUi1 nonce), BBIUMCIISIET KOPeHb JepeBa MepKiie U yCTaHaBAMBAET CBSI3b C X3III-
3HAUeHMEeM IpeAbIayIIero 6;10ka. 3aTeM 3TOT 3ar0JIOBOK 610Ka-KaHAUAATA Iepe-
JaeTcs KakAoMy MaiiHepy-yyacTHMKY ITyJia Kak Irab6joH. ITocsie sTOro Kaskmblit
YYACTHMK ITy/Ia HAUMHAeT MaifHMHT, MCIOIb3Ys TOMyYeHHbBIN MabIoH 610Ka, Ipu
6071ee BBICOKOM (O0jIee TPOCTOM) 11eJIeBOM 3HAUEHWH, [0 CPABHEHMIO C 11eJIEBBIM
3HAUeHVeM OUTKOIH-CeTH, M OTIIPABJISET yCIIelIHbIe Pe3yIbTaThl HA CEpBep IMyia,
YyTOOBI 3apaboTaTh MONMN.
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Hupuneoesstii nyn matinuneza (P2Pool)

B ynpaBiisieMbIX ITyJ1ax CyLeCTBYeT BO3MOXXHOCTb MOLIEHHMYECTBA CO CTPOHBI Olle-
paTopa ImyJia, KOTOPbIil MOXXET HaIlPaBJIsSITh O0IIMe YCYITKSI TTyJIa Ha CO3AaHue TPaH3-
aKIUil ¢ JBOMHBIM PACXOJOBaHNMEM WM HA CO3/IaHME HEKOPPEKTHBIX GJIOKOB (CM.
ClleyI0IINii pa3fen «ATaky Ha MeXaHM3M KOHCeHcyca»). boree TOro, LieHTpann3o-
BaHHbIE CEPBEPHI MYJIOB MPEICTABISIOT COO0I eMHYI0 TOUKY OTKa3a (single point
of failure, SPOF). Eciiu cepBep my/a mpuBeieH B HEPAOOTOCIIOCOOHOE COCTOSTHME
WY 3aMeJlJIeH B pe3ysbTare aTaky Tma DoS, To WwieHbl ITy/ia He CMOTYT BBITIOTHSTh
MaitHuHT. B 2011 romy ajis perieHust 3Tux mpobiieM, BbI3bIBA€MbIX [[€HTPaIN3aLIN-
eit, ObUTa TIpeJIoKeHa M peasin30BaHa HOBAs METOAMKA OpraHM3aluu IyJia Maii-
HuHra: P2Pool — nupuHToBEIi Iy MaiiHMHTA 6€3 eHTPalbHOTO ollepaTopa.

Pa6ora P2Pool ocHOBaHa Ha JielleHTpanu3auuy GyHKLIK cepBepa Imysa, TO eCTh
Ha peajn3anyy MapaieJIbHOM CUCTEMbI, OPTaHM30BAHHO MO 00pa3y U MOA0OUI0
CTPYKTYpBI GJIOKYEiiHA, Ha3BAHHOV COBMECTHO MCITOJMb3YeMOi Iermoukoit (share
chain). CoBMecTHO uCIOb3yeMast IeroYKa — 3TO CTPYKTypa GJIOKUeitHa ¢ ypOBHEM
CJIOKHOCTY, MEHBIIMM, YeM OCHOBHAsI CTPYKTypa GJIOKYeliHA GUTKOITH-CUCTEMBI.
COBMeECTHO MCITOJIb3yeMasl IIeTI0YKa ITO3BOJISIET WieHaM ITyjia COBMECTHO paboTaTh
B JIELIEHTPAIM30BAHHOM ITyJie, BBITIOJHSISI MAaliHVHT A0Jeil B 00IIell Ieroyke co
CKOPOCTBIO OZIVH JTOJIEBOI GJIOK 3a Kaskabie 30 ceKyHI,. B KaskIbIit 610K COBMECTHO
MCIO/Ib3yeMOJ] LIeTIOYKY 3al1caHa MPONOPLMOHAIbHAS N0/ BOSHATPAKIEHUS 1151
MaifHepOB, BHECIINX CBOJIi BKJIaJ B 06IIyI0 paboTy, C TOC/IeNOBATETbHBIM MT€PEHO-
COM J07Iell U3 TIPeIbIAYIIEro AoeBoro 6;0ka. Korma B 0JHOM U3 I0JIEBBIX GJIOKOB
MOTyYeH Pe3y/IbTaT, COOTBETCTBYIOLIVI YCIOBUIO 11€JIEBOTO 3HAYEHUST OUTKOIH-Ce-
TU, 9TOT GJIOK PACIIPOCTPAHSIETCSI U BK/IIOUAETCSI B CTPYKTYPY HAHHBIX OGIOKUEiiHA
OUTKOITH-CUCTEMBI C BO3HATPAXKIEHMEM BCEX MaifHEpOB, BHECIIMUX BKJIAM B TIOUCK
BCEX J0JIeBBIX OJIOKOB, MPeNLIECTBYIOUIMX MOOeIUBIIEMY T0JIeBOMY 6y10KY. ITo cy-
11eCTBY, BMECTO CepBepa ITy/ja, OTCAEXKMBAIOIIEro AOIM M BO3HArpaxaeHus uie-
HOB TIyJ1a, COBMECTHO MCITO/Ib3yeMast (00111ast) IIeNoYKa MOo3BOJISIeT BCeEM MaliHepaMm
B ITyJIe [IPOC/IeXMBATD BCE NOIU, MCIIO/Ib3Ys MEeXaHU3M JelleHTPaIM30BaHHOTO KOH-
CeHcyca, MofgoOHOr0 MeXaHU3My KOHCEHCYyCa /ISl CTPYKTYPbI TaHHbBIX OGIOKUeiiHa
OUTKOIH-CUCTEMBI.

Majinuur B mmysie P2Pool 6oj1ee c/1o3keH, Y4eM MaiiHYHT B OGbIYHOM ITyJTe, TOCKOJIb-
Ky OH TpeOyeT, uTo6bI MaiiHepbl pabOTaIM Ha CIEIVAJIbHO BbIIEIEHHOM KOMITbIO-
Tepe C IOCTaTOUYHBIM JMCKOBBIM ITPOCTPAHCTBOM, 0OBEMOM OIEPATUBHONM MaMsITH
U C YCTAaHOBJIEHHBIM VWHTEPHET-COeMHEHNEM C BBICOKOIi MPOITYCKHOI CIIOCOOHO-
CTBIO JJIsI TIOZAEPIKKY MTOTHOLIEHHOTO OUTKOH-Y3J1a U CIIeIMaaIM31POBAHHOTO MTPO-
rpaMMHOro obecrieuenus ysia mmyna P2Pool. MaitHepsl mysa P2Pool ycraHaBImMBaoT
coeiVTHEHE CBOETr0 060PpyI0BaHMsI MalfHWHTA CJIOKaJIbHBIM y3710M P2P0ool, KOTOpBIi
UMUTUPYET QYHKIIUMYU cepBepa Iy, Mockias mabIoHbl 6JIOKOB Ha 060pyIoBaHNe
MaitHuHra. B myse P2Pool oTnenbHble MaiiHepbl JOPMUPYIOT COOCTBEHHbBIE GIOKM-
KaHIUIAThI, 0ObeIVHSIS TPAH3aKIVY ITOUTH TaK Ke, KaK ¥ He3aBUCUMbIe MaliHePbI,
HO CaM ITPOIeCC MalifHMHTa BBIMOHSETCSI COBMECTHO BCEMM WIeHaMH ITyJia B 001l
rerouke. Ty P2Pool nipencrasiiser co60it KOMOMHUPOBAHHYIO METOMIVKY, COUeTa-
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IONIYIO TIPeVMYyIecTBa 6ojiee MeJKMX, HO TIOCTOSTHHBIX BBITIJIAT BO3HATPAKIEHNS,
10 CPAaBHEHMIO C MHAMBUIAYAIbHBIMM MajiHepaMu, HO 6e3 HeoOXOIMMOCTH Tlepea-
Y BCeli MOTHOTHI yIIPaBJIeHMS OllepaTopy IyJia, B OTAMUUNeE OT YIIPaBJIsSIeMbIX ITy/IOB.

HecMmotps Ha To uto P2Pool cHMskaeT ypoBeHb KOHIIEHTPAIIMY BhIUUCTUTEIHHOM
MOITHOCTU B pyKaxX OTlepaTOPOB IyJIOB MaliHMHTA, OH OCTAeTCs MOTeHIMATbHO YySI3-
BUMBIM JJIs1 aTak Tuia «51%», HampaB/lIeHHbIX IIPOTUB CAMOi COBMECTHO MCIIO/Ib-
3yemoit 1ernouyku. bosee mupokoe pacripocTpaHeHue mynoB P2Pool He perraer
Mpo6ieMy 3aIIMUThI OT aTaky Tura «51%» Bceit 6UTKOH-cUcTeMbl. TeM He MeHee
my;a1 P2Pool menaet 6UTKOIH-CUCTEMY B 11eJIOM 6oJiee HalesKHOI, ITOCKOIbKY TTpem-
CTaBJjIsIeT co60it YacTb MHOTOO6Pa3HOI 9KOCHCTEMbI MafHMHTA.

ATAKM HA MEXAHU3M KOHCEHCYCA

MexaHM3M KOHCEHCYCa OMTKOH-CUCTEMBI, 10 KpaiiHeil Mepe TeOpPeTUUECKH, ysi3-
BMM JJISI aTak MaiiHepOB (MJIM ITyJIOB), MbITAIOIIMXCS MCIOJIb30BAaTh CBOIO BbIUMC-
JIUTEJIbHYI0O MOIIIHOCTh B MOILIEHHUYECKUX UM Pas3pyLIUTENbHBIX LesaX. Kak Mbl
BUIEM paHee, MEXaHM3M KOHCEHCYCa 3aBUCUT OT HAIMUMS B OUTKOWH-CHUCTEMeE
GOJIBIIMHCTBA MaiHEPOB, YECTHO MIEJCTBYIOIIMX B CBOMX Ke MHTepecaX. Ho ecim
MaiiHep WM I'PyIa MajiHepOB CMOXET MOMYYMUTh B CBOE pACIOpsDKeHMe 3Hauu-
TEJIbHYIO JTOJI0 0OIIEei BhIUMCIUTEbHOM MOIIHOCTY MAaiiHMHTA, TO Y HUX MOSIBJISI-
€TCsI BO3MOXKHOCTb aTakoBaTh MeXaHM3M KOHCEHCYca, pas3pylias 3aluTy U JOCTYII-
HOCTb BCeIT OUTKOIH-CETH.

Ba’kHO OTMETUTD, UTO aTaky Ha MeXaHM3M KOHCEeHCyca MOTYT MOBJIUSITh TOIbKO
Ha OymylIMii KOHCEHCYC WM, B JIyUIIIeEM CIyJyae, Ha CaMbIil ITOCIeIHMIA TPOLIIbIA
KOHCEHCYC (B mpefenax Jecsatka 6;10koB). C TeueHMEeM BpeMEHM peecTp OUTKOIHA
CTAaHOBUTCS BCe b6osiee U 6ojiee HEYSI3BMMbBIM JIJISI BHECEHMSI MU3MEHEHUI BPYUHYIO.
XoTs TeopeTMUYeCKM pa3BeTBIeHMEe MOKHO CO3/IaTh Ha JII000I I/TyO1He, Ha ITPaKTIKe
BBIUMCIMTEIbHAS MOLTHOCTh, HEOOXOAMMAs JISI IPUHYAUTETbHOTO Pa3BETBIEHMS
Ha OuYeHb OOJIBILOJ ITTyOMHE, HACTOJILKO OIPOMHA, YTO JejIaeT CTapble 6JI0KM ITpak-
TUYECKU Hen3MeHsIeMbIMU. ATaK/ Ha MeXaHM3M KOHCEHCyca HMKaK He BIMUSIOT Ha
YPOBEHbD 3alIUThI CEKPETHBIX Kitoueli 1 anropurma noarvcy (ECSDA). Ataka Ha Me-
XaHM3M KOHCEHCYCa He MOXET MOXMIIATh OMTKOHBI, paCXOI0BaTh OMTKOHbI 6e3
TIOMTIVICH, TIEPEHATIPAB/ISITh OMTKOMHBI WM KaK-T160 MO-IPYyroMy U3MEHSITh paHee
COBepIIIeHHbIe TPaH3aKLUMM WUIU 3allMCU O MpaBax BjaJeHMsl. ATaKM Ha MeXaHU3M
KOHCEHCYCa MOTYT BO3/Ie/ICTBOBATh TOJBKO HA CaMble MOC/IeqHNE OJIOKM U BbI3bI-
BaTh 3aTPYyAHEHMs], CBSI3aHHbIE C OTKa30M OT oburykuBaHus (denial-of-service),
IIPY CO3TAaHUY HOBBIX OJIOKOB.

OpyH U3 clleHapueB aTaky Ha MeXaHM3M KOHCEHCyca Ha3bIBAeTCs «aTaka 51%».
ITo TakoMy CIleHapUIO TPYIIa MaifHepOB, YIIPaBJIsioliasl 60ibineil yacTbio (51%)
001Iei1 BBIYMCIATEIBHOM MOIIHOCTU OMTKOMH-CETHU, BCTYIIAET B TAWHBII CrOBOP
IIJIST aTaKy Ha OUTKOH-cucTeMy. O6J1a1ast BO3MOKHOCTBIO BBIMIOJTHEHMS MafHMHTa
60/BIIMHCTBA GJIOKOB, MaifHEPBI-3/IOYMBIIIJIEHHUKM MOTYT CO3[IaBaTh MpegHamMe-
peHHbIe Pa3BeTBJIEHNS B CTPYKTYpe HaHHBIX OJIOKUEiHA ¥ TPAH3aKIINUA C JBOHBIM



296 <+ MaltHUHT M KOHCEHCYC

pacxofoBaHMeM MM OCYILIECTBJSITh aTaku TUia DoS mpOTMUB KOHKPETHBIX TPaH3aK-
LM /Uau afpecoB. ATaka C pa3BeTBIeHMeM/qBOHBIM PaCcX0JOBaHMEM — 3TO CUTY-
alys, B KOTOPOJT aTaKyIOIIMi MCKYCCTBEHHO JelaeT paHee MOATBePKIeHHbIe 6II0KYU
HEKOPPEKTHBIMU, CO3/IaBast pa3BeTBJIEHEe HIDKe STUX GJIOKOB U BBITTONHSIS MPUHY-
IUTEIbHBIN Tepexo/ Ha aJibTepHATUBHYIO LIeIOYKy OJ0KOB. IIpy HaaMuuu mocTa-
TOYHO BBIYMUCIUTEIBHOI MOITHOCTY aTaKYyIOIINIi MOXKET CIeIaTh HEKOPPEKTHBIMU
ectTb M 6ojiee CMEeXHBIX 6JI0KOB, COOTBETCTBEHHO CTAHOBSTCSI HEKOPPEKTHBIMU
U coepKaliuecsl B HUX TPaH3aKIMM, KOTOPbIE 0 9TOTO CUUTAIUCH HeM3MeHsIeMbl-
MU (MOc/ie MeCTH MOATBepXKAeHuii). OTMeTUM, YTO ABOIHOe pacxofgoBaHMe BO3-
MOSKHO TOJIbKO B COOCTBEHHBIX TPaH3aKLMIX aTaKyIOIIEro, AJIsi KOTOPBIX OH CIIOCO-
0eH IpeIoCTaBUTh KOPPEKTHYIO MoAmMch. COGCTBEHHbIE TPaH3aKIMM aTaKyIOIIero
C IBOMHBIM PacXoA0BaHNEM MPUHOCST MOJIb3Y, €CJIU C TOMOILbI0 TPUHYAUTETBHOTO
MpeBpaleHs TPaH3aKINUii B HEKOPPEKTHbIE aTaKyIIINii MOKeT MOTyUYUTh HEBO3-
BpalllaeMyIo cauy ¢ HEKOTOPOTO IIaTexka Uiy ToBap 6e3 peasbHO ero OTIaThl.

PaccMoTpuM TIpakKTUUECKMI TIpUMep aTaku Tuia «51%». B mepBoii miaBe Mbl
M3yJaay TpaH3aKIuIo Mexkmy Anmicoit 1 Bobom c oriaToit yamku Kode. Bragernerr,
Kade Bo6 xoueT MpMHUMATD IUIATEKM 3a TOPLMY Kode 6e3 osKMAaHMS VX ITOATBEPIK-
IeHust (MaifHMHTa B 6JI0Ke), MTOCKOIbKY PUCK JBOIHOTO PacXOIOBaHMUS CTOMMOCTH
yanky Kode BecbMa HeBeJIMK, TI0 CPAaBHEHUIO ¢ obecrieueHeM yao6cTBa ObICTPOro
06CTYsKMBaHMST KIMEHTOB. JTO TOXOKe Ha paboTy MarasmMHOB IO Mponaske Kode,
MIPMHYMAIONIMX OIIATY KPeOUTHBIMM KapTaMy 6e3 TOAIIMCH IJIsI CYMM, He TIPeBbI-
AKX 25 TOIJIapoB, TaK KakK PUCK BO3BpaTa JeHer Ha KPeIUTHYIO KapTy HEBEJIUK,
B TO BpeMs KakK IleHa 3aJep>KKM TpaH3aKLIMUM MpU MOSyUYeHUy MoAIucu 6oiee cy-
mectBeHHa. Ho mpomaska ToBapa ¢ 60/iee BBICOKOI CTOMMOCTbBIO 32 GMTKOITHBI YBe-
JINYMBAET PUCK aTaKU C JBOMHBIM pacXof0BaHKeM, KOT/ia MOKyIaTe b pacipocTpa-
HSIeT ellle ¥ KOHKYPUPYIOIIYI0 TPaH3aKIUI0, PACXOIYIOUIYIO Te Xe CaMble BXOHbIe
manHbpie UTXO, 1 oTMeHSsIeT TiaTex MpoaaBily. ATaka ¢ IBOMHBIM pacxogOBaHVeM
MOSKET OCYIIEeCTB/ISIThCS ABYMS CITOCOGaMM: VIIM TIepe[] TIOATBepsKIaeMoit TpaH3aK-
LMe, Uiy eCiv aTaKyIoLUii UMeeT MPeuMYyIeCTBeHHYI0 BO3MOKHOCTh pa3BeTBIie-
HMS IIeTTOYKY 6I0KUeifHa TTOCPenCTBOM OTMEHbI HEeCKOJIbKMUX GJIOKOB. ATaka THUIIa
«51%» MO3BOJSIET 3I0YMBIIIIEHHMKAM JIBaXKIbl PACXOI0BATh JaHHbIE COOCTBEHHbIX
TpaH3aKI[Mii B HOBOI 1]ell0UKe, COOTBETCTBEHHO OTMEHSISI TPAH3aKIMIO0 C TEMMU Ke
manHbpiMM UTXO B cTapoii Lierouke.

B paccmaTprBaemMoM IMpuMepe aTaKyolui 3JI0yMbliieHHUK Manopu (Mallory)
MIPUXOAUT B rajiepeio Kapost 1 MoKyIaeT BeJIMKONIEeTHYI0 KapTUHY-TPUITUX, M306pa-
skatornyto Catour HakamoTo B o6pase [TpomeTest. Kapos mpomaeT Manopy TPUIITHUX
«[TnamenHas crpactb» (The Great Fire) 3a 250 000 qomiapoB B 6uTKoItHaX. BMmecTo
TOTO YTOOBI TEPIIENINBO JOKAATHCS IIECTH U Oojiee TOATBEPKIAEHMIT 9TOM TpaH3aK-
uyn, Kaposn ynakoBbIBaeT U mmepefaeT MojIoTHA Maiopu 1ocsie OGHOTO MOATBPeKIe-
Husi. Majiopu pabortaet BMecTe ¢ coobuiHnkom ITonom (Paul), KOTOpBIii yIpaBisieT
KPYITHBIM ITyJIoM MaitHuHra. Coo6IHMK IToyT HauMHaeT aTaky Tmma «51%» cpasy ke
Tocjie BKIIOUEHMS TpaHasKuyuy Majgopu B 6;10K. IToa HampasisieT paboTy Imy/ja Ha
TIOBTOPHbIN MaiiHMHT 6710Ka C TO¥ 3Ke BBICOTOIA, UTO U 6JI0K, COmepsKaliii TpaH3aK-
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uuio Manopu, 3aMmeHsis iaTexxk Manopu Biagenuile rajepeu Kaposa Ha TpaH3aKIIUIO,
BBITTOJTHSIIONTYIO IBOMIHOE PAacXOJ0BaHMe TeX JKe CaMbIX BXOHBIX JaHHbBIX, KOTOPbIe
Y4acTBOBIM B ITepBOM IiaTexke Manopu. TpaH3akuus ¢ IBOVHBIM pacXoOBaHUEM
noTpebnsiet 9ti ke ganHble UTXO ¥ Bo3BpallaeT ux B Kollejaek Majopyu BMecTo
OTIpaBKM TwiaTexa Kapom, To ecTh, MO CYIIeCTBY, MO3BoOJsIeT Majiopu COXpaHUTh
9TM OUTKOIMHBI HeM3pacxomoBaHHBIMM. 3aTeM Iloa HampaB/sieT paboTy ITyla Ha
MaHMHT JOTIOTHUTETBHOTO 6I0Ka, YTOOBI CIENaTh EIOUKY, COIepsKallyio TpaH3-
aKkIMIo C IBOVHBIM pacxofoBaHNeM, AIMHHee, YeM UCXOAHast (KOppPeKTHasl) 1[ernoy-
Ka (co3maBasl IIETOYKY HIKe 0J10Ka, comepskallero TpaHsakimuio Mamopu). Korma
pasBeTBJIEHME IIEMOYKM GJIOKUEliHAa paspellaeTcs B MOJIb3y HOBON (6onee mJIMH-
HOJ1) 1IeIOYKM, TPaH3aKIMs C IBOHBIM pacXoJoBaHMEM 3aMeHsIeT IIepBOHaYa/Ib-
HBIN TIaTeX, NpeqHasHaueHHbI 0751 Kapon. B pesyabraTe Kapon aummaack Tpex
KapTVH, He TIOJTYYMB 32 HUX HMKAKOM OTUIaThl B 6UTKOVHAX. Ha IpoTsskeHMM Beeit
9TO¥1 oTiepaly yIaCTHUKM ITyJia MaliHuHTa [1oj1a BIIOJTHE MOTJIM OCTaBaThCs B a6CO-
JIIOTHOM HeBeJIeHUM OTHOCUTEIbHO MOMBbITKY ABOMHOTO PAaCXOA0BaHMSI, TTOCKOIbKY
npoiieypa MalilHMHTA BBITIOIHSIACh aBTOMATUYECKMMM alnapaTHbIMU CPeJICTBA-
MM, M3-3a Yero HEBO3MOXHO ObLJIO ITPOCTIEIUTh KOPPEKTHOCTD KaskI 0 TpaH3aKIUM
uau 6JI0Ka.

151 3a1IUTHI OT aTaK 3TOTO TUIIA KOMMEPCAHT, MPOJAIOIIMIi JOPOTOCTOSIIIE TO-
Bapbl, 00513aTeIbHO JOJIDKEH MOKIATHCS TI0 MEHbIIIei Mepe IIeCTy MOATBEePKAEHIA,
Mpex[e 4eM IepefaTh TOBAp MOKyMaTesto. JIpyroii BapuaHT — NpoAaBel] JTO/mDKeH
MUCTO0JIb30BaTh YUETHYIO 3aMMUCh C MYJITUTIOAIMUCSIMY U C AeTIOHUPOBAHUEM JeHEeXK-
HOI CyMMBbI y TpeThero juiia (B HeKOTOPOM pofie — BpeMeHHOe XpaHeHue JeHer),
HO U B 3TOM CJydyae OH JOJDKeH MOXAAThCSI HeCKOJIbKUX MOATBEpPKIeHU, rmocie
Yyero AeMOHMPOBaHHAsI cyMMa OymeT nmpuHsiTa. Yem Oosbllle MOATBEPKIEHMI ITPo-
U30IJeT, TeM TpyAHee CAenaTh TPaH3aKI[MI0 HEKOPPEKTHO C TOMOIIIbIO aTaky TUIIa
«51%». [1J11 HOPOTOCTOSIIIIMX TOBAPOB OIIaTa OUTKOMHAMM OCTAeTCs YIOOHOI U 11e-
J1IecooOpasHoIi, Jake eciu TOKYIIaTeNTIo IPUXOIUTCS JKIaTh JOCTaBKYM 24 yaca, B Te-
YeHMe KOTOPBIX MPOVCXOIST IPUOIU3UTENBHO 144 OATBEpKIeHMS.

Kpome ataku ¢ ABOVHBIM pacxoJoBaHMeEM, CyIIeCTByeT BapMaHT aTaky HA Me-
XaHM3M KOHCEHCYCa, BhI3bIBAIONIMIT OTKA3 B obcryskuBanuu (deny of service) mist
OTIpele/IeHHbIX YIYACTHUKOB OUTKOMH-CUCTEMBI (71T KOHKPETHBIX OMTKOIH-ampe-
COB). ATakylomiuii, 06aaionuii 60JbIIeil YaCThbi0 BBIUMCIUTENIbHO MOIIHOCTH,
MOYKeT MPOCTO UTHOPUPOBATh KOHKpPEeTHbIE TpaH3aKUMu. Ec/iu Takue TpaH3aKUUU
BKJTIOUEHBI B 610K, pOpMUPYEMBIi APYTUM MaiiHepOM, aTaKYIOIIVi MOXKeT IIpeIHa-
MepeHHO CO3IaTh pa3BeTB/IEHNME U BBITIOTHUTb MailHUHT aJIbTePHATUBHOTO 6JI0Ka,
OITSITh JKe MCKJIIOUMB T€ 3Ke caMble TpaH3aKUMM. DTOT TUIL aTaKy MOXKeT IIPUBeCTU
K HeIIpepbhIBHOMY OTKa3y B 00CTY;KMBaHUM IJIs1 KOHKPETHOTO OUTKOH-apeca Uian
TPYINbl aIpecoB Ha TPOTSDKEHUM BCEro BpeMeHU, MOKa aTaKyIoU[Mii COXpaHseT
yIpasjieHle 60Jblleli YacThi0 BHIUMCIMUTEIbHOI MOIIHOCTY MaifHMHTA.

HecmoTpst Ha cBoe Ha3BaHMe, aTaka TUIa «51%» B IeiCTBUTEILHOCTY He TpebyeT
51% BBIUMCIUTENbHO MOITHOCTH. Ha caMoM Jiejie TaKyio aTaKy MOSKHO ITOITbITATh-
CSI IPeATIPUHSITh C MEHBIIMM MPOLIEHTOM OT OOIIei BhIUMCIUTEIbHO! MOLIHOCTIHA.
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IMoporoBoe 3HaueHue 51% — 3TO MPOCTO YPOBEHD, MPU KOTOPOM aTake 3TOTO TUIIA
MpaKTUUECKM BCEraa rapaHTMpPOBaH yclieX. ATaka Ha MeXaHM3M KOHCeHcyca, I0
CYIIECTBY, MIPECTaBIsIET COO0I «IepeTarMBaHMe KaHaTa» IIPU CO3MaHUM ouepem-
HOro 6JIOKa, ¥ B 9TOM COCTSI3aHMM Hauboiee BeposiTHA Mobena «0ojiee CUIbHOM»
KoMaHbl. C BBIUMCINTEIbHOI MOIIHOCTHIO, He IIpeBbIlalolieil 51%, BepoSITHOCTD
YCIeNTHOM aTaky CHUKAeTCsl, TaK KaK JIpyrue MaliHepbl YIIPaB/sIOT TeHepalyeii
aHAJIOTMYHBIX 6JI0KOB C ITIOMOIIIBIO CBOEJ «4eCTHOM» BBIUMCAUTEIBHOM MOLIHOCTH
MaitHuuHra. OmHY 13 TOUeK 3peHMs Ha 3Ty MpobieMy MOKHO chOpMYINpPOBaTh TaK:
yeM GOJIbIlIelf BRIUMCIUTEIBHOM MOIIHOCTBHIO 06/IalaeT aTaKyIoIuii, TeM IOJbIle
OH MMeeT BO3MOXKHOCTD IIpeJHaMEePEeHHO CO3aBaTh Pa3BeTBJICHMS I[€IIOUKN, TEM
60JIbIIe paHee CO3JaHHbIX OJIOKOB OH CIIOCOOEH CIe/1aTh HEKOPPEKTHBIMU U TeM
OOJIBIIMM KOJMYECTBOM OJIOKOB B OYIYIIEM OH CMOXKET YIIPaBJSTh. [PYIIITbI MCCIe-
JOBaHUS MPo6IeM 6e30IaCHOCTM MCIIOIb30BaIM CTATUCTUUECKOE MOMEIMPOBaHNE
II7IST BBISIBJIEHMSI TOTO (haKTa, YTO pa3uMyHble TUIThI aTak Ha MeXaHM3M KOHCEeHCyca
BO3MOJXKHBI ITPU BIaeHUM KaK MUHUMYM 30% 0011ei1 BEIUMCIUTETbHO MOIITHOCTHA.

BBICTPBI pOCT 001Iei BhIUMCIUTENIbHOM MOIIHOCTY X3IIMPOBAHMSI, BEPOSITHO,
crmenan OUTKOMH-CUCTEMY HEySI3BMMOI IS aTak OMHOTrO MaliHepa. [IJis1 MajiHepa-
OIMHOYKM He CYLIeCTBYeT KaKoii-TMO60 BO3MOKHOCTM 3aXBaTa YIIPaBJIeHUST CKOTb-
KO-HMOYIb 3HAUMMOI YacTy oO6Ieit BhIYMCIUTEIbHOM MOLTHOCTY MaitHuHra. Ho
LleHTpaaM3aIMs ypaBjieHus, CYIleCTBYIOIIasl B IyJaXx MaiiHMHTa, BCe e CO3/aeT
OTIaCHOCTb IIPOBEIeHMST aTaK JIJIsl IOJyYeHMsI TPUOBLIM OITepaToOPOM ITy/Ia MaliHUH-
ra. OmepaTop YIIpaBjIeMOro ITy/jia IMOJTHOCTbI0O KOHTPOJIMPYET co3maHue OJIO0KOB-
KaHIMOATOB U BK/IIOUEHME B HUX KOHKPETHBIX TpaH3akuuit. Takum o6pasoM, OJIs
orepaTopa ITyJia BO3HMKAET SIBHAsl BOSMOXKHOCTb MCKITIOUEHMST TPaH3aKLIMit 1/ Wi
J00aBIeHMsI COOCTBEHHBIX TPAH3aKIINil ¢ IBOMHBIM pacxomoBaHueM. Eciau momo6-
HOe 3JI0yTIOTpebIeHl e BIacThIO COBEPIIAETCSI YMeIO ¥ B OTPaHMYeHHOM 00beMe, TO
omepaTop ITy/jla MOXKET B TEUEHMe TOJITOT0 BpeMeHM MOIyYaTh MpuObUIb OT aTak Ha
MeXaHM3M KOHCEHCYyCa, OCTaBasiCh IIPY 3TOM He3aMeUeHHbBIM.

Ho He Bce aTakyole 3aMHTePeCOBaHbI B TTOTyUeHUM TPUOBLIN. OMHUM U3 BO3-
MOSKHBIX CIIeHApMeB aTaKy SIBJISETCS HaMepeHlMe aTaKyHollero HapyumTh paboTy
OUTKOIMH-ceT 6e3 IMoMyuYeHNsT KaKoif Obl TO HY OGBbLIO BBHITOABI OT 3TOTO PaspyIIy-
TeJIbHOTO aKkTa. 3/l0HaMepeHHas aTaka, HalleJleHHasl Ha HapylieHue paboTocroco6-
HOCTY OUTKOMH-CUCTEMBI, TOTPeOYeT OTPOMHBIX KaMUTATOBIOKEHUIT ¥ CEKPETHO-
ro TUIAHMPOBAHMS, HO, B MIPUHITNIIE, BIIOJIHE MOXKET ObITh OCYIIECTB/IEHA XOPOIIO
(buHaHCHpyeMOit, BeposiTHee BCETO, MOJyUYMBIEii BCEBO3MOXKHYIO TOMIEPKKY Ha
rocyJapCTBEHHOM YPOBHE aTakywollelt rpymmnoi. [Ipu gApyromMm BapMaHTe XOPOIIO
dbuHaHCHpyemast aTakyolias TpyIira MoXeT ITPOU3BeCTM aTaKy Ha MeXaHM3M KOH-
ceHcyca OUTKOHA C OMHOBPEMEHHBIM BO3[EiiCTBMEM Ha KOHIIEHTPUPOBAHHBIE
MaccUBbI 060PYIOBaHMSI MaliHMHTA, KOMIIpOMeTaleli orepaTopoB ITyJI0B U aTa-
KaMM TUIIa «OTKa3 B 06CTY>KMBaHUM» Ha IIpoUle ITy/Ibl. Bce omcaHHbIe BBIIIE Clie-
HapUM TeOPEeTUUECKN BO3MOKHBI, HO IIOCTEIIEHHO CTAaHOBSTCS HepalMOHaIbHbIMM
C IPaKTUYECKON TOUKM 3PEHMS 10 Mepe ITOCTOSTHHOTO SKCIIOHEeHIIMaJIbHOTO POCTa
00111e/1 BRIUMCTUTEIHHOI MOIITHOCTY XSIIUPOBAHMUS OUTKOIH-CETH.
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BHe BCSKOTO COMHEHMs, Cephe3Hasi aTaka Ha MeXaHM3M KOHCEeHCyca MOT/Ia 6bl
MOZIOPBaTh IOBEpKe K GUTKOMH-CUCTEME Ha KOPOTKOE BpeMsi, BO3MOKHO, BbI3BaB
3HAUUTEbHOE TIaleHie 0OMEHHOTO Kypca 6uTKoiiHa. Ho cama GUTKOIH-CeTh U CO-
OTBETCTBYIOIee ITPOrpaMMHOe obecIieueHye MOCTOSIHHO Pa3BMBAIOTCSI U YCOBEP-
IIEHCTBYIOTCSI, TO3TOMY TMpPY aTakaX Ha MeXaHM3M KOHCEHCYca GUTKOITH-C006-
IIeCTBO HEMEIIEHHO TTPUMeT KOHTPMepbI, YKPEeIUIAIoiie 6UTKOIH, IeTaioliie ero
6osiee HaIESKHBIM U HEYSI3BMMbIM.

M3MEHEHWE NPABMN KOHCEHCYCA

[TpaBuia KOHCEHCyca OIMpeIesioT KOPPEKTHOCTb M 3aKOHHOCThH (BaJMIHOCTD)
TpaH3aKIMil 1 GJIOKOB. DTU IPaBUJIa SIBJISIFOTCSI OCHOBOJM COTPYIHMYECTBA MEKIY
BCEMM OMTKOWH-y3/1aMM ¥ OTBEYAIOT 3a O0beIVHEeHMe BCeX JIOKAJIbHBIX BepCUit
¥ BApMAHTOB B eIMHYIO TIOJTHOCTHIO COTVIACOBAHHYIO CTPYKTYPY JaHHBIX OIOKUeiiHA
JIJIST BCeIi OGUTKOMH-CETH B LI€JI0OM.

HecmoTps Ha TO YTO MpaBwmia KOHCEHCYCA CUMTAIOTCS HeM3MeHsIeMbIMY Ha IIPO-
TSKEHUM OTIpeeIeHHOTO KOPOTKOTO MHTepPBasia BpeMeH) ¥ HeITPeMEHHO JO/IKHbI
OBITH TIOJTHOCTHIO COTJIACOBAHHBIMM M €IMHBIMU [IJIS1 BCEX Y3JI0B, MX HEJIb3sI HA3BaTh
HeV3MeHSIeMbIMM, eC/TM PaCCMaTPUBATh JOCTATOYHO JJIMHHBIN MHTEPBAT BpeMEHN!.
B mensax pasBuTUS M yCOBEPIIEHCTBOBAHMSI OUTKOIH-CMCTEMBI MpaBWia Helpe-
MeHHO JO/DKHBI M3MEHSITbCS BpeMSI OT BpeMeH!, YTOObI COOTBETCTBOBATh HOBBIM
(OYHKIMOHAIBHBIM BO3MOKHOCTSIM, HOBBIM TE€XHOJIOTMYECKUM AOCTUKEHUSIM WU
MIPOCTO JJIST MICITPABJIEHMSI BBISIBJIEHHBIX OlMO0K. Ho, B oT/iiume OT 061IenpuHSITOM
MPaKTUKM pa3paboTKyM MPOrpaMMHOI0 obecrieueHyst, 0OOHOBJIEHUSI CUCTEMbI KOH-
CeHCyca CBSI3aHbI C HAMHOTO 0oJjiee CYIIeCTBEHHbIMM 3aTPyOHEHUSIMU U TPeOyioT
KOODPIOMHAIMMA IeSITeTbHOCTY BCEX YIACTHUKOB.

YcToiuumBble pa3BeTBEHUSA

Boinre, B paspere «Pa3BeTBIEHMS CTPYKTYPbI JAHHBIX GJIOKUYEIiHA», MbI HAOTIOmAIN
3a TeM, KaK OMTKOIH-CeTh MOKET HEeHaJ0JIr0 pasae/saThCsl Ha JIBe YacTy, CO3Halo-
IIye IBe pasjMuHble BETBY LIETIOUKM OJI0KUEeIiHA Ha KOPOTKOe BpeMs. Mbl BUIE/H,
YTO 3TOT IPOIECC BO3HMKAET eCTeCTBEHHbIM 06pa3soM KaK COCTABHONM 3J€MeHT
06BIYHOTO (PYHKIIMOHMPOBAHMS CETH, U YOEIMIMCh B TOM, UTO CEThb BCETAA BO3Bpa-
IIAeTCsT K eAMHONM 001Ieli CTPYKType 6I0KYeiiHa IMoc/ie MalfHMHTa OJJHOTO MM He-
CKOJIbKMX OJIOKOB.

CyuiecTByeT U IPyroii ClieHapuii, Mpy KOTOPOM CETh MOXXEeT Pa3AenuTbCs Ha 1Be
YacTu, COOTBETCTBYIONIME ABYM I[€IIOYKaM: M3MeHeHMe TTPaBuI KOHCeHCyca. DTOT
TUIT pa3BeTBJIEHMII Ha3bIBaeTCs ycToitumBbiM pas3BeTBiaenuemMm (hard fork), Tak
KaK T0CjIe TAaKOTO Pa3BETBJIEHMS CETh HE BBIMOITHSET ITPeoOpa3oBaHMs B eAUHYIO
IIeTIOYKy. BMecTO 3TOro [Be I[eMOoYKyM pa3BUBAIOTCS HE3aBMUCUMO JIPYT OT ApPyTa.
VcroitunBbie pasBeTBIEHMS] BOSHMKAIOT, KOT[Ia YacThb CETU paboTaeT mof yIpaB-
JleHMeM Habopa IMpaBMU KOHCEHCYCa, OTIMYAIONIerocss OT Habopa MpaBUI KOH-
CeHCyca B OCTAIbHOI yacTy ceTu. Takas cUTyarus MOKeT BO3HUKATh M3-3a TIPO-
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rPaMMHOIJT OLIMOKY WIM BCIEACTBME TIpeIHAMepPeHHOTO U3MeHeHUs peanmns3aiumn
MpaBuWJI KOHCEHCYCA.

YcroituMBhIe pa3BeTBIEHMSI MOXKHO MCIIOJIb30BAaTh [IJIS1 M3MEHEeHMSI ITPaBMI KOH-
CeHcyca, HO MpU 3TOM IOTpe6yeTcs KOOPAMHAIINS AeMCTBUIT BCeX YUaCTHUKOB CU-
cTeMbI. Bce y3J1b1, KOTOPbIE He BBITTOHWIVM OOHOBJIEHMSI C I1€JIbIO ITepexoa Ha HOBbIE
TpaBuWIa KOHCEHCYCa, INIIAIOTCST BO3MOKHOCTM yUYaCcTBOBATh B paboTe MexaHKu3Ma
KOHCeHCyca ¥ TIPUHYAUTETbHO TepeMeNialoTcsl B OTAeIbHYIO 1IeII0YKy B MOMEHT
YCTOUMBOrO pa3BeTBieHMs. TakuM 06pa3oM, M3MeHeHMsI, BBOIVMbIE YCTONUMBBIM
pasBeTB/IeHMEM, MOKHO CUMUTATh «HECOBMECTMMbIMM CHU3Y BBepx» (not forward
compatible), To ecTb ¢ 9TOro MOMeHTa cycTeMa 6e3 06HOBJIEHMS He crioco6Ha pabo-
TaTh C HOBBIMM TIpaBMUIaMM KOHCEHCYCA.

PaccMoTpuM MexaHU3M YCTOMUYMBOTO pa3BeTBIeHMS Ha CIIellMalbHOM IIpUMepe.

Ha puc. 10.9 nmokasaHa merouka 6;10KueifHa ¢ IByMs pa3BeTBaeHMusIMI. Ha BpicoTe
6/10Ka 4 BO3HMKAET OMHOOI0KOBOE pa3BeTBIeHME. DTO TOT TUII CAMOIIPOU3BOIbHOTO
pasBeTBJIEHMsI, KOTOPBIi Mbl Hab/Moganu paHee B paszene «PasBeTBIEHUS CTPYK-
TYpbI TaHHBIX 6I0KUeiiHa». [Tocsie MaifHMHTa 6;710Ka 5 ceTh BBITIOITHSIET ITpeobpas3o-
BaHIe C TIepexoqoM K eIMHOI 1eIouKe, 1 IpobaeMa pa3BeTBIeHNS pa3pelaeTcs.

brok bnok bnok
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Puc.10.9 < Llenoyka 6nok4eliHa C pa3BeTBNAEHUIMMU

Ho no3ske, Ha BbIcOTe 6GyI0Ka 6, BO3HMKAET ycToitunBoe pa3BersieHue (hard fork).
[penmonoxkum, YTO BBIILJIA HOBAs peanu3alysi KIMeHTa ¢ U3MeHEeHUSIMIU MpaBuil
KOHCeHcyca. HaumHas ¢ BbICOTHI 6y10Ka 7 MaifHepbl, HauaBIIe paboTy C HOBOII pe-
anusalnueit, IPMHUMAIOT HOBBIN TUI IIM(POBOI MOATIMCY — AJIS IpUMepa Ha30BeM
3Ty MOANMUCHh «Smores», — OCHOBOV KOTOpOIi yke He siBjsieTcs anroputMm ECDSA.
Cpasy mociie 3TOro y3Jibl, 3allyCTUBIIINME HOBYIO peain3aliyio, CO34al0T TPaH3aKIMIO,
CoflepKalIyIo TOAIMCh Smores, a MaiiHepbl C 0OHOBJIEHHBIM ITPOrPaMMHBIM 06ec-
revyeHyeM HAUMHAIOT MalfHMHT 610Ka 7b, coepsKallero sTy TpaH3aKINIo.

JT1060i1 y3es uiu MajiHep, He OOHOBMBIILIMIT IIPOrpaMMHOe obecTieueHe s po-
BepKYM KOPPEKTHOCTU HOBOH LM(POBOIi mogmucu Smores, Terepb He MMeeT BO3-
MOXXHOCTU paboTaTh ¢ 6;10koM 7b. C MX TOUKM 3pEHUS, U TPAH3AKIUS C TTOJIUCHI0
Smores, u 610K 7b, comepsKaluii 3Ty TPaH3aKIMIO, HEKOPPEKTHBI, TaK KaK B AaH-
HOM CJTy4yae ITpoBepKa OCHOBaHa Ha CTapbIX ITpaBuax KOHCeHcyca. Takue y3iibl OT-
6pachiBarOT GJIOK 7b M TPaH3aKIMIO B HEM, TO €CTh He OYOYT MX PaCIpOCTPaHSITh
1o ceTu. MaitHepbl, IOJb3YIOIIMECST CTAPbIMU TTPABUIAMY, HEe TIPUHUMAIOT GJIOK 7b
U MPOJIO/DKAIOT MAHUHT 6/I0Ka-KaHIUIATa, POIUTEIEM KOTOPOTO SIBJSIETCS OJIOK 6.
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B meitcTBUTENIbHOCTY MajiiHephl, paboTaomye M0 CTapbIM IIpaBUIaM, MOTYT Jayke
He TTOJTyYUTD 6JIOK 7b, eyt Bee y3JIbl, C KOTOPbIMM OHM COeAVHEHbI, TAKKe TTPOIOJI-
SKaIOT MCIOJIb30BaHMe CTapbIX IIPaBuI, CeloBaTe/lbHO, He PaCIIPOCTPaAHSIIOT 3TOT
6710K. B pe3ynbrare y TaKUX Y3JIOB MOSIBJISIETCS] BO3SMOKHOCTD BBITTOTHUTH MAilHYHT
6710Ka 7a, SIBJISIONIETOCs KOPPEKTHBIM II0 CTAphIM IIpaBMjaM U He COepKalllero
TpaH3aKIuii ¢ IOANNUCSIMM Smores.

Pa3BeTB/ieHNe IBYX 1[eMTOYEK MPOAOKAETCsl U B AajbHeleM. MaliHepsl B 1ie-
rouke «b» Mpomo/KaOT MPUHUMATh ¥ MailHUTh TPaH3aKIMM, COIepKallye MOIII-
cu Smores, a MaltHepbl B LIeIIOUKe «a» IMPOA0/IKAI0T UTHOPUPOBATD TaKye TPaH3aK-
unn. Taske ecau 610K 8b He comepsKUT HY OJHOM TpaH3aKLINUM C MOAIMChI0 Smores,
MaitHepbl U3 LIETIOYKM «a» He CMOTYT ero 06paborath. i1 HUX OH BBIIVISAUT Kak
6JIOK-CHPOTa, TaK KaK ero poauTeabCKuii 610K 7b He paciio3HaH KaK KOPPEKTHBIA.

Ycroitunsble passerBneHus: M0, ceTb, MAMHUHT U LLEMNOYKA

st pa3paboTUMKOB MIPOrPaMMHOT0O 0becrieueHus: TepMUH «pa3BeTBiieHue» (fork)
MMeeT OPYToil CMBICI, a TEPMUH «ycTotumBoe pasBerBieHue» (hard fork) Tonpko
IobasiseT ImyTaHuiry'. B chepe paspaboTKy MmporpaMMHOro o6ecriedeHust C OTKPbI-
TBIMM MCXOIHBIMM KOZAMM pa3BeTB/IeHMe MPOUCXOIUT, KOTAA Ipyrma pa3pabor-
YMKOB BBIGMpAET APYroii IJIaH pasBUTHUS («IOPOKHYIO KapTy») 1O u mpucTymaer
K aJbTepHATMUBHON peanu3alyy MPOeKTa ¢ OTKPBITBIM UCXOAHBIM KOAOM. MBI yke
paccMaTpUBa/IM ABa YCIOBYS, KOTOPbIe NIPUBOJST K YCTOMUMBOMY Pa3BETBIEHUIO:
MporpaMMHasl omMbka B MpaBMIaxX KOHCEHCyca ¥ MpelHaMepeHHOe M3MEHEHMe
MpaBMJI KOHCEHCyca. B ciryyae npefHaMepeHHOTO M3MeHeHMs] TpaBu/l KOHCeHcyca
pa3BeTBJIEHNE BePCUil MPOrpaMMHOTO OOecrieyeHus] MpeAIlecTBYeT YCTONUMBO-
My pasBeTBJieHMI0. HO i1 BO3HMKHOBEHMSI 9TOTO TUIIA YCTONYMBOIO pa3BeTBIIe-
HUsI 06s13aTebHO IOJIKHA OBbITh pa3paboTaHa, MIPUHATA KaK OCHOBHAS U 3amylleHa
B 9KCIUIyaTalMi0 HOBasl IpOrpaMMHasl peannsanys MpaBul KOHCeHCyca.

[TpuMepaMu pa3BETBJIEHNMS BEPCUIT POTPAMMHOIO 06eCIeueHN s C MOMbITKAMMU
M3MeHeHMs TpaBMUiI KOHceHcyca sBisioTcs Bitcoin XT, Bitcoin Classic u camast ce-
skast Bepcus Bitcoin Unlimited. Tem He MeHee HM OHO M3 3TUX pa3BeTBJIEHUII Bep-
cuii I1O He nIpUBeENO K YCTOMYMBOMY pa3BeTBieHMI0. HecMOTps Ha TO UTO pa3BeTB-
seHue Bepcuii T1O sIBsIeTCS] HEOOXOAVMBIM MPEABAPUTENBbHBIM YCIOBMUEM, CAMO
1o cebe OHO HeJOCTaTOYHO JIJIS1 BOSHMKHOBEHUS YCTOMUMBOTO pa3BeTBieHus. [Iis
CO3[laHM$ YCTOMUYMBOTO pa3BeTBIeHMs ajibTepHaTUBHAs peanusauys I10 u onpene-
JisieMble €10 HOBbIe ITpaBuIa TOJIKHBI ObITh MPUHSITHI M AKTUBMPOBAHbI MaliHepaMu,
KOlIlleJIbKaM¥ M IIPOMEXYTOUYHbIMM y3i1aMu. Ho, ¢ Apyroit CTOPOHBI, CYLIEeCTBYIOT
MHOTOYMC/IEHHbIE anbTepHaTUBHbIe peanusanyuu Bitcoin Core u Jaske mporpamm-
Hble «(OpKM», KOTOPble He U3MEHSIIOT CYILeCTBYIOIMX MTPaBUI KOHCEHCYca, 3a UC-
K/TIOUEHMEM UCIIPaBJIeHMsI SIBHBIX OIIMOOK, M MOTYT COBMECTHO paboTaTh B CETU
" B3aMMO/IEiICTBOBATH APYT C IPYroM 6e3 CO3AaHMs YCTOMUMBBIX Pa3BETBIIEHMIA.

! CremyeT OTMETHUTD, UTO Aaske PYCCKOSI3bIUHbIE TPOrPAMMMUCTBI TOPA3I0 Yalle UCIOMb3YIOT
KaJbKy «bOopK» 7151 0603HaueHnst oTBeTBaeHus I10.
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[TpaBuia KOHCEHCYCa MOTYT pa3jnyaThbCsl B SBHO M OUeBUIHON (Gopme B TIpo-
1egype Bamumanyy (IIpoBepKy KOPPEKTHOCTM U JIETATIbHOCTM) TPaH3aKIuit 1 6510~
KoB. Kpome Toro, ipaBmjia KOHCEHCYCa MOTYT MMETb He CTOJIb SIBHbIE U He Cpas3y 3a-
MeTHbIe Pa3/iMuMsl B KOHKPETHBIX peanu3alusx MpaBuil, KOrJa OHY TIPUMEHSIIOTCS
K OMTKOMH-CKPUIITAM WIN K TPOCTEMIINM KpUITOTpadgmueckuM 00beKTaM, TAKUM
Kak 1nudposbie oanucu. HakoHell, mpaBujia KOHCEHCYCA MOTYT pasanyaThCcsl CO-
BepIIeHHO HelpeaBUIeHHbIM 00pa30M 13-3a HESIBHO IMO/Ipa3yMeBaeMbIX OrpaHy-
YeHII KOHCeHCYyCa, OTNpeesieMbIX CMCTEMHBIMM OTPAaHUUEHUSIMU WIN [eTAISIMU
peanusanyu. [ OCIeJHETO BapyaHTa MPUMEPOM MOKET CITY>KUTb OOHApyKeH-
HOe HelpeyCMOTPEHHOE YCTOMUMBOE pa3BeTBIeHMe ITpyu 06HOoBeHMM Bitcoin Core
¢ Bepcum 0.7 Ha Bepcuio 0.8, KoTopoe 6bIJI0 BI3BAHO OTPAHMUYEHMSIMU pealu3alium
10O Berkley DB, 1cI1o1b3yeMOT0 J/151 XpaHEHUST 6JIOKOB.

C TeopeTuueCcKkoli TOUKM 3PEHUSI Mbl MOXKEM MHTEPIPeTUPOBAThH YCTOMNUMBOE
pasBeTB/IeHME KaK Pa3pabOTKy B YeThIpeX CTAAMSIX: IIPOrpaMMHOe pa3BeTBIeHME
(pasBetBieHue Bepcuii I10), pasBeTBieHMe ceTH, pa3BeTBIeHe MaliHMHTra U pas-
BeTBJIeHME 1[eTIOUKN.

[Tportecc HauMHAeTCs, KOTga pa3paboTumMKy CO31AI0T ANbTePHATUBHYIO peann3a-
LIMI0 KJIMEeHTa C M3MeHeHHbIMM TTpaBMIaMi KOHCEeHCyca.

[Tocsie pa3BepThIBaHMS 3TON aJIbTEPHATUBHON peanusalyu B CETU ONpeleseH-
HbIIi TIPOILIEHT MaliHepOB, KOIIeIbKOB MO0Jib30BaTeleil M MPOMEXKYTOUHBIX Y3JI0B
MOXKET TIPMHSITh ¥ HadaTh paboTy C 3TOM peanusanyeii. [loqyueHHOE B pe3ysbTa-
Te pa3BeTBJIeHMe OyIeT 3aBMCETh OT TOTO, IPMMEHVMSBI JIM HOBBIE ITpaBuja KOH-
ceHcyca K 6;10KaM, TPaH3aKIMsSIM ¥ HEKOTOPBIM APYTUM aclleKTaM CUCTeMbI. Eciau
HOBbI€E TpaBMjia KOHCEHCYCa OTHOCSITCS K TPaH3aKLMsIM, TO KOlleJeK, CO34al0luii
TPaH3aKIIMIO TI0 HOBBIM ITpaBMjIaM, MOKET HEOCMOTPUTEIbHO U CIUIIKOM OBICTPO
CO3[laTh pa3BeTBIEHME CETU, 38 KOTOPBIM MOCTIeAYyeT U YCTOMUMBOE pa3BeTBIIeHNE,
KOIZa 3Ta TPaH3aKIMs B IIpollecce MaiiHMHTa OyeT BKIoUeHa B 06/10K. Eciivi HOBbIe
MpaBWIa OTHOCSTCS K GJIOKAM, TO MPOIECC YCTOMUMBOTO Pa3BETBIEHMS HAUHETCS
IIpY MalfHMHTe 6J10Ka IT0 HOBBIM ITPaBMJIAM.

CHauasa Mpou30JiieT pa3BeTBIeHNe CeTH. Y3Jibl, UCIOAb3YI0INe TepBOHAYAIb-
HYIO peain3alyio IMpaBu KOHCEeHCyca, OyIyT OTOPachIBaTh BCe TpaH3aKIMU U 6J10-
K1, CO3JaHHbIe TI0 HOBBIM TpaBuiIaM. Boiee TOro, y3/bl, COOTIONAIONINE CTapbie
MpaBwWIa KOHCEHCyca, OyIyT BpeMeHHO GJIOKMPOBATH M Pa3pbiBaTh COEOMHEHUS CO
BCEMM y3JIaMM, KOTOPbIE TTOCHITIAIOT MM 3TU «HEKOPPEKTHbIE» TPaH3aKIMM U OJIOKNA.
B pesynbTaTe ceTh pa3fenuTCs Ha IBe YaCTU: CTapble Y3/Ibl COXPAHSIT COeqMHEeHUS
TOJIBKO CO CTAPhIMM y3JIaMU, & HOBBIE Y3JIbI OYIyT COeAVHEHBI TOJILKO C HOBBIMMU Y3-
naMy. EAVHCTBEHHAsT TPaH3aKLIMsT MY GJIOK Ha OCHOBE HOBBIX ITPABUJI BbI3bIBAET
«BOJTHEHME» BO BCei CETU U B UTOTe JIEJIAT ee Ha ABe YacTu (Ha JIBe CeTH).

[Tocne TOro Kak maiiHep, UCIOJIb3YIOIIVIi HOBbIE MPaBWa, BBITIOTHUT MalfHUHT
6710Ka, BRIYMCIUTEIbHAS MOIHOCTh MaifHMHTA U 1IeTI0YKa GJIOKOB TaKKe pasmessi-
foTcsi. HoBble MajtHephbl CO3[Ial0T CaeAyioliye GJIOKM TOBEPX 3TOr0 HOBOTO GJIOKa,
TOIJIa KaK CTapble MaifHepbl TPOJIO/IKAIOT MalfHUTh OTEbHYIO 1IeMIOUKY Ha OCHOBE
CTapbIX NpaBWi. Pa3geneHue ceTu co3gaeT CUTYalMIo, IIPU KOTOPOI MaliHepbl, pa-
60TarolIye 1o pa3JIMYHbIM IIPaBMUIaM KOHCEHCYCa, BepOsITHee BCEero, He OyAyT IOy-
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YyaTh 6JI0KOB U3 «J1arepsd OIIMOHEeHTOB», KaK eC/In ObI OHY GBI MOOK/IIOYEHDI K IBYM
OTHOE/IbHBIM CETIM.

Paspenenne MaﬁHepOB 1 YpOBE€Hb CZIOXKHOCTU

[Tocrte Toro Kak MajiHepbl pasaenuian MpoLecc MafHUHIa 10 BYM pa3/JINyYHbIM Lie-
TI0YKaM, BBIUMCIUTENbHASA MOLIHOCTD X3UIMPOBAaHMS TaKKe paszensieTcs [0 3TUM
I[eIT0YKaM. BeIumcanTe/IbHass MOIIHOCTh MaifHMHIa MOXET ObITh pasfesieHa B JIi0-
6071 TPOTMOPLIMY MEKAY OTHEeNIbHBIMMU IIeroukamMu. HoBble TIpaBuia MOTYT TOAIep-
SKUBATBCS JINIIb HEGOMbIIMM 06b€MOM BbIUMCIUTENbHOM MOIITHOCTM MaifHUHTA WK
MOSTYYNTh MOAAEPKKY GObINEI UaCTY BHIYMCIUTENHbHO MOIIHOCTH.

[Tpenmnonoxxkum, HaTIpuMep, UTO paszeneHye Npom3ouLIo B mponopuum 80% : 20%,
TO eCTb 6OJIbINAst YaCTh BHIUMCIUTETHHOM MOIIHOCTY MaifHMHTA VICTIONb3YETCS [JIsST
TIOJIeP’KKM HOBBIX NIPaBUJI KOHCeHCyca. Takke MpeIionoXKuM, YTO pa3BeTBIeHNe
IIPOM30IIIIO Cpasy IocjIe 3aBeplleHNs epruofa M3MeHeH s 1IeJIeBOro 3HaueHsI.

Kaskpas 13 AByX Lieroyek o/KHA Haclaen0BaTh YPOBEHb CJIOKHOCTU U3 Ilepuona
M3MeHeHN LieJIeBOro 3HaueHusl. HoBble IpaBuiia KOHCEHCYCa MMEeIOT B CBOEM pac-
riopsprenum 80% paHee TOCTYIIHOM 00Iel MOIIHOCTY MaitHuHra. C TOUKM 3peHMUsI
«HOBOV» 1]eIIOUYKM, MOLITHOCTh MalfHMHIA HEOXMIAaHHO YMeHblImIach Ha 20%, 1o
CPaBHEHUIO C TIPOIIEAIIUM TEPUOAOM. BIoKM GymyT reHepupoBaThCS B CpPeHEM
yepe3 Kaxable 12 MUMHYT ¢ yueToM 20-TIPOLIEHTHOI'O YMEHbIIEHUSI BbIUMCIUTEb-
HOJ MOUIHOCTM MalHUHIA, NOCTYIHONM [Jis HapalluBaHUS 3TOV Liero4yku. Takas
CKOPOCTb CO3AaHus GJIOKOB GYAET COXPAaHSIThCS (eC/IM He TIPOU30IIeT KaKUX-T160
M3MeHeHMI BEIUMCIUTeTbHO MOIITHOCTHM X3IMPOBAaHMS) 10 TeX MO, ToKa He 6yneT
BbITIO;THEH MaitHUHT 2016 6710KOB, KOTOPBIIT 3aiiMeT IpUbIMU3UTENbHO 24 192 MUHY-
ThI (IIPU CKOPOCTU OJMH 670K 3a 12 MuHYT), win 16.8 cytok. ITo ucreuenuu 16.8 cy-
TOK MPOU30MIET U3MEHEHME 1[eJIEBOTO 3HAUEHMS Y YPOBEHb CJIOKHOCTHU OYIET OT-
perynupoBaH (yMeHblleH Ha 20%) 1711 BOcCTaHOBIeHMs 10-MMHYTHOTO MHTepBaia
CO3/IaHMST HOBBIX GJIOKOB C YUETOM CHUKEHMSI 06beMa BHIYVCUTENTbHO MOIIHOCTH
B 5TOI1 1]erouKe.

B npyroit nernouxke ¢ MaiilHMHIOM I10 CTapbIM IIpaBuiiaM U Bcero auilb 20% BbI-
YUCIUTENbHOM MOIIHOCTM MaifHMHTa 3ajava OymeT HaMHOro 6osnee TpymHoit. Te-
Meph B 9TOI 1[eNoUKe GIOKM OYAyT CO3aBaThCsl B cpeqHeM uepes 50 MuHyT. Ypo-
BEHb CJIO(KHOCTYU He GyIeT PeryauMpoBaThCsl IO TeX TOp, MOKA He CreHepUPYIOTCS
2016 6510K0B, a 310 TIpousoiiget uepes 100 800 MUHYT, MM IPUOGTU3UTETLHO Uepes
10 Hemenb MaiitHVHTA. EC/TV MIPeATIONOXKNUTD, UTO EMKOCTh 6JI0Ka ITOCTOSTHHA, TO TIPU
TaKUX YCTOBUSIX CKOPOCTh 06pabOTKM TpaH3aKUMit CHU3UTCS B 5 pa3, Tak Kak CTa-
HET ropas/io MeHbIlle HOBbIX 6JIOKOB (HEO6XOIMMO OKOJIO Yaca Ha CO3/iaHye HOBOTO
0J10Ka), TOCTYITHBIX JJIS 3aIIMCY TPAH3aKIIMiA.

CnopHble ycToitunBbie pa3BeTB/IeHUS

Paspa6oTka IporpaMMHOTr0 obecrievueHus OjIs1 MexaHM3Ma KOHCEHCyca IOoKa elle
HAxXOIMTCSI Ha paHHel cTaauy pasBuTusi. TOUHO Tak ke, KaK B Havaje Ipoliecca
pasBUTHS pa3paboOTKM MPOrPaMMHOIO0 OOECIeUeHMsI C OTKPBITBIMU MCXOTHBIMU
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KOZAMM M3MEHSIMCh METOIbI ¥ TeXHOJIOIMI CO3JaHMs IPOrpaMMHOTO obecreue-
HMSI, CO3/IaBaJICh HOBbIE METOMIMKM, HOBbIe MHCTPYMEHTaIbHbIE CPEeJICTBA U HOBbIE
COOOIIeCcTBa, TaK ¥ B HAUAJIbHOI CTAaAuM PasBUTKUSI PaspabOTKy IMPOTPaMMHOTO
obecrieueHust ISl MeXaHM3Ma KOHCeHcyca (GOpMMpYeTCsl HOBas IepemoBasl OT-
pacib MHOOPMAaLIOHHBIX TEXHOJIOTHIA. B pe3ynbrate 06CYKIeHNi, SKCITePUMEHTOB
M TIpeofoieHNs TMPEeNsITCTBMUII Mbl YBUIUM HOBbIE MHCTPYMEHTa/IbHbIE CpPeCTBa
paspaboTKy, IPaKTUUECKUX METO0B, TEXHOJTOTUUYECKMX METOAMK U MOSIB/IeH e HO-
BBIX COOOIIECTB.

VYeroitumBeie pasBersieHust (hard forks) oieHMBaIOTCS Kak pUCKOBaHHbBIE, TaK
KaK OHM BBIHYKIAIOT MEHBIIVHCTBO 1060 06HOBUTH I10, 1160 ocTaBaThCS B CTa-
poii menouke (TMTOAAEPKMBAeMOI MeHbIIMHCTBOM). OTIaCHOCTh pasfie/ieHus: Bceit
CUCTEMBI Ha IB€ KOHKYPUPYIOIIJE CUCTEMbBI B GOJIBIIMHCTBE CJTyYaeB OLleHMBAETCS
KaK HeIlpueMIeMbIii pUcK. B pe3ynbraTe MHOTME pa3pabOTUMKM BO3PaskaloT MpPo-
TUB MCITOJIb30BaHMSI MeXaHM3Ma YCTOMUMBBIX Pa3BETBACHMI JIT peanusaimu oo-
HOBJIEHMII TIpaBUJI KOHCEHCYCa, ecu He GymeT obecrieyeHa MOYTY eAVHOMYIIHAsS
TIOAAeP3KKA 9TOTO CPEICTBA CO CTOPOHKI Beeit ceTu. JIoOble MpeaioKeHNs 10 MeXa-
HU3MY YCTOMUMBBIX pa3BeTBIIEHMI, KOTOPbIE He MOY4YaloT «IIOUTH eMHOMYIITHOMI
MO TeP3KKI», CAMTAIOTCS CIIUIIKOM «CITOPHBIMM» (contentious), YTOGBI YMEHBIIUTD
pUCKYU pa3aeeHNs CUCTEMBI.

[Tpo6iemMa yCTOUMBBIX Pa3sBETBJEHMII BbI3bIBAeT OYpHbBIE AVICKYCCUM B COO06-
IIecTBe pa3paboTUMKOB GUTKOHA, 0COOEHHO ecIu 06CYKIaeTcss TeMa BO3MOSKHBIX
TpeJijlaraeMbIX M3MeHEeHM B ITpaBuIaX KOHCEHCYCa, YIIPaBSIIONNX OTpaHNYeHeM
Ha MaKCUMaJIbHbI pasmep 6;10Kka. HekoTophie paspaboTumkyt BO3paskaioT IIPOTUB
J1100071 GOPMBI YCTOMUMBBIX pa3BETBIEHUI, CUMTASI UX CIUIIKOM OITaCHBIMMU. J[pyTie
paccMaTpUBalOT MeXaHM3M YCTOMUYMBBIX pa3BeTBIEHUI KaK BaXXKHEUIINIT MHCTPY-
MEHT OGHOBJIEHMSI TIPABMUI KOHCEHCYCa CITOCOO0M, KOTOPBIii MO3BOJISIET 136eKaTh
«YHACTeIOBAaHHBIX TEXHUUECKUX OTPaHMUYEHU» 1 0OecleuBaeT OKOHYUATEIbHbIN
paspbIB C MpoILIbIM. Ellle ogHa rpymmna pa3paboTuMKOB OINpenensieT YCTOUMBbIe
pa3BeTB/IeHMs] KaK MeXaHM3M, KOTOPbIi JOKeH MCIOIb30BaThCsl BeChMa pPeaKo
C TIIATEJbHBIM U TTOAPOOGHBIM MpeABapPUTEIbHBIM INIAHUPOBAHUEM U TOJBKO IIPU
«TIOYTU €AMHOTYIIHOM KOHCEHCYCEe».

Panee MbI paccMaTpyUBaIM IIOSIBJIEH)E HOBBIX METOIVK IJISI CHVKEHMS PUCKOB
MpU YCTOMUYMBBIX pa3BeTBIEHUSX. B cledyiomieM pasiejie Mbl pacCMOTPUM He-
yCTOJUMBbIe pa3BeTB/eHMSs, a Takke MeTonuku BIP-34 u BIP-9 nns omoBeleHus
M aKTMBaLMM M3MeHEeHMIT MeXaH3Ma KOHCeHC yca.

HeycToiuunBble pa3sBeTBneHUS

He Bce n3MeHeHMs B TIpaBUIaxX KOHCEHCYCA IIPUBO/ISAT K YCTOMUMBBIM Pa3BeTBIEHM-
M. TolbKO Te M3MeHeHMsI MeXaH3Ma KOHCEHCYCa, KOTOPbIe He SIB/ISIOTCS COBMeC-
TUMBIMM CHM3Y BBEDX, BbI3bIBAIOT pasBeTBeHMe. ECIM M3MeHeHNe peasn30BaHo
TaKMM CITOCO60M, UYTO HEOGHOBIEHHbIN KAMEHT MPOJOKaeT OlleHBaTh TPaH3aK-
1[MU U 6JIOKM KaK KOPPEKTHBIE 110 MTPeIbIayIleii BepCuy IIpaBui, TO M3MeHeHe MO-
SKeT MPOu30iiTH 6e3 pa3BeTBIeHNMs.
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TepMMH «HEYCTOIUMBOE pa3BeTBeHue» (soft fork) 66T BBeIeH, YTOOBI OTIIMYNUTH
OTIMCAHHBII BBIIIE CIIOCOO OOHOBJIEHUIT OT CIyYaeB «yCTOMUMBOTO pa3BETBIEHNSI».
C mpaKTUYeCKOi TOUKY 3peHMs] HEyCTOUMBOEe pa3BeTBJIeHe BOOOIe He SIBISeT-
cs1 pa3BeTB/ieHMEeM. HeycToituniBoe pa3BeTBIeHNe — 3TO COBMECTUMOE CHU3Y BBEPX
(«Briepen» — forward-compatible) n3ameHeHMe TpaBUI KOHCEHCYCA, KOTOPOE MO3BO-
JiTeT HeOOHOBJIEHHBIM K/IMEHTaM IPOJI0/KaTh paboTy ¢ MEXaHM3MOM KOHCEeHCyca
I1I0CjIe BBO/A HOBBIX IIPaBUII.

OnHa 13 0cO6eHHOCTE! HEeYCTOITUMBBIX Pa3BETBIEHMIT COCTOUT B TOM, UTO OGHOBJIE-
HMSI, MICTIO/Ib3yeMble JIJISl OTpaHNUeHMsI IIPaBWI KOHCEHCYCa, a He JJIsI UX paciIMpeHus,
3aMeTHbI He cpasy. [I71s coBIIoneHMsI COBMECTMMOCTY CHI3Y BBepX TPaH3aKLMM U 6710~
KI1, CO3/IaBaeMble 110 HOBBIM ITPaBIIaM, 06s13aTeTbHO TO/DKHBI ObITh KOPPEKTHBIMM (Ba-
JIMAHBIMM) U TI0 CTApbIM ITpaBMIaM, HO He HAa060pOT. B HOBBIX MpaBuUIax MOTYT ObITh
BBeJIeHbI TOJILKO OTPaHMYEHMSI 110 YOIOBUSIM BaJTMAHOCTH, B IPOTUBHOM C/Tydae, eciu
0JI0K He 6YIeT MPUHAT 10 CTapbIM ITPaBMIaM, BOSHUKHET YCTOIUMBOE Pa3BETBIIEHE.

HeycToitunBbie pa3sBeTBIEHMS MOTYT OBbITh peayi30BaHbl Pa3IMUHBIMMU CIIOCO-
6amMu — caM TepMMH OIpenessieT He KaKoi-IM00 eIVMHCTBEHHbBII MEeTOI, a LeIyio
TPYIIIY METOH0B, KOTOPbIe 06/Ialal0T OMHMUM OOIIYM CBOVICTBOM: OHU He TPe6yioT
06s13aTeJTbHOTO OOHOBJIEHMST BCEX Y3JIOB M HE MCKIIOUAIOT MPUHYAUTEIbHO He 00-
HOBJIEHHBIX Y3JI0B 13 IIPOIeAypbl KOHCEHCYCA.

Heycmoiiuuesie pa3zeemeneHus nepeonpedensitom kodst NOP
B 6uTKOIIH-CMCTEME peaan30BaHO HECKOJIBKO BAPMAHTOB HEYCTOMUMBBIX Pa3BETB-
JIEHMI1 Ha OCHOBE aJIbTepPHATUBHOV MHTepIIpeTanyu Konos onepaiyii NOP. B s13b1-
Ke Bitcoin Script 151 ucnonb3oBaHus B OyayIIeM 3ape3epBUPOBaHbI TECSITh KOIOB
onepauuii: or NOP1 mo NOP10. [To mpaBuiamM KOHCEHCyca HajiMuue 3TUX KOOOB
B CKpUIITE MHTEPIIPETUPYETCS KakK OIlepaTop, He COBepLIAINIi HUKAKUX Aeli-
CTBUIA, TO €CTh BCE 3T KOJbI He TIPOU3BOASAT HMKAKoro addekra. I[Mociae koga NOP
BBIITOJTHEHME TTPOIOJIKAETCS TaK, KaK eciy ObI 3TOr0 OIlepaTopa BooobIe He ObLIO.
TakuM 006pa3soM, HEYCTONUMBBIM Pa3BETBIEHUSIM IPEAOCTABISIETCS BO3MOXK-
HOCTb M3MeHUTb ceMaHTUKy koga NOP, mpupaBasi eMy HOBBII CMbIC/I. Harpumep,
IOKyMeHT BIP-65 (CHECKLOCKTIMEVERIFY) oIlpemesisieT ajJbTepHATUBHYIO MHTEpIIpe-
taiuio koga NOP2. KnmeHTsl ¢ peanusauyeii BIP-65 untepnperupyior NOP2 kak
oreparyo 0P_CHECKLOCKTIMEVERIFY ¥ NMPpMMEHSIIOT TPaBUJIO KOHCEHCYCa O 6e3yC/IOB-
HoOVi pukcanyuy Bpemenu i gaHHbIX UTXO, KOTOpbIe COMepsKaT TOT KOJ, oIepa-
MY B CBOEM OJIOKMPYIOIEM CKPUIITE. DTO M3MeHEeHMe SIBJISeTCS HeYCTOWUMBBIM
pasBeTBJIEHMEM, TaK KaK TPaH3aKIINs, KOPPEKTHas Mo ycaoBusiM BIP-65, Takke
0CTaeTCsl KOPPEKTHOV [IJIST JII0OOTO KIMEHTAa, KOTOPBII He BOCIIOIb30BAJICS peau-
3anyeii BIP-65 (Wuiy TpoUrHOpMpoBall ee). st cTapbIxX KIMEHTOB CKPUIIT COMEPSKUT
kop, onepauyy NOP, KOTOpbIi He MPON3BOAUT HUKAKUX IECTBUIA.

ZIpyaue cnoco6sl 06H06/1EHUS C UCNO/16308AHUEM HEYCMOUUUBBIX
pa3eemeaJieHuti

AnbTepHAaTUBHAs MHTepIpeTalus KomoB ormepairuii NOP 6bula IUIaHMPYEMbIM
¥ BIIOJIHE OYEBMIHBIM MEXaHM3MOM OGHOBJIEHMS MpaBMUI KOHceHcyca. Ho He Tak
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IaBHO ObUT BBEIEeH APYroil MexaH3M HeyCTOMUMBBIX pa3BeTBJIEHMIA, KOTOPBI He
mcronb3yet KogoB NOP 11 0co6eHHOTO TUIIa M3MeHeH It ITpaBu/T KOHCceHcyca. bo-
Jiee TTOAPOOHO ITOT MeXaHM3M OITMCaH B MpuioskeHuu I. Segwit — 3TO apXUTEKTYp-
HOe M3MeHEeHMe B CTPYKType TPaH3aKI[MK, KOTOpOoe IepeMeIiaeT pa3bIoKu Pyt
CKpUMT (mokasaTenbcTBO — WITness) 13 Tena TpaH3aKLMK BO BHEIITHIOK CTPYKTYPY
IaHHBIX (OTHeNsieT CKpUMT OT TpaH3akuuu — SEGregate). Mi3HauajibHO MeXaHU3M
Segwit paccmaTpuBasicst Kak 0GHOBJIEHME C YCTOMUMBBIM Pa3BeTBIEHMEM, [TOCKOJIb-
Ky OH M3MeHsIeT OCHOBOTIOJIATaloNIyI0 CTPYKTYPY (TpaH3akinio). B Hos6pe 2015 roga
oIVH 13 pa3paboTunkoB Bitcoin Core mpemioskuiI MeXaHM3M, pean3yronii Segwit
KaK HeyCTOIUMBOE pa3BeTB/IeHNE. DTOT MeXaHMU3M IIPEICTaBIsII CO60i M3MeHeHye
OJIOKMPYIOIIETro CKpUITa AJisg maHHbiXx UTXO, co3maHHbIX 0 TTpaBuiIaM Segwit, HO
M3MeHeHMe BBITTOHSIOCh TAaKUM 00pa3oM, UTO HeOOHOBJIEHHbIE KIMEHThI MHTEP-
MIPeTUPOBAJIM ITOT HOBBI GIOKMPYIONIMIT CKPUIIT KaK Ioraiaomuimii (redeemable)
CKPUIIT B KOMOMHAIIMMU C JIIOOBIM BO3MOKHBIM Pa36I0KMPYIOMIUM CKPUIITOM. B pe-
3y/bTaTe MexaHu3M Segwit MOKeT 6bITh BBEIEH B SKCILTyaTalio 6e3 Heo6X0muMo-
CTY OGHOBJIEHMSI KaKIOTO y3/1a U 6e3 pasme/ieHs] OCHOBHO I€TTOYKH, TO eCTh 9TO
TUTIMYHOE HEYCTOUMBOE pa3BeTBIeHME.

BeposiTHO, CYIIECTBYIOT U IpPYTHe, ITOKa ellle He OTKPbIThie MeXaHM3Mbl OOGHOB-
JIEHUSI C COXpaHeHMeM COBMECTMMOCTM CHU3Y BBepX, QYHKIIMOHUPYIOII/e KaK He-
YCTOUMBbIE Pa3BETBIEHMUSI.

KpuTuKa HeycToiMuMBbIX pa3BeTBNEHUIA

HeycroitunBbie pasBeTBIeHMS, OCHOBaHHbIe Ha Kofax omneparnuiit NOP, He BbI3bIBa-
IOT TIOUTM HUKaKMUX Bo3pakeHuit. Kogsr NOP Ob1IM BBeIeHbI B 3bIK Bitcoin Script
MIMEHHO C 3TOJi BITOJIHE OIpeeIeHHOI 11e/Ibio: obecreueHe 06HOBIEeHN 6e3 Ha-
PYIIEHNSI HOPMAaJIbHOTO PeskiMa PaboThI.

TeMm He MeHee MHOTME pa3pabOTUMKY 06ECIIOKOEHbI TeM, UTO APYTMe MEeTOIbI
O0GHOBJIEHMI C UCITO/Ib30BaHMEM HEYCTOMUMBBIX Pa3BETBIEHMI IPUBOIST K HETIPU-
eMJIeMbIM KoMIpomuccaMm. Hioke TriepeuriciieHbl OCHOBHbIE TTYHKTBI, IO KOTOPBIM
KPUTUKYIOTCSI HEYCTOUMBbIE Pa3BEeTBIEHNUS:

O yHawlemoBaHHbIE (M3 IIPOIUIOrO) TeXHMUYecKue orpaHudeHust (technical

debt) — MOCKOJBKY HEYCTOUMBbIE Pa3BETBIEHUS TEXHUUECKM 6ojiee CIIOXK-
HbI, YeM OOHOBJIEHUSI C MCIIOJIb30BAHMEM YCTONUYMBBIX pa3BETBJIEHUIA, OHU
MIPUBHOCAT yHaCIefOBaHHbIe (M3 IIPOILJIOr0) TeXHUYECKMe OTPaHUUYEeHUS
(technical debt). DToT TepMuH 0603HAYAET MTOCTOSIHHOE yBeauueHlue B Oy-
OylieM CTOMMOCTU COIIPOBOXKAEHMS KOLA MU3-3a KOMIIPOMMCCOB B IIpoLiecce
npoekTupoBaHus 110, IPUHSATHIX B IPOILIOM (HAa Ha4YaJbHO CTaAuUM CO31a-
Hus I10). B cBoI0 ouepenb, CIOKHOCTb KOZA YBEIUUYMBAET BEPOSTHOCTb BO3-
HUKHOBEHMS B HEM OINMOOK M YSI3BUMOCTEI B ITOACUCTEME 3aIIUTHI;

O ocnabneHre yOIOBMIT BAMUAALMK — KIMEHThI 6€3 06HOBIeHMS BOCIIPUHMMA-
IOT TPaH3aKIUMI0 KaK KOPPEKTHYIO (BaIMIHYI0) 6e3 MPOBEPKM M3MEHEHHBIX
MpaBWI KOHCEHCYCa. B nefiCTBUTENIbHOCTU TaKue KJIMEHTbl He BbIIIOJIHSIOT
MMPOBEPKY BAIMIHOCTY C UCIIOJIb30BaHMEM ITOJTHOTO Habopa MpaBUJI KOHCEH-
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Cyca, TaKk Kak BOOOIIe He 3HAIOT O HOBBIX MTPaBUIaX. DTO OTHOCUTCS HE TOIBKO
K OOHOBJIEHMSIM Ha OCHOBe KozmoB orepatyit NOP, HO 1 KO BCeM ITPOYUM TU-
1aM OOHOBJIEHMI! C UCITOJIb30BAHMEM HEYCTOUMBBIX Pa3BETBIEHNIT,

O HeobpaTMMOCTh OOHOBJIEHUIT — ITOCKOJIbKY HEYCTOIUMBBIE DPAa3BETBIEHMS
C03[a10T TPaH3aKIUH C JOTOTHUTEbHBIMIY OTPaHUUYEHUSIMU HAa OCHOBe Mpa-
BWI KOHCEHCYCa, OOHOBJIEHMS CTAHOBSITCS MPAKTUUECKY HEeOOPATUMbBIMMU.
Ecin o6HOBIEHME € MCIIO/Ib30BAHMEM HEYCTOMUYMBOTO pa3BeTBIEHNUs OTMe-
HUTD TIOCJIe eT0 aKTUBAIMM, TO BCe TPaH3aKIIUM, CO3aHHbIe TI0 HOBbIM TIpa-
BWJIaM, CTAaHYT HEKOPPEKTHBIMM 10 CTAPbIM IIPABWIAM, UTO NIPUBELET K 6e3-
BO3BpAaTHOII MOoTepe AeHeXHbIX cpefcTB. Hampumep, ecsin CLTV-TpaH3akuus
MIpOBepSIeTCS 10 CTapbIM ITpaBWIaM, TO OTPAHMUYEHMS C OGIIOKMPOBKAMM I10
BpeMeHM OTCYTCTBYIOT, ¥ TaHHbIE 3TOM TPaH3aKIMM MOTYT OBITh U3PACX0/I0-
BaHbI B JII0060€e BpeMsi. TakuM 06pa3oM, KPUTUKY HACTAaMBAIOT Ha TOM, UTO
HEKOPPEKTHOe HeyCTOuMBOe pa3BeTB/IeHNE, KOTOPOe AO/DKHO ObITh OTMe-
HEHO 13-3a IIPOrpaMMHO OIMOKM, TTOUTH BCerma 6ymeT IPUBOANUTD K IIOTepe
JleHeXXHBIX CPEJICTB.

OnOBELLEHVE O HEYCTOMYMBOM PA3BETBJIEHUM
C MOMOLLbIO MO BEPCUU BJTIOKA

ITOCKOIbKY HEYCTOIUMBbIE pa3BETBIEHNS IMO3BOJISIIOT KiIMeHTaM 6e3 OOHOBIIEHMI
MIPOAOJIKATE pabOTy C MEXaHM3MOM KOHCEHCYCA, MEXaHM3M «aKTUBAIMM» HEYCTON-
YMBBIX pa3BeTBJIeHUI IIpegHAa3HAUeH A1 paclIpoCcTpaHeHusI Cpeay MaiitHepOB OII0-
BEeIlleHMsI O TOTOBHOCTH: OOJIBIIMHCTBO MaliHEPOB 00S13aTe/IbHO TO/KHO ITOATBEp-
IUTb CBOIO TOTOBHOCTD U COIJIaCHe Ha BHeJpeHle HOBbIX IpaBWI KOHceHcyca. [Ijis
KOODAMHAIUY UX NEeVCTBUI CYIeCTBYeT MeXaHM3M OMOBEIeHMS, TTO3BOJSIOMNUIA
MPOJIeMOHCTPMPOBATh MOAAEPKKY M3MeHeHUli B MpaBuiaX KOHCeHcyca. JTOT Me-
XaHM3M ObLI BBeJleH BMeCTe C MpuUHsATHMeM cTaHmapta BIP-34 B mapte 2014 roga
¥ 3aMeHeH TPy BBOJE B AelicTBue ctanmapra BIP-9 B utone 2016 roga.

OnoBeleHue M akTuBauusa no craHaapry BIP-34

IMepBas peanusaiysi, onpeaeneHHas B crangaprte BIP-34, ucnonb3oBasa moje Bep-
cuy 6JI0Ka, YTOOBI TTO3BOJINTH MaiiHepaM COOOLIUTH O TOTOBHOCTY IMPUHSTH KOH-
KpeTHOe M3MeHeHlMe B TpaBmjiaX KoHceHcyca. o BBefdeHusi crtangapra BIP-34
B T10J1€ BepCcuy 6JI0Ka 3aMMChIBAIIOCH 3HAUEHMe 1 110 061eMy COTalleHUI0, HUKOUM
06pa3oM He 3aBUCAIIEMY OT IIpaBUJI KOHCEHCyca.

Cranpapt BIP-34 ompenenni u3MeHeHMe TpaBwia KOHCEHCYycCa, AJIsI KOTOPOTO
TpeboBaIoCh MMojie coinbase (BXOmHbIE JaHHbIE) coinbase-TpaH3aKLMM JIJIT pa3Me-
IIeHNST BbICOTHI 6;10Ka. 1o BIP-34 mose coinbase MOIIO cogepskaTh IIPOU3BOJIbHbIE
IaHHbIe IO YCMOTpeHMI0O MaliHepa. [locsie BBoga B melictBue craHmgapra BIP-34
KOppPeKTHbIe (BaJMaHbIe) GJIOKM MOJIKHBI OBLIM COmEpsKaTh OMpeaeeHHOoe 3Haue-
HIMe BBICOTHI 6;10Ka B Hauajie 3ammcy coinbase 1 MAeHTUOUIIMPOBATHCS 110 HOMEPY
Bepcuu, 60JIbIIEMY MM PaBHOMY 2.
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IIJis omoBelieHMs 00 M3MEHeHMSIX UM aKTUBALMM cTaHmapTa BIP-34 maiiHepsl
yCTaHaB/IMBAaIOT HOMep Bepcuu 6710Ka 2 BMecTo 1. Ho 3T0 He caenano 6710k Bepcun 1
cpasy ke HeKOpPpeKTHbIMMU. [Toc/ie akTUMBaIMM CTaHmapTa 6J10KM Bepcum 1 JOJIKHbI
OBLIM CTaTh HEKOPPEKTHBIMM, a BCe GJIOKYM BEPCUM 2 MOJIKHBI 0LV 00SI3aTEIBHO CO-
IepkaTh BICOTY 610K B IT0JIe coinbase /I IPU3HAHUS UX KOPPEKTHBIMMA.

Cranpapt BIP-34 onipenennt ABYX3TAITHbI MEXaHMU3M aKTUBAILVM, OCHOBAHHBbIN
Ha CKOJIb3SI11eM OKHe ¢ pasmepoM B 1000 6;10k0B. MaiiHep JO/KeH co00IIaTh O CBO-
€l TOTOBHOCTY K IPUHSITUIO cTaHfapTa BIP-34, hopmupyst 6JI0KM C SIBHBIM YKa3aHMU-
em Bepcuu 2. CTporo roBopsi, 3T GJIOKM TTOKa elle He 06s13aHbI ObLTM 00eCIeunBaTh
TTOJTHYI0 COBMECTMMOCTb C HOBBIM ITpaBMJIOM KOHCEHCYCa MpY BKIIOUEHUM BbICO-
ThI 6710Ka B coinbase-TpaH3aKI[MI0, TAK KaK 3TO HOBOE ITPaBUJI0 KOHCEHCYCa elle He
OBIJIO aKTUBMPOBAHO. AKTMBALIMS IIPABUJI KOHCEHCYCA BBITIOHSIETCS B IBa dTarla:

O eamn 75% (750 u3 1000 caMbIX TTOCTeIHMX 6IOKOB) ITOMEUYEeHbl HOMEPOM Bep-
cunt 2, To 6JIOKM Bepcuu 2 00s13aTeIbHO AO/DKHBI COlepykaTh 3HaUE€HMe BbICO-
ThI 6710Ka B coinbase-TpaH3aKIMM, MHAYE OHY OYIYT OTOPOIIEHbI KaK HEKOP-
pekTHbIe. Bjioku Bepcun 1 MpomosnKaT IPUHMMATBCS CEThIO, HO He 00S13aHbI
CofiepskaTh 3HaUeHMe BBICOTHI 6/I0Ka. B 9TOT mepmon cOBMECTHO AelCTBYIOT
cTapble ¥ HOBbIe TIpaBujia KOHCeHCYCa;

O korma 95% (950 u3 1000 caMbIX TOCTIeTHUX OJIOKOB) ITOMeUeHbl HOMEPOM BepP-
cuu 2, 6710KM Bepcui 1 rmepecTaioT CUMTAThCSI KOPPEKTHBIMU. BIOKY Bepcum 2
SIBJISIIOTCST KOPPEKTHBIMM, TOJIBKO €C/TM OHM COZlepsKaT 3HaUYeHMe BbICOTHI 6J10-
Ka B I1oJ1e coinbase (B COOTBETCTBUM C IIPEABIAYIIVIM [IOPOTOBBIM 3HAYEHMEM).
C aTOro BpeMeHu Bce GJIOKM TOJIKHBI 06eCIIeuBaTh IMOTHYI0 COBMECTVMOCTD
C HOBBIMM IpaBUIaMM KOHCEHCyCa ¥ BCe KOPPEKTHbIe GJIOKM HelmpeMeHHO
IOJDKHBI COlepskaTh 3HaUEeHMe BbICOTHI 610Ka B coinbase-TpaH3aKIIMm.

[Tocne ycnemHoro onoBelleHMs M akKTMBaLMY IO MpaBuiaaM craHgapra BIP-34
3TOT MeXaHM3M MCIO0JIb30BaJICS ellle IBa pa3a [Jis aKTUBalMM HeYCTOMUMBBIX pa3-
BETBJIEHUIA:

O cranpapt BIP-66 Strict DER Encoding of Signatures 6611 akTMBMPOBAH 110 06-
pasy u momobuio crangapta BIP-34 ¢ ortoBenieHnemM o Bepcuu 6y10ka 3 1 06b-
SIBJIEHMEM 6JIOKOB BepCyy 2 HEKOPPEKTHBIMMU

O craugapt BIP-65 CHECKLOCKTIMEVERIFY 6bIJT aKTMBMPOBAH IO 06pasy u Mmojo-
6uto craHgapra BIP-34 c oroBerneHneM 0 Bepcum 6y10Ka 4 1 0OBSIBIEHNEM
6JIOKOB BEPCUU 3 HEKOPPEKTHBIMM.

[Tocie aktuBanuy cravgapra BIP-65 MmexaHu3M omoBelleHs ¥ akTuBaiuy BIP-
34 6bT OTMEHEH M 3aMeHeH MeXaHM3MOM OITOBeleHus 1o cTaHmapty BIP-9, omu-
CaHHOMY B CJIeiyIoIleM pasjerne.

PaccMoTpeHHBI B 9TOM pasfesie CTaHAAPT orpenenieH B nokymeHTe BIP-34 Block
v2, Height in Coinbase (https://github.com/bitcoin/bips/blob/master/bip-0034.mediawiki).

OnoBelueHMe M akTMBaumMa no crtaHpapry BIP-9

MexaHm3M, UCITOJIb30BaHHbIN B cTaHmapTax BIP-34, BIP-66 1 BIP-65, 6bUT yCHEIITHO
NpUMeHeH NP aKTUBAILMM TPeX HEeyCTOMUYMBBLIX pa3BeTBAeHMIl. TeM He MeHee OH
OBLT 3aMeHeH 13-3a IMIPUCYIIUX eMy CJIeAYIOMIX OrpaHUYeHIIA:
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O wucmonb3oBaHMe IeJI0T0 YKCIa B KaUuecTBe HoMepa Bepcuu 6J10Ka, BCIeICTBYE
Yyero 3a OJIYH pa3 BO3MOXKHA TOJIbKO OJIHA MPOolieAypa aKTUBaLMM HeYCTONUM-
BOT'O Pa3BeTBJEHMS, TAK KaK TpeGyeTcs pMBeIeHNe B IIOJTHOE COOTBETCTBIE
TIpeIJIOKeHN I M OKOHYATETbHOTO COT/IallleHUST TI0 UX MPUOPUTETaM U ocye-
JIOBaTEIbHOCTY BBeIeHMS;

O 1moCcKoIbKY HOMEpP Bepcuy GJI0Ka yBeNMUMBAETCS HA 1, MeXaHUM3M He MOT

06ecITeunTh peasn3aluio YeTKO OMpemesIeHHOro CIiocob6a OTMEHbI M3MeHe-
HUSI U TIOCTIEeNYIONIero MpeayiokeHUsI IPYroro BapuaHTa M3MeHeHUs. Ecin
MIPOIO/IKAIOT PabOTaTh CTApble KAMEHTHI, TO OHY MOTYT OIIMGAThCS IIPY OIO-
BellleHMY O HOBOM M3MeHEeHUM, KOTOpOe B IeiCTBUTENbHOCTH IpeICTaBIIsIeT
co060i1 paHee OTMEHEHHOEe V3MeHeHue;

O Kakmoe HOBOE M3MeHeHMe Heo6paTMMO COKpalllaeT AMarasoH JOCTYITHBIX

HOMEPOB BepCUit 6JI0KOB ISt OYAYIIUX M3MEHEHMUIA.

Iy ycTpaHeHUs 3TUX HeIOCTAaTKOB ObUT MpeaoskeH ctaHmapT BIP-9, KOTOPbIiL,
KpoMe TOTO, YIyuIivi 3G GheKTUBHOCTb U YIPOCTUI peanu3aluio BHeceHus 6ymy-
IUX MU3MEeHeHU.

Cranpmapt BIP-9 uHTepIipeTupyeT HOMep Bepcuu 6j10Ka Kak 6MTOBOe ToJie, a He
1eioe unciio0. Tak Kak M3HavYaJIbHO HOMep Bepcuy 6JI0Ka MCIT0Ib30BaJICsS Kak LIeyioe
YMCIo OT 1 10 4, TOMbKO 29 GUTOB OCTAIUCH TOCTYITHBIMU /1T pabOThI C HUMU KaK
¢ 6UTOBBIM ITOJIeM. TakuM 00pa3oM, 29 6MTaMU MOKHO BOCIIOIb30BAaThCS [IJIST He3a-
BUCHMbIX ¥ OIHOBPEMEHHBIX OIMOBEIeHNI 0 TOTOBHOCTU TIPUHSITH 29 pas3iMUHbIX
TpeJIosKeHUIA.

Cranpapt BIP-9 Takske ycTaHaB/lIMBaeT MaKCMMalbHOE BpeMsl JIJisT OTIOBeIlleHNMsI
M akTuBaIuu. biaromapsi aToMy MaiiHepaM He HY)XHO ITOCTOSTHHO TeHepupoBaTh
omoBelneHus. Ein mpepjioxkeHe He akTMBUPOBAHO 3a MHTepBas TIMEOUT (ompene-
JIEHHBI} B CaMOM MPeJIoKeHIUM), TO TaKOe TpejIoskKeH)e CYUTAETCSI OTBEPTHYTHIM.
IMpenosxkeHne MOXKET GbITh TOBTOPHO BBIABMHYTO [IJISI OTTIOBENIEHMS C YCTAaHOBKOI
Ipyroro 6MTa U C BOCCTAHOBJIEHVEM TI€PMOIa aKTUBALIVIN.

Bosnee Toro, nmo ucreueHuu MHTepBasa TIMEOUT, ecyiu TpedJiokeHye GbIIO aKTH-
BMPOBAHO MJIM OTBEPTHYTO, OUT OMOBEIIEHMSI MOKET ObITh TOBTOPHO MCITOTb30BaH
IJIST OUepeTHOTO MpeokeHus 6e3 KaKuX-1160 3aTpymHeHuit. Takum o6pa3om, of-
HOBpPEMEHHO MOYKHO CO3/IaBaTh A0 29 oroBeneHnit 06 M3MeHeHUsIX, a TocJie 3aBep-
IIeHus MHTepBasia TIMEOUT ocBOGOIMBIIIECS GMTHI MOKHO TTIOBTOPHO MCIIOIb30BaTh
ILIST TIPeJIJIOSKeHVST HOBBIX M3MeHEeHMIA.

HecMoTps Ha To YTO 6UTbI ONOBELLEHMS MOXHO NOBTOPHO MCMOb30BATh MW PELIMKIMPOBATbL
[laXe [0 33aBepLIeHns Nepnoaa ronocoBaHms (NoATBepXAeHMS), aBTopbl cTaHaapTa BIP-9 pe-
KOMEHLYT NOBTOPHO MCMOMb30BaThb 3T OUTbI TONIbKO NpY peanbHOM HeobxoaumocTu. [leno
B TOM, YTO M3-3a OWMOOK B Bonee CTapoM NpPOrpaMMHOM obecrneyeHMn MOXKeT NPOoSBAATLCS
Henpenckasyemoe noseaeHue. Ecnm roeoputb KpaTko, He cnesyeT 06paLlaThcs K NOBTOPHO-
MY MCNO/Ib30BaHMIO A0 TeX NOp, NOKa He ByAeT NONHOCTbIO 3aBepLUeH NepBOHAYabHbIN LUK
MCnonb3oBaHus Bcex 29 6utos.

Hpe,unaraeMbIe M3MEeHEeHMS OIIpeneaaroTCs CTPYKTypOIZ JAaHHDbIX, Co,uepmamef/i
cienyrmmiye 1moJjs:
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O name — KpaTKoe OIMCaHMe XapaKTePHbIX OTIMUNTEIbHbIX MMPU3HAKOB KOH-
KpeTHOTO MpexjioskeHus. Yaiile Bcero ykasbiBaeTcsl JOKyMeHT BIP, onuchbiBa-
oMMt peaJiokeHue, B dopMme bipN, rme N — Homep nmokymeHTa BIP;

O Dbit — uncno ot 0 go 28, HoMep 61Ta B IoJIe Bepcuy 6J10Ka, B KOTOPOM MaitHep
pasMelIaeT MOATBEPKIEHVE TTPUHSITHS OTTOBEIeHMS 06 STOM IPeJIOKeHUM;
starttime — BpeMst (ocHoBaHHOe Ha Median Time Past, MTP) Hauana neiicTBus
OTIOBEIIEeHNsI, OTCUMThIBAEMOE C MOMEHTAa MHTepIpeTaly 3HaueHusT 6uTa
KakK OMOBeIeHMs O TOTOBHOCTU MPUHSTD TJaHHOE TIPeJIOKeHIE;

O endtime — Bpemst (ocHOBaHHOe Ha MTP), 110 1cTeueHMM KOTOPOTO M3MeHeHMe
CUMTAETCSI OTBEPTHYTBHIM, €C/IM He ObLI0 TOCTUTHYTO ITOPOrOBOe 3HaueHue
aKTMBaLIUN.

B omnmunte ot BIP-34, ctangapt BIP-9 cunTaeTt nepuopbl ONoBeLeHs 06 akKTu-
BallM B IIeJIbIX MHTEPBa/JaxX Ha OCHOBE TMepuoia M3MeHeHUS 1eJIeBOr0 3HAUeHUsT
1 YpoBHSI cokHOCTM 2016 6510KOB. B Kask/oM MHTepBajie M3MEHEHNs 11eJIeBOTO 3Ha-
YeHMsI, eIy 06I1ee KOMUeCTBO 6IOKOB C OMTOBEIIEHMEM O TIPUHSTUY MTPeIJIOKEeHNST
nipeBbitiaeT 95% (1916 6;mokoB 13 2016), Takoe IpeaokeHe 6yaeT aKTUBMPOBAHO
B CJIefyI0IeM MHTepBaje U3MeHeHUs 1[eJIeBOr0 3HaUeHUS.

B cranmapte BIP-9 npuBomuTCs AuarpamMma COCTOSTHUIA TIpeJIOKeHMs JJjIs1 Ha-
[JISIAHOTO MpeNCTaBAeHUSI COCTOSIHUI U TIepexof0B MeXAY HUMU OJIs1 OTAeIbHOTO
IIpeaiosKeHusI, Kak rmokasaHo Ha puc. 10.10.

Onpepnenex timeout <= MTP

starttime <= MTP < timeout HenevicTauteneH

Hauano o6pa6oTtku timeout <= MTP

(MTP < timeout) AND (threshold reached)

3abnokupoBaH

Bcerpa (He3aBucumo oT BpeMeHH)

Puc.10.10 <+ [narpamMma COCTOSHWUIA MpeLnoXeHUI
¥ NepexofioB MexAy COCTOSHUAMM no ctaHaapty BIP-9

CHauasia mmpeJjio)keHMe HaXOAUTCS B COCTOSTHUM DEFINED, cpa3y Iocjie TOro, Kak
ero rapamMeTpbl M3BECTHbI (OIIpe/iesieHbl) B IIPOrpaMMHOM obecIieueHM 61 TKOHA.
Inst 6;mokoB ¢ MTP, mpoiieqiMm Iocjie BpeMeHy Hadalia, COCTOSIHME TIpefioske-
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HUS U3MeHseTcs Ha STARTED. EcIM moporoBoe 3HaueHle TOJ0COBaHMS IPeBbIIIEHO
B TeUeHle Mepuoaa M3MeHeHMs 11eJIeBOro 3HaueHMus, a TaiiM-ayT He ObUT ucuep-
MaH, TO MpeJJoKeHNe TepexoquT B cocTosiHMe LOCKED_IN. B ciemyroiieM mepuone
M3MeHEeHMsI 11eJIeBOr0 3HaUYeHMs 3TO MpeaaokKeHe CTAHOBUTCS aKTUMBHBIM ACTIVE.
[IpenyioskeHusT OCTAIOTCSI B COCTOSIHMM ACTIVE IMMOCTOSTHHO MOC/IEe OJOCTUKEHUST 3TOTO
cocTosiHUS. ECiu TaliM-ayT UCTeKaeT paHee AOCTUKeHMSI TOPOTOBOTO 3HAYEHUSI T0-
JIOCOBaHMSI, TO COCTOSTHME MPeIJIOKeHMsI M3MeHsIeTcsl Ha FAILED, TO eCTb TaKoe Mpe-
JioxkeHue oTBepraetcs. OTBepruyThie (REJECTED) mpeI/IOXKeHNST OCTAI0TCST B 3TOM CO-
CTOSIHMM TIOCTOSIHHO.

Cranpmapt BIP-9 BriepBble 6bUT peann30BaH ISl aKTUBAIMM (QYHKIMMU CHECKSE-
QUENCEVERIFY 1 COOTBETCTBYIOIIMX cTaHmapToB BIP-68, BIP-112; BIP-113. 3To npep-
JIO’KeHMe, Ha3BaHHOE «CSV», ObIJIO YCIEIIHO aKTUBMPOBaHO B uiojie 2016 roma.

PaccMOTpeHHBIN B 9TOM pasfiesie CTaHAAPT OIpeesieH B fokyMeHTe BIP-9 Ver-
sion bits with timeout and delay (https://github.com/bitcoin/bips/blob/master/bip-
0009.mediawiki).

PA3PABOTKA MPOrPAMMHOIO OBECMEYEHMS
anga MEXAHM3MA KOHCEHCYCA

Pa3paboTka mporpaMMHOr0 o6ecIieueHust 4JIs MexaHu3Ma KOHCeHCYCca ITPoaoJiKa-
eTCsI, KpOMe TOTO, aKTMBHO OOCYKIAIOTCS Pa3/MUHble MeXaHU3Mbl BHECEHUS U3-
MeHEHMUI B IpaBuJia KOHCeHcyca. biaromapst cBoeit KOpeHHOI CYITHOCTY GUTKOIH
yCTaHABIMBAET BeCbMa BBICOKMIT YPOBEHb TPeOOBaHMI K KOOPAMHAIIMA U COTIACO-
BAHMIO M3MEHEeHU. SIBJISISICh MeleHTPaaM30BaHHONM CUCTEMOIi, OUTKONH-CETh He
MperoJiaraeT MPUCYTCTBYUS KAKOTO-IMO0 «OpraHa yIpaBieHMsI», HaBSI3bIBAIOIIETO
CBOIO BOJIIO UjleHaM ceTu. Bce pecypchl 1 MOIITHOCTY pacIipe/iesieHbl MeX]y MHOIO-
YMCIEHHBIMY KOMITOHEHTaMM CeTM, TAaKMMM KaK MaifHepbl, pa3spaboTumuKku siapa,
pa3paboTuMKyM KOIIENbKOB, IMYHKThl 0OMEHAa, TOPrOBble IIOIIAAKM U KOHEUHbIe
Nosb30BaTeny. PerieHns He MOTYT IPUHUMATBCS B OLHOCTOPOHHEM IOPSIAKE JI0-
6bIM 13 3TUX KOMITOHEHTOB. Harpumep, HeCMOTPSI Ha TO YTO MaifHepbI TeOpeTuIe-
CKV MOTYT M3MEHSTh MpaBumia MPOCThIM O0MBIIMHCTBOM (51%), OHM OrpaHMYEHbI
TeM, YTO Apyrye KOMIIOHEHTBI CETM MMEIOT IOTHOE ITPaBo BbIPaXkaTh CBOE coryiacue
WIM Hecorjacue ¢ 3TUMM M3MeHeHusiMu. Eciy MaiiHepsl AeiCTBYIOT B OHOCTO-
POHHEM MOPSiZiKe, TO OCTaJIbHbIE UJI€HbI CETU MOTYT ITPOCTO OTKA3aThCS C/IeJOBATh
3a HUMMU, IO IeP3KMBasi SKOHOMUUECKYIO 1esITeIbHOCTD B LeITI0UKe MEHbIIMHCTBA.
[Ipu OTCYTCTBMM 3KOHOMMUYECKOV aKTMBHOCTU (TpaH3aKIMy, TOPrOBble CAENKM,
KOIIIeJIbKM, OOMeHHbIe M KOHBePTAIlMOHHbIe OIlepanyi) MaiiHepbl OyOyT reHepu-
pOBaTh He MMeIoNIVe HUKAKOI IeHHOCTH AeHeKHbIe eMHUIIBI B IYCTHIX OTOKaX.
Takoe pacnblieHMEe PecypCoB M MOIIHOCTEN MPUBOAUT K CUTyaliM, B KOTOPOiA
60 BCe YYACTHUKM HEIPEeMEeHHO AO/DKHBI COTTIAaCOBBIBATb CBOU HEMCTBUS, MO0
BHeCeHMe M3MeHEeHMI CTAHOBUTCSI HEBO3SMOXKHBIM. TeKYIIMM COCTOSIHMEM SIBJISI-
eTCs CTabMITbHOE COCTOSIHME OUTKOIH-CUCTEMBI C BO3MOKHOCTbIO BHECEHMS JIUIITh
HeOOJbIIIOTO KOMMYECTBA U3MEHEHU TIPU YCIOBUM AOCTIKEHUS YOenUTeTbHOTO
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KOHCEHCYCa, MOAIepKNBAEMOT0 MOAAB/SIIONINM GOTBIIMHCTBOM TOJIOCOB. [Topo-
roBoe 3HaueHme 95% NJist MPUHSITHUSI HEYCTOMUMBBIX Pa3BeTBIEHMI OTpaskaeT 3TO
peasbHOE COCTOSIHME.

OueHb BaYKHO OCO3HATb, UTO HE CYIIECTBYET UIeaTbHOTO PEIIeHNs IJIsT pa3paboT-
KU ¥ pa3sBUTHS MexaHM3Ma KoHceHcyca. Heo6XomMbl KOMITPOMMCCHI MEKIY BBeIe-
HMEeM YCTOMUMBBIX U HEYCTOMUMBBIX pa3BeTBIeHMUI. [IJi1 HEKOTOPBIX TUIIOB M3Me-
HEeHMIT HaWIYYIIMM BbIGOPOM MOTYT CTAaTh HEYCTOUMBBIE PA3BETBIEHMS, B IPYTUX
CIyvasx ydilie TPUMEeHSITh YCTOMUMBbIe pa3BeTBaeHMs. OMHO3HAYHO MPaBUIbHOTO
BapuaHTa BbI6Opa HeT, 06a CBSI3aHbI C OMpeaeeHHbIMM pUCKaMi. EQMHCTBEHHO
MTOCTOSTHHOJ XapaKTePUCTUKOI Tpoliecca pa3paboTKu MPOTPaMMHOTO obecrieve-
HMS IJIT MeXaHM3Ma KOHCEHCYCa SIBJISIeTCS TOT (DaKT, UTo JII060e M3MeHeHMe 3aTpya-
HUTEJIbHO U AOCTMKeHME KOHCEHCYCa BBIHYXKIaeT MATU Ha onpefe/leHHble KOMITPO-
MICCBI.

HexoTopbie CrenyanyucTbl BUISAT B 9TOM CJIAGOCTb CUCTEM C MEXaHM3MOM KOH-
ceHcyca. Bo3M0oXHO, CO BpeMeHeM Bbl MpUJIeTe K TOW ke TOUKe 3peHus], KOTOPOit
NPUAEPKUBAETCS aBTOP KHUTK: MeXaHM3M KOHCEHCYCa SIBJISIETCSI CaMOil CUIbHOM
CTOPOHO# GUTKOITH-CUCTEMBI.



masa 1. 1

Ob6ecneyeHne 6e30NaCHOCTH
OUTKOUH-CUCTEMDI

3anura 6GUTKOIH-CUCTEMBI TIPEeICTaBIsSIeT c060Ii BeCcbMa TPYAHYIO 3a7auy, Tak Kak
cam 1o cebe GUTKOIH He SIBJsSIeTCS] aGCTPAKTHOI CChIIKOM Ha 3HAUYeHue, Momo6-
HO GajlaHCcy B GaHKOBCKOM cueTe. BUTKOITH ropasgo 6oJblie MOXoxk Ha 1u(poBbie
IEHBbI'Y UV 30JI0TO. BeposiTHO, BBI C/IBIIIA/IN TaKoe BhipaxkeHue: «CoO6CTBEHHOCTD —
3TO Ha JIEBSITh AECSITHIX 3aKOH» WM «COGCTBEHHOCTDb JUKTYET 3aKOHbI, BJIafieJiel] Ha
IeBSITh JeCATHIX MpaB» («Possession is nine-tenths of the law»). Pasymeercs, B 6ut-
KOJH-CUCTeMe COOCTBEHHOCTD — 3TO Ha IeCATh JECSAThIX 3aKOH. BiafeHue KiouaMm
IUIsI pa36IOKMPOBKY GUTKOMHOB PaBHO3HAYHO BJIAJ€HMIO HAJTMUYHBIMU JEHbramMmu
VIV CJTUTKOM JIParorieHHOTO MeTajlia. Bbl MOKeTe MoTepsATh GUTKOMHbI, OHM MOTYT
«KyJa-TO MOJIeBATHCSI», UX MOTYT YKPACTh, WJIM BbI TI0 HEOCTOPOSKHOCTY MOYKETE OT-
JIaTh KOMY-TO HEBEPHYIO CyMMY. B K&XXIOM M3 3TUX CJIy4aeB MOIb30BaTE/ I OKa3bl-
BAIOTCSI B TAKOM >Ke TOJIOXKEHMM, KaK eciiy Obl OHM CJIyYaiiHO YPOHWIM HaIMYHbIE
IEeHbI'VY Ha MHOTOJTIOHO yuIie.

Tem He MeHee OGUTKOIH 06/1aa€T OCOOBIMU CBOICTBAMM, KOTOPBIX HET Y HAINY-
HBIX JI€HET, 30/I0Ta ¥ GAHKOBCKOTO cueTa. [IJise GUTKOIH-KOIIEeIbKa, COEePXKAIIEro
BalllX KJIIOYM, MOXKHO CO3[aBaTh Pe3epBHbIE KOIMM, KakK sl JIIO60T0 OOBIYHOTO
(aiina. BUTKOIH-KOIIEeIeK MOXKET XPaHUThCS B BUIE HECKOJIbKIX KOTIMIA, eI0 MOKHO
Iayke pacreyaTaTth Ha 6ymare [Ij1s1 CO34aHMs «TBEPLOI» (BeleCTBEeHHOIT) pe3epBHOI
KOIIMU. A BOT J/ISI HAJIMYHbIX IEHET, 30/I0Ta MY OGaHKOBCKOTO CYeTa CO3[aTh «pe-
3ePBHYIO KOTIVIO» BbI HE CMOKeTe. BUTKOIH 3aMEeTHO OT/INYAETCSI OT BCEBO3MOXKHBIX
CPEeCTB IJIaTEXa, CYIIeCTBOBABIINX IO HETO, I03TOMY 1 obecrieueHe 6e30macHo-
CTV GUTKOJHA MbI JO/DKHBI PACCMAaTPUBATh KaK HOBBINM, paHee He BCTPeYaBIINiics
006pas feiicTBIIA.

OcHOBbI OBECMEYEHMS BE3OMACHOCTM

OCHOBHBIM MPUHLIMIIOM Pab0ThI OMTKOMH-CUCTEMbI SIBJISETCS JeleHTpaIn3aLusl,
Y 9TOT OPMHLIMII OUeHb BayKeH [IJist 00ecIieueHust 3aluThl. IleHTpaan3oBaHHasT MO-
IleJib, TaKasl Kak 00bIuHAs OAHKOBCKAS MM IIATEXKHAS C€Th, 3aBUCHUT OT IIOACUCTe-
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MbI yIIpaBJIeHNUsI JOCTYIIOM U TIIATeIbHOM ITPOBEPKY, He TI0O3BOJISIIONIEN 37I0YMBbIIII-
JIEHHVMKAaM BOITHU B cucTeMy. JlelieHTpa30BaHHasl CiCTeMa, ITOI00HasT OUTKOIHY,
HaIpOTUB, MepefaeT BCI0 OTBETCTBEHHOCTH U yIIpaBjieHle B PyKM T0JIb30BaTesel.
TToCKOMbKY 3aluMTa GUTKOITH-CETV OCHOBAHA Ha aJrOPUTMe IOKa3aTelIbCTBA BbI-
noniHeHust pabotsl (Proof-of-Work, PoW), yripaBieHne qocTyrioM Kak TaKOBOE OT-
CYTCTBYET, CETh MOXKET ObITh BCETTA OTKPBITOI 1 He TpebyeT mudpoBaHms GUTKOTH-
Tpaduka.

B 06bIYHOI MIATEXKHO CeTH, HAIIPUMED B CUCTEMe KPeIUTHBIX KapT, CaM TIaTex
He OTrpaHMYeH 10 BpeMeHM U He CBSI3aH KaKUMMU-IMO0 YCIOBUSIMM, TaK KakK IJIaTeX-
Hble JJaHHbIE COoMlepyKaT JMYHBIN MAeHTUOUKATOP TT0Ib30BaTesl (HOMep KpeIUuTHOM
KapThl). Tlocie mepBOHAUYaIbHONM IUIATEXHON OIepanyuyu Bce, KOMY M3BECTEH 3TOT
UIEeHTUDUKATOP, MOTYT «OIIUIIBIBATh» AE€HEKHBIE CPEICTBA U BCe BpeMsI 3al1ChIBaTh
pacxombl Ha CUeT BJIaiesbliia. [I09TOMY IIaTeXXHast CeTh O/DKHA GbITh TTOJTHOCTHIO 3a-
HIMIIeHa C TIOMOIIIbIO CPeACTB MM(POBaHMS U IOJIKHA TAPAaHTUPOBATH, UTO HUKAKME
«TIPOCTYIINBATEIN» U «TIePEXBATUMKI» HE CMOTYT CKOMITPOMETMPOBATh IJIaTEKHBIN
TpaduK BO BpeMsI iepeiaun Uim Iocjie ero coxpaHeHus (B pe3epBHbIX Konusx). Ecin
3JIOyMbBIIIVIEHHMK TIOJTy4aeT JOCTYI K TaKO¥ cucTeMe, OH MOXXeT BHOCUTDb OTlacHbIe
M3MeHEHMSI B TEeKyIIMe TpaH3aKIMK U OTAe/bHbIe 3JIeMEeHThI TUIaTEKHbIX JAaHHbIX,
KOTOpbIe MOTYT MCIIOIb30BAThHCS JIJIST CO3MAHMsI HOBBIX TPaH3aKIIMii. YCyryossieT cu-
Tyaluio TO, YTO IPY KOMITPOMETAaIM JaHHBIX OHOTO KIMEHTa BCe KIIMEHTHI TTOJIBEP-
SKEHbI PUCKY MOXUIIEHUS UX UAEHTUMDUKAIMOHHBIX TaHHbBIX, TI09TOMY HEM30EeKHO
BO3HMKAeT HeO6XOMMMOCTh IPUHSITUSI Mep T10 TIPeIOTBPALIeHII0 MOIIIEHHYEeCKOTO
MCIT0/Ib30BaHMSI CKOMITPOMETVPOBAHHbBIX YUETHBIX 3aM1celt (CUeTOB).

BuTKoliH-CcMCTeMa B KOpHE OTAMYAeTCs] OT OIMMCAHHOM BbIIlle IUIATEXHON CU-
cTeMbl. BUTKOIH-TpaH3aKIMsI aBTOPU3YeTCsI C TTOMOIIbI0 e AMHCTBEHHOTO CIlelya-
JIM3UPOBAHHOTO 3HAUYEHMSI, aJpecyeTcsl KOHKPETHO YKa3aHHOMY IOTyJyaTesio U He
MOKeT ObITh TOAJeaHa MM M3MeHeHa. B TpaH3aKuuM He COmepsKUTCS HUKAKO
CeKkpeTHOI MH(popMaln, TaKoi Kak MAeHTU(GUKALMOHHbIE XapaKTePUCTUKM ujie-
HOB CeTH, CJieJloBaTeIbHO, €e HEBO3MOXKHO MCIT0/Ib30BaTh /IS aBTOPU3ALIUY JOIIOJ-
HUTENbHBIX TIaTeXeii. TakuM o6pa3oM, MIaTeXHast OGUTKOMH-CEeTh He HYKIaeTcs
B MMGbPOBAHUM WM B CHELMAIbHOM 3alUTe OT «IOMCYIIMBAIOMIX». Bbl MOXXeTe
CBOOOMHO PaCIpOCTPaHITh GUTKOMH-TPAH3aKIMY TI0 OOUIEeNOCTYITHBIM KaHalaM
CBSI3M, TAKMM Kak He3ammuieHHbI Wi-Fi nau Bluetooth, 6e3 kakoro-nm6o yiep6a
17151 6€30TIaCHOCTA.

TlelieHTpaaIM30BaHHAsT MOJIE/Tb 3aIIUThI GUTKOMH-CUCTEMBI ITepefaeT ITOUTH BCIO
BJIACTh B PYKM TT0JIb30BaTesieit. Ho BMecTe ¢ B/IaCThbIoO IepeiaeTcsl OTBETCTBEHHOCTD 3a
obecrievyeHye CeKPeTHOCTH KITiovueii. BObIIMHCTBY 0Tb30BaTe el He Tak-TO MPOCTO
9TO CcHesaTh, 0CO6EHHO Ha YCTPOICTBaX 00ILIero Ha3HaueH s, TAKMX Kak CMapT(OHbI
M HOYTOYKY, TOJK/TIOUeHHbIe K THTepHeTy. HecMOTpst Ha TO UTO JelleHTpaI30BaHHast
MOJe/Tb OUTKOMH-CUCTEMBI CIIOCOOHA TTPENOTBPATUTD TOT TUIT MaCcCOBOI KOMITPO-
MeTaluy Y4eTHBIX 3aruceif, KOTOPBIN MPUCYII, CUCTEMEe C MCIIOIb30BaHMEM Kpe-
IUTHBIX KapT, MHOTYE TT0JIb30BATE/IM MTPOCTO HEe CITOCOOHBI 3alUTUTh CBOM KITIOUM
HaJIeXXanMM 06pasoM, IOSTOMY MX B3IaMbIBAIOT, OTHOTO 34 IPYTVM.
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PaspaboTtka 3almILEeHHbIX BUTKOMH-CUCTEM

CaMbIM BaXHBIM OCHOBOIOJIAraloNIMM IIPUHIMIIOM JIJIsT Pa3paboTuMKOB OUTKON-
Ha SBJISIeTCS MelleHTpanu3alys. BoMbIIMHCTBO pa3paboTUMKOB XOPOIIO 3HAKOMO
C LIEHTPaAM30BaHHBIMY MOJIE/ISIMU 3aIIUThI, TO3TOMY CKJIOHHO IPUMEHSITh 3TU MO-
el ¥ B CBOUX OUTKOIH-TIPWIIOSKEHUSIX, HO Pe3yIbTaThl OKAa3bIBAIOTCSI KaTaCTPO-
buueckumMm.

[TopcucTema 3anMThl OMTKOMH-CETY OCHOBAHA Ha JelleHTPaTM30BaHHOM yIIPaB-
JIEHMM KJII0UaMU M Ha HEe3aBUCUMOI IpOBepKe (Baaugalnm) TpaH3aKkuii MaliHepa-
mu. Eciivt Tpe6yeTcs TOBBINIeH)Ee YPOBHS 3alUThl GUTKOITH-CUCTEMBI, HEOOXOIUMO
MIPOC/IeAUTH 3a TeM, UTOOBI He BBINTHM 3a ITpemesTbl MOJeIN 3aIUThl 6UuTKOVHA. [Tpo-
11e TOBOPSI, He OTHUMaliTe yIpaBJIeHNs] KIIUaMy y TTOIb30BaTe el 1 He co3/3aBari-
Te TPaH3aKIMii BHE CTPYKTYPbI JAHHBIX GJIOKUEiiHA.

Hampumep, Ha HayaJgpbHOM 3Talle CYLIeCTBOBAHMSI OUTKOMH-CUCTEMbI MHOTME
pacueTHble MyHKTbI 0ObeOMHSIIN BCe AeHeXXHbIe CPeICTBA M0/Ib30BaTelell B ONHOM
«ropsiueM» KOIIeJbKe ¢ XpaHeHMeM KJoueli Ha eIMHCTBeHHOM cepBepe. Takoe pe-
[IeHMe JIMIIAeT MOAb30BaTeieli BO3SMOXKHOCTY YIIPaBAeHUS U CO30aeT LeHTPaaIn30-
BaHHYIO CHCTEMY YITpaBaeHMs BCeMM Kouamiu. MHOTMe mogo6HbIe CUCTEMbI ObLIN
B3JIOMaHbI C TYOUTEIbHBIMY TTOCTEICTBUSIMU JJISI MX KIIVIEHTOB.

Emie omHa mMPOKO pacrpocTpaHeHHas OmMOKa — BBIHOC TPaH3aKLMi «3a Tpe-
Iebl CTPYKTYPhI JaHHBIX OjI0KUeiiHa» B GECIJIOMHBIX IMOIBITKAX CHUKEHMUS CyM-
MbI OTUMCIEHUIA 38 TPAH3aKIMM WIM YCKOpeHUsT 06paboTKY TpaH3aKuuit. Jliobas
cUCTeMa «3a Tpee/iaMy CTPYKTYPhI JaHHbIX GI0KUYeiiHa» (GUKCUPYeT TpaH3aKIUU
B CBOEM BHYTPEHHEM ILIeHTPaJIM30BAaHHOM PeecTpe U TOJIbKO M3peaKa OyaeT CuH-
XPOHM3UPOBATD STU 3aMMCHU CO CTPYKTYPOIi JaHHBIX 6JI0KUEIiHA GUTKOMH-CUCTEMBI.
Ho u sTOT mpakTuyeckuii Noaxon Takke 3aMeHseT AelleHTPaan30BaHHY MOZesb
3aIIUThI OUTKOIHA COOCTBEHHO LIeHTPpaIM30BaHHOM Mofenbio. Korma TpaH3akumumn
pacriojaraloTcst BHe CTPYKTYPbI JAHHBIX OJI0KYeiiHa, HeJOCTaTOUHO 3alIyIleHHbIe
LIeHTPaIM30BaHHbIe peeCTPbl MOKHO COBEPIIEHHO He3aMeTHO MO e/1aTh, BBIBECTU
13 HUX JleHeXKHbIe CPeJICTBA U OIYCTOIIUTD JeHEeKHbII 3arac.

Eciv BbI He TOTOBBI K OTPOMHBIM MHBECTUIIMSIM B OOecrieueHue 3allUThl MIpu
SKCITyaTalMu CUCTEMbI, B OPraHM3alil0 MHOTOYPOBHEBOI'O YIIPaBJIeHUs OCTY-
MOM ¥ ayauTa (KaK 9TO CIeIaHO B OObIYHBIX OaHKAX), TO CIeAYET KPEITKO MTOPa3MbIC-
JINTh, TIpeXIe YeM BbIBOIUTH AeHeXHbIe CpeliCTBA M3-TI0f, JelleHTPaIM30BaHHOIO
MeXaHM3Ma 3allUThl GUTKOH-CcMCTeMbI. [laske eIy BbI paciiojaraeTe CpeacTBamMu
¥ BO3MOXHOCTSIMM IJIsI peain3alnuy HaJesKHOW MO 3allUThl, TAKOe MPOEKT-
HOEe pellleHye BCero JINIIb BOCIIPOU3BOIUT YSI3BUMYIO MOJIeb OOBIUHBIX (PMHAHCO-
BBIX CeTell, MOJBepsKeHHYI0 PUCKAM TMOXUIIEeHNST UIeHTUDUKAIVOHHBIX JaHHbIX,
MOBPEXIEHUST U TIPUCBOHUST UYKMX JeHeT. UTOObI BOCIIOIb30BaThCSI BCEMU TIpe-
UMYyILeCcTBaMu (II0Ka) eOMHCTBEHHO B CBOEM pOJie IelleHTPaIM30BaHHOM MOoJenu
3aIIUThI GUTKOVHA, HEO6XOIMMO BCSIUeCKY M36eraTh cobasHa MPUMEeHUTD LIeHTpa-
JIM30BAaHHbBIE APXUTEKTYPHbIE MOIEIN, KOTOPbIE MOTYT Ka3aThCs 60jIee MPUBLIUHbI-
MM, HO B KOpHE MICKasKal0T OCHOBBI CYCTEMbI 3aIIUThI OMTKOIHA.
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OcHoBa AO0BepUTEJIbHbIX OTHOLUEHUI1

OO6bIUHAST apXUTEKTYpPHAST MOJEe/Ib 3alMUThl 6a3UpyeTCs Ha KOHIEILMY, Ha3bIBae-
MO «OCHOBOJ1 TOBEPUTEIbHBIX OTHOIIEHMIT» (root of trust), To ecTh 3aCTysKMBaI0O-
1jee OBepus S14PO, UCIIOb3yeMOe KaK OCHOBaHMe JIJIsl 3alUThI BCeV CUCTEMbI I
MIPUJIOKeHMIT. APXUTEKTypa MOACUCTEMBI 3alUThl pa3paboTaHa B BUje MOCIENO0-
BaTeJNbHOCTU KOHIEHTPUUECKUX cdep, OKPYKAUIUX 3TO «SOPO HOBEPUTETHHBIX
OTHOIIEHU1», TIOMOOHO CJIOSIM JIYKOBMIIBI, PACIIPOCTPAHSISI TOBEPUTENbHBIE OT-
HOIIIEHMS OT LeHTpa K nepudepun. Kaxkapiit ypoBeHb CO3[AeTCsI Ha OCHOBe Oosee
HaJe)KHOTO B ILIaHe JOBepusi BHYTPEHHero YPOBHS C MCIIONb30BaHMEM CpeLCTB
yIIpaBeHus TOCTYIIOM, IIMMPOBbIX Moammceit, mmudpoBaHUs U TPOUNX IeMEHTOB
3amuThl. Korma mporpaMMHbIe CCTeMbI CTAHOBSTCS 60Jiee CJIOKHBIMM, B HUX BO3-
pacTaeT BepOSITHOCTb BO3HMKHOBEHMS ONIMOOK, 13-3a KOTOPBIX CHCTEMa CTaHOBUT-
cs1 6osiee ySI3BMMOIJ C TOUKM 3peHMsl 3aiuThl. OUeBUAHO, YTO YeM OoJiee CJIOKHOM
CTAHOBUTCS IIPOrPpaMMHAas CUCTEMA, TEM TPYAHee ee 3alUTUTh. KoHIenius OCHO-
BbI JOBEPUTEIbHBIX OTHOIIEHWI rapaHTUPYET, UTO MOAJePsKKa OOJbIIei yacTu A0-
BEPUTEIbHBIX OTHOILEHN pa3MelaeTcsl B HayiMeHee CII0’KHBIX BHYTPEHHMX 4acTsIX
CUCTEMBI, CJIEIOBATENbHO, MEeHee YSI3BMMa, TOTIA KaK 6ojiee CJIOKHOe MPOTrpaMMHOe
obecrieueHne BbIHECEHO B HapY)KHbIE CJIOM, OKpY)KAIOIIMe SAPO. DTa CXeMa apxu-
TEKTYPbI 3aIIMUTHI TOBTOPSIETCS B Pa3JIMUHBIX MacIITabax, CHauana hbopMupyst sapo
JIIOBepUTENbHBIX OTHOLIEHUI Ha alllapaTHOM YPOBHEe OTAEeIbHOM CUCTEeMBI, 3aTeM
paciupsieT cepy AeiiCTBMS 3TOTO SIpa Uyepes3 OlepaloHHY0 CUCTeMY Ha Ooree
BBICOKMIT YPOBEHb CUCTEMHbBIX CePBMCOB, HAKOHELl, BBIXOAUT HAa YPOBEHb MHOIO-
YMCJIEHHBIX CEPBEPOB, PACIIONIOXKEHHBIX B KOHIIEHTPUYECKMX chepax ¢ yObIBaHMEM
CTerneHy JOoBepus.

Ho apxurekTypa 3aIiyTbl OMTKOH-CUCTEMBI OTJIMUAETCSI OT OMMCAHHONM BbIIIE
cxeMbl. B GUTKOIMH-CeTH CcucTeMa KOHCEHCyCa CO3[aeT HAaAEeXKHbBIN B IUIaHe JoBe-
pysI OOIIEOOCTYITHBIN PEeCTp, KOTOPbIN MOTHOCTBHIO JeleHTPaIn30BaH. I[IpoBepeH-
Hasi KOppeKTHas CTPYKTypa AAHHBIX OIOKYeiiHA MCITIOMb3YyeT MepBUYHbIN OI0K KaKk
OCHOBY JIOBEPUTEJIbHbIX OTHOIIIEHMIT, CO3aBasi «IeI0UKY TOBepusi» MoBepx TeKy-
mero 6;0ka. BUTKOMH-CUCTEMbI MOTYT U JOJDKHBI UCIIONIb30BATh CTPYKTYPY HaH-
HBIX OJIOKYeliHa B KauyecTBe COOCTBEHHOV OCHOBBI JOBEPUTEIbHBIX OTHOIIEHMIA.
[Tpy MpOoeKTUPOBAHMM CJIOKHOTO OUTKOH-TIPUIOKEHMST, COCTOSIIIIETO U3 CEPBIUCOB
MHOTUX DPa3JIMYHBIX CUCTEM, HEOOXOAMMO TIIATEIbHO MPOAYMATh aApXUTEKTYPY
MOJICCTEMbI 3aIINUThI, YTOOBI TOYHO OIPEAENUTh MEeCTO pasMelleHNUs sapa JoBe-
PUTENIbHBIX OTHOIIEHNI. B KOHEUHOM CueTe eAVMHCTBEHHOI CYLUIHOCThIO, KOTOPOM
clefyer IMOTHOCTBIO OBEPSITD, SIBJISIETCS IPOBEepeHHast KOPPEKTHAs CTPYKTypa LaH-
HbIX Gy1oKueiiHa. Eciu mpuioskeHye SBHO MM KOCBEHHO MTePeHOCUT MOAIEePKKY 10~
BEPUTENIbHBIX OTHOIIEHW B 0OBEKT, OTJIMYHBIN OT CTPYKTYPhI AHHBIX OJIOKYeiTHa,
TO TAKOMY 00BEKTY HEOOXOIMMO YIEIUTh 0C000€e BHMMAaHME, TaK KaK OH CTAHOBUT-
€Sl UICTOYHMKOM ITOTE€HUMA/IbHBIX YSI3BUMOCTeN. HagekHbIli METOZ, MPOeKTUPOBa-
HUS apXUTEKTYPhI TOACUCTEMBI 3aIUThI IPUIOXKEHNSI COCTOUT B TOM, YTO KayKIbIi
ero KOMIIOHEHT PacCMaTPUBAETCS B OTHENbHOCTU U UCCIEAYIOTCS IIpenoiaraeMble
CLleHapuy, B KOTOPBIX 3TOT KOMIIOHEHT IOJHOCTbIO CKOMIIPOMETMPOBAH U HaxX0-
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OUTCA T104 YIIpAaBJIEHMEM 3JIOYMbIIIJIEHHMKA. HEOGXO,ZU/IMO uccienoBaTb Ka)KI[be/i
KOMIIOHEHT IMPUJIOXKEHMS IMooUYepeaHO U OIleHMBAaTb CTEII€Hb BOB,ZLEVICTBI/IS[ Ha BCIO
MOoACUCTEMY 3alIUThI B I1€JIOM, €C/IM KOMIIOHEHT 6y,[[ET CKOMITpOMETHUPOBAH. Eun
IIpM KOMIIpOMeTaluumn KaKUX-I1160 KOMIIOHEeHTOB IIpuioXeHnue CTaHOBUTCA He3a-
HIMITEHHbIM, 3TO CBUIOETEJIbCTBYET 006 OIIMOOYHOM pasMemeHnn nmoagaep>XKm mo-
BEPUTEIbHbIX OTHOIIIeHU B TaKMX KOMIIOHEHTAaX. BI/ITKOVIH-HI)I/IJ'IO)KQHI/IQ 6e3 cob6-
CTBEHHBbIX YFIBBI/IMOCTEI‘/T JOJDKHO OBITh YSA3BUMMBIM TOJIBKO ITPM HAPYIIEHUN paGOTbI
MeXaHM3Ma KOHCEHCyCa OGUTKOHA. DTO O3HayvaeT, YTO OCHOBA JOBEPUTETIbHbBIX OT-
HOIIIeHU IIPUMIIOKEeHMA 6a3I/IDYETCH Ha camoit Ha,[le)KHOIZ n HpO‘{HOﬁ YaCTU apxXm-
TEKTYPbI ITIOACUCTEMBI 3alINUTDI OUTKOIH-CUCTEMBI.

MHOTrOouYMCc/IeHHbIe IIPMMEPBI B3JIOMa OTAE/JIbHBIX OII€PAIL[MMOHHBIX Y3/I0B OUTKOIH-
CeTU MOOKPEIIAIOT 3TY TOUKY 3PEHMNS, TAdK KaK apXUTEKTYypPa IIOACMCTEMbI 3allIUThI
Y IIPOEKTHBIE PDEIIEeHMS STUX Y3JI0B HE BbIAEP)KMBAIOT HUKaKOM KPUTUKN OaKe IIPpn
CaMOM ITIOBEPXHOCTHOM MCC/I€JOBaHUN. nx OEeHTpa/JIM30BaHHbIE€ pealn3alumn B SIB-
HOM BH€e MepeHOCW/IN MOAOePKKY NOBEPUTEIIbHbIX OTHOIIIeHU} T B MHOTOUMCJIEH-
HbIe KOMIIOHEHTHI 3a IIpeaejaMu CTPYKTYPbI JaHHbBIX 6/I0KUeifHa OUTKOIH-CIUCTe-
MbI, HAIIpPMMeP B «TOpssuMe» KOIIEeJIbKH, HEHTPaJIM30BaHHbIE 6a3bl OJaHHbIX peecTpa,
HeHaOe>XHbIe K/ITIUN LHMd)pOBaHI/IH n rmpoumne HO,E[O6HbIe OOBEKTHI.

HAVBONEE S®EKTUBHBIE MPAKTUYECKUE METOAMKM
3ALUMTDI MOJIb3OBATE/IEN

JItogyt ucrionb30Bayiu GuU3MUeCKye CPeACTBA YIIPABIeHNMS 3aIIUTON Ha ITPOTSKEHUM
ThicsTuesieTuit. O6acTh 3HaHMIA, Begatomas IUGPOBbIMIU CUCTEMAMMU 3aIIUTHI, T10-
sBuach MmeHee 50 yieT Ha3an. CoBpeMeHHbIe OllepaliOHHbIe CUCTeMbI OOIIero Ha-
3HaueHMs HeJOCTaTOYHO 3alliMIeHbl M He IpefHa3HauYeHbl CrelMaabHO s Xpa-
HeHMsT IMGbPOBBIX IeHer. Halm KOMITbIoTephbI ITOCTOSTHHO HAaXOZSITCS TI0H, YTPO30ii,
MUCXOASIIEN U3BHE, TaK KaK MOCTOSIHHO NOAK/IIOUeHbl K IHTepHeTy. Ha KomMmbioTe-
pax paboTaloT THICSYM MPOTPAaMMHBIX KOMIIOHEHTOB OT COTeH aBTOPOB, 3aUacTyI0
C HeOTPaHMYEHHBIM JIOCTYIIOM K (aiiyiam nojb3oBaTesl. EqMHCTBEHHBI (hparMeHT
MOIIIEHHMYECKOTO IMTPOTPaMMHOTO 00ecrieueHNsI, 3aTeCaBIIMICs Cpeiy ThICSY ITPO-
YMX KOMIIOHEHTOB, YCTAaHOBJIEHHbIX Ha BallleM KOMITbIOTepe, CITOCOOeH HApYIIUTh
paboTy KIaBUATYPbI, UCIIOPTUTD (Haiijibl, YKPacTh OMTKOHBI, XPAHSIIMECS B IIPU-
JIOSKEHUSIX KOIIebKOB. YPOBEHb 00CTYsKMBAHMS KOMITbIOTEPOB, HEOOXOIVMBIN JIJIs
HaJIe>KHO 3alIMThI OT BUPYCOB ¥ TPOSTHCKMX ITPOTPaMM, ropa3/io BbIllle, YeM peasib-
HbIIi YPOBEHb IMOATOTOBKM IMPAKTUYECKM BCeEX I0Jib30BaTesell, 3a UCKII0UeHeM
Ype3BbIUATHO MaJIOi MX YacTy, 00/1aJarolneii TpeOyeMbIMMY TEXHUUECKMMM HaBbI-
KaM¥ ¥ 3HaHUSIMU.

HecMoTpst Ha mecsTUIeTHST MCCAeN0BaHMIA M AOCTVKEHMIA B 006J1acTy MHGOpMa-
IIMOHHO 6€30MacHOCTH, V(D POBbIe aKTUBBI (IIEHHOCTH) OCTAIOTCS YAPYJaloIIe ysi3-
BUMBIMMU JJ151 OTIpeAe/IeHHO YacTy 3JI0yMbIIIJIEHHMUKOB. [laske camble 3alliMilieHHbIe
CUCTEMBI C MHOTOUYMCJIEHHBIMYM OTPAHNYEHUSIMU JOCTYTIa B QMHAHCOBBIX KOMITAHM-
SIX, CIIEICTY3KOaX U MPeIPUSITUSIX 000POHHOV TPOMbBIITIEHHOCTM JOCTATOYHO Yac-
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TO B3JIaMbIBAIOTCSI. BUTKOIH co3/aeT undpoBble akKTUBbI, 06IaAar0NMe COOCTBEH-
HO1, IPUCYIIEeH TOTBKO UM I[€HHOCTBIO, TO3TOMY MOKET ObITh TIOXUIIEH U TTepeiaH
HOBBIM BJIaJIeJIbI[aM MTHOBEHHO ¥ 06e3BO3BPATHO. DTO SIBJISETCS BOXKIEIEHHOI
LeTbI0 JI1 B3JIOMIIMKOB. PaHbIlle B3JIOMIIVMKAM MPUXOAWIOCH MTPeo6pa3oBbIBATh
MaeHTUGUKALMOHHYIO MH(DOPMAIMIO UM 3/IeMEeHTbI YUeTHO 3amucy — TaKkyue Kak
HOMEpa KPeAUTHBIX KapT MY HOMepa 6aHKOBCKMX CYETOB — B MaTepUaabHbIe [[eH-
HOCTM IIOCJ/Ie B3JIOMa ¥ HEeCAaHKLUVOHMPOBAHHOIO AOCTYIA K IPUBATHBIM JaHHBIM.
HecMmoTps Ha TPyoHOCTH, CBSI3aHHBIE C COKPBITMEM YKPaJEeHHOIO U «OTMbIBAHMEM»
KalmyUTaIOB ¥ MPOYUX aKTUBOB, HAGIIOAETCS TIOCTOSIHHBIN POCT KOINUYECTBA Tpe-
CTyIUIeHUIT B PuHAHCOBOI cdepe. BUTKOIH yCyry6bisieT 3Ty mpo6aemMy, TOCKOIbKY
He TpeOyeT COKPBITUS U «OTMBIBAHMUSI», OH CaM TI0 cebe SIBJISIeTCS [IeHHOCTBIO, BbI-
paskaemoit B hopMe MPPOBOTO MMYIIIECTBA.

K cyacTbio, GUTKOIH TaKKe CO3[AeT CTUMYJIbI K YCOBEPIIEHCTBOBAHMIO MHDOP-
MalIOHHOJ 3aIiuThl. PaHbllle ONacHOCTb HECAaHKLVMOHMPOBAHHBIX JeCTBUI Ha
KOMITbIOTEpaX OblIa He BITOJHE OTIPeeNIeHHO 1 He OKa3bIBaja MPSIMOTO BO3/eli-
CTBUSI, HO C TIOSIBJIEHMEM OUTKOIHA 9TU PUCKU CTAIY SICHBIMY U O4eBUTHBIMMA. T10T-
IePsKKa GUTKOIH-CUCTEMBI HA KOMITbIOTEpPAX COCPeIOTOUYMIIa BHMMAaHME T0Th30Ba-
Tesieit Ha He06XOIMMOCTH YCOBEPIIEHCTBOBAHMS 3aIIIUTHI KOMITBIOTEPOB. [IpSIMbIM
C1eICTBYEM OBICTPOTO U BCe GoJiee MMUPOKOTO PacIpoCTpaHeHUs: OUTKOHA U APY-
rux UUGPOBBIX BAJIOT CTAJIO SIBHO IIPOCIEXKMBAEMOe Pa3BUTHe KaK MPaKTUIeCKUX
MIpYEeMOB B3JI0Ma, TaK M pellleHyii 10 KOMIIbIOTepHOJ 3awuTe. [Ipoe roBops, Te-
Ieph y B3JIOMIIMKOB NOSIBMUJIACh BeCbMa IIpMBJIeKaTe/lbHas Lelib, a Y [10/Ib30BaTe-
Jieit — OYeBUIHBIN CTUMYJI IJ1sI 3aIIUTHI ce6s1 U CBOEit COGCTBEHHOCTM.

3a nowiefHue TpU rofa CaMbIM SIPKMM IOCAeLNCTBMEM IIMPOKOrO PacrpocTpa-
HEHUSI U TIPUMeHeHUsT GUTKOIHA CTal OTPOMHBIN 06beM MHHOBAIUii B 06acTH
MHGOPMAaIMOHHO 3aIlIUThI, IPOSIBJIEHHBIN B hopMe Cpe[CTB alnapaTHOro mud-
pOBaHMsl, allllapaTHBIX XPaHW/INI K/I0Yeli M alapaTHbIX KOIIEIbKOB, TEXHOIOTUY
MyJIbTUIIOAMNCEN U LIUGIPOBOro NeMOHMPOBAHUS Y TpeThero Jinia. B cienyomux
paszenax Mbl 60siee TOAPOOHO PACCMOTPUM HEKOTOpbIe Haubomee 3hheKTUBHbBIE
MpaKTUYeCKMe MeTOAVKY 3alUThI 10JIb30BaTeNe.

®usnueckue cpeacrea XxpaHeHuUaA 6MTKOMHOB

TTocKoTbKY GOBIIMHCTBO MOJIb30BaTeNIell UYBCTBYET ce6si HAMHOTO YBEpEHHEee Mpu
obecrieueHny HU3UYECKOIL 3AIIUTHI, TIO CPABHEHUIO C 0OecieyeHeM MHMOPMaI-
OHHOI (111G POBOIT) 3a1NThI, BecbMa 3(DGEKTMBHON METOIMKONM 3aIUThl OUTKO¥-
HOB SIBJISIETCSI TTpeo6pa3oBaHie UX B HEKOTOPYIO Gu3uueckyio Gopmy. BUTKOIH-
KJTIOUM TIPEMICTABIISIIOT COO0IT He UTO MHOE, KaK JJIMHHbIE UMCIa. DTO 03HAYAET, UTO
UX MOKHO XpaHUTb B pusnueckoit hopme, HarIipuMep B BUJIe pacIieuaToKk Ha Gymare
WY B BUJ€ TPAaBUPOBKM Ha META/TMUYECKOI MOHEeTe. 3aluTa KITueil CTAaHOBUTCS
TaKUM 3Ke MPOCTBIM JI€JIOM, KaK (u3uueckasi 3aliuTa MeyaTHO Komuu OUTKOIH-
Kioueii. Habop 6UTKOIH-K/IIOUE, pacrieyaTaHHbIX Ha Gymare, Ha3bIBaIOT «OyMask-
HBIM KOIIEJTbKOM», ¥ ISl €70 CO3JaHMUs CYIeCTBYET MHOXECTBO GeCIIATHBIX MHCT-
PYMEHTAbHBIX CPECTB. ABTOP XPaHUT GOJIBINYI0 YacTh CBOMX GUTKOIHOB (99%
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MU gake 6osible) B 6YMakKHBIX KOIIeTbKax, 3alMdpoBaHHbIX MO cTaHAApTy BIP-
38, ¢ MHOTOUMCJIEHHBIMM Pe3ePBHBIMM KOIMSIMM, Pa3MeIIeHHbIMM B 6€30MacHbIX
MecTax. XpaHeHMe GUTKOIHOB B peskuMe odiaifH Ha3bIBAeTCsl «XOJIOOHBIM XpaHe-
H1eM» (cold storage), KOTOpoOe SIBJIIETCS OJHOM M3 CaMbIX HaJEKHbBIX METOIUK 3a-
IIUTHI. B cicTeMe XOMOMHOTO XpaHe s KITI0Ul TeHepupyroTcs Ha odIaiiHOBOI cu-
cTeMe (HMKOTIA He TOAK/II0YaeMoii K IHTepHETY) U COXPaHSIIOTCS TaKKe B PEKMME
odmaiid 160 Ha 6ymare, 1160 Ha IM(GPOBOM HOCUTEJIE, HAIIPUMEDP Ha YCTPOICTBE
namsitu USB.

AnnapaTHble KollenbKu

B KOHeuHOM MTOTe CUCTeMa 3alIUThl OUTKOHOB TIOCTEIEHHO NO/DKHA MPUHSITDH
(dhopMy armapaTHbIX KOIIEJIbKOB, 3aIIMUIIEHHBIX OT BOPOBCTBA M HEyMeIoro obpa-
meHus. B ommnume or cmapTdoHA MM HACTOIBHOTO KOMIIBIOTEPA, aIlrmapaTHBIN
KOIlleJieK MpeaHasHaueH [jIs eIMHCTBEeHHO 1enu — 6e30MacHOro XpaHeHus OUT-
KOJMHOB. [IpM OTCYTCTBMM YSI3BMMOTO IPOIPaMMHOTO oOecriedyeHus o0IIero Ha-
3HAUYEeHMUS ¥ C OTpPaHMUYEHHBIMM CpeJCTBaMM MHTepdeiica anapaTHble KOIIeTbKI
CITIOCOOHBI 00€CIeunTh MOUYTY MaKCUMAaIbHBI YPOBEHD 3aIIUThI OT HEOCTOPOSKHO-
ro oOpalleHus] M OMIMOOUYHBIX JECTBUI ¢/1a60 MOATrOTOBIEHHBIX I0JIb30BATEIEN.
ABTOp IIpefIoaraeT, YTo armnapaTHbIe KOILIeIbKY YKe ceifuac CTaHOBSITCS Mpebia-
JAIOIIMM CITOCOO0M XpaHeHMsI GMTKOITHOB. XOPOIIMM ITPMMEPOM amIapaTHOTO KO-
1esibKa siBjsieTcs ycrpoiictBo Trezor (https://trezor.io/).

PasyMHbIli 6anaHc 3aWwmThl U PpUCKOB

IMouTy BceM MOJb30BATEISIM XOPOILIO M3BECTHBI (PaKThl IMOXUIIEHMUS OUTKOIIHOB,
HO 37Iech KpoeTcs elre 60/bilast ormacHOCTb. ®aiiibl JaHHbIX TEPSIOTCS TTOCTOSTH-
Ho. Eciu o™i (aiiabl comepskaT 6UTKOHBI, TO IOTEPM HAMHOIO 60jiee KPUTUUHBL.
[Tpunaras ycwims 1o 3aiiyuTe CBOUX OMTKOMH-KOIIEIbKOB, IOJIb30BATENN JOJIKHbI
OBITh OUEHb BHMMATEJIbHBIMM, UTOOBI HE ITIePeCcTapaThCs U He MOTePSITh OMTKOMHDI.
B urone 2011 roga nmpom3soiien m1upoKOU3BECTHBIV MHIIMAEHT, B pe3ylIbTaTe KOTO-
poro obpasoBaTesibHbIN MPoeKT rnoTepsi noutu 7000 6uTKoIHOB. CTapasich mpe-
IOTBPATUTh XUIIEHMUS, BAALENbIbI Peaau30BIM (JIOKHYIO MOCAe0BATEIbHOCTD
3amM(pPOBAHHbBIX PE3EPBHBIX KOIMI. B KOHIIe KOHIIOB, OHM OKa3a/IMCh B MTOJTHOM
TIPOUTPBIIIE, KOTA CAy4aiiHO MOTepsiM KUy mu@poBaHusS U BCce pe3epBHbIE
Koy crany 6ecrojie3HbIMu. EC/IM BbI CAMIIKOM XOPOILIO 3allyiiaeTe CBOU OUT-
KOWHBI, TO MOKeT BOSHUKHYTb CUTYaIMsl, KOT[Ia Bbl HE CMOXeTe UX U3BJieub. 3[1eCh
YMeCTHa aHaJIOTUSI C PeaIbHBIMU AeHbramMy, HaCTOAbKO XOPOIIO 3aNpPSITAHHBIMU
Ie-To B HeJpaxX MYCThIHM, UTO MOTOM MX IMOUTM HEBO3MOKHO HalTU Jaxke Bja-
TleJIbIly.

Oueepcudmkaumna puckos

Cornacuinuch ObI BBI XpaHUTb BeCb CBOI1 KanuTall B BUIe HAJIMUHBIX JI€HEKHbIX
3HAKOB B KollIe/ibKe? BONbIIMHCTBO JIIOJEN CYUTAIO ObI TaKkoe pelieHue OorpomeT-
YMBBIM, HO BCe€ JKe I10JIb30BATe/IM 4aCTO XpaHAT BCe CBOU OUTKOWHBI B OOHOM KO-


https://trezor.io/

320 <+ O6ecrneyeHune 630NacCHOCTM BUTKOMH-CUCTEMDI

mesibKe. BMeCTo 3TOro 1mosib30BaTessIM C1ef0Bano Obl pacipenessiTh BePOSITHOCTD
BO3HMKHOBEHMUSI PUCKOB M0 HECKOIBKMM Pa3JIMYHbIM OUTKOIH-KOIIeabKaMm. [Ipemy-
CMOTPUTEbHbIE TTOTH30BATEY OYIYT XPAHUTD JIUIIH HEGOIBIITYIO UaCTh, BO3MOKHO,
MeHee 5% CBOMX GUTKOIHOB B OHJIAH-PEXMME VI B MOOUIBHOM KOILIEJIbKe KaK
«KapMaHHbIe TIeHbTY Ha MeJIKVe pacxofabl». OCTalbHble OUTKOMHBI HOKHBI ObITH
TMoJIe/IeHbl MeXKTy HECKOJIbKMMU Pa3HOOOpa3HBIMY MEXaHM3MaMU XPaHEHNU ST, TAKM -
MM Kak KollleJieK Ha HACTOIbHOM KOMIIbIOTepe U 0(iaiiHOBBII Kolleslek (X0I0LHoe
XpaHeHue).

MyﬂbTMHO.D.ﬂMCb U ynpasneHue

Ec/ii KoMITaHus UM YaCTHOE JIMIO XPaHUT BecbMa 60JbIITYI0 CYMMY B OMTKOHAX,
CJIeflyeT pacCMOTPETDh BapMaHT C MCIOMb30BaHKeM GUTKOIH-azpeca ¢ GyHKIMeik
MyabTUIIOANMCK. Takue agpeca 06ecreunBaT 3aIIUTY TeHEXKHBIX CPEICTB, Tpe-
6yst 6osiee OJTHOV TIOAITMCH [IJISI COBEPIIEHMS TU1aTeska. KiTroun st IOAIMCH JT0JTK-
HbI XPaHUTHCS B HECKOJbKMX PasjIMUHBIX MeCTax M YIIPaB/ISThCS Pas3JIMUHbIMU
nmogbMu. HammpuMep, B KOPIIOPATUBHO Ccpeie KUK JOJKHBI TeHepupoBaThCs
HEe3aBMCUMO APYT OT APyra M XpaHUTHCS Y HECKOIbKMX PYKOBOISIIMX PAOOTHUKOB
KOMITaHuM. [Ipy TaKOM MOIXOMIe ONVH YeJOBeK He CMOKeT HaHeCTU KaKoro-in6o
yirep6a meHexxHbIM GoHgaMm. Kpome Toro, agpeca ¢ QYHKINMENH MYIbTUIIOAIIACK
MOTYT 06eCreuynTb oIpeneleHHblii YpOBeHb M36bITOUHOCTHM, TP KOTOPOM OIVH
YyeJI0BEeK SIBJISIETCS BjIafeblleM HeCKOJIbKUX KITI0Ueii, XpaHSIIMXCS B PasIMUHbIX
MecTax.

YXu3Hecnoco6bHOCTb

OmHMM BaKHBIM YCJIOBMEM obecrieyeHus: 6e30MMacHOCTM, KOTOpOe YacTo Heo-
OIIEHMBAIOT, SIBJISIETCSI IOCTYITHOCTh, OCOOEHHO B CUTYALMSIX ITOJIHOM HeHeecrocob-
HOCTU WM CMEPTHU Bjajesblia Kiwoueil. ITonb3oBaTenn GUTKOMH-CUCTEMBI TP -
YIIPEXKIEHbI 0 HEOOXOAMMOCTY IIPUMEHEHMSI CJIOSKHBIX ITapoJieii U XpaHeHMUs CBOUX
KJIIOUEil ¢ obecrieueHeM 3aIlUThl M CEKPETHOCTU M C aOCOTIOTHBIM MCKITIOUEHEM
BO3MOKHOCTY UX IPeIbSIBIEHNS JII0O0MY ITOCTOpPOHHEMY juily. K coxkaneHuo, Ta-
KOJi IMOJXOf, IeJIaeT MPaKTUUEeCKM HEBO3MOXKHBIM ObOpallleHre K JeHEXKHBIM Cpel-
CTBaM WIEHOB CeMbM, €CJIM CaM MOJIb30BaTeNb 10 KaKUM-I1MO0 MPUYMHAM He MO-
SKeT pa3bI0KUPOBATh CBOM JIEHEKHBIE CPEICTBA. A B OOJBIIMHCTBE CJTyUYaeB CEMbSIM
TI0JIb30BaTeJIeil OUTKOIH-CUCTEMBI BOOOIIE HAUEr0 HEM3BECTHO O CYIIECTBOBAHUM
JIeHEKHBIX CYMM B OUTKOMHAX.

Ecnut BeI gB/IsIeTeCh Bi1afe/iblieM O0JIbIIOr0 KOIMuecTBa OMTKOMHOB, TO BaM CJie-
IIyeT Cepbe3HO IOAYMAaTh O HI0aHCAX 00ecIieueHysI COBMECTHOIO JOCTYIIA JIJIS CBO-
MX POJCTBEHHMKOB VIV aJIBOKATa, KOTOPhIM BBI ToBepsieTe. MOKHO co31aTh 6osiee
CJIOKHYIO CXeMy ObecrieueHust SKM3HEeCIIOCOOHOCTY C TpeAoCTaBIeHNEM OCTYIIa
TOJIbKO 0 MYJIBTUIIOAINUCYU U TIPeIBAPUTEIbHOrO TJIAHUPOBAHUS PACIIOPSIKEHMST
MMYIIECTBOM aJBOKATOM, CITEIMATIU3UPYIOMMMCS B 00JIaCTy «IyIIenpuKa3umK-
pacropsiauTeNb HUPPOBLIM MMYIIECTBOMY.
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Pe3ioME

BUTKOIIH — 3TO COBepIiieHHO HOBasl, GecrperieeHTHast 1 CJI0KHast TexHomorus. Co
BpeMeHeM OyayT pa3paboTaHbl 6ojee HaJeKHbIE CPENCTBA 3aIMUTHI U MPAKTHUe-
CKM€ METOIMKH, YIIPOLIAoIie ee MpMMeHeHe HeIloAroTOBAeHHbIMY I101h30Ba-
TeISIMM. B HacTosiIee BpeMsi I10/Ib30BaTeIM OUTKOH-CUCTEMbI MOTYT BOCITO/Ib30-
BaThCSI MHOTMMM COBETaMM ¥ PeKOMEHIALMIMM, ONMCAHHBIMM 3[€Ch, YTOObI 6e3
Mpo6JIeM ¥ U3JIUIIHUX PUCKOB paboTaTh CO CBOMMM OUTKOMHAMMU.



rasa 1. 2

MpunoxxeHnua 6nokyenHa

PaccmoTpuM GMTKOMH KaK NpUKIagHYyo miatdopmy (application platform), yTo6s!
JIy4Ille TIOHSITh ero CYHIHOCTb. Ceifyac MHOTME YIIOTPEeOISIOT TePMUH «OIOKUeiH»
IJIsT 0003HaUeHMs 000 MPUKIAIHON IIaTGOPMbI, UCIOIb3YIOIIEe/i OCHOBHbIE
MIPUMHIIUIIBI OUTKOIHA. DTOT TEPMMH YaCTO MPUMEHSIOT HelpaBUJIbHO, 0603HA-
yas MM MHOTYe OOBeKTbl, He 00/1aaroliyie OCHOBHBIMM CBOVICTBAMM, IIPUCYIIUMU
CTPYKTYpe JaHHBIX OJI0KYeiiHa OGUTKOMH-CUCTEMBI.

B orT0ii r1aBe MbI Oygem M3ydaTh QYHKIMOHAJIbHbBIE CBOVICTBA, ITpeAjiaraemMblie
CTPYKTYPOIl TaHHBIX OJ0KYeiHA OGUTKOH-CUCTEeMbI KaK MPUKIaAHON miaTdop-
Mbl. MBI paccMOoTpuM 6a30Bble 3jeMeHThI (primitives), mpemcraBisione CO-
6071 OCHOBHbIE KOHCTPYKLIMM-KOMIIOHEHTBI [JISI CO3AAHMS JTI0O0TO MPUIOKEHMS
61okueitHa. Kpome Toro, 6yayT ommMcaHbl HEKOTOPbIe BaskKHbIe MPUIOKEHUS, UC-
TOJIb3YIONIVe 3TK 6a30Bbie 3eMeHThI, TakMe KakK IIBeTHbIe MOHEThI, KaHaJIbI TIIa-
Tekel (KaHAIbl COCTOSTHUI) M KaHasbl TaTexkeit ¢ mapupytusanueit (Lightning
Network).

BBEOEHME

BuTkoMH-Cc1cTeMa ObTa 3alyMaHa ¥ CIIPOEKTMPOBaHA KaK JeleHTpaaM30BaHHasI
duHaHCcoBas M IUIaTexkHas cucreMa. Ho Gosblias 4acTh ee (GYHKIMOHAIbHOCTYU
yHac/IleqoBaHa OT MHOTUX KOHCTPYKI[MIt 60jiee HU3KOTO YPOBHSI, KOTOPbIE MOTYT MC-
TOJIb30BAThCS IS Pa3HOOOPA3HBIX MIPUJIOKEHMIT 6osiee mmpokoro mpoduis. Ipu
CO3MAaHUM OUTKOMH-CUCTEMbI He TMPUMEHSUIMCh TaKue KOMITOHEHTbI, KaK cuera,
MOJIb30BaTe/M, 6aJaHChl M TIATEXKU. BMECTO 9TOTrO MCITONb30BAJICS CITeLMaIn3u-
POBaHHBIV CKPUTITOBBIN SI3bIK JIJIS1 OTIMCAHUS TPAH3aKIIMiA C KpUIITOTpapmuuecKuMu
(GYHKIMSIMY HUM3KOTO YPOBHSI, KOTOPBI MbI pacCMaTpPMBaJIu B TiaBe 6. 113 yroMsiHy-
THIX BbIIIE 6A30BbIX JIEMEHTOB MOKHO (DOPMMUPOBATH KOHIEMIINYM 60jIee BHICOKUX
YpOBHeIT — Te ke cueTa, 6aJlaHChl U [JIATEXKY, HO 9TUM [I€JI0 He OTPaHMUUYMBAETCS:
BO3MOXXHO CO3[ITaHVe MHOKEeCTBA APYTUX CIOXKHBIX MPUIokeHuii. TakuM o6pasom,
CTPYKTypa 6710KYeiiHa OUTKOMH-CYCTEMbI BIIOJIHE MOYKET CTaTh IIPUKIIAIHON TIIaT-
dbopmoii, mpenJiaratoiiein HaJeskHbie CePBUCHI JIJIsI TIPUIOSKEeHWI, TaKe KaK CMapT-
KOHTPAKThl, 3HAUNTENbHO MPEBOCXOMSIIMEe M3HAYaIbHble BO3MOKHOCTU U LIeIU
1(POBOIL BaIOTHI U TIATEXKEN.
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BA30BbIE 2NIEMEHTbI

Ipy IpaBMJIBHO OPraHM30BAHHOM padboTe B TeUeHMe OJIUTEIbHOIO BpeMeHy GUT-
KOJMH-CucTeMa obecreunBaeT OIpeaeeHHbIe TapaHTMM, KOTOPbIe MOTYT VCIIOJb-
30BaThCsl Kak 6a30BbIe 37IEMEHTHI [JIsk CO3MaHMsl MIPUIoKeHnit. Huke mpuBoguTcs
KpAaTKOe OIMCaHMe STUX 6a30BbIX IEMEHTOB:

O

MCK/TIOUEeHMe JBOIHOTO PacxoJ0BaHMsI — caMasl IJlaBHas rapaHTus, obecre-
yyBaeMasi aJif0OPUTMOM JelleHTPa30BaHHOTO KOHCEeHCYCa OUTKOH-CHUCTe-
MBI, — TIOJTHAsI YBEPEHHOCTH B TOM, UTO JaHHble UTXO He MOTYT GbITh M3pac-
XOIOBaHbI JBAYK/IbI;

HeM3MeHSIeMOCTh — I0oc/e J00aBIeHMs] TPaH3aKUUU B CTPYKTYPY IaHHBIX
6JIOKUE/fHA ¥ TOCTAaTOYHOI'O 0OheMa BBIITOTHEHHON paboThI MO N06GABIEHIIO
MOC/IeAYIOMIVX 6I0KOB JaHHbIE TPAH3aKIIMY CTAHOBITCS IIPAKTUUECKY HeU3-
MeHseMbIMU. HensMeHsIeMoCTh 00ecIieuBaeTCsl SHepro3aTpaTaMu, Tak Kak
repesanych CTPYKTYPhI JaHHBIX OJI0KUeiiHa Tpe6GyeT pacxoma 371eKTPOdHep-
IUY OJ1s1 IPOBEEeHMS [0Ka3aTeIbCTBA BhIMTOMHEeHMsT paboThl (POW). 3aTpaTsl
JIEKTPOSHEPTUM HEU3OEXKHBI, CJIIOBATEIbHO, CTEIIEHb HEeU3MEHSEMOCTU
BO3pacTaeT ¢ yBeJnueHneM o6beMa paboThl, BLITIOTHEHHO 11 J06aBIeHNSsT
6JIOKOB ITOBEPX 6I0Ka, COIEePsKaIero 9Ty TPaH3aKILMIO;

0eCcIpUCTPaCTHOCTh — JelleHTPaIN30BaHHast GUTKOIH-CeTh pacIIpoCTpaHsIeT
KOppEeKTHbIE TPaH3aKI M/ BHE 3aBUCUMOCTH OT MCTOUHMKA WJIM COIEPKUMO-
r0 3TUX TpaH3aKLMi. DTO O3HAYAET, YTO KaKIbIiI MOKET CO3[aTh KOPPEKT-
HYI0 TPaH3aKI[MIO0 C JOCTATOUHBIMM CYMMaMM OTUMC/IEHUI U OBbITh BIIOJIHE
YBEPEHHBIM B TOM, UTO 3Ta TpaH3aKLMs OyIeT repemaHa B CETh U BKIIOUEHA
B CTPYKTYPY JaHHbBIX OJIOKUE/THa;

3aluIIeHHass MapKMpoOBKa BpeMeHM — ITpaBujia KOHCEHCYCa OTBEPraioT JIio-
6071 6JI0K, METKa BpeMeH) KOTOPOTO CIMIIKOM PaHHSS MM CJIAIIKOM 037 -
HsISl. DTO rapaHTHUpYyeT HaJeKHOCTh METOK BpeMeHM B OjoKax. MeTka Bpe-
MeHM B GJIOKe 06ecreumBaeT 3alUTy OT IPEXKIEBPEMEHHOIO PACXOL0BaAHMS
BXOJHbBIX JAHHBIX BCEX TPAH3aKIIMIi, BKIIIOUEHHbIX B KOHKPETHbIN 6/I0K;
aBTopusauus — LM@POBbIE ITOAIMCK, ITPOBEPSIEMbIEe B JIEleHTPaan30BaH-
HOJt ceTu, obecreunBaioT aBTopu3annio. CKpUIITHI, ComepsKalie TpeGoBa-
HMSI K IIMDPOBOI MOATNCH, He MOTYT ObITh BBIITOJIHEHBI 6€3 aBTOpMU3aLn
OT MMEHM BJIajie/Iblla CeKPETHOTO K/Ii0ua, Ha KOTOPbIii KOCBEHHO CChIJIAeTCS
KOHKPEeTHBII CKPUIIT;

BO3MOKHOCTDb IIPOBEIEHMSI ayauTa — BCEe TPaH3aKIMM OOIIeAOCTYIIHbI, UX
MOYKHO TIPOBEPSITH B JII060€e BpeMs. Bce TpaH3aKIyu 1 6JI0KM MOSKHO ITPOCe-
IUTH B 0OPATHOM ITOPSIAKE B HEIIPEPBIBHOJ LIEITOUKE BIUIOTD 0 ITEPBUUHOTO
0JIOKa;

yUeT IeHeKHbIX CPeICTB — B TI0607 TpaH3aKIMM (3a MCKITIOUeHeM coinbase-
TpaH3aKIMM) CyMMa BXONHBIX JAHHBIX PaBHA CyMMe BBIXOJHBIX ITaHHbBIX
ITIOC OTYMC/IeHMsI 3a TpaH3aKkuuu. HeT HMKaKOii BOSMOKHOCTM CO34ATh UK
YHUYTOKUTD KaKyI0-MO0 CyMMY B OGUTKOIHAX B TpaH3aKiymu. CyMmMa BbIXOI -
HBIX TaHHBIX HE MOYKET MPEeBhIIIaTh CYMMY BXOMHbBIX JAaHHbIX;
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Q HeorpaHMYeHHbIN CPOK XpaHEeHMSI — CPOK XpaHeHMSI KOPPEKTHO TpaH3aKLU
HMKOITA He ucTeKaeT. Ecay TpaH3aKIyus KOPPeKTHA CeroHs, OHa OCTaHeTCs
KOPPEeKTHOII B GiiskaiiieM OymylieM, ITOKa ee BXOIHbIE JaHHbIe OCTAIOTCS
HeM3pacxo[40BaHHBIMMU U TTOKA He U3MEHSTCS MpaBuia KOHCEHCYCa;

QO 1LelIOCTHOCTh — GUTKOIMH-TPaH3aKIMM, TTOATIMCaHHbIe SIGHASH_ALL, /M YaCTu
TpaH3aKINY, TOAIVCAHHbIE IPYTUM TUIIOM SIGHASH, He MOTYT OBITh MU3MeHe-
HbI 6€3 HapyIIeHsT KOPPEKTHOCTY IM(POBOIt OAMICH, CJIefoBaTeIbHO, 6e3
HapylIeHUs KOPPEeKTHOCTU BCell TpaH3aKIINK;

O aroMapHOCTb (HEOEeNIMMOCTb) TPaH3aKLUUU — OUTKOMH-TpaH3aKLUUM Heme-
JUMBI (ATOMapHbI), TO €CTh MO0 KOPPEKTHBI (BATUIHBI) U IMOATBEPSKIEHbBI
(TIpoILIM TIpoLieypy MaifHMHTA), TMO0 HeT. «HacTMUHbIe» TpaH3aKLUUU He
MOTYT OBITh BK/TIOUEHBI B ITPOIECC MATHMHTA, /IS TPaH3aKIMii HEBO3MOYKHO
Kakoe-1160 MPOMEXYTOUHOE COCTOsTHME. B 1106071 MOMEHT BpeMeH! TpaH3-
aKIMsI WIN «OTMaliHeHa», UM HeT;

O [UCKPeTHOCTH (HeeJIMMOCTh) IeHESKHbIX CYMM — BbIXOAHbIEe TaHHbIe TPaH3-
aKkIVii IUCKPeTHBI, a eHeXXHbIe CYMMbI, yKa3aHHbIe B HUX, HefleauMbl. OHU
MOTYT OBITh M3PACXOJOBAHbI VJIM HEM3PAaCXOAOBaHbI B MOTHOM 0O0beMe. Mx
Heb3s pa3aeanTb WIM U3PacX0od0BaTh YACTUUHO;

O BO0O3MOKHOCTb YCTAaHOBJEHMSI KBOPYMa JJIs1 YIIPaBIeHUS TeHEeKHbBIMU CPEJICT-
BaMU — OrpaHMUYeHNs], HaJlaraeMble MeXaHU3MOM MYJIbTUTIOATINCEN B CKPUII-
Tax, GOPMUPYIOT KBOPYM [IJIsT aBTOpU3aluK, TIpeBapuUTeIbHO OIpeneeH-
HbIIl B cxeMe MyabTurnopmnuceit. Tpe6osaune M-of-N (M-u3-N) BBOAUTCS
IpaBMIaMy KOHCEHCYCa;

QO O6JIOKMpOBKA MO BpPEMEHM/OTJIOKEHHOE BbINOJHEeHMe — J060ii 3/1eMeHT
CKPUIITA, COAEpPsKaIliyii OTHOCUTEIbHYI0 MM abCOMIOTHYIO OJOKMPOBKY IO
BpeMeH!, MOKET ObITh BBIIIOJIHEH TOJIBKO [0 MCTEUEHNUN 3aJaHHOTO UHTEep-
Bajia BpeMeHH;

O pemuKanusa — OelleHTpaJ30BaHHOEe XpaHeHMe CTPYKTYpbl Oj0KYeifHa ra-
paHTUPYeT, UTO TPaH3aKLMs TMOoIe MaliHMHTAa M TOCae AOCTATOYHOTO KO-
JM4YecTBa MOATBEPXAEHNIT MHOTOKPATHO KOMUPYETCSI B CETU U CTAHOBUTCS
HaJIe>KHOM M YCTOMUMBOM K CIyYaiiHBIM ITOTEPSIM JTaHHBIX, COOSIM 9JIEKTPO-
MMUTAHUS U T. I.;

O 3ammTa OT MOJIeJIOK — TPAH3aKIMS MOXET PacXOA0BaTh TOJBKO PeasibHO CY-
1IeCTBYIOIIME, TPOBEpeHHbIe, KOPPEKTHBIE BIXOAHbIE JaHHbIe. HeBO3MOXKHO
CO3IAThb WM TIOAIEIaTh KaKyio-T1M00 TeHEKHYI0 CYMMY;

O cornacoBaHHOCTh (HEMPOTUBOPEUMBOCTD) — 6€3 KaKoro-ambo yJacTust Maii-
HepoB GJIOKM, 3alMCaHHbIe B CTPYKTYPY JAHHBIX GJI0KUYeifHa, TOIBePraloTCs
peopraHusaium, nepecMaTpmMBaeTCsI UX CTaTyC C SKCIIOHEHIMATbHO YMEHb-
IIaroIeiicss BeposITHOCTbIO, OCHOBAHHOI Ha ITy6MHE PaCIONIOKEeHMsT 3aIu-
caHHOTro 6J10Ka. ITocie TOro Kak mTy6MHa pacIooskeHus 6J10Ka CTaHOBUTCS
3HAYMUTEIbHOM, IJIs1 ero M3MeHeHUs] TPeOYIOTCS CYIeCTBEeHHbIe BbIUMCIN-
TeJbHbIEe M SHepreTHMUYecKyue 3aTpaThbl, UTO [ejaeT BHeCeHMe M3MeHeHUt
MIPaKTUYeCKM HEBO3MOXKHBIM;
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O ¢dukcaiusi BHEIIHET0 COCTOSTHUSI — TPaH3aKI[MsI MOXKeT TepefaBaTh HEKOTO-
poe 3HaUeHMe uepes Koz, OP_RETURN, ITpeACTaBIISIIOIINIL Tepexoy, B ONpeeneH-
HOE COCTOsIHME B MallliHe BHEITHUX COCTOSTHUIA;
O mpepomnpeneneHHbIit 00beM BbIITyCKa OUTKONHOB — GY[IeT BBINYIIEHO MeHee
21 MUIIMOHa OGUTKOIHOB 10 MTpeaBapUTEIbHO ONpeaeeHHOMY IpaduKy.
[IpuBemeHHbIN CIIMCOK 6a30BbIX 9JIEMEHTOB He SIBJISIETCS MOJTHBIM M MOKET pac-
MIVPSITHCS C TTOSIBJIEHVEM HOBBIX (DYHKIIMOHAIbHBIX BO3MOKHOCTEI B OUTKOMH-CU-
cTeMe.

nPW'IO)KEHMSI, CO30ABAEMbBIE U3 BA30OBbIX 3JIEMEHTOB

Ba3oBble 351eMeHTbI, IpefjiaraeMble OMTKOMHOM, IIPEICTABIISIOT COO0I 371€MEeHThI
HaJIeXKHO T1aTGOPMbI, KOTOPYIO MOXKHO MCITOJB30BATD JJISI CO3aHMST MTPUIIOKe-
Hui1. Hoke nmepednciieHbl HEKOTOPbIE MPUMEPBI TaKuX MPUIOKEeHU, KOTOPbIE Cy-
IIECTBYIOT B HACTOSIIIIEe BPeMs, a TAKKe UCIIOIb3yeMble MM 6a30BbIe 3JIEMEeHThI:

O Proof-of-Existence (Digital Notary) — moka3aTeyibCTBO CYIIeCTBOBAHMS (LIMG-
POBOJI HOTapUaJIbHbBIN CEPBYUC) — HEM3MEHSIEMOCTb + MeTKa BpeMeH! + [IOJI-
roBeuHOCTb. I[P poBOIT OTITIEUaTOK MOXKET OBITH 3aITMCAH C TIOMOIIBIO TPAH3-
akIMu B CTPYKTYPY AAHHBIX OIOKUYEIiHA, JOKA3bIBasl TEM CaMbIM, UTO HEKMIA
OOKYMEHT CyIIeCTBOBaJ (MeTKa BpeMeHM) B TOT MOMEHT, KOrjia OH ObLI 3a-
ukcupoaH. Takoii 111G POBOI OTIIEYATOK HE MOKET ObITh M3MEHEH 3aIHUM
YMCIOM (HEM3MEHSIEMOCTD), @ COOTBETCTBYIOIIEe TOKA3aTeIbCTBO OymeT Xpa-
HUTBCS TTIOCTOSTHHO (J,0JITOBEYHOCTbD);

O Kickstarter (Lighthouse) — cormacoBaHHOCTb (HEIIPOTUBOPEUMBOCTD) + aTo-
MapHOCTb (HeAeJMMOCTb) + 1eJIOCTHOCTb — €C/IU Bbl NOATIMChIBAETE OAVH
(bparMeHT BXOIOHBIX TaHHBIX ¥ BBIXOHHbIE MAHHbIE (I[€IOCTHOCTD) TPAH3aK-
LMY TI0 COOPY CPeNCTB, APYTHE JUIA MOTYT IMTPUCOEIUMHUTHCS K KAMITAHWUY 110
cbopy cpencTs (caenaTh CBOI B3HOC), HO M3PAacXOA0BaTh COOpPaHHbIE CPeICTBA
HEBO3MOXKHO (aTOMapHOCTB) [IO TeX II0P, ITOKa He OyIeT JOCTUTHYTA KOHeU-
Hasl 11e/Tb KaMITaHuM (TO eCThb ITOKa He 6yJeT cobpaHa CyMMa, yKa3aHHasI B BbI-
XOOHBIX JAHHBIX) (COMIaCOBAHHOCTD);

O payment channels — kKaHabI TUIaTEKEN — YCTAHOBJIEHME KBOpYMa AJIsI YIIPaB-
JIEHWSI TEHESKHBIMM CPe[iCTBaMM + GJIOKMPOBKA 0 BpeMeHM + UCKII0UeHMe
JIBOIHOTO pacXof0BaHMsl + HEOrPAaHUYEHHbIN CPOK XpaHeHMs + 3alluTa OT
IIEH3yPbl + aBTOPU3ALNS — MYJIbTUIIOAINCH TT0 cxeMe 2-of-2 (KBOpyM st
yIIpaBjIeHMs) B COUeTaHUM C GIOKMPOBKO¥ 110 BpeMeHM, MCIIOIb3yeMasi Kak
«pacueTHas» (IO COTVIANIEeHNMI0) TPAaH3aKIMS KaHala TUIaTeska, MOKET ObITh
CcoXpaHeHa (HeOTPAHWYEHHBIN CPOK XpaHEeHMs) M M3pacxofoBaHa B J0boe
BpeMs (3aluTa OT LIeH3yPbl) OINpeAeNeHHON IPYIIION Jull (aBTOpU3aIus).
3aTeM JiBe IPYIIIbI UL, MOTYT CO3[IaTh TPAH3aKIIMM-00I3aTe/IbCTBA, KOTOPbIE
BBITIOJIHSIIOT IBOVIHOE pacxogoBaHye (MCKIUYEeH)e IBOHOTO PacX0g0BaHMS)
PaCcyYeTHOI TPaH3aKLUMM C YKOPOUEHHOI O6JIOKMPOBKOI 110 BpeMeHU (6JIOKM-
pOBKa I10 BpeMeHM).



326 < MpunoxeHns 6nokyeiHa

LIBETHbIE MOHETbI

[TepBoe mpwioskeHNMe HA OCHOBe OJIOKYeltHa, KOTOpOe MbI OymeM paccMaTpuBaTh,
Ha3bIBaeTCS IIBETHbIe MOHETHI (colored coins).

CaM TepMUH «1IBETHbIE MOHETbI» 0003HaUaeT Hab0p B3aMMOCBSI3aHHbBIX TEXHOJIO-
TUi1, KOTOPBIi MIO3BOJISIET UCIOMb30BaTh GUTKOIH-TPaH3aKLUMUM AJIs 3aIIMCHU oIepa-
IIMIA CO3aHMsI, yCTAHOBJIEHMS M TIepeIaul IpaB BageHMsI <BHEITHVM» MIMYIIIECTBOM
(pecypcaMu M T. I1.), OTIMYHBIM OT OUTKOMHOB. 1o/ «BHEIIHMM» TTOIpasyMeBaeTCs
MIMYILIECTBO, KOTOPOE He XPAHUTCS HEITOCPEACTBEHHO B CTPYKTYPE JaHHbBIX OJIOKUei-
Ha OUTKOMH-CUCTEMBI, B OTJIMYME OT CAMMUX OMTKOTHOB, KOTOPbIE SIBJISTIOTCS «BHYT-
PEHHMM» UMYIIECTBOM IT0 OTHOLIEHMIO K CTPYKTYpe JaHHbIX OJI0KUeliHA.

[IBeTHBIE MOHETHI MCIIOAb3YIOTCS IJISI TIPOCIEKUBAHMS U yIIpaBiaeHus 1mdpo-
BBIM MMYIIIECTBOM, a Takke (PM3MUECKMM MMYILECTBOM, BIaAeIbl[aMi KOTOPOTO
SIBJISTIOTCST TPEThYU CTOPOHBI. IMYIIIECTBOM MOKHO TOPTOBaTh, IPUMEHSIS [IJIST TOTO
LIBETHbIE MOHETBI KaK CepTU(MKATHl Ha ITPaBO BiafeHMs. [[BeTHbIe MOHETHI JIJIsSI
IMGPOBOrO MMYIIECTBA MOTYT IIPENCTaB/SITh HeMaTepuaibHble AKTUBbI, TaKue
KaK CTOKHOTBI (TOPTOBbIE MU OUpPsKeBble cepTUGhMKAThI), TULIEH3UM, BUPTYaabHasI
COOGCTBEHHOCTH (37IEMEHTBI UTP) MU GOIBIIMHCTBO JII06BIX (hOopM 3a1miaemMoit a-
[IEeH3VSIMY MHTE/UIEKTYaTbHOV COGCTBEHHOCTH (TOPTOBbIe MapKy, aBTOPCKYE ITpaBa
M T.11.). IIBeTHBIE MOHETBI JIJIST MaTePMabHBIX LIEHHOCTE MOTYT ITPeICTaBIISITh Cep-
TUdUKAThI Ha IPaBO BJIaJeHKsI ToBapaMMu (30JI0TO, cepebpo, HedTh), 3eMeTbHbIMU
y4acTKaMu, aBTOMOOWIISIMU, CyIaMU, IeTaTeIbHBIMM ariapaTaMu 1 T. [I.

TepMMH IMPOM30ILENT OT UAEYU «PACKPALIMBATh» UM MapKUPOBATh HOMUHATbHbIE
CTOMMOCTY OUTKOVHOB, HAIIPMMED OIVH CATOLINM, YTOObI 0003HAYATb SHAUEHMSI, OT-
JIMYAIONIecs: OT OGHOTO 6MTKOHA. B KauecTBe aHAJIOTUM PACCMOTPUM BOOOpaska-
eMyI0 MapKupoBKy 6aHKHOTHI 1 momtap CIIIA, Bkiouatornyio coobmienne «this is a
stock certificate of ACME» (ato ceptudukar/akius ACME) munu «this note can be
redeemed for 1 oz of silver» (3Ta 6aHKHOTa JaeT MpaBo Ha MOKYMKY 1 yHIIM cepeb-
pa), ¥ IpoJaxky OAHOI0/IAPOBOI OAHKHOTHI Kak cepTuduKara Ha MpaBo BIaeHNS
IPYTMM YKa3aHHBIM aKTUBOM. [lepBasi peann3aiiys IIBETHbBIX MOHET I10]l Ha3BaHMeM
Enhanced Padded-Order-Based Coloring, i EPOBC, ycTaHaB/iBaza COOTBETCTBIE
MEXIY «BHEITHMM» UMYIIECTBOM ¥ BbIXOZHBIMM JaHHBIMM B CyMMe 1 caToln. DTo
ObLIN IEIICTBUTEIbHO «I[BETHbIE MOHETbI», TAK KaK KaKIbIil TUII MMYIIECTBA J06aB-
JISICSI KaK aTpuOyT (LIBET) OAHOIO CATOIIIN.

Bosnee mo3gHue peasnsalyuy IIBETHBIX MOHET MCITOJIb30BaIM CKPUIITOBBIN KOJI
orieparyy OP_RETURN IJ11 XpaHEHMSI MeTaJaHHbIX B TPAH3aKI MM B COUETAaHMY C BHEIII-
HUMM XpaHWIUIIAMU TaHHBIX, KOTOPbIE CBSI3bIBAJIM 3TY MeTaJaHHbIe C OTIpeesieH-
HBIMM TUTTAMU MMYIIECTBA.

IIBymMs Hambojiee M3BECTHBIMM peayu3alMsIMM IIBETHbIX MOHET Ha CEerOHSII-
Huit neHb sBasitoTcs Open Assets (http://www.openassets.org/) u Colored Coins by
Colu (http://coloredcoins.org). 9Ty ABe CUCTEMBI IPUMEHSIOT Pa3JINUHbIE TTOIXObI
K peanu3anyy BETHBIX MOHET, TO3TOMY He COBMECTUMbI MeXKIy co00ii. IIBeTHbIe
MOHETBI, CO3/IaHHbIE B OFHOI CUCTeMe, HEBO3MOXKHO YBUAETb MIM KaK-Tubo mcC-
[10JIb30BaTh B APYTOil CUCTEME.


http://www.openassets.org/
http://coloredcoins.org
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Ucnonb3oBaHue LBETHbIX MOHET

LIBeTHBIE MOHETHI CO3HAOTCS, IEPEMEIIAIOTCS ¥ KOHTPOIMPYIOTCS B CIIeIMaIbHbIX
KOIIIeJIbKaX, KOTOpble MOTYT MHTEPIIPETUPOBATh MeTaJaHHbIe ITPOTOKOJIA IIBETHBIX
MOHET, MpPUKpeIIeHHble K OUTKOMH-TpaH3akuusIM. HeobGXoguMMo MpenrpuHSIThL
0CcobbIe Mepbl, YTOOBI TPEAOTBPATUTD UCIIOIb30BaHMe K/II0Uel, CBSI3aHHBIX C LIBET-
HbIMM MOHETaMU, B OOBIUHBIX OMTKOIH-KOIIEeNbKaX, TOCKOIbKY OOBIUHBIN KOIIe-
JIeK MOXKeT CIy4aiiHO YHUUTOXUTH MeTamaHHble. KpoMe TOro, 1iBETHbIE MOHETBI
He JOJDKHBI TTepechlIaThCs M0 agpecaM, YIIpaB/seMbIM OObIYHBIMM KOIIeTbKaMM,
a TOJIBKO TIO ajjpecam, KOTOpbIe YIIPaBJISIOTCS CIeUMaTbHBIMU KOIIeTbKaMM, OpPU-
€HTUPOBAHHBIMM Ha paboTy c 1BeTHbIMM MoHeTamu. Ob6e cucremsl — Colu u Open
Assets — UCITONMB3YIOT CIlelManbHble afgpeca AJIsI IIBETHbIX MOHET AJISI CHUKeHUS
pUCKa TIOTepy MeTaJaHHbIX, TaPaHTUPYS, UTO LIBETHbIE MOHETHI He OYAyT OTIIpaB-
JIeHBI B He MpeJHa3HaueHHbIe IJ1s1 HUX KOIIeTbKMA.

K Tomy ke 11BeTHBIE MOHETbI HEBO3MOXKHO YBUAETD B OOJMBIIMHCTBE MTPOBOAHM-
KOB OjI0KYeiiHa 00IIero HasHauyeHMs. BMecTo HMX HEO0OXOIVMO BOCIIOIb30BaThCS
CTIeMAIM3VPOBAHHBIM IMPOBOAHMKOM-0003peBaTesieM IIBETHBIX MOHET [JIs IIpa-
BWIbHOV MHTePIPeTaMM MeTaAaHHbIX COOTBETCTBYIONIMX TPAH3aKIINIA.

[TpuioxkeHKe-KoleaeK 1 MPOBOAHUK OGI0KUeliHa, coBMecTuMble ¢ Open Assets,
MOKHO HaiiTy Ha caiite coinprism (https://www.coinprism.info).

[TpwiokeHMe-KOIIIeIeK ¥ IMPOBOIHMUK OJI0KUeiiHa, coBMecTuMble ¢ Colu Colored
Coins, MokHO HaliTy Ha caiiTe Blockchain Explorer (http://coloredcoins.org/explorer/).

[Mogkirouaemeblii Moayab Copay pasMmeineH Ha caiite Colored Coins Copay Addon
(http://coloredcoins.org/colored-coins-copay-addon/).

BblnyCK LBETHbIX MOHET

Kaxkmast peanusanyust puMMeHSIET CBOJ, OTJMYHBIA OT APYTMUX CIIOCO6 CO3MaHMS
IIBETHbIX MOHET, HO BCE peayu3alyy MPeaoCTaBIISIOT MPAKTUIECKM OAVHAKOBYIO
(YHKIMOHAIBHOCTB. [Tpo1iecc co3gaHus IBETHBIX MOHET, CBSI3aHHBIX C HEKOTOPBIM
TUIIOM MMYIIECTBA, Ha3bIBaeTCs amuccuedt (issuance). [lepBoHavyasbHAsT TPaH3aK-
IMsT — SMUCCHMOHHAS TpaH3aKuus (issuance transaction) — perucTpupyer KOHKpeT-
HBIIT 2JIeMEHT MMYIIECTBA B CTPYKTYpe JaHHbBIX O/I0KUeifHA 1 CO3IaeT MaeHTu(mKa-
TOp UmytecTsa (asset ID), ucmonb3yemsblil 451 CCbUIOK Ha 3TO MMymiecTBo. [locne
SMMCCUM UMYIIECTBO MOKET IepeaBaThCsl MEXKIY afpecaMy C ITOMOIIbIO TPaHC-
(depHbIxX TpaH3akuuii (transfer transactions).

DJleMeHTbI MMYIIECTBA, BBIMTYIIIeHHbIE B (DOpMe I[BETHBIX MOHET, MOTYT 00JIaJjaTh
MHOTUMMM cBo¥icTBamu. OHM MOTYT ObITh AenumbiMyu (divisible) mim HemenmbI-
Mu (indivisible), To ecTh KoMMYECTBEHHOE BhIpaKeHVE MMYIIECTBA B TpaHChEPHO
TPAH3aKIMY MOXKET ObITh I[€JIBIM YMCIOM (HAIpuMep, 5) i uMeTh BUI, JeCSITUd-
HOJi Ipo6u (HarmpuMmep, 4.321). KpoMe TOro, sMuccus 3ieMEHTOB UMYILIECTBA MOKET
6bITh puKcHpoBaHHOI (fixed issuance), To eCcThb OIpee/IeHHOe KOJIMUYECTBO 3JIeMeH-
TOB MIMYIIECTBA BBIITYCKAETCSI TOMBKO OAVH pa3, I SIMUCCHUS MOXKET ObITh BO300-
HOBJIsIEMOI] (reissued), Torma mmocie mepBOHAYaIbLHOIO BBIITyCKa Biaesier] paB Mo-
SKET BBIITYCKATh HOBBIE 3JIEMEHTHI MMYIIECTBA.


https://www.coinprism.info
http://coloredcoins.org/explorer/
http://coloredcoins.org/colored-coins-copay-addon/
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HaKOHeu, HEKOTOpPbIe LIBETHbI€ MOHETDI IMTO3BOJIAIOT IMOJIy4aTh OAMBUIOEH/bI (lel-
dends) B BUJl€ BBIIIJIAT B 6]/[TKOI7[H3X, pacipenejasis€eMbIX MeXOy BJIaJe/IbIIaMU UMY~
ITeCTBEHHBIX IIBETHBIX MOHET ITPOIMMOPIMOHAJIbHO JOJISIM BJIadEeHMS.

Tpa H3aKUMU UBETHbIX MOHET

MeTafaHHble, MPUIAIOIIME CMbICI TPAH3aKLIMSIM IIBETHBIX MOHET, OOBIYHO XPaHSIT-
Cs1 B OMHOM U3 (DparMeHTOB BBIXO[IHBIX TaHHBIX, MCIIOIb3YIOIIEM KOJ, Orepauuun
OP_RETURN. Pa3nyuuHble IPOTOKOIBI IBETHBIX MOHET IIPUMEHSIIOT pa3Hble KOAUPOBKU
ILJISL COOepKMMOro NaHHbIX OP_RETURN. BrixomHble naHHble, comepykaliye OP_RETURN,
Ha3bIBAIOTCSI BHIXOIHBIMY JAHHBIMU ¢ MapkepoM (marker output).

[Topsimok pasmeleHMs BBIXOOHBIX ITAHHBIX M IIOJIOXKEHMEe BBIXOAHBIX NAaHHbBIX
C MapkepoM MOTYT MMeTb 0C000€e 3HaUeHNe B POTOKOJIE IIBETHBIX MOHeT. Hampu-
mep, B Open Access Bce (pparMeHThbI BBIXOAHBIX TAHHBIX, PACIIONIOKeHHbIE Tepe]
BBIXOJHBIMM JAHHBIMM C MapKepOM, IIPeICTaBIISIOT BbIITyCKaeMble 3JIeMeHTbl UMY~
mecTBa. Bce ¢pparMeHThbI BBIXOIHBIX JAHHBIX TIOCTe Mapkepa MpeCcTaBIIsIOT riepe-
JlaBaeMble 37IeMeHThbl MMYILEeCTBa. BbIXOAHbIe TaHHbIEe ¢ MapKepOM IIPUCBAUBAIOT
crieliyaibHble 3HAaUeHMSI U 11BeTa APyruM hparMeHTaM BbIXOAHBIX JAHHbIX TIOCPe -
CTBOM OITpeiesieHNs UX MOpsiiKa B KOHKPETHOM TPaH3aKUUN.

Ipyroit monxon npumensieTcs B Colored Coins (Colu), rme BbIXOIHbBIE TaHHbIE
C MapKepoM cofepykaT Kof, orepaliuy, KOTOPbI OIpenensieT, KakK MHTePIIpeTupy-
foTcst MetagaHuble. Konbl onepanuit ¢ 0x01 mo OxOF 0603HAUa0T 9MUCCHOHHYIO
TpaH3aKkIMi0. 32 KOAOM Ollepalyuu SMUCCUM (BBIITYCKA) OOBIYHO CleyeT UOEeHTU-
(dbuKkaTOp THUIA MMYIIECTBA WK 060 Apyroit uaeHTudUKaTop, KOTOPbIi MOXK-
HO MCIIOb30BaTh /I U3BJIeueHus] MHGopMaluy 06 UMYIeCcTBe U3 KaKoro-inbo
BHEIIIHEeT0 MCTOUHMKA (Hampumep, ¢ bittorrent). Kogsl oneparnuit ¢ 0x10 o 0x1F
MIpeACTaBISIOT TpaHchepHyIo TpaH3aKuMIo. MeTamaHHble TpaHchepHO TpaH3aK-
LM COpepsKaT IIPOCThble CKPUIITHI, [lepearolye 3aJaHHOe KOJIMYeCTBO JIeMEHTOB
MMYILLeCTBa 13 BXOJHBIX AaHHBIX B BHIXOJHbIE B COOTBETCTBUM CO CCbUIKAMM Ha UX
mHpekc. Takum 06pa3oM, OPSIOK pacrooskeHus GparMeHTOB BXOIHbIX U BbIXOZ -
HBIX JAaHHBIX BeCbMa BakeH IIPU MHTepIIpeTaluy (BbIIIOTHEHUIM) CKPUIITA.

Eciu 06beM MeTalaHHbIX CIMIITKOM BEJIMK M OHM He yMeIaTcst B OP_RETURN, TO
IIPOTOKOJI 1IBETHBIX MOHET MOXKeT MCII0/Ib30BaTh HEKOTOPbIE «XUTPOCTU» IIJISI CO-
XpaHeHUs] MeTaJaHHbIX B TpaH3akuuu. [Ipymepom Takoi «XUTPOCTU» SIBIISIETCS
pa3MellleHe MeTafaHHbIX B MoraiamlleM ckpunTe (redeem script), 3a KOTOPbIM
cemyeT Kof, onepaiyy OP_DROP, TapaHTUPYIOLINIA, UTO CKPUIIT GY/IeT UTHOPUPOBATh
3T MeTafaHHble. [Ipy pyromM noaxonae MpUMeHSIEeTCS CKPUIIT MYJIBTUIIOLICH T10
cxeMe 1-of-N, rie TONMbKO MepBbIii OTKPBITHIN KITIOU SBJISIETCS IeICTBUTENbHBIM OT-
KPBITBIM KJIFOUOM, KOTOPBI MOKeT PacX0o0BaTh BLIXOAHbIE TaHHbIE, a BCe I10CIely-
IOLLMe «KJII0UM» 3aMeHSII0TCS 3aKOAVPOBAHHBIMIU MeTaJaHHbIMU.

[Ins mpaBMIIbHOV MHTepIpeTauuy MeTaLaHHbIX B TPAH3aKIMM LIBETHBIX MO-
HET He06XOMMO BOCIIO/Ib30BATHCSI COBMECTUMBIM KOIIETbKOM MJIM TIPOBOJHUKOM
6/710KueiiHa. B MPOTMBHOM C/Ty4ae TPaH3aKIusl GYyeT BBIISIIETh KaK «OObIUHAS»
OUTKOIH-TPAaH3aKIUSI C BBIXOAHBIMY AaHHBIMYU OP_RETURN.
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Iy yueGHOTO IpUMepa S CO3aJl U BBITYCTUIT MMYIecTBO Tuita MasterBTC, mc-
TOJIB3YSI [IJISI 3TOTO 1BeTHbIie MOHeThI. ViMyiiiecTBO Tuma MasterBTC npepncrasmsieT
co060i1 Bayuep Ha IMpaBo O6eCIJIATHOTO KOMMPOBAHMS 3TOV KHUTU. Bayuepbl MOKHO
repenaBaTh, IPOLABATh U BBIKYIIATH C IIOMOIIbIO KOIIeIbKa, COBMECTMMOTrO C IIPO-
TOKOJIOM LIBETHBIX MOHET.

IS 1eMOHCTpaluyM IMPaKTUUYeCKOro mpumepa s BOCIOJIb30BaJICS KOIIETbKOM
¥ IPOBOJHMKOM Ha caiite https://coinprism.info, KOTOpbI MOAAepsKUBAET ITPOTOKOJI
1IBeTHbIX MOHeT Open Assets.

Ha puc. 12.1 mokasaHa SMMUCCMOHHAS TPAaH3aKILMUs B IMPOBOOHUKE OJOKUYEITHA
Coinprism: https://www.coinprism.info/tx/10d7c4e022f35288779be6713471151ede9
67caaa39%eecd35296aa36d9c10%ec.

Transaction

Hash 10d7c4e022f35288779be6713471151ede%67C.. Transaction confirmed

Date Sunday, August 17, 2014 5:42:41 PM Confirmations 137057 confirmations
= Time Sunday, August 17, 2014 5:..
Fee paid 0.0001 BTC Block 000 000000 bS...
Assets transacted 1 Height 36117

. -0.0001 Fees 0.0001

Free copy of "Mastering Bitcoin” AcuRVs0a81hol HmVTNXrROEKpTgLXe..

+ Issued assets -20 akTnsDt5uzpioRST76VFROMBgBsBFnQ... 20

Puc.12.1 < DMMUCCMOHHAs TpaH3aKuUus,
npeLcTaBieHHas B NPOBOAHMKE caiTa coinprism.info

Ha puc. 12.1 MOXXHO BUIETh, YTO MPOBOAHMK Coinprism mMOKa3bIBaeT BBIMTYCK
20 snemeHTOB «Free copy of Mastering Bitcoin», To eCcTb 371eMEHTOB MMYIIECTBa
tuna MasterBTC Ha crienann3ypoBaHHOM aJipece LBETHBIX MOHEeT:

akTnsDt5uzpioRST76VFRQM8q8sBFnQiwcx

JTiobble feHexHble CpeacTBa MAM UMYLLECTBO B BMAE LBETHbIX MOHET, MOC/IAHHbIE HA 3TOT
appec, bynyt 6e3803BpaTHO NoTepsiHbl. He oTnpasnsiiTe kakne-nMbo LEHHOCTM Ha 3TOT agpec
yyebHOro npumepa.

VnenTudukaTop 3TOi SMMUCCUOHHON TPaH3aKIMM IPENCTaBISIeT cO00ii 0O6bIU-
HbIIT naeHTUdUKATOp OUTKOMH-TpaH3akuyuu. Ha puc. 12.2 nmokasaHa Ta ske TpaH3-
akius B IPOBOIHMKE OJIOKUEIiHA, KOTOPBI He IMOAIepKMBAET HeKOAVMPOBAHMS
IIBETHBIX MOHET. 31eCh UCMOJb3yeTcs caiiT blockchain.info:

https://blockchain.info/tx/10d7c4e022f35288779be6713471151ede967caaa39eecd35
296aa36d9c109ec


https://coinprism.info
https://www.coinprism.info/tx/10d7c4e022f35288779be6713471151ede967caaa39eecd35296aa36d9c109ec
https://www.coinprism.info/tx/10d7c4e022f35288779be6713471151ede967caaa39eecd35296aa36d9c109ec
http://coinprism.info
http://blockchain.info
https://blockchain.info/tx/10d7c4e022f35288779be6713471151ede967caaa39eecd35296aa36d9c109ec
https://blockchain.info/tx/10d7c4e022f35288779be6713471151ede967caaa39eecd35296aa36d9c109ec
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Transaction view information about a bitcoin transaction
10d7c4e022135288779be6713471151 ede 967 cana3deecd35296aa36d9c109ec
1HpyyiGaXLq7ZCHK3sIEKVEFoG150Ln2Us - (Unspent) 0.000006 BTC

1HpyyiGaXLqTZCHK3sOEKVEF0G150Ln2Us (0.01 BTC - Output) # Unable to decode output address - (Unspent)
1HpyyiGaXLq7ZCHK3SOEKVEFoG150Ln2Us - (Spent)

Puc.12.2 « DMMUCCMOHHas TpaH3akLMs B NMPOBOAHMKE BNOKYElHa,
KOTOpbIii He NOAAEPXKMBAET AEKOAUPOBAHUS LIBETHBIX MOHET

Ms1 Buaum, uto blockchain.info He pacmo3HaeT 3Ty TpaH3aKIMIO KaK TPpaH3aK-
IIMIO IIBETHBIX MOHET. [I[DOBOAHMK ITOMeUaeT BTOPOii GparMeHT BbIXOHbBIX TaHHbIX
npenynpexneHreMm «Unable to decode output address» (HeBo3MOKHO AeKOAMpO-
BaTh aJpec IJ1s1 BBIXOAHBIX JAHHBIX), BHIIEJSISI €T0 KPACHBIM IIBETOM.

Ecmu Ha aToM skpaHe BbIOpaTh MyHKT Show scripts & coinbase (ITokasaThb
CKPUIITBI U coinbase-TpaH3aKINI0), TO MOXKHO YBUIETh Gosiee MogpoOGHYI0 MHGOP-
MaluIo 00 McCaeayeMoi TpaH3aKIum (cM. puc. 12.3).

Output Scripts

OP_DUP OP_HASH160 b835201a7cidd91a0bff3b42cd114d42e3a634d2 OP_EQUALVERIFY OP_CHECKSIG oK

OP_RETURN 4141010001141b753d68747470733a21216370722e736d 2146679607 77248365559 s
range
(decoded) ["OATIINu=htps:/icpr-sm/FoykwrHEUY 9

OP_DUP OP_HASH160 b895201a7cldd91a0bi3b42cd114d4263a63402 OP_EQUALVERIFY OP_CHECKSIG oK

Puc.12.3 < CkpunTbl B 3MUCCUOHHOM TPaH3aKUuu

Ho u 3geck blockchain.info He pacriosHaeT mpaBMWIbBHO BTOPO (hparMeHT BbIXOJI -
HbIX IAHHBIX, KOTOPBII ITOMedaeTcst coobmieHneM «Strange» (Henu3BeCcTHbIN) U BbI-
IesnsieTcss KpacHbIM IBeTOM. TeM He MeHee MOKHO OOHApyKUThb, UYTO HEKOTOpas
YaCTh METAJaHHBIX B BBIXOTHBIX TaHHBIX C MapKepPOM MpecTaBaeHa B yoobounTa-
eMoi1 (1151 9esioBeKa) hopMme:

OP_RETURN 4f41010001141b753d68747470733a2f2f6370722e736d2f466f796b777248365559
(decoded) "OA u=https://cpr.sm/FoykwrH6UY

[Toripo6yeM M3BJIeUb COMEPKMMOE TPAH3aKIUM C TOMOIIBIO YTUIUTBI KOMaH/I -
HOJ CTpOKM bitcoin-cli:

$ bitcoin-cli decoderawtransaction ‘bitcoin-cli getrawtransaction
10d7c4e022f35288779be6713471151ede967caaa39eecd35296aa36d9c109ec”

[Mocme yoaneHuss He MHTEPECYIOIIei HaC B JaHHOM CJlyyae YacTV TPaH3aKIUK
BTOPO#1 (pparMeHT BHIXOAHBIX JAHHbBIX BHIISIAUT CJIETYIONMM 06pa3soM:

{

"value": 0.00000000,

llnll : 1 ,

"scriptPubKey": "OP_RETURN
4f41010001141b753d68747470733a2f2f6370722e736d2f466f796b777248365559"
}


http://blockchain.info
http://blockchain.info
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Ipedukc 4F41 mpencrasaset 6ykBbol OA, a66peBuaTypy, o603Havaiomyio Open
Assets, KoTopast TOMOTaeT y3HATh, UTO CJIEAYIOIINE lajiee MeTaJaHHble Ompe/ies-
10TCs1 TpoTokooM Open Assets. 9To cTpoka B kKomupoBke ASCII — cchiika Ha OTu-
caHye UMYILeCcTBa:

u=https://cpr.sm/FoykwrH6UY

Ecnu usBneub nanubie, ykaspisaembie 3TuM URL, TO mOyuMm MOTHOE OnMcaHne
37eMeHTa UMYyIecTBa B KogupoBke JSON, Kak moKa3aHO HUKe:

{
"asset_ids": [
"AcuRVso0a81hoLHmVTNXrRD8KpTqUXeqwgH"
1,
"contract_url": null,
"name_short": "MasterBTC",
"name": "Free copy of \"Mastering Bitcoin\"",
"issuer": "Andreas M. Antonopoulos",
"description": "This token is redeemable for a free copy of the book \"Master

ing Bitcoin\"",
"description_mime": "text/x-markdown; charset=UTF-8",
"type": "Other",
"divisibility": o,
"link_to_website": false,
"icon_url": null,
"image_url": null,
"version": "1.0"

COUNTERPARTY

Counterparty — 3T0 ypoBeHb IPOTOKOJIa, CHOPMIMPOBAHHBIN TOBEPX YPOBHS OUTKOIMH-
cucteMmsbl. [Iporokon Counterparty, B onpefielleHHOV CTeleH) MOXOXKMIT Ha TPOTOKOI
LIBETHBIX MOHET, IIpefjiaraeT BO3MOXKXHOCTY CO3MaHMS U IPOLAKM BUPTYAIbHOTO MMY-
IIecTBa 1 KeTOHOB-cepTuduKaToB. Kpome Toro, Counterparty rpemiaraetr QyHKIINIO
JeIeHTPaIM30BaHHOr0 0OMeHa MMymiecTBOM. B Counterparty Taroke peann30BaHbI
CMapT-KOHTPAaKThI HA OCHOBE BUPTyabHOM ManHbl Ethereum Virtual Machine (EVM).

Kax 1 IpoTOKOJIBI IIBETHBIX MOHET, Counterparty BcTpauBaeT MeTafaHHbIE B OUT-
KOWMH-TPaH3aKIUU, UCTIOAb3YS AJI51 9TOTO KOJ, oreparyy OP_RETURN mau agpeca MyJib-
tunoanucy Tuma 1-of-N, B KOTOPbIX KOAMPYIOTCS MeTaJaHHble BMECTO OTKPbIThIX
kitoueri. [Ipumensist Takue mexaHu3mbl, Counterparty peajin3yeT ypoBeHb ITPOTOKO-
J1a, KOIMPYEeMbIi B GUTKOH-TPaH3aKIMSIX. DTOT TOMOTHUTENbHbIN YPOBEHD ITPOTO-
KOJIa MOXKET MHTePIPeTUPOBAThCSI COBMeCTUMBbIMY ¢ Counterparty MpuaosKeHUSIMU,
TaKMMM KaK KOIIETbKM Y TTPOBOMHUKY OJIOKYEITHA, VIV JIIOOBIMY TTPYIOKEHUSIMMA,
CO3IAaHHBIMMU C MICTIOJIb30BaHMeM 61bmoTek Counterparty.

Counterparty MOXXHO MCITO/Ib30BaTh Kak MiaTdhoOpMy JJisl APYTUX MIPUIOKEHU
u cepsucoB. Hampumep, Tokenly — ato mnaTdopma Ha ocHoBe Counterparty, mo-
3BOJISIIONIAS aBTOpaM KOHTEHTA, XYLOXKHUKaM M KOMIaHUAM (OpraHu3aLysIM) BbI-
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ITyCKaTh XXeTOHbI-cepTuduKaThl (tokens), onpepensioniue udppoBbie Ipasa Biage-
HMSI, KOTOpble MOTYT IMPUMEHSIThCS OJIs1 apeHbl, JOCTYNa, IPOSAXU MU MTOKYIIKU
KOHTEHTa, TPOAYKUMU U yoIyr. K Opyrum TumnaMm NpUIOKeHU, UCTIONb3YIONINUX
Counterparty, otTHOcsITcst urpbl (Spells of Genesis) 1 MPoeKThI pacIipenereHHbIX
rpun-Berunciennii (Folding Coin).

Bornee mompo6uyio nudopmainio o Counterparty MO>KHO HaiiTu Ha caiite https://
counterparty.io. IIpoeKkT ¢ OTKPBITHIM MCXOIHBIM KOJOM pa3MelleH Ha caiite https://
github.com/CounterpartyXCP.

KAHANbI NNATEXEA U KAHANbBI COCTOSIHWM

Kanass! miaTeseit (payment channels) mpeacTaBisiioT co60ii HaIeXKHbIV MeXaHU3M
IS 0OOMeHa OUTKOMH-TPaH3aKIVSIMU MEXKITY IByMs CTOPOHAMM BHE CTPYKTYPbI TaH-
HBIX OI0KUeliHa. DTU TPaH3aKIIMK, KOTOPbIe JOKHBI CUMTATHCSI KOPPEKTHBIMM, KaK
e 6bI OHYM pasMEIIAINCh B CTPYKTYpe GJIOKUYeliHA OMTKOVH-CUCTEMBI, BMECTO 3TO-
T'O pacriojaraioTcs BHe IeTTOUKM, MeiCTBYsSI KaK BeKCelu (IOJIrOBble 00S13aTe/IbCTBA)
(promissory notes) Jist OKOHUYATEIbHBIX PACUETOB IO TPYIIIIOBBIM IIaTeXaM. Tak Kak
9TU TPaH3aKLMM He OIUIaueHbl (He BKIIOUEHbI B CTPYKTYPY O/I0KUeiiHa), MMM MOYXKHO
06MeHMBATHCST 63 0OBIYHOI 3aJePsKKM OILIaThl, TEM CaMbIM O0eCIeurBasi YpesBbl-
YaifHO BBICOKYIO CKOPOCTh OOpabOTKM TpaH3aKIMil, KpaTKOBpeMeHHbIe 3amepsKKU
(MeHee MWITVCEKYH/IbI) U YIOOHYIO CTEIeHb JeTaau3anyy (YPOBHS CaTOIIN).

B meiicTBUTENIBHOCTY TepMUH «KaHaa» (channel) siisitercs mertadopoii. Kanabl
COCTOSIHMIA TIPEICTABIISIOT 060 BUPTYaabHbIe KOHCTPYKIMM IJIsT 0O6MeHa COCTOSI-
HUSIMM MEXAY OBYMS CTOPOHAMM BHE CTPYKTYpbI JAaHHBIX OjokueitHa. CaMu 1o
cebe 3TM KOHCTPYKLUM «KaHaJIaMI» He SIBJISIIOTCS, M MEXaHM3M Iepeaun JaHHbIX,
3aJI0’KeHHBIN B MX OCHOBY, TaKKe He SIBJISIeTCsI KaHaaoM. Mbl KCIOIb3yeM TepMUH
«KaHaJ1», YTOObI 0603HAYMTD B3aMMOCBSI3b U 00OIIee COCTOSTHME MEKAY ABYMSI CTO-
pOHaMM BHe CTPYKTYPbI JAHHBIX OJI0KUeifHa.

YT06BI 60/TEee IITyOOKO MOHSTh 3Ty KOHIIEIMIO, TPeICTaBUM cebe ITOTOK rmepea-
Yy JaHHBIX 110 TTpoTokoy TCP. C TOUKM 3peHust ITPOTOKOJIOB 60Jiee BBICOKMX YPOB-
Hell 9TO «COKeT», COeIVHSIIONINIA ABa MPUI0XKEeHNSI B pa3HOPOIHOI CeTeBOil cpefe
(UuTtepHer). Ho ey BHMMATENIbHO PaCCMOTPETh CETEBO TpaduK, TO MOXKHO I0-
HSITb, uTO TCP-TIOTOK — 3TO JINIIIb BUPTYasIbHbIV KaHaT Ha ocHOBe IP-mmakeToB. Kaxk-
Dbl KOHeUHbIi MyHKT TCP-110TOKa reHepupyeT MOCae0BaTe/IbHOCTY M BBITIOHSIET
c60pKy IP-makeToOB, CO3maBas WJIIO3UI0 HEMPEPBIBHOTO MOTOKAa 6ailToB. B mevi-
CTBUTEIBHOCTY 3TO OTHe/IbHble, HUKaK He CBsI3aHHbIe APYT C IPYyroM MaKkeThbl. AHa-
JIOTMYHO KaHaJI TUIaTeXeli MpefcTaBisieT cob60it BCero JMIIb MOC/IeJ0BaTeTbHOCTh
TpaH3akiuit. Eciy BbICTpoeHa TMpaBWIbHAsl TOCAEAOBATENbHOCTh TpPaH3aKIMii
¥ OHM COeAVHEHbBI HaJJIeskalyM 06pa3oM, TO CO3AI0TCS IoramaeMbie JOITOBbIe
TJIaTeXKHbIEe 00513aTeTbCTBA, KOTOPHIM MOKHO IOBEPSITh, Taske eC/IM Bbl He BIIOTHE
JloBepsieTe IPYroii CTOpoHe «Ha IMTPOTUBOIIOI0KHOM KOHIIe» KaHasa.

B aTOM pasjesne Mbl pacCMOTPUM pasandHbie (GOpMbI KaHAIOB IIaTexkeit. CHauasia
OyIOyT OIMMCAHbl MEXaHM3MbI, UCIIOTb3yeMble It GOPMMUPOBAHUS OJHOCTOPOHHMUX
(omHOHAMpaBIeHHbIX) KAHAJIOB TUIaTeXel IJIsT CepBlCca MUKPOIUIATEXeN «I0 CUeT-
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YMKY», HalIpMMep [Ji1 IOTOKOBOTO BMUIEO0. 3aTeM 3TOT MeXaHM3M JeMOHCTPUPYeT-
cs1 B 6ojiee MIMPOKOIL TTEPCIIEKTUBE, M MbI ITepeiifieM K IByHAIPaBIeHHbIM KaHaIaM
raTexeii. B KoHIle paszgena Mbl pacCMOTPMM, KakKMM 00pa3oM JByHaIpaBieHHbIe
KaHaJIbl MOYKHO COeIVHSITh I0CIe0OBaTeNbHO /51 GopMUpOBaHMSI MHOTOCETMEHT-
HbIX KAHAJIOB B CETY C MapIIpyTHU3aiyei, momryumiei HazBanue Lightning Network.

KaHasnsl rutaTeskeil SIBASIIOTCS YacThO 6ojee MIMPOKO KOHIEMIMM KaHAIOB CO-
cTosiHMA (state channels), KoTopas npefcTaBasieT IPOLECC M3MEHEHMs COCTOSTHUS
BHE IIeTI0YKH, 3a1[UTa KOTOPOTO 06eCIeunBaeTCsl B KOHEYHOM UTOTe pa3MeleHeM
B CTPYKTYype JaHHbIX 6iiokyeiiHa. KaHas riaTeskeit — 9T0 KaHasl COCTOSIHMIA, B KOTO-
POM M3MeHsIEMBIM COCTOSTHMEM SIBJISIETCSI 6aIaHC BUPTYaTbHBIX JeHEXKHbIX CPeZICTB.

KaHanbl COCTOSAHMI — OCHOBHbIE KOHLLeNUUU 1 TepMUHONOrUA

KaHas cocTosiHMIT yCcTaHaBAMBAETCS MeXAY OIBYMSI CTOPOHAMM C TIOMOIIbIO TPaH3-
aKkiuu, KoTopas 6JIOKMPYyeT COBMECTHOe («pasesieMoe» MEeXKIY CTOPOHAMM) CO-
CTOSIHME B CTPYKTYpe TaHHbIX 0JI0KUeifHaA. TaKyr TpaH3aKIMIO Ha3bIBAIOT CyOCUIV-
pymomeir Tpansakuueii (funding transaction), wim aHkepHOJ TpaH3akmyeii (anchor
transaction). Ta eIMHCTBEHHAS TPAH3AKIIMS 00s13aTETHHO JO/DKHA OBITH ITepegaHa
I10 CEeTU U TIPOITYU TIPOLIecC MaifHMHTa, YTOOBI CO3aTh (YCTAHOBUTH) KaHal. B mpu-
Mepe ¢ KaHaJIOM IUIaTeska 3a0JO0KMPOBAHHBIM COCTOSIHMEM SIBJISIETCSI HauaJbHbIN
OaslaHC (IeHeKHbIX CPeCTB) KOHKPETHOrO KaHaa.

3arem 06e CTOPOHBI OOMEHMBAIOTCS MMOAIMCAHHBIMM TPaH3aKUMSIMU, Ha3bIBae-
MbIMM TPaH3aKIMSIMM-00s13aTeIbCTBAMM (cOmmitment transactions), KOTopblie U3-
MEHSIIOT HayaJbHOE COCTOsIHME. DTU TPaH3aKIMH SIBJSIIOTCS KOPPEKTHBIMMU (BaIN/I -
HbIMM) B TOM IJIaHE, YTO OHM MOTYT OBbITh IIPUHSTHI K OILIaTe JII000J1 CTOPOHOI, HO
BMECTO 3TOTO COXPAHSIOTCS BHE IeMOUYKM KaskI 0l CTOPOHOI BIIOTh A0 OXXUAaeMO-
ro 3aKpbITHS KaHaya. OGHOBIEHMSI COCTOSTHMSI MOTYT BO3HMKATD C TOI CKOPOCTBHIO,
C KOTOPOJi Kaxk[asi CTOpOHa MOKeT CO31aTh, IMOATINCATh U TlepefaTh TPaH3aKIIUIO
Ipyroi ctopoHe. Ha mpakTHKe BO3MOYKEH 0OMEH ThICSTYaMM TPAH3aKIUii B CEKYH/TY.

[Tpu o6MeHe TpaH3aKIMIMM-00513aTeTbCTBAMM MEKIY CTOPOHAMMU MTPeIbIIyIIe
COCTOSTHUSI CTAHOBSITCSI HEKOPPEKTHBIMM, MTOITOMY TOJbKO caMasl cBexkasl TpaH3-
aKIMs-06s3aTeIbCTBO BCETOa SIBISIETCST €IMHCTBEHHOJ TpaH3akilyeil, KOTOPYIo
MOXHO TOTacUTh (OIUIaTUTh). ITO MpedoTBpallaeT MOMbITKM MOIIEHHUYECTBA CO
CTOPOHBI ITPOTUBOTIOIIOKHO CTOPOHBI B BI/Ie 3aKPBITHSI KaHala B OJHOCTOPOHHEM
MTOPSIAKE C MPeIbIAYIINM 3a(PUKCMPOBAHHBIM COCTOSTHMEM, KOTOPOe 60J1ee BhITOJHO
3TOIt CTOPOHE, YeM TeKylllee COCTOsTHMe. Mbl pacCMOTPUM pa3nyHble MeXaHU3Mbl,
MCITOIb3yeMble JIJIs IPUCBauBaHUS IPeIbIIyIeMy COCTOSTHMIO CTaTyca HEKOPPEKT-
HOTO, HUXXe B 3TOJ I71aBe.

B KOHEUYHOM cueTe KaHa/l MOXKeT ObITh 3aKPBIT JIMO0O COBMECTHO 06eMMI CTOPO-
HaMM TIOCPEICTBOM 3alliCH 3aBepinarolneii (GrHaJIbHO) MIATEKHOM TPaH3aKIUNU
(settlement transaction) B CTpyKTypy JaHHBIX GJIOKUEiiHA, 11060 B OJHOCTOPOHHEM
ropsiaxe Jr060Ji CTOPOHOM MOCPEeICTBOM 3alMCl caMOi MocaeqHel TpaH3aKIU-
06s13aTe/IbCTBA B CTPYKTYPY HaHHBIX GJI0KUeiTHA. 3aBepIIaiolias I1aTeskHast TpaH3-
aKkuusl TIpeficTaBjsIeT KOHEUHOEe COCTOsSIHME KaHama U (PUKCUPYyeTcsl B CTPYKType
IaHHBIX GIOKYelHA.
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B TeueHIe BCero KM3HEHHOTO IIMK/Ia KaHajla TOJIbKO IBE TPAH3aKIMU JOKHbBI ObITh
repeaHsbl 111 MaifHMHra B CTPYKTYpY 6110Kueiina: cybcumupyromias (funding) u ma-
TexkHas (settlement). Meskay STvMM IBYMST COCTOSTHUSIMY 00€ CTOPOHBI MOTYT OOMEHM-
BaThCs JIIOOBIM KOJIMUECTBOM TPaH3aKIIMIi-00sI3aTETLCTB, KOTOPbIE HUKOTIA He YBUIUAT
KTO-JM00 TOCTOPOHHMIA 1 KOTOPbIE HE 3aIMChIBAOTCS B CTPYKTYPY TaHHBIX OJIOKUEiTHA.

Ha puc. 12.4 nzobpaskeHa cxema KaHaja IiaTexeit mexxmy bo6om mu Anmcoii, Ha
KOTOpOJi TOKa3aHbl CyOCHMAMpYIOIIas TPaH3aKIMs, TpaH3aKIMM-006s13aTeIbCTBa
U TIaTeXXKHAas TPaH3aKI[Ms.

bob Anvca

BxoaHble | BxoaHble
[aHHble | AaHHble

Cy6euapylowas |00 LA | B yenouge
TPaH3aKLMs (¢ maviHMHrOM)
MynbTunoanmcy
™na 2-of-2
BxopHble faHHble
2-0f-2

TpaH3akums- ——— BHe Lenouku
0093aTenbeTBo #1
Banaxc ! BanaHc

boba : Anmcsl

TpaH3akums-

BHe Lenouku
0043aTenbCTBO #2

BXOlell reHe)

Tpan3akums-

BHe Lenouku
obs3atenbcto #N

!

BXO,U,HbIe AaHHble
MnatexHas Lof-2
B uenouke

(3aBepuiaiollas) [~ g—— (c MaiiHuHrom)

TPaH3aKUMA | prorospii ! Mrorosbiit
6anaHc | 6anaHc
boba | Amcsl

Puc.12.4 < KaHnan nnatexei mexxay bobom n Anuncoii
C oTOBpaxkeHMeM cybcuampyroLLen TpaH3aKLmu,
TpaH3aKUMn-0653aTeNbCTB U NNATEXHOM TPAH3aKLMK
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Mpumep npocToro KaHana naaTexei

YT106BI TOAPOOHO OMMCATh KAHAbI COCTOSIHII, HAUHEM C OUYeHb ITPOCTOTO MpUMe-
pa. PaccMOTpMM OJJHOCTOPOHHMIT KaHaJl, B KOTOPOM JIaHHbIe MepefalTcsl TOTbKO
B OIHOM HarpaByiienuu. CHavaja JIjis1 yIpolieHus 6yaeM «HauBHO» IIPearnonararth,
YTO HU OfHA U3 CTOPOH He TbITaeTCs MOIleHHNYaTh. [loc/ie onmcaHmusi OCHOBHOTO
MpUHIMIIA paboThl KaHaIA PACCMOTPUM, TIPU KAKUX YCIOBUSIX KaHAI CTAHOBUTCS
HeHaJe>KHbIM (He BbI3bIBAIOIIVM JOBEPUSI), TEM He MeHee HUM OfHAa U3 CTOPOH He
MMeeT BO3MOKHOCTM CMOIIIEHHMNYATb, JaKe eI OHU MOMBITAIOTCS 3TO CAeaTh.

Iyist 3TOTO MpUMepa BO3bMeM JIBYX yuacTHUKOB: IMMY (Emma) n ®abuana (Fabi-
an). ®abuaH mpeajiaraet CepPBUC MOTOKOBOTO BUIEO C MOCEKYHAHOM OIUIATOM, IJIst
KOTOPOJi UCITONb3yeTCs KaHal MUKpoIuiaTexkeit. @abuaHd HasHauaet meny 0.01 mui-
nu6uta (0.00001 BTC) 3a cekyHIy BUI0, TO ecTh 36 muun6utos (0.036 BTC) 3a yac
BUE0. DMMa — II0Ib30BaTeIb, IIPMOOPETAOIINIT TTOTOKOBOE BUAEO Ha cepBrice Da-
6uana. Ha puc. 12.5 nsobpaskeHa DMMa, OTIauMBaIOIIast CEPBYC IIOTOKOBOI'O BUEO
dabmaHa C UCIIOIb30BaHMEM KaHaJjla IIaTesken.

MoTok aeHer

W

JMMa (DabuaH

Puc.12.5 < SMMa onnauuBaeT notokosoe Buaeo oT MabuaHa
C MOMOLLbI0 KaHana niaTexen, Npyu 3TOM MAATUT 3a KaXKAyH CEKyHAY BUAEO

B sTom nmpumepe ®abraH 1 IMMa UCITIOIb3YIOT CIIeMaIM3MPOBAHHOE ITPOrPaMM-
Hoe obecrieueHne, KOTOpoe obecrieunBaeT MOAIEPKKY M KaHajia TuiaTeskeit, 1 mo-
TOKOBOTO BUIE0. DMMa 3aITyCcKaeT 3TO MpOorpaMMHOe obecrieueHye B CBOeM Gpay-
3epe, y ®abuaHa oHO paboTaeT Ha cepBepe. Celnaa3upoBaHHOE MTPOTPaMMHOE
obecrieueHne 06ecreuBaeT OCHOBHYIO (YHKIMOHAJIbHOCTh OGUTKOITH-KOIIeNbKa
U MOXET CO3[1aBaTh U MOAMMChIBATh OUTKOMH-TpaH3aKkiuu. OCHOBHAS KOHIIEIIIMS
U COGCTBEHHO TePMUH «KaHaJI IIaTeXKei» IMOTHOCThIO CKPBITHI OT T10JIb30BATEIEN.
WM [O0CTYITHO TOBKO BUJIE0, KOTOPOE OIIauMBaeTCsl TOCEKYHIHO.

IJist yCTAHOBKYM M HACTPOVKM KaHaja IaTexkeii DMMa 1 @abuaH co3maioT agpec
MYJIBTUIIOATINCH T10 cxeMe 2-0f-2, ¥ KaskbIii XpaHUT OIMH U3 Kittoueii. C TOUKM 3pe-
HMsI DMMBbI IIpOrpaMMHOe obecrieueHne B ee Opaysepe MpeACTaBIsSIeT MITPUXOBO
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OR-kopn ¢ P2SH-agpecom (HauMHAOMMUMCS ¢ MBI 3) U TpenjaraeT eii BHECTU
«IeTmo3uT» 3a 1 yac Buzie0. 3aTeM 3TOT afpec cyocuampyetcss IMMOIi (Ha HETo mepe-
BOJISITCSI COOTBETCTBYIOIIME NeHeKHbIe CpeACcTBa). TpaH3aKIMsl IMMBI C TJIATEXOM
Ha aZipec MY/IbTUIIOATIVICY TIPEICTAB/SIET CO60i CyOCUIUPYIONIYIO MM aHKEPHYIO
TpaH3aKUMIO 151 KaHaja IiaTexa.

[TpomorskuM paccMOTpeHMe ITpUMepa U ITPEeIIONOKUM, YTO DMMA «CYyOCUAMPOBAIa»
KaHai cymmoii B 36 Mmun6uToB (0.036 BTC). OTo 10o3BOMUT IMMe MPOCMOTPETH 10
1 yaca moTokoBoro Buie0. Cyocuaupyromas TpaH3akLus B JaHHOM CTydae yCTaHaB/-
BaeT MaKCMMAaJIbHYI0 CYMMY, KOTOPast MOYKET ObITh ITepeflaHa yepe3 3TOT KaHaJI, TO eCTh
yCTaHaB/IMBAET MPOITYCKHYI0 CTOCOOHOCTD MJIM MOIITHOCTD KaHaa (channel capacity).

Cybcupypyromasi TpaH3aKUMsI pacxoqyeT OOWH WMIM HEeCKOJIbKO (parMeHTOB
BXOIHBIX TaHHBIX 13 KOIIeJIbka IMMbI, GopMUpPYyst 06IIyI0 cymMMy B3HOoca. OHa co3-
IaeT omyH (parMeHT BBIXOAHBIX TaHHBIX CO 3HAUEHMEM 36 MUJUIMOUTOB, BHITIAUN-
BaeMbIM Ha afpec MYJIbTUIIOAIIMCH TUIIa 2-0f-2, KOTOPBI COBMECTHO YITPaBJISIETCS
OMMmoit 1 ®abuaHoM. BO3MOKHO cOo3maHMe TOMOTHUTEIbHBIX (ParMeHTOB BbIXO/I-
HbIX JAHHBIX [IJI1 BO3BpaTa Cauy B KOIIeJeK IMMBbI.

[Toce moOATBEpPsKIEHMST CYyOCUOMPYIOIIEe TpaH3akIMu OMMa MOXKET HadaTh
MIPOCMOTP MMOTOKOBOTO BUe0. [IporpamMHOe obecrieueHrie DMMbI CO3/1aeT U TIOf-
MChIBAET TPAH3aKIINIO-00513aTEIbCTBO, KOTOpast M3MeHseT 6ajlaHC KaHasa, Kpe-
nutys 0.01 muinbura Ha anpec ®abmana u Bo3Bpaas 35.99 mmwinubura dMme.
OTta TpaH3aKuMs, MOATMCAHHAS DMMOJ, pacXoAyeT 36 MWUIMOUTOB U3 BbIXOLHBIX
IAHHBIX, CO3[JaHHBIX CYOCUAVPYIOIIEl TPaH3aKIIKeli, U, B CBOIO OUepPelib, CO3/IaeT IBa
(parmMeHTa BBIXOAHBIX AAHHBIX: OAVH — JJIT BO3BpaTa caauyM DMMe, BTOPOii — ISt
miaTeska @abuany. dTa TpaH3aKIUIMs MOAIMCAHA YaCTUUHO — TPeOYIOTCS IBE TIOAIINCY
(cxema 2-0f-2), Ho B HAJIMUMM MMeEeTCsI TOJIbKO Ioarmich OMMbI. Korna cepBep ®abmana
MIPUMHMMAET 3Ty TPAH3aKIMIO, OH T06aBJISIeT BTOPYIO MOMAITNCH ()1 BXOTHbIX JAHHbIX
2-of-2) 1 Bo3BpalllaeT TpaH3aKLMI0 OMMe BMecTe ¢ 1 CeKyH0ii OT/IaueHHOTO BULEO.
Tereps y 06eMx CTOPOH eCThb MOTHOCTHIO ITOAMVCAHHAS TPAH3aKIVSI-00sI13aTeTbCTBO,
KOTOPYIO Kaskasi CTOPOHA MOYKET «ITOTaCUTh», IPEICTaBUB KOPPEKTHbINI OOHOBJIEH-
HBIIi aKTyaJIbHbIN 6aaHc KaHaia. CTOPOHBI He ITyOIMKYIOT STy TPaH3aKIMIO B CETHU.

B cnemytoieM payHe mporpaMMHoOe obecriedeHie DMMbI CO3aeT M MOIIMICHI-
BaeT APYTYIO TPaH3aKIMI0-00s13aTeTbCTBO (06513aTEBCTBO #2), PACXOAYIOLIYIO T€ Ke
caMble BbIXOIHbBIE TaHHbIe 2-0f-2 13 cyOcuAMpyIolei TpaH3akiuy. Bropast TpaHs-
aKIMs-06s13aTeIbCTBO HAMPaBISIeT OOVH (parMeHT BbIXOZHBIX JaHHBIX C CYMMO1
0.2 mmwnbuTa Ha agpec ®abuaHa, a BTOPOi GparMeHT BbIXOAHBIX JAHHBIX C CyM-
Moii 35.98 MuIM61Ta BO3BpaIllaeT Ha aipec DMMBI. DTa HOBast TPaH3aKIIVS SIBISIET-
s OTUIATOM IBYX CEKYH/, BUEO (B 00111l cJIoKHOCTH). [IporpaMMHOe obecrieueHne
dabmaHa MOAIMCHIBAET 1 BO3BpAlllaeT IMMeE BTOPYIO TPaH3aKIMIO-063aTeTbCTBO
BMeCTe CO BTOPOI CeKYH 01 BULEO.

TOYHO TakMM >Ke CII0CO60M IMpOrpaMMHOe obecrieueHre IMMBI MPOLOIKAET
MOChUIATh TPaH3aKIMU-00s13aTeNbCcTBA Ha cepBep D@abuaHa B 06MEH Ha CEKYH/IbI
TIOTOKOBOTO BUIEO. bajmaHc KaHana MOCTeneHHO M3MeHseTcsl B Tonb3y dabmaHa,
10 Mepe TOro Kak OMMa IoayJdaeT oyepeqHble CeKyHAbl BUAEOIIOTOKA. [lomycTuM,
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yto IMMa npocmatpusaeT 600 cexkyHp (10 MUHYT) BUAeO, cO3aBasi U MOAIIMUCHI-
Bast 600 TpaH3aKiIKii-06s13aTeNbCTB. CaMast OCAeIHSISI TPaH3aKIINUSI-0063aTeIbCTBO
(#600) comepskuT nBa (pparMeHTa BHIXOIHBIX TaHHBIX, pacIIpeaesIonyX 6asaHc Ka-
HaJia CIemyrIuM oopasoM: 6 MIM6uToB ®abuany, 30 MUITMOUTOB DMMe.

[Tocste aToro OMMa IIeNKaeT Mo KHOMKe «CTom», YTOGbI OCTAHOBUTH Mepemayvy
BuUzeonoToka. Termeps ®abuan uau IMMa MOXKET HepefaTh KOHEUHOE COCTOSHIE
TpaH3aKIMM IS peajbHOM OIUIAThl. JTa IOCTAeOHSS TPaH3aKILMs SIBJISIETCS 3aBep-
raroIeii MiaTeskKHo TpaH3akiuei (settlement transaction), KoTopasi BbIIJIauMBa-
et ®abuaHy CyMMYy 3a Bce POCMOTPeHHOe DMMOJi BUIEO0 M BO3BpaIlaeT OCTaTOK 13
CYyOCUIUPYIONINIT TPAaH3aAKIUY IMME.

Ha puc. 12.6 mokasaH kKaHaa Mexxay OMmMoii u @abuaHOM U TpaH3aKUMU-00s13a-
TeJIbCTBA, KOTOPbIe OOHOBJISIOT OalaHC KaHaa.

3MMa (MabwaH

Cybeuanpytowwas
TpaH3aKums

BxogHble @ MynbTu-
ZaHHole [ noanmch
MMl ™Mna
36 mBTC  2-of-2

-

Broatsie § 35 g9 mpTC

[dHHbIE 3MM€
o MynbTH- q
MoAmCh W1 01 mBTC

TMna
Py Dabuany

[— 1 cexyHpa Buoe0 —

.
MnatexxHas (3aBepluaroLyas)

TpaH3aKums
BxozHble 30 mBTC
p{ AdHHbIE B Jyye >
mynTi- |
P noanuch 5
B ™na £ rgBTC -
2-0f-2 dbvany

Puc.12.6 < KaHnan nnatexei mexay IMmolt u MabruaHoM
c oTobpaxeHneM TpaH3aKLUuii-0653aTeNnbCTs,
06HOBNAOLMX BanaHC KaHana
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B KOHEeYHOM UTOTe TOIbKO JiBe TPaH3aKIMM 3aMMUChIBAIOTCSI B CTPYKTYPY JaHHBIX
610KueiiHa: CyOCHAMPYIOLIAsl TPAaH3aKIVsl, CO3/alomasl KaHayl IulaTeska, ¥ 3aBep-
HIarolas IiaTeXXHasl TpaH3aKlysl, KOTopasi MpaBWIbHO paciipefenseT KOHeUHbIN
6ayaHC MeXIy IBYMS YUaCTBYIOIIVIMU CTOPOHAMMA.

Co3paHue KaHanoB 6e3 AoBepUTEeNbHbIX OTHOLUEHMIA

OmycaHHbIN B IPeIbIAyIIeM pasjesie KaHala paboTaeT, HO TObKO eCv 06€ CTOPOHBI
DeiCTBYIOT, IOBePsISt APYT APYTY, 6€3 KaKUX-T1O0 OTKA30B MU MOIbITOK MOLIEHHU -
yecTBa. PacCMOTPUM HEKOTOPBIE CUTYAIIMM, B KOTOPBIX pab0Ta KaHa/ia HapyIIaeTcs,
a Takke Cpe[ICTBA )i YCTPaHeHUS ITUX IPObIeM:

O mocte BIMOJIHEHNS CYOCUIMPYIOIEli TpaH3aKIMK IMMe HeOOXO0IMMO TTOJTy-
yuTh noxamuch ®abuaHa, YTO6bI BEPHYTDb YaCTh JIeHEr (MU BCe NeHbIM) 06-
patHo. Ecin ®abuaH «mcye3aeT», TO NeHbIM IMMBbI OJIOKMPYIOTCS Ha ajpece
MyAbTUIIOATUCH 2-0f-2 1 hakTUyecKu MOTePSIHLI A1 Hee. Takoit KaHas moc-
Jle co3[aHMsl IPUBOLUT K TMOTepe NeHeXHbIX CPeNCTB, eC/iM OLHA U3 CTOPOH
OTKJIIOYaeTcsl OT KaHaja A0 TOro, Kak, [0 KpaiiHeil Mepe, OgHa TpaH3aKL M-
06s13aTeNIbCTBO OyIeT MoAnycaHa 06eMy CTOPOHAMI;

O Bo BpeMs paboThI KaHajJa IMMa MOXKET B3STh JIIOOYI0O TpaH3aKLMI0-00sI3a-
TebCTBO, MOAIIMCAHHYIO €10 COBMeCTHO ¢ DabuaHoM, 1 TlepeiaTh ee B CTPYK-
TYpY JaHHBIX OJIoOKUeiiHa. 3aueM IIaTUTh 32 600 CEKyH[ BUMIE0, €C/IM OHA
MOXET IepefaTh TPaH3aKIIMI0-00s13aTeIbCTBO #1, TO eCTh 3aIIaTUTD JIUIIIb
3a 1 cekyHny Buzeo? KaHan cTaHOBUTCSI HEKOPPEKTHBIM, IIOTOMY UTO DMMa
MOXXeT CMOIIIeHHUYATh, OMyOIMKOBAB Ipefblayliee (He caMoe IMoc/ieHee)
006513aTEJIbCTBO, KOTOPOE BBITOTHO JINUHO €Ji.

06e 3Tu MPo6IEMbBI MOKHO YCTPAaHUTh C TTIOMOIIbIO GJIOKMPOBOK 10 BPEMEHU —
paccMoTpMM, Kak MOKHO BOCITOJIb30BaThCsl OJOKMPOBKAMM IO BpeMeHU YPOBHS
TpaH3akuuu (nLocktime).

OMMa He MOXXeT PUCKOBaTh, llepenaBasi JeHe)XXHble CpefCTBa Ha aJpec MYJbTHU-
nonmucy 2-of-2, ecnu et He rapaHTUPOBAH BO3BPAT. [IJ1s1 pelieHus 3Toi MpobaeMbl
OmMa cosmaer cybcuaupytomyio (funding) u KommeHcupyionryio (refund) Tpaus-
akiuu ogHoBpeMeHHO. OHa TOAMMChIBAET CYOCUAVPYIONIIYIO TPaH3aKLNUIO, HO He
nepenaeTr ee HUKOMY. DMMa repenaeT ®abraHy TOIbKO KOMIIEHCUPYIOLTYIO TPaH3-
aKIMIO U TOTy4YaeT ero MOAINCh.

dTa KOMITEHCUPYIOIIAsh TPaH3aKIusl eiiCTByeT Kak IepBasi TPaH3aKIusI-00sI-
3aTEJIbCTBO, M ee GJIOKMPOBKA IO BPEMEHM YCTAaHABIMBAET BEPXHIOI TPaHUILY
SKM3HEHHOTO LMKJIa KaHajla. OMMa MOXKET YCTaHOBMUTH AJisl mapamerpa nLocktime
3HaueHue no 30 gHeit mau mo 4320 6;10K0B B 6yayiieM. Bece nmocienmyonime TpaH3-
aKIn-006s13aTeIbCTBA HEIIPEMEHHO JO/DKHBI MMeTh 0Gosiee KOPOTKMiI CPOK 6y10-
KMPOBKM TI0 BpeMeHU, YTO6bI MOXKHO ObLIO TOTAaCUTh UX paHee KOMeHCUPYIolleit
TpaH3aKLUNU.

[Tocne Toro Kak dMMa MOAy4YMsIa MOJHOCTbIO MOANMCAHHYI0 KOMEHCUPYIOILYIO
TpaH3aKILMI0, OHA MOXKET C YBEPEHHOCTbIO TIepejaTh MOAIMCAHHYIO CYOCUIUPYIO-
LIYI0 TPaH3aKLMIO, TOYHO 3Hasl, YTO B KOHEYHOM UTOTe OHA CMOXKET I10C/Ie OKOHYa-
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HUSI CPOKa GJIOKMPOBKY MMOTAaCUTh KOMIIEHCUPYIOIIYIO TPaH3aKIMIO (TO eCTh IOJy-
YUTb 06PATHO JeHbIN), Haxke eci PabMaH CKPOeTCs..

Bce TpaH3akIMu-06s3aTeIbCTBA, KOTOPbIMM OOMEHUBAIOTCS CTOPOHBI HAa MPO-
TSOKEHUM SKM3HEHHOTO ITMKIIa KaHasia, 6JIOKMPYIOTCS Ha OTpeleeHHbI CPOK B Oy-
oyiieM. Ho 3afepskka GymeT HEMHOTO Kopoue sl KaskIoil caemylolleil TpaH3ak-
IM-06s13aTeNIbCTBA, TAaK UTO MpPeKAeBpeMeHHOoe IorameHue caMmoro IocaeIHero
06513aTeTbCTBA CTAHOBUTCS HEKOPPEKTHBIM (COOTBETCTBEHHO, I COCTOSIHIE KaHajIa
CTaHOBUTCS HEKOPPEKTHBIM). biarogaps napaMmerpy nLocktime HM ofHA U3 CTOPOH
He CMOKET YCIIeNTHO PacpOCTPaHUTDb KaKyI0-T160 TpaH3aKIMIO-00s13aTeTbCTBO 10
3aBeplIeHNs] CpoKa ee GIOKMPOBKU. ECaM Bce MaeT, KaK MpeAIonarajiochk, To obe
CTOPOHBI COTPYJHMUYAIOT YeCTHO U aKKypaTHO 3aKPbIBAIOT KaHAI C MIOMOIMIbIO TIIa-
TEeXHO TpaH3akuum (settlement transaction), ycTpaHsisi HeOGXOOMMOCTb (M BO3-
MOSKHOCTD) ITepeauy KaKMUX-I1M00 MPOMeKYTOUHbIX TPaH3aKIMii-06513aTeIbCTB. [1o
CYIIIECTBY, TPaH3aKLUMM-00S13aTEIbCTBA VCIIOIb3YIOTCS TOJBKO B TOM CJTyyae, KOrma
OJlHa CTOPOHA OTK/II0UM/IACh OT KaHaja, a Apyras CTOpOHA BBIHYKIeHa KOPPEKTHO
3aKpbITh KaHAJ B OTHOCTOPOHHEM TOPSIIKeE.

Hampumep, eciu 1jisl TpaH3aKIMK-06s3aTeNIbCTBA #1 ycTaHOBIEHA O6JIOKMPOBKA
Ha cpok 4320 6;710K0B B 6yAYIIEM, TO TPaH3aKLIMSI-00S13aTEIbCTBO #2 GIOKUPYeTCsS
Ha Cpok 4319 65o0koB B GymyiieMm. [Ijis TpaH3aKIMu-o6s13aTenbcTBa #600 MOXKET
OBITb M3pacxomoBaHo 600 6I0KOB, IPesKAe YeM TPaH3aKIMSI-00513aTeTbCTBO #1 cTa-
HeT BaJUIHOIA.

Ha puc. 12.7 nmokasaHo, Kak AJIsl KaXKI0¥ ouepemIHOl TpaH3aKIMM-00s13aTeIbCTBA
yCTaHaBIMBaeTCsl 6ojee KOPOTKMII CPOK OJIOKMPOBKU 10 BpeMeHM, TTO3BOJISIST pac-
XOIOBATh €e paHbllle, YeM MpeAbIayIe 06s3aTeIbCTBA CTAHYT BaJIMIHBIMMU.

TpaH3akums- TpaH3akums- TpaH3akums-
0693aTenbcTBo #1 06513aTenbcTBo #2 obs3arenscteo #600
| BxonHble § 36 mBTC 1 BxozHsie § 35,99 mBTC I Bxoawbie § 30 mBTC
) daHHble IMMe ) AaHHble IMme ) DaHHble IMme
: MynoTi- W T _ : MynoTi- WA T _ e e : MyneTH- S _
i 1oae o 0 meTC noatc §0.01 merc 1A o 6 marC
| 2-0f-2 | Qabuay | 2-0f-2 { Dabuamy i 2-of-2 { ®abuany
M2 Oukcauns Bpemenn  £<M]2)) Oukcaums BpeMeHu M- Oukcaums BpemeHn
4,7/ T+4320 6nokos v/ T+4319 bnokos “,v7/ T+3720 6nokos

Puc.12.7 « [1ng kaxpoi oyepenHoM TpaH3aKLUmMn-0693aTensbCrea
yCTaHaBnvBaeTcs bonee KOPOTKMUIA CPOK BIIOKMPOBKM MO BPEMEHMU,
MO3BONIAS PAaCXOA0BaTb €e paHblUe, YeM npenblayline obg3atenscrea
CTaHyT BaAUAHbIMK

IInst KaXKOoil MocCeqyomleil TpaH3aKIMu-06s3aTelbCTBA HEITPEMEHHO JIOJIKEH
ObITh YCTAHOBJIEH O0JIee KOPOTKMI CPOK GIIOKMPOBKY IO BpEMEHM, YTOOBI OHA MOTJIa
PaCIpPOCTPAHSITLCS B CETH 0 €€ TIPe/IIIeCTBEHHNKOB 1 10 KOMITEHCHPYIOIEeli TPaH3-
akuyy. Bo3aMoKHOCTH 6071ee paHHero pacrpoCTpaHeHusl 00s13aTeNbCTBA TapaHTUPY-
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€T BO3MOYKHOCTb PACXOJOBaHMS BHIXOMHBIX JAHHBIX CYOCUAMPYIOIIE TpaH3aKIUU
M TIpeloTBpallaeT roraieHue 0007 Opyroit TpaH3aKIMK-006s3aTebCTBA uepes
pacxoi0oBaHye CBOMX BHIXOIHBIX TaHHBIX. DTO 00eCIeUnBaeTCs CTPYKTYPOIt JaHHbBIX
6/710KUeiiHa GUTKOMH-CUCTEMbI, MCK/TIOYAIOIIEl IBOTHOE pacXofoBaHMe U BBOISI-
1Iet 6JIOKMPOBKY 10 BpeMEHM, UYTO TTO3BOJISIET KAXKI0M TpaH3aKIMM-00513aTeTbCTBY
6e3 roMex MepeBOIUTD IPEeAIIeCTBEHHUKOB B CTaTYC HEKOPPEKTHBIX.

KaHasbl COCTOSIHUIT MCMONB3YIOT GJIOKMPOBKM TIO BpeMeHM IJisl BBITTONIHEHUS
CMapT-KOHTPAKTOB C KOHTPOJIEM BpeMeHM. B aToM IpuMepe Mbl HabIIOIAIN, Ka-
KM 06pa3oM KOHTPOIb BpeMeHM obecrieurBaeT BaJIUIHOCTb CaMO} TOCIenHen
TPaH3aKIUU-06s3aTeNIbCTBA, OTMEHSISI BCe TIPeIbIAyInye 06s13aTenbCTBa. B pesynb-
TaTe TOJbKO caMasl IOCJIeIHSST TPAH3aKI[MSI-00s13aTe/IbCTBO MOXKET OBITh MepeiaHa
B CE€Th, MOTYT OBITh M3PACXOJOBAHbBI TOJILKO €€ BXOIHbIE TaHHbIe, a BCe TTPeIbIAy-
IIyie TpaH3aKIMM-006s13aTeIbCTBA ITEPEXOAIT B CTATyC HEKOPPEKTHBIX. BbITIOTHEHYIE
CMapT-KOHTPAaKTOB C abCOMIOTHBIMM OJIOKMPOBKAaMM IO BpeMeHU obecreunuBaeT
3alMATY OT MOMBITOK MOIIEHHMYECTBA OAHOM M3 CTOPOH. [IJis peasm3anuy 3TOi
KOHIIeNIMM He TpebyeTcss HUUero, KpoMe abCOTIOTHBIX GIOKMPOBOK 10 BpeMeHM
Ha ypOBHe TpaH3akumit (nLocktime). lasiee Mbl PacCCMOTPUM, KaK OJOKMPOBKU IO
BpeMeH) Ha ypoBHe CKpUIITOB — CHECKLOCKTIMEVERIFY m CHECKSEQUENCEVER — MOXKHO
MCITOJIb30BAaTh IJIs1 CO3MaHms 6ojiee TMOKMX, YIOOHBIX U «MHTEJIEKTYaIbHbIX» Ka-
HAaJIOB COCTOSTHUIA.

Peanu3zarust mepBoit (opMbl OJHOHAMPABIEHHOTO KaHasla IiaTexei 6buia mpo-
JeMOHCTPMPOBAHA KaK IPOTOTUIT MPUJIOKEHUS IMOTOKOBOro Bumeo B 2015 romy
TPYIINOi pa3paboTUMKOB U3 APreHTHHBL. DTy peaan3alnio MOXKHO YBUIETh Ha caii-
Te https://streamium.io.

BIOKMPOBKY 110 BpeMEeHU He SIBJISTIOTCS eIMHCTBEHHBIM CIIOCO60M ITepeBojia mpe-
IOBIAYIIMX TPaH3aKLMii-00S3aTeTbCTB B HEKOPPEKTHOE COCTOSIHME. B ciienyomem
pasjienie Mbl YBUIUM, KaK MOKHO MCII0/Ib30BaTh aHHYAMPYIOIINI KiTtou (revocation
key) mist mocTvkeHUS TOM ke 1enu. BJIOKMpOBKM 110 BpeMeHM 3(PGeKTUBHBI, HO
Yy HUX UMEIOTCS JIBa SIBHbIX HeJlocTaTka. [Ipy ycTaHOBKe MaKCMMa/IbHOTO 3HAUeHUs
OJIOKMPOBKM II0 BpeMeH!, KOTia Iocjae CO3TaHus KaHald OTKPhIBAETCS B MEPBBIi
pas, Takasi 6JOKMPOBKA OTPAHUYMBAET MPOIOIKUTENIBHOCTb KM3HEHHOTO IIMKIIA
9TOTO KaHasa. U 4To ele Xyske, 6IOKMPOBKY IO BpEMEHU TPY MPAKTUIECKO pea-
JIM3aLMY KaHAJIOB BRIHYKIAIOT HAPYLIATh 6aJaHC MeXIy obecrieueHeM JOATOBpe-
MEHHOTO XM3HEHHOTO I[MK/Ia KaHAJOB M HeOOXOOMMOCTbIO JIJIT OJHOTO M3 y4YacT-
HUKOB OY€Hb JIOJITO KAAaTh KOMIIEHCAIMM B C/Iy4yae MpeXIeBpeMeHHOTO 3aKPbITHS
KaHasia. Harmpumep, ecnu pa3peminTb KaHaay HaXOOUTHCSI B OTKPBITOM COCTOSTHUM
30 mHelt, yCTaHOBUB 3TOT CPOK JIJIsT 6JIOKMPOBKY KOMITEHCALIMY T10 BpeMeHU, TO TIPU
HEOXMJAHHOM MCUe3HOBEHUM OLHOI U3 CTOPOH BTOPOI CTOPOHE MPUIETCS XIATh
KommeHcanuy 30 gHeii. UeM IMHHEe CPOK OJIOKMPOBKY, TEM MOJbIIE TTPUXOIUTCS
SKIaTh KOMITEHCIIVN.

Bropast mpo6iiema — IMOCKOMbKY KayKast MOCaeayIolast TpaH3aKIMs-00s3aTesb-
CTBO HEIPeMeHHO JIO/DKHA YMEHbBIATh BPeMs G/IOKMPOBKY, CO3[AETCSI OUEBUIHOE
OTrpaHMUeHMe Ha KOMMUYECTBO TPaH3aKIMii-00513aTelbCTB, KOTOPHIMU MOTYT 0OMe-
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HUMBATbCSI CTOPOHBI. Hampumep, KaHaI € )XU3HEHHBIM [UKIOM 30 mHel mpu ycTa-
HOBKe GJIOKMPOBKY 110 BpeMeHM B 4320 6JIOKOB B GYAYIEM MOXKET HPUHSITh TOJTbKO
4320 poMeKyTOUHBIX TPaH3aKIINi-00s13aTeIbCTB, TIOC/IE Yero JO/KEH 3aKPhIThCS.
CylecTByeT MOTEHIMaJbHasl OMAaCHOCTh MPU YCTAaHOBKE MHTepBasa OJOKMPOBKU
TpaH3aKIINii-063aTeNbCTB IIMHOI B 1 6;10K. IIpy TaKoit HaCTpolike pa3paboTUMK
CO3/1aeT BeChMa Cepbe3HYI0 Harpy3Ky Jjisl 06erX CTOPOH KaHaia, KOTOPbIE TOIKHBI
MTOCTOSTHHO «O60IPCTBOBATh», OCTABAsICh B PESKMME OHJIalH, HaOMI0IATh 32 TEKYIIMM
COCTOSIHMEM KaHaJia ¥ ObITh TOTOBBIMM K Tepeave KOPPeKTHOM TpaH3aKIUM-00sI-
3aTeNIbCTBA B JII0O0E BpeMsl.

Terepb, KOTIa MbI XOPOIIO ITOHMMAaeM, KaK MOKHO MCITOJIb30BaTh OJOKMPOBKU
110 BpeMeHM JJIs TTepeBojia MpeIbIAyIIX TPaH3aKIMii-06s3aTeIbCTB B CTATYC He-
KOPPEKTHBIX, MOXKHO TIepeiiTh K pacCMOTPEHUI0 Pa3auuuii MeXXOay COBMECTHBIM
3aKpbITMEM KaHaJIa ¥ 3aKPBhITYEM B OJHOCTOPOHHEM TIOPSIKE MTOCPEICTBOM OITy6-
JIMKOBAHMSI B CETU TpaH3aKIMKU-06s3aTenbCTBa. [ BCEX TpaH3aKIMii-00s13a-
TEJIbCTB YCTAHOBJIEHbBI GJIOKMPOBKYU TI0 BpEMEH!, II03TOMY IIPY pacipoCcTpaHeHUN
KaKoii-T1Mb0 TpaH3aKIMN-06s13aTeNbCTBA B CETU BCErIa HEM30eKHO OXMUIAHMeE 3a-
BepIIeHNs] Cpoka GIoKupoBKKU. Ho e 06e CTOPOHBI TOCTUITIM COTJIAIIEHMUS TI0
OKOHYATEeJIbHOMY OalaHCy M TOUHO 3HAIOT, UTO XPaHST TPaH3aKLIUM-00sI3aTeIbCTBA,
KOTOpbIE JTeIAI0T 3TOT GalaHC IeiiCTBUTENbHBIM, TO OHM MOTYT CO3JaTh 3aBepIIao-
IIYIO IIATEKHYIO TPAH3aKINIO 6e3 GIIOKMPOBKM 10 BpEMEHM, TTPE/ICTABIISIIONIYI0 TOT
sKe OKOHYATeIbHbIN O6anaHc. [Ipy COBMECTHOM 3aKpbITUM KaHaIa Kaskaasi CTOPOHA
6epeT camMyIo IOCTeTHION TPAH3AKI[MI0-06513aTeNbCTBO U (OPMUPYET TPAKTUUECKN
MIEHTUYHYIO el IJIaTeKHYIO TPaH3aKI[MIo, 3a MCKIIOUeHeM TOTO, UTO GJIOKMPOBKA
110 BpeMeHU He ycTaHaBauBaeTcsl. 06e CTOPOHBI MOTYT IOMIMNICATh 9Ty IJIATEKHYIO
TpaH3aKIMIO, 3Has, YTO HET HUKAKUX BO3MOYKHOCTE [IJIsI MOIIIeHHUYECTBa C LIeJIbI0
MOTy4eHusT 6osiee BHITOMHOTO /IJisl cebst 6ananca. Ilocie COBMECTHOTO TOAMMCAHNUS
U mlepeiaul B CETh IUIATEKHON TPaH3aKI[UM CTOPOHbBI MOTYT 3aKPbITh KaHAJ U Cpa-
3y JKe MOJIyYUTh CyMMBI ITOTAIlIeHMsI B COOTBETCTBUY C OKOHYATEIbHBIM OaJlaHCOM.
B xynmiem ciiydae ofjHa U3 CTOPOH MOXET MPOSIBUTh MEJIOYHOCTh, OTKA3aThCsI OT
COTPYAHUYECTBA U BBIHYAUTH IPYTYI0 CTOPOHY 3aKPBITh KaHAI B OAHOCTOPOHHEM
MOPSIJIKe C TIOMOIIIBI0 CAMOIi MOC/IeIHEel TpaH3aKIn-06s13aTenbeTBa. Ho mpu aToM
CaMUM «HApPYIIUTEISIM» TIPUAETCS AOJTO XAATh MOJIyYeHUS IPUUYUTAIOINXCS UM
JleHer.

ACMMMeTpM‘-IHbIe OTMeHsieMble 06a3aTenbCcTBa

Bosee yno6HbIM Cc110cO60M 06pabOTKM COCTOSTHUI TTPEeIbIAYIINX TPaH3aKI[Mii-00s-
3aTeNbCTB SIBJISIETCSI X OTMeHa B SIBHOM Buje. Ho 3TOT crioco6 He Tak-TO MPOCTO
peanu3oBaTh. [JlaBHas XapakTepUCTUKA OUTKOMH-CUCTEMBI: TIOC/Ie TOTO KaK TpaH3-
aKLVs CTAHOBUTCSI KOPPEKTHOM (BaJIMAHOI), OHA OCTaeTCsl KOPPEKTHOI Hascernga
" He TepsieT CBOEro CTaTyca. ENMHCTBeHHBbIN CI10CO0 OTMEHUTb TPAH3aKIMIO — BbI-
TIOJIHUTDH IBOVHOE pacxOofoBaHMe ee BXONHBIX JAHHBIX B APYroil TpaH3aKUUU IO
3aBepIleHMs IPoIecca MaifHMHTa. BOT ToYeMy MbI MCITO/Ib30BaIX GIOKMPOBKY 10
BpeMeHM B IIPOCTOM IIpMMepe KaHaJla IUIaTeskeil 13 Mpeablayllero pasnesna, 4To-
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ObI 06eCIIeUNTh BO3MOKHOCTh PACXOJOBAHMS CAMBIX MOCTEIHUX 00SI3aTEIbCTB 10
TOrO, KaK 6oyiee cTapble 06s3aTeNIbCTBA CTAHYT KOPPeKTHbIMM. HO BhICTpauBaHue
CTPOTOJi TTOCeI0BATEIbHOCTY 06513aTEILCTB 110 BpEMEH! CO3[aeT psif orpaHuye-
HUIA, U3-3a KOTOPBIX ITPaKTUUYECKOe UCII0Nb30BaHMe KaHAJIOB IJIaTeXeli CTAaHOBUTCS
3aTPYAHUTETbHBIM.

XOTS TpaH3aKIMI0 HEBO3MOXHO OTMEHUTb, €e MOXKHO ChOpPMMUPOBATH TaKUM
CII0CO60M, YTOOBI TOSIBI/IACH BO3MOXKHOCTD ITPU3HATD €€ HeXKeIaTeIbHO IS Jalb-
HeJ{I1Iero MCIoab30BaHus. [IJist JOCTUKEHMUS 9TO 1IeJI He06X0IMMO TPenoCTaBUTh
KaKIO0¥ CTOPOHe aHHYIMPYIOMNI KIoU (revocation key) mim K04 OTMeHBI, KO-
TOPbIIT MOKeT UCI0/Ib30BAaThCS KaK CPeACTBO HaKa3aHUSI APYroii CTOPOHbI 3a 1O0-
MTBITKY MOIIIEHHMYEeCTBa. TaKkoi MexaH3M aHHYIMPOBaHMS (OTMEHBI) MpeabIaylei
TpaH3aKINU-06s3aTeNIbCTBA BIIepBbie ObUT MPEIJIOKEH KaK KOMITOHEHT CUCTEMbI
Lightning Network.

Iyis ToApO6HOTO pacCMOTPEHMSI MeXaHM3Ma aHHYIMPYIOMIVX KIIoUeil co3aaamnm
0oJiee CIOKHBIN KaHal IIaTeXeil MeXIy IBYMSI OOMeHHBIMY ITYHKTaMM, YITPaBIIsi-
embiMu XuterieMm (Hitesh) n Aiipun (Irene). Xurenn u AJipyH pyKOBOASIT OOMEHHbI-
MM ITYHKTaM¥ 6UTKOHOB B ViHauu u CIIIA cooTBeTCcTBeHHO. KiieHThl 0OMEHHOTO
myHKTa XuTtema B THAMY 4acTO OTIIPABJISIOT IUIATEKM KJIMeHTaM 0OMeHHOTO ITyHK-
Ta Aiipun B CIIA, u Hao60poT. Ceituac 9T TpaH3aKUMYU (PUKCUPYIOTCS B CTPYKTY-
pe DaHHbIX 6/I0KUeifHa GUTKOIH-CUCTEMbI, HO TIPY 9TOM MHPUXOIUTCS OIIauMBaTh
TPAH3aKIMA U KAATh 3aBepIIeHMs] MaifHMHTa HECKOIbKIX OJIOKOB IS TTIOATBEPIK-
nenus. Co3maHue KaHasla IuiaTeskeii MeXkIy 06MeHHBIMM ITYHKTaMy TTO3BOJIUT CO-
KPaTUTh HakjagHble pacxofbl (OTUMCIAEHMSI 32 TPaH3aKLUMUM) U YCKOPUTb MOTOK
TpaH3aKIuii.

Xutemr u AMpuH HauMHAIOT GopMMUpOBaHME KaHala C COBMECTHOTO CO3LAHMS
cyocuaupyomeii TpaH3aKIMM — OT KaskAOi CTOPOHBI B KaHAJ BHOCUTCS CyMMa
5 6urkoitHoB. TakuM 06pa3oM, HauyaJabHbIA GasaHC COIEPKUT 5 GUTKOITHOB IJIst
Xutemna u 5 6UTKOMHOB a1 AlipuH. Cyocuaupyolnas TpaH3aKIus 6JIOKMPYeT Ha-
YyaJbHOE COCTOSIHME KaHajla C TOMOIIbI0 MyJIbTUIIOATICH 2-0f-2 TOUHO TakK ke, KaKk
B ITpebIaylleM ITpumMepe MPOCTOTo KaHaa.

Cybcuampylorniast TpaH3aKIMsI MOXKET CoepskaTh OAMH MIM HECKObKO hparMeH-
TOB BXOJHBIX JaHHBIX OT XUTellla (D06aB/SIONMX 5 6GMTKOMHOB WM 60/IbIIe) 1 OOUH
VIV HECKOJbKO (parMeHTOB BXOJHBIX NaHHBIX OT AMpHUH (Tarke HOOABIISIOMINX
5 6UTKOITHOB My 60J1bIiIe). CyMMbI BXOIHBIX JaHHBIX JOKHBI HEMHOTO ITPEBbIIIATh
MOIITHOCTH (EMKOCTb) KaHajia, YTOObl 06eceunThb OIuIaTy TpaH3akiuii. Cybcummupy-
I0IIAs TPAH3aKIMs JO/DKHA COMEPsKaTh OOMH (DparMeHT BbIXOJHBIX TaHHbBIX, OJIOKM-
pyIoIMii 0611yt0 cymMMy B 10 GUTKOMHOB Ha agpece MyabTUIofnucu 2-of-2, ympas-
nsiemom XutenieM 1 AiipuH. Cybcuaupyromas TpaH3aKIIMs TaKsKe MOKET COepskaTh
OIIVH MUJTV HECKOJIbKO (hparMeHTOB BBIXOIHBIX JAHHBIX, BO3BPAIAIOIINMX ¢Iady XuUTe-
11y u AVpVH, eI CYMMBI MX BXOZHBIX JAHHBIX OOJIbIIIe, YeM YCTAHOBJIEHHBI B3HOC
B KaHa/. OTO eAMHCTBeHHAs TPaH3aKIIUs C BXOOHBIMY JAaHHBIMU, TTPENOCTaBI€HHbBI-
MM ¥ TIOATIMCAHHBIMU 06erMM cTopoHamy. OHa MOKHA ObITh CO3/IaHA B COBMECT-
HOM peskuMe U MOANMcaHa KXol CTOpOHOI riepeq repegadeii B CETh.
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Terepb BMeCTO CO3JAaHMSI OTHO TpaH3aKIMI-06513aTeIbCTBA, KOTOPYIO TOIIIN-
CBIBAIOT 00€e CTOPOHBI, XUTEII U AJIpUH CO3[AI0T ABE pas3/IMUHbIe TPaH3aKIMI-00sI-
3aTeNbCTBA, KOTOPBIE SBJISIOTCS aCMMMETPUYHBIMU (asymmetric).

XuTell co30aeT TPaH3aKIMI0-00513aTeTbCTBO C ABYMST parMeHTaMy BhIXOIHBIX
IaHHbIX. [TepBbIii pparMeHT BHIXOAHBIX JaHHBIX BbIIUIAUMBaeT AMIpUH 5 G TKOIHOB,
MIPaBO BJIaIEHNST KOTOPBIMM OHA ITOJTyYaeT HeMeyIeHHO. BTopoit pparMeHT BbITIa-
yMBaeT 5 GUTKOIHOB XMUTeIlly, HO MPaBo BJIaIeHNST MMM OH ITOJYUUT TOJBKO ITOCITe
3aBepleHust cpoka 610KMpoBKu, paBHOTO 1000 610Kam. @parMeHThl BBIXOLHBIX
OAHHBIX 3TOM TPAH3aKIMM BBIIVISIIST CIeAYIOIMM 00pa3oM:

Input: 2-of-2 funding output, signed by Irene

Output 0 <5 bitcoin>:
<Irene's Public Key> CHECKSIG

Output 1:
<1000 blocks>
CHECKSEQUENCEVERIFY
DROP
<Hitesh's Public Key> CHECKSIG

AVIpMH co3[aeT APYTyIo TPaH3aKIMI0-00s13aTeNbCTBO C IBYMST (hparMeHTaMM BbI-
XOOHBIX NaHHBIX. [IepBbIii (parMeHT BbIXOJHBIX AAHHBIX BBIIIAUMBAET XUTEIry
5 6UTKOIHOB, ITPaBO BJIaJeHNS KOTOPBIMY OH IOTyJYaeT HeMeIJIeHHO. BTopoii dpar-
MEHT BBbITUIAYMBAET 5 OGUTKOIHOB AJipMH, HO TIPaBO BIaJEHMS UMM OHA TTOTYUUT
TOJIbKO ITOC/IE 3aBePIIeHNsI CPoKa 6J10KUPOBKY, paBHOro 1000 6;10kam. @parMeHThI
BBIXOIHbBIX JAHHBIX 3TOI TPaH3aKIUM BbIISIAAT CIeTYIONMM 06pasom:

Input: 2-of-2 funding output, signed by Hitesh

Output 0 <5 bitcoin>:
<Hitesh's Public Key> CHECKSIG
Output 1:
<1000 blocks>
CHECKSEQUENCEVERIFY
DROP
<Irene's Public Key> CHECKSIG

[Ipu TakKOM TOIXOMe y KaxkKI0ii CTOPOHBI MMeeTCsl TpaH3aKIMSI-00s13aTeIbCTBO,
pacxofyoliasl BeIXOAHbIE NaHHbIE, 3al[MIeHHbIe MYJIbTUIIOAINChI0 2-0f-2. DTu
BBIXOJHbIE JAHHBIE ITOAIMCHIBAIOTCSI APYTOii CTOPOHOI. B y1I060e BpeMs CTOpPOHA,
XpaHsIasl TpaH3aKIMio, MOXKET TakKe MOJIMICATh ee (BbITIOHSIS YCI0BME MYJIbTU-
monmycy 2-of-2) u HauaTh pacmpocTpaHeHue B cetu. Ho mocie omy6GnmMKoBaHMS
B CETU TPaH3aKI[MM-00S13aTeTLCTBA CTOPOHA-PACIIPOCTPAHUTED TOJIKHA 3aTLIATUTh
I pyTroii CTOpOHe HeMeJIEHHO, TOra Kak eii caMoii IPUAETCS HeKOTOpoe BpeMsi 110-
IOKOATh, TTIOKA He 3aKOHYUTCSI CPOK OJTIOKMPOBKU. VI3-3a BBIHYKIEHHO 3a1e KK
rorameHusi (BO3BpaTa) OJHOTO U3 (ParMeHTOB BBIXOJHBIX MaHHBIX AJISI KaKOOM
CTOPOHBI CO3MIAI0TCS HEOOIbIME HEYIOOCTBA, KOTJIa OHM PeNIaloT B OHOCTOPOHHEM
MTOPSIAKE PACIPOCTPAHSITh B CETU TPaH3aKIMIO-00s13aTeIbcTBO. HO OMHOTO TOTBKO
BpeMeHU 3aJIeP>KKM HeJOCTATOYHO [J151 TOOLIPeHMsT YeCTHOTO TTIOBeeH M.
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Ha puc. 12.8 mokasaHbI IBe aCMMMeTpUUHbIe TPAH3aKI[MUI-00513aTeIbCTBA, B KO-
TOPBIX IUIATEKHbIE CYMMBbI BBIXOHbBIX JAHHBIX JAepsKaTeIs] KaskIoro 06s3aTesIbCTBa
BpeMeHHO 3a6/I0KMPOBaHbI (OTIOKEHBI HA HEKOTOPOE BpPeMsI).

AipuH Xutew
= b A b
1 Bxoamble 1 Bxonnble 5
| faHHble EanchXMTgma | JaHHble BanchAuqu
! mynsmu- U] 1 My B TeKywit
) MOANHCH MOMEHT <+—— 1 TOAMMCH MOMEHT
17Mna 2-0f-2 e — — — — — — 1 1 2-0f-2 e — - — = — — 1
| —_1> |
! i |
1 Moanvcaryi @ Banac Aiiput 1 Mognvcas! @ banatc Xurewa
I Xutewem +1000 6nokoB 1 AlipuH +1000 6nokoB
| OtnoxeH | OtnoxeH
h J

Puc.12.8 <« [lBe acCMMMeTpUYHble TpaH3aKLMK-0043aTeNbCTBa,
B KOTOPbIX BPEMEHHO 3a6/10KMPOBaHbI (OTNIOXKEHbI HA HEKOTOPOE BpeEMS)
NNaTeXM CTOPOHAM, XPaHALMM 3TU TpaH3aKLUMK

PaccMoTpuM nocaeHMI 9/IeMeHT 9TOM CXeMbl : aHHY/IMPYIOIUIi KiTtod (revocation
key) mau k1104 OTMEHBI, KOTOPBIi ITO3BOJISIET TOCTPaAaBlilelt CTOpoOHe HaKa3aTh MO-
IIIEHHNKA, 3a6paB cebe BeCh Ga/laHC KaHaa.

Kaskmast TpaH3aKIusI-06513aTeIbCTBO CONEPKUT «OTIOXKEHHbIE» (BPEMEHHO 3a-
GIOKMPOBaHHbIE) BbIXOAHBIE TaHHbIE. [TOTANIAONINIT CKPUIIT JIJIST STUX BBIXOIHBIX
IAHHBIX TI03BOJISIET OJHOM CTOPOHE MOMYYUTh UX 06paTHO nociie 1000 6;10KOB Mn
IPyroit CTOpOHe BepHYTb UX IPU HATMIUIM aHHYIUPYIolero kioua. [IosTomy korga
XuTel co3AaeT TPaH3aKIMI0-00sI13aTeIbCTBO /IS TIOAIMCY APUH, OH Je/laeT BTO-
poli hparMeHT BBIXOAHBIX TAHHBIX JOCTYITHBIM [IJISI BO3BpaTa caMoMy ceGe Imociie
1000 6710KOB MM TOMY, KTO TIPEIbSIBUT aHHYIUPYIOINIA K/Tt04. XuTenl (GopMUpPYET
9Ty TPAH3aKLUUIO ¥ CO3[aeT aHHYIUPYIOIINI K04, KOTOPbI OH XPaHUT B CEKpeTe.
OH OTKpOeT aHHYJIUPYIOUIMIi KU ApVH, TOJTBKO KOTIa OyleT TOTOB MepeBecTu
KaHaJl B HOBOE COCTOSTHME ¥ OTMEHUTD 3Ty TpaH3akuuio. CKpUnT BToporo pparmeH-
Ta BBIXOJHbBIX TAHHBIX BBIIISIAUT CJIEAYIONIMM 00pa3om:

Output 0 <5 bitcoin>:
<Irene's Public Key> CHECKSIG

Output 1 <5 bitcoin>:
IF
# Revocation penalty output
<Revocation Public Key>
ELSE
<1000 blocks>
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CHECKSEQUENCEVERIFY
DROP
<Hitesh's Public Key>
ENDIF
CHECKSIG

ApuH MOXeT 6e3 COMHEHMIT TTOMICATh 9Ty TPAH3aKIINIO, TOCKOIbKY eC/I 00sI-
3aTeNbCTBO OyIEeT mepemaHo B CeTh, TO AVIPMH HeMeIJIEHHO BepHET CBOU JTEHBIN.
XuTell XpaHUT TPaH3aKIMI0, HO 3HAET, UTO eC/IM OH NepefacT ee B CeThb C 3aKPbITHEM
KaHaJla B OHOCTOPOHHEM ITOPSIIKE, TO eMy HpuaeTcs XuaTb MaiiHuura 1000 6:10-
KOB, UTOOBI IIOTYYUTh JE€HbIN.

Korza kaHan nmepexouT B (yieyIoliee COCTOSIHMe, XUTelll J0/KeH OTMEHUTD (0TO-
3BaTh) 3Ty TPAH3aKIVIO-00s13aTEIbCTBO, IIPESKIE UeM APYH COTTIACUTCS ITOAINCATD
CJIeAYIONIYIO TPAaH3aKI[MI0-00513aTeIbCTBO. )1 3TOro XuUTelry Heo6XoaMMo MTPOCTO
rnepenaTb aHHYJIMPYIOLINIA K04 AlipuH. [Toce TOro Kak AVpyH Ioay4JyaeT aHHYIN -
PYIOILMIA KIIIOY J151 3TOV TPaH3aKLU MU, OHA MOXET CMeJIo MO MChIBATh CJIEAYIOLLYIO
TpaH3aKI[MI0-00513aTe/IbCTBO. Teriepb AMPUH 3HAET, YTO €CM XUTEI IOIbITaeTCs
CMOIIIEHHUYATh, OyOIMKOBAB MPeAbIayIee 0653aTeIbCTBO, OHA CMOKET BOCITOJb-
30BaThCsT aHHYIMPYIONIVM KITIOUOM, YTOOBI BEPHYTH cebe 3a/iepkaHHbIe BbIXOIHbIE
nmanHble Xurema. Ecu Xuren MOIIeHHMYAET, TO APUH ITOy4YaeT 06e CyMMBbI BbI-
XOJIHBIX NAHHBIX.

[TpoTokon aHHYIMPOBaHMS (OTMEHBI) SIBJISIETCSI A BYCTOPOHHUM, TO €CTh B KaXkK-
IIOM payH[le Mpu Tepexojie KaHaja B HOBOE COCTOSIHME 0be CTOPOHbI 0OMeHMBa-
IOTCS HOBBIMM 00sI3aTeJIbCTBAMM ¥ ITOAIMMCHIBAIOT TPaH3aKIMM-006513aTeIbCTBA
MIPOTUBOTIONIOKHO CTOPOHBI. [Toc/ie OKOHUATeNTbHOTO TTepexoia B HOBOE COCTOSTHNE
CTOPOHBI 06€CITeYMBAIOT HEBO3MOXKHOCTD MCITOJIb30BAHUST TIPEIbIAYIIETO COCTOSI-
HUSI, TIepeaBasi APYT APYTY aHHYIMPYIOIIMe KUY, He06X0IVMbIe IJ1s1 HAJTOKEHMSI
B3bICKaHMI 32 MOILIEHHNYECTBO.

PaccMoTpuM Ha TpakTUYECKOM IpuMepe paboTy 3Toro mexaHmsma. OnuH U3
K/IMEeHTOB AJipMH XOUeT MMocIaTh 2 GMTKOMHA OMHOMY M3 KIMEHTOB Xurera. JIjis
nepegaun 2 GUTKOMHOB IO KaHa/y XuTell 1 AVpMH JO/DKHBI 06s13aTeIbHO Tepe-
BeCTM KaHaJ B CJIeAYIOIee COCTOSTHME, OTOOpaskaolee HOBbIN GajmaHc. OHU Tpu-
HMMAIOT 00S13aTeIbCTBO TI0 HOBOMY COCTOSTHMIO (COCTOSIHME HOMED 2), B KOTOPOM
10 GUTKOITHOB KaHaJIa pa3densioTcs CJIeTYIIUM 06pa3oM: 7 OUTKOITHOB XUTely,
3 6uTKoitHa AjipuH. UYTOOBI JOCTUUb TAKOTO COCTOSIHUS KaHaja, 06e CTOPOHbI CO3-
IAIOT HOBBIE TPAH3aKLIMY-00513aTEbCTBA, OTOOpasKarole HOBBI 6amaHC KaHaIa.

Kak ¥ B mpempimylieM MpuMepe, 5T TPaH3aKIMM-00s3aTeIbCTBA SIBJISIOTCS
aCMMMETPUYHBIMM, TO €CTh XpaHEeHME TPaH3aKIUM-00s13aTeIbCTBA KaXKI0l CTOPO-
HOI1 06ecrieunBaeT BIHYKI€HHbII ITe PO, OKIIAHMS IIPY MOTTbITKE OTMEHbI 00sI3a-
TeTbCTBA. BaKHO, UTO TMepe MOAMCHI0O HOBBIX TPAaH3aKIMii-00513aTeTbCTB CTOPOHbI
HeIpeMeHHO JTOJKHBI CHavaia OOMEHSITbCS aHHYJIUPYIOMIVMM KJII0UaMiu, AJISI TOTO
YTOOBI CAENIATh TPeAbIaYyIe 06513aTeIbCTBA HeeeCITOCOOHBIMY (HEKOPPEKTHBIMM).
B Hamiem KOHKpeTHOM (yiyuae XMUTeIl 3aMHTePeCOBaH B YCTAHOBJIEHUY PeaabHOTO
COCTOSTHMSI KaHaJIa, TT03TOMY Y HET'O HeT MPUYMH JIJIST OITyOIIMKOBAHMS TTPEIbIAYIIETO
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cocrostHus. Ho myist AvipyH 6ayiaHC cOCTOsTHUSE HoMep 1 6oJtee BbITOZIeH, ueM 6ajaHC
coctosiHus Homep 2. Korma AiipuH riepenaeT XuTenry aHHYIMPYIOIINIA KJIIOU JIJISI ee
MpeabIayIeli TpaH3aKIIN-06s13aTeNIbCTBA (COCTOSIHIE HOMED 1), OHa IeiICTBUTETb-
HO JIMIIIAeTCs] BOSMOKHOCTHM ITOJTYUMTDb BBITOMY OT BO3BpaTa KaHaia B 60jiee paHHee
COCTOSIHME, TaK KaK MpY HaIN4YMM aHHYIUPYIOIIEro Kiaoua XUTell MOXET BepHYTh
cebe o6a (pparMeHTa BHIXOAHBIX JAHHBIX IIPEIbIAYIIEH TpaH3aKIMM-006513aTeTbCTBA
6e3 KakMx-1Mb0 3amepskek. TakuM 06pa3oM, eci AMPUH MOIBITAETCST OIyBIMKO-
BaThb MpPebIIyIllee COCTOSIHME KaHala, TO XUTeIl CMOKET OTCTOSITh CBOe MpaBo Ha
ToIy4eHue Bceit CYMMbI BBIXOIHBIX TaHHbIX.

BecbMa BaskeH TOT ()aKT, UTO OTMEHA He BBITIOTHSETCSI aBTOMaTUIecKu. XoTs Xu-
Telll MMeeT BO3MOXXHOCTh HaKa3aTh AVPUH 3a MOILIEHHUYECTBO, OH JOJIKeH BHUMA-
TeJIbHO HaOMI0IATh 32 CTPYKTYPOIi JaHHBIX OJI0KYeliHa, YTOOBI BOBPEMS 3aMETUTD
npusHaky o6MaHa. Eciay Xurtelr o6GHaApPYKUT ITyOIMKAIIMIO TIPeabIayIeii TpaH3aK-
IM-06s13aTeNIbCTBA, TO Y HETO eCTh MHTepBas BpeMenu B 1000 6;10KOB, UTOOBI ITPU-
HSITb MepPbI ¥ BOCIIO/Ib30BaThCSI aHHYIMPYIONIMM KIIOUOM, TIpecedb IMOIMbITKY MO-
IeHHMYecTBa AlipyH 1 HaKas3aTh ee, 3a0paB Bech O6aaHc, Bce 10 6UTKOIHOB.

AcuMMeTpUYHbIE OTMeHsIeMble 00513aTeIbCTBA C OTHOCUTETbHBIMY OJIOKMPOBKA-
mu 110 BpeMenu (CSV) mpeacTaBisioT co60ii ropasmo 6osee 3GeKRTUBHBIN CI10co6
peanusaluy KaHaJOB IUIaTeXell ¥ BecbMa 3HAuMTelbHOE HOBOBBeJEHME B 3TOI
TexXHOJIOrMM. TIpy MCIIOMb30BaHMM 3TOTO MeXaHM3Ma KaHal MOXKEeT OCTaBaThCs
OTKPBITHIM GECKOHEUHO U COAEPKAaTh MWIIMAPABI MTPOMEKYTOUHBIX TPAH3aKIINiI-
06s13aTenbeTB. B peanusaiusgx mporotumos Lightning Network cocTosiHMe TpaH3-
aKIMii-06s13aTeIbCTB OIpPenessyioch 48-6UTOBBIM MHIEKCOM, obecrieunBasi 6oiee
281 TpumnmoHa (2.8x10) mepexof0B MeKy COCTOSIHMSIMM B OTHOM KaHaJie.

KonTpakTbl Hash Time Lock Contracts (HTLC)

DYHKIVOHATbHbIE BO3MOXHOCTHM KaHAJIOB IJIATEXKEN MOTYT ObITh PACIIMPEHBI C TI0-
MOUIBIO CIIeIMaaAbHOIO TUIIA CMAaPT-KOHTPAKTOB, ITO3BOJSIIOLINX YYaCTHMKAM Ilepe-
JlaBaTh JleHeKHble CpeliCTBa B IIOTallalolleM CKPUIITE C YCTAHOBKOM OrpaHUUYeHUs
1o Bpemenu. Takoit Mexanu3M HasbiBaeTcst Hash Time Lock Contract (HTLC) u mc-
MIO/Ib3YeTCS KaK B IBYHAIIpaBJIe€HHBIX, TaK ¥ B MapUIPYyTU3MPYEMbIX KaHa/IaX IlIa-
TeXei.

CHauaja paccMOTpuM 3HaueHMe TepmuHa «hash» B HazBanuy HTLC. UToO6bI cO3-
Iath KoHTpakT HTLC, mpenmnosnaraemsili mosyyaTenb IlaTeka CHayajaa CO3JaeT
CeKpeTHBIN 37IeMeHT R. 3aTeM [IJISI 3TOr'0 CEKPETHOTO 3/IeMeHTa BBIUMCIISIeTCS X1~
3HayeHMe H:

H = Hash(R)

[TonyuyeHHOE X3II-3HaUeHMe H MOKEeT ObITh BKIIIOUEHO B CKPUIIT, GIOKMPYIONIIAIA
BBIXONIHbIE HaHHbIe. TOT, KTO 3HAET CEKPETHBIIT 37IeMEHT, MOKET MCIIOIb30BaTh €ro
IJIS TIOTallleHUsT (BBITIIAThI) BBIXOAHBIX JaHHbIX. CEKPeTHBIN 2JIeMeHT R Takke Ha-
3BIBAIOT ITpo06Gpa3oM (preimage) mist xam-pyHKimu. [Ipoobpas — 3TO IPOCTO BXOA-
Hble JTaHHbIe AJIs X1I-(QYHKIUNA.
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Bropoii repmut B HasBaHuu HTLC — «time lock» (6;10kupoBKa 1o Bpemenn). Ecin
CEeKPETHBIN 37IeMEHT He PaCKPBIT, TO IVIATEIbIIMK M0 KOHTpakTy HTLC MoXeT mosny-
YUTb «BO3BPAT» BIIVIAUEHHOI CyMMBbI uepe3 HeKOTOpoe BpeMs. ITO obecIieurnBa-
€TCSI C TOMOIIbI0 MeXaHM3Ma abCOMIOTHO GIOKMPOBKY 10 BPEMEHU C MCIIOTb30Ba-
HyeM CHECKLOCKTIMEVERIFY.

CkpuIT, peanusyiomuii KoHTpakT HTLC, MOXXeT BbIISIIETh CAemyIOIMUM o6pa-
30M:

IF
# Payment if you have the secret R
HASH160 <H> EQUALVERIFY

ELSE
# Refund after timeout.
<locktime> CHECKLOCKTIMEVERIFY DROP
<Payee Pubic Key> CHECKSIG

ENDIF

Bce, KTO 3HaeT CeKpeTHbIN 3IeMeHT R, KOTOPBIVi ITOC/Ie X3V POBaHMs JaeT 3Haue-
HMe H, MOTYT TOTaCUTb (M3PacX00BaTh) 3TU BIXOAHbBIE JaHHbIE, BBITIOJIHUB I1€PBBIN
6JI0K YIIpaBJISIIOIIEli KOHCTPYKUMM IF.

Ecnu cekpeTHbIN 371eMeHT He pacKpbIT, a KOHTpakT HTLC nipeabsiBiieH, TO mOCie
CO3IaHMs 3aJJaHHOTO KOJMYeCTBa OJIOKOB MOTyJYaTelb MOKET ITOTpeboBaTh BO3BpaT
IeHEKHBIX CPEJICTB C MCIIOIb30BaHMeM BTOPOTO 6yioKa (rmocye ELSE) yrpasJsionei
KOHCTPYKUMM IF B CKPUIITE.

3mech MoKa3aHa caMas mpocras peanusaiys KoHTpakta HTLC. OTOT TUI KOHT-
pakta HTLC mMoskeT O6bITb TTOTaIIeH JTI00bIM JIMIIOM, KOTOPOMY M3BECTEH CEKPETHBIN
anemMeHT R. KonTpakT HTLC MOXeT ObITh IPEACTaB/IeH BO MHOTMX Pa3HOOOPa3HbIX
dbopmax ¢ He6OIBIIMMY U3MEHEHUSIMY B CKpUnTe. Hanpumep, mobaBieHue onepa-
TOpa CHECKSIG ¥ OTKPBITOTO K/II0UA B MEePBbIii GJIOK YIIPABIISIONIel KOHCTPYKUMMY IF
NIpeJlOCTaBJIseT IPaBOo Ha MoranleHye X31-3HauyeHysl TOJIbKO KOHKPETHO yKa3aHHO-
MY ITOTy4YaTello, KOTOPbBIN TaKKe JOJKEeH 3HAaTh CEKPETHBIN 3JIEMEHT R.

KAHANbI NNATEXA € MAPWIPYTU3AUMEN (LIGHTNING NETWORK)

Lightning Network — 3T0 ceTeBasi cpefia ¢ rpejjiaraeMbIM 06ecrieueHreM MapIipy-
Tusanuu, GopMupyemast U3 IBYHAIIpaBJIeHHbIX KaHAIOB IUIATEXKeN, COeTMHIEeMbIX
MoC/Ie[0BaTeNbHO. [1006HasT CETh MOXKET IT03BOJIUTH JIIOO0OMY YYACTHUKY BBITIOJ-
HUTb MapUIPyTU3aLMIO TUIATEXA M3 KaHala B KaHal 6e3 Kakoii-mmbo CTereHu A0-
Bepus K TI000MY 13 ITPOMEKYTOUHBIX KOMIOHEHTOB. CeTb Lightning Network Briep-
Bble ObuIa omnucaHa /Ixko3edom [TyHom (Joseph Poon) u Tageymiem [Ipaiia (Thadeus
Dryja) B dbeBpaste 2015 roga Kak cucTeMa, OCHOBaHHAs Ha KOHIIEITIIVY KaHAJIOB TjIa-
Texkeli. MHOTMe pa3paboTunKy cpasy MOAAEePXKaIU STY UIEI0 Y PasBUIIA ee.
Lightning Network o603HauaeT crienyajau3upoBaHHOE MTPOEKTHOE pelleHue s
CeTy KaHaJIOB IUIaTEXel C MapIIpyTH3aiyeii, KOTopas B HACTOsIee BpeMs pea-
JIM30BaHa 10 MeHbIlIeil Mepe MSThI0 PasJIUMYHBIMU TPyIIamMiu pa3paboTunkos I10
C OTKPBITHIM MCXOOHBIM KOJIOM. He3aBucuMble peann3anyi KOOPOVMHUPYIOTCS KOM-
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TUIEKTOM CTaHAAPTOB, 06eCTeunBAIONIUX COBMECTUMOCTDh M OMMCAHHBIX B JIOKY-
meHTe Basics of Lightning Technology (BOLT) (https://github.com/lightningnetwork/
lightning-rfc/blob/master/00-introduction.md).

Peammzanuu mporotumnoB Lightning Network ObUTM BBITIONMHEHBI HECKOIBKUMMU
rpynmnaMu. B HacTosiiee BpeMst 3TU peam3alui MOTYT paboTaTh TOJBKO B TECTOBOIA
ceTu testnet, Tak Kak OHM UCIIONb3YIOT TEXHONOTMIO Segwit, KOTopas MoKa ellle He aK-
TUBMPOBAHA B OCHOBHOI1 CTPYKTYpe NaHHbBIX O/I0KUelTHA OUTKOIH-CUCTeMbI (mainnet).

Lightning Network — 9T0 11 OAVH 13 BO3MOXHBIX CITOCOO0B peann3alum KaHa-
JIOB IUIaTexXel ¢ MapiipyTusaiyeii. CylecTByeT HECKOIbKO albTePHATUBHBIX IPO-
eKTHBIX pellleHUit, OpMeHTUPOBAHHbBIX Ha AOCTMKEHNUe TeX sKe lieseil, Halpumep
Teechan 1 Tumblebit.

MpocToit npumep paboTtbl Lightning Network

CHauajia pacCMOTpPHUM, Kak paboraer cetb Lightning Network.

B aTom nmpumepe MATh yUacTHUKOB: Anuca, bo6, Kapon, Iuana u Spuk. 3mech
MCIIOb3YIOTCS OTKPBITbIE KaHajbl IIaTeXel, MONMapHO COeAVHSIOUIME YYaCTHU-
KOB JIPYT C APyroM. Ajiuca coelMHeHa KaHalIoM IiaTexkeit ¢ Bo6om, Bob — ¢ Kapor,
Kapon - ¢ Iuanoii, Ivana — ¢ dpukoM. [jish yIIpoleHus: TPeaIioaokuM, 4TO BCe
YUaCTHUKMU CHIeIay B3HOCHI B pa3mepe 2 OUTKOMHOB B KasKIblif JOCTYITHBINM KaHA,
C/1el0BaTeIbHO, CYMMapHast MOIIIHOCTb KakIOTO KaHaia paBHa 4 GUTKOHAM.

Ha puc. 12.9 mokasans! nsiTh yuacTHUKOB ceTu Lightning Network, coenyHeHHBIX
IBYHAIpaBJe€HHbIMM KaHajJaMM IJIaTeXeil, KOTOpble MOTYT ObITh CBSI3aHbI B €I/-
HYIO LIeTI0YKY JJ151 lepefauy IiaTexka OT AJMChl K DPUKY (CM. IpeAbIAyIIii pasaen
«Kanaspl ateskeit ¢ mapipyTtusamnueii (Lightning Network)»).

nnatexa

Ipuk

KaHan nnarexer

Puc.12.9 < lNocnenoBaTenbHOCTb ABYHAMNPABAEHHbIX KAHANOB NiaTexen,
cBsi3aHHbIX B ceTb Lightning Network, koTopas MoxeT obecneunTb
MapLUpyTU3aLMIo NaaTexa ot AfMCbl K IpUKy
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Asica HamMepeHa 3arIaTUTh IPpUKY 1 GUTKOIH. HO y AJNNCHI HET MPSIMOTO CO-
eIVHEeHNSI C DPUKOM C IIOMOIIBI0 KaHasa Iiatexeii. Co3maHme KaHala IuiaTeXxein
TpebyeT cybcuaupyromieit TpaH3aKUUK, KOTOpast 00s13aTe/IbHO JO/KHA OBITh BHECE-
Ha B CTPYKTYPY JAHHbIX OJI0KUeiTHA OUTKOMH-CUCTeMBI. JIJisT AJIMCBI HesKeaTeIbHO
OTKpPBIBATh HOBBINM KaHaJI IIaTeXel M TPaTUTh Ha ero cyocuaupoBaHue CBOM Jie-
HEeXHbIe cpeicTBa. CYIIecTBYeT M CII0CO6 HEMPSIMOTO TUIATeXa JPUKY?

Ha puc. 12.10 mompo6HO IOKa3aH MO3TAIMHbINA MPOIlecc MapIIpyTH3aluy maTe-
sKa OT AJTMCBI K DPUKY, OCYLIECTBISIEMbIii TTOCIeI0BaTEIbHOCTHIO 00S13aTEIbCTB 110
koHTpakTaM HTLC B KaHanax miaTesxkeii, COeAUHSIIOMINX YIaCTHUKOB.

Anuca boby 506 Kapon
HTLC HTLC
1.003 BTC 1.002 BTC
+10 6nokoB +9 6nokoB

Cexper"R"  Cekper'R"

K3pon [lnane

Cekpet 'R

HTLC
H c Cexper 'R" 1.001 BTC
HASH (R) . +8 610K0B

' KaHan nnatexeit

R=SECRET
H=HASH(R)

[lnaxa Jpuky
HTLC
1.0 BTC
+7 6noKoB

Puc.12.10 «+ lNoppobHas noatanHas cxeMa MapLupyTU3aLmmn nnaTexa
B ceTn Lightning Network

Anvica mHMIManu3upyet pabory y3na cetu Lightning Network (LN), KOTOpbIii OT-
CJIEXMBAET ee KaHa/ IiaTexxeil K BoOby 1 061ajaeT BO3MOXKXHOCTbIO OMPEeAeIeHNUs
MaplLIpyTOB MeXIy KaHanamMu riatesxkeil. Kpome toro, ysen LN Anucbl MOKeT ycTa-
HOBUTb coenviHeHMe yepe3 MHTepHer ¢ y310M LN dpuxka. Ysen LN Opuka cosmaet
CEeKpEeTHBIN 37IeMeHT R ¢ IOMOIIIbI0 TeHepaTopa CJIyJaliHbIX YKcesl, HO HUKOMY He
pacKpbIBaeT 3TOro JIeMeHTa. Y3el DpyKa BbIUMCISeT XoUI-3HaueHMe H 4J1s1 a7ieMeH-
Ta R U IepefaeT BbIUYMC/IEHHOE X3llI-3HaueHue y31y Anucel (cm. puc. 12.10, mar 1).

Ianee y3en Anvicel popmupyeT MapiipyT Mesxkay y3iaom LN Asnuchl u y3nom LN
Opuka. bonee mogpo6HO aIrOPUTM MapIHIpyTU3aluu 6yIeT on1caH HEMHOTIO Mo33Ke,
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a ToKa MPOCTO MPeATIONOKM, UTO Y3 AJIMCHI CITOCOOEH HATY CaMblif ONITUMAaTb-
HbII MapuIpyT.

3arem y3en Anucel co3aaet KoHTpakT HTLC, onnaumBaemblii O X31I-3HaUeHUIO H
C yCTaHOBKOJ TaitM-ayTa B 10 6;10KOB (TeKyIuii 6;10K + 10) 1151 Bo3BpaTa AeHer Ha 06-
mryto cymmy 1.003 6utkoitHa (cMm. puc. 12.10, mrar 2). TomomuuTtenbHble 0.003 61TKO7-
Ha 6YIyT UCIIOTb30BaHbI JJIsI BHITIIATHI KOMIIEHCAIIMIT TTPOMEKYTOUHBIM y3/IaM 3a UX
yuacTye B o6ecrieueHuy MappyTM3aluy pacCMaTpUBAeMOTO TIaTeka. Auca Ipe-
naraet 3ToT KoHTpakT HTLC Bo6y, BerumTast 1.003 6uTkoitHa 13 6anaHca ee KaHasla
¢ Bo6om u mepenasas aty cymmy B KOHTpakT HTLC. Cmbici koutpakTa HTLC cremyro-
mmit: «Anmca cuumaet 1.003 6uTKoTHa co cBoero 6ajaHca KaHasta IJist BhIILIaThl Bo6y,
ecu BoO 3HaeT CeKPeTHBII 97IeMEHT, B ITPOTMBHOM C/Tydae 3Ta CyMMa BO3BpallaeTcst
Ha 6GajaHc AJTMCBI TTOC/Ie 3aBepIleHNs MHTepBaia oxkumanus B 10 6;10koB». BamaHc
KaHasia MeXXny Anvcoit 1 Bo60M Terepb BhIpaskaeTcsl TpaH3aKIMe-06s13aTeIbCTBOM
C TpeMs pparMeHTaMy BhIXOIHBIX JaHHbIX: 6asaHc boba — 2 6uTKOIiHa, 6anaHc Amu-
cbl — 0.997 6utkoitHa, 1.003 6uTKoiiHa epenanTcs B KOHTpakT HTLC Anwucel. BanaHc
Anucel ymeHbIIaeTCs Ha CyMMY, TlepeflaHHy10 B KoHTpakT HTLC.

Teriepb y Bo6a ecTh 06s13aTeNIbCTBO, M €C/IM OH Y3HAeT CEeKPeTHBIN 3JIeMEeHT R
3a MHTepBaJI co3maHus cienyroinux 10 6JI0KOB, TO CMOXKET MpeabsIBUTH MpaBa Ha
1.003 6uTKOIiHa, 3a610KMpOBaHHbIe Amicoii. C 3TUM 00SI3aTeTbCTBOM «HA PyKaxX»
y3en BobGa cosmaer koHTpakT HTLC B KaHasle IuiaTexeii, coequHsionmeM ero ¢ Ka-
pon. Koutpakt HTLC Bo6a repenaet 1.002 6MTKOIHA [IJIsT X91I-3HAUYEeHMST H CO Cpo-
KOM OJIOKMPOBKY B 9 6JI0KOB, a Koapos1 cMOsKeT 3asIBUTDb CBOE ITPaBO HAa CYMMY 9TOTO
koHTpakta HTLC, ecmu 3HaeT ceKpeTHbIiT meMeHT R (cM. puc. 12.10, mar 3). Bob
3HaeT, uyTo ecnmy Kapos cMmoskeT 3asiBUTh ITpaBa Ha cyMmy ero kontpakra HTLC, To
et mpuaeTcst onpenensaTh 3HaueHue R. Eciu Bob momyunt 3HaueHne R 3a MHTEpBaI
co3ganus 9 6JI0KOB, TO CMOSKET MCITOJIb30BATh €r0 IS IPeIbsIBIeHNST TIpaB Ha CyM-
My KoHTpakta HTLC Anucel. Kpome Toro, Bo6 nepenaer 0.001 6uTKoitHA IJIs TTO-
MoJIHeHMsT 6ajlaHca KaHala B MHTepBaje co3maHus neBsiTu 6;10KkoB. Eciu Kapon He
CMOXeT 06ecreunThb cBou Mpasa o Koutpakty HTLC, To Bo6 Takke He CMOXKeT 3a-
SIBUTH CBOE TIPaBo BiaageHus mo KoHTpakty HTLC Asiichl, 6alaHChl 060X KaHAIOB
OyayT BO3BpAlleHbl B IIPeAbIAYIee COCTOSIHIME, M HUKTO He TIOTepsieT CBOUX JI€HET.
B paccmaTpuBaeMbIii MOMEHT GajlaHC KaHasia Mexxay bo6om 1 Kaposn TakoB: 2 Ha
6amaunce Kapos, 0.998 na 6anance bo6a, 1.002 Bob mepenan B cBoit KoHTpakT HTLC.

[Tocste aToro y Kaposn uMeeTcst 06s13aTeIbCTBO, U €CJIM OHA Y3HAET CEKPETHBI 371e-
MEHT R 32 MHTEPBAJI CO3IaHMsI CJIEAYIOMIVX IEeBSITU OJIOKOB, TO CMOXKET IPEeIbSIBUTD
mpasa Ha 1.002 6uTKoiiHa, 3a6710KMpoBaHHbIe Bo6oM. Terieps Kapo MoskeT co3maTh
06s13aTennbeTBO M0 KOHTpakTy HTLC B KaHasle ruiaTeskeit, cBs3bIBaloleM ee ¢ [Ina-
Hoit. Kontpakt HTLC Kapon nepenaet 1.001 6MTKOMHA 1151 X91I-3HAUEHMSI H CO Cpo-
KOM OJIOKMPOBKM B BOCEMb 6JIOKOB, a J[MaHa CMOXKET 3asIBUTh CBOE IIPaBO Ha CYMMY
aroro koHTpakra HTLC, eciv TosyunT ceKpeTHbI s71eMeHT R (cm. puc. 12.10, mar 4).
C touku 3penus Kaposm, ecsiu aTa onepaiius 6yIeT BbIIIOJTHEHA ITPaBUIbHO, OHA 3a-
pa6oraet 0.001 6MuTKOIIHA, HO Jake B CIydyae HEyJauyHOIO 3aBepIeHMs orepamumn
oHa Huuero He noTepsieT. Ee konTpakT HTLC ¢ [InaHO# MpakTU4YeCKM OCYIIeCTBUM
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TOJIBKO ITPU TIOJTyYeHUM 3HaUeHMSI R, ¥ TOJIBKO B 3TOM CJIydae OHa MOXXET BITIOTHUTD
KoHTpakT HTLC c Bo6oMm. B paccMaTpyuBaeMblii MOMEHT OaslaHC KaHajaa Mmexmy Ka-
pon u [InaHoii TakoB: 2 Ha 6anaHce duanbl, 0.999 Ha 6anance Kapos, 1.001 Kapon
nepenasa B cBoii KoHTpakT HTLC.

Hakownern, [InaHa moxeT mnpemioxkutb KOHTpakT HTLC 3puky, nepemasasi Ajist
X3III-3HAYeHMsT H CO CPOKOM GIIOKMPOBKM B ceMb 6JI0KOB (cM. puc. 12.10, mar 5). Te-
mepb GajaHC KaHajaa Mexxay [I1aHoi 1 IpUKOM paciipenessieTcs CieqyomumM obpa-
30M: 2 Ha 6ajaHce Dpuka, 1 Ha 6amaHce [Iuanbl, 1 6uTKOH [IMaHa nepefaia B CBO
koHTpakT HTLC.

Ho Ha 9TOM cermMeHTe MapuipyTa y DpuKa ecTb CeKpeTHbI sneMmeHT R. Cieno-
BaTeJIbHO, OH MOXeT 3asiBUTh CBOe MpaBo BjaieHMs Ha cymMmy KoHTpakta HTLC,
TpeJyioskeHHOTo [IMaHoii. IpUK mepefaeTt sjieMeHT R [IuaHe u TosydaeT MpaBo Ha
BiIaseHue 1 6GUTKOMHOM, T06ABJISSI €ro K CBoeMy OaynaHcy KaHama (cMm. puc. 12.10,
mrar 6). Terepb 6aylaHC KaHasla BBIISAUT TakK: 1 6UTKOIH Ha 6anaHce [IyaHbl, 3 GUT-
KOJiHa Ha GaylaHce DpuKa.

IlviaHa Toyumnia CeKpeTHbBIl 3JIeMeHT R, ClieIoBaTeNbHO, Tellepb MOXeT BbITIOJ-
HUTbh yonoBusi KoHTpakTa HTLC ¢ Kapon. [Inana nepenmaet snemeHT R Kapon u mo-
6asiser 1.001 6uTKOIiHA Ha cBOIt 6anaHc (cMm. puc. 12.10, mar 7). bamaHc kaHanza
mexxay Kapon u Iuanoii: 0.999 Ha 6anance Kapoi, 3.001 Ha 6anaHce IuaHbl. IyaHa
«3apaborana» 0.001 6MTKOITHA 3a y4acTve B MapIIPyTM3aLUY pacCMaTPUBAE€MOTO
TJiaTesxa.

Crnemys 1o MapIIpyTy B 06paTHOM HaIlpaBJeHMM, CEKPETHbI 9JIeMeHT R MT03BO-
JISIeT KaKIOMY YUYaCTHUKY BBIITOTHUTH YCJIOBME OT/IOKeHHbIX KOHTpakToB HTLC. Ka-
pon nonyuaet 1.002 6uTKoiiHa OT Bo6a, ycTaHaB/IMBas B KaHa/le MEXKIy HUMM TaKoi
6anmanc: 0.998 Ha 6anaHce Bo6a, 3.002 Ha 6anance Kapon (cm. puc. 12.10, mar 8).
Haxkownertr, o6 BbimonHsieT KoHTpakT HTLC Anuchl (cM. puc. 12.10, mar 9). bamanc
KaHaJIa MeXIy HUMM OGHOBJIsIeTCs cnenytomum obpasom: 0.997 6uTkoiiHa Ha 6a-
naHce Amycsl, 3.003 6uTKoiHA Ha 6a1aHce Boba.

Taxkum o6pa3om, Anica 3ariatiiia IpuKy 1 6MTKOITH 6e3 OTKPBITHS ITPSIMOTO Ka-
HaJla TIjIaTeka, CBSI3bIBAIOIIEro ee ¢ IpMKoM. [Ipyu 3TOM HU OAMH U3 ITPOMEXYTOU-
HBbIX IIYHKTOB B MapIIpyTe IIaTeXa He 00s13aH JOBepsSTh APYTMM ydaCcTHMKAM. 3a
KpaTKOBpeMeHHOe ITpeloCTaB/IeHe CBOMX JEeHEXKHbBIX CPeICTB KaHaiaM IiaTexein
YYaCTHMKM TTOJTyYalOT BO3MOKHOCTb 3apaboTaTh HEOGOIBIIYI0 CYMMY KOMITEHCAIN
C MMHMMAaJbHBIM PYCKOM, KOTOPbIi 3aK/TI0UaeTCs TOJIbKO JIMIITh B HEOGOJIBINNON 3a-
Jleps>kKe BO3BpaTa JieHer, eCJiy KaHaJl IpeskIeBpeMeHHO 3aKpbIBAaeTCsl MM BO3HMKA-
eT KPUTUUECKUT cO0ii B TPOBEAEHMM MapUIPpyTU3MPYEMOTO TIaTeska.

MexaHusMbl nepeaaym n MapLupyTUMsaLmum
B cetu Lightning Network

Bce xaHaibl 06MeHa AaHHBIMU MeXAy y3aamu LN 3ammdbpoBaHbl B KaskIOM Cer-
MeHTe, ITOMapHO COeAVHSIONEM y3/1bl. Kpome TOT0, y3/1bl XPaHSIT OTKPBIThIE KITIOUNM
C IIUTeIbHBIM CPOKOM eiCTBMSI, KOTOPbIe MCIIOAb3YIOTCS /I B3aMMHOM UIEeHTU-
dbuxauyy u ayTeHTUGUKALNU MEXKIY Y3ITaMNU.
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Korza y3en HaMepeBaeTcsl MOC/IaTh TUIATEX JPYroMy Y3Jy, CHadasua OH 00si3a-
TeJbHO AO/DKeH copMupoBaTh MapuipyT (path) B ceTu, mociemoBaTeNbHO Coely-
HSISI MEXTY 00011 KaHAJIbI IJIATEXEN C JOCTATOUHOI MOLTHOCTBIO. Y3JIbI ITyOIUKYIOT
MHGOPMAIIMIO O MapIIPYTHU3alMH, B TOM YMC/Ie O KaHajaaX, KOTOpble OHM OTKPbIBA-
10T, O MOIITHOCTY KakA0TO KaHa/la M O CyMMe OTUYMCAeHNIA, BhIIJIAaUMBAaEMBbIX BCEM
y4acTHMKAM MapuipyTa. ITa MHGopMalus 0 MapuipyTusaiuyu MoOXKeT COBMECTHO
MCITONIb30BaThCSI MHOTMMY CTOPOHAMM Pa3JIMUHBIM 06pa3oM, Ipu 3TOM C 6OJIbIION
BEPOSITHOCTBHIO MOSIBIISIIOTCSI PA3HOOOPAa3HbIe CeTeBbIe IIPOTOKOJIbI B hopme ycoBep-
nmeHcTBOBaHMi TexHomoruu Lightning Network. HekoTopbie peanu3saiium Lightning
Network mpumeHstoT ripotokon IRC Kak ymoOHbI MeXaHW3M MyOIMKaIun y31amMmu
MHGOpMAIMM O MapHIpyTusauuu. [Ipyrue peaau3aluuy OINpeneeHus MapuipyTa
TOB3YIOTCS UPUHTOBONM (P2P) Mozenbio, rae y3iabl pacpoCTPaHSIOT CBeleHUs
0 KaHajaxX cpeay CBOMX IMapTHEPOB 10 «IaBMHHOI» (flooding) cxeme, momo6Ho pac-
MPOCTPAaHEHUIO TPAH3aKIMIi B OMTKOMH-ceTy. B GyayleM IuiaHupyeTcsl peaansa-
umst ipenyioskeHust o, HasBaHueM Flare (http://bitfury.com/content/5-white-papers-
research/whitepaper_flare_an_approach_to_routing_in_lightning_network_7_7_2016.
pdf), mpeacTaB/SIONIEro co60i rMOPUIHYIO MO EIb MapIIPyTU3aLyN C GIVOKaAIIM
CEeTeBBIM «COCEICKMM» OKPY>KeHMeM JIOKAJIbHOTO y3J1a U yIaJeHHbIMU Ha JOBOJIbHO
3HAUUTEIbHOE PaCcCTOsSTHME y3aMu-maskamu (beacon nodes).

B Hamem npenpinyiiem npumepe y3ea AChl UCIIOAb30BaJI OLMH U3 ITUX MeXa-
HM3MOB TIOMCKA MapIIPyTa, UTOOBI HATY OOVH UM HECKOIBKO ITyTei, COeIMHSIO-
muX ee y3en ¢ y3iaoM Jpuka. [locie Toro Kak ysen Anucbl copMUpoBaa MapipyT,
OHA MHUIMAIU3UPYET 3TOT MapUIPYyT B CETU, paCIIPOCTPaHSIS MTOC/IeJ0BaTeIbHOCTh
3aM(pPOBAHHBIX U BJIOKEHHBIX MHCTPYKIIUIA IJIST COEOMHEHMST KAXKIOTO CMEKHOTO
KaHaJla [JIaTexxa B eAVHYIO0 [IeII0YKY.

BakHO OTMETUTB, UTO STOT MapIIPYT U3BECTEH TOJIBKO Y371y Anuchl. Bce mpoune
YYaCTHMKM MapLIpyTa IuiaTeXa BUAST JIUIIb CMeXXHbIe y3JIbl (C KOTOPBIMM OHMU CO-
efMiHeHbl KaHajaMu IiaTexkeil Hampsimyio). C Touku 3peHust Kapos ara omnepaiiys
BBIIVISIAUT Kak IUIaTeX, repenaBaeMbiit oT boba [Iuane. Kapon Huuero He 3HaeT
0 TOM, uTO B00 B AelCTBUTENLHOCTY TIepefaeT IiaTexk oT Ayinchl. Kaposr Takke He-
U3BECTHO, UTO [IMaHa repeHarnpaBuUT IIaTeX JPUKY.

OJTo oueHb BaxkHasl QYHKIMOHAIbHAS XapakTepucTuka cetu Lightning Network,
TTOCKOJIbKY OHA 00eCreunBaeT CeKPETHOCTD IUIaTeKel ¥ Ype3BbIYaiiHO 3aTPyIHSIET
NpYMeHeHMe CpefCcTB HaA30pa, LeH3yPbl WM BHECEHMS B UepHble criucku. Ho ka-
KM 00pa3oM Asrica MoskeT copMMPOBaTh STOT MapIIPyT IJIaTexka 6€3 pacKpbITHS
Bcelt MH(popMaIuu IJis MPOMEXKYTOUHBIX Y3/I0B?

Cerb Lightning Network peanusyeTt mpoTokon MapiipyTtusaiiu Onion, obecrieun-
BaIOILVI aHOHMMHOCTH M OCHOBAHHbIN Ha cxeMe ITof, Ha3BaHueM Sphinx (http://www.
cypherpunks.ca/~iang/pubs/SphinxOR.pdf; https://eprint.iacr.org/2009/628.ps). 3TOT
MIPOTOKOJI MapUIPyTU3alUy TapaHTUPYeT, UYTO OTIIPaBUTENb IIaTeska MoxeT cdop-
MMPOBATh U TlepenaTh MapipyT B cetu Lightning Network cienyromum o6pasom:

O mpomexyTOouHbIe y3JIbl MOTYT IIPOBEPUTDH U paciindpoBaTh TOJbKO JOCTYII-

HYI0 MM 4YacTb MHGOpPMALUM O MapIIpyTe M HANTU CJIeOYIOUINii CerMEeHT
MaplpyTa;
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O mpoMeXyTOYHBIM y3JIaM U3BECTHbBI TOIbKO MPEeIbIAYIINiA U CIeAYyIOIIii cer-
MEHTbI MaplIpyTa, OHM HEe MOTI'YT HMYEro Y3HATb O APYIUX y3/aX, ABJIAI0IINX-
Cs1 KOMITOHEHTaMM 3TOTO MapIIpyTa;

O mpoMeXKyTOUYHBIE Y3JIbl He MIMEIOT BO3MOKHOCTH OIIPeNeIUTh HY OOLIYIO V-
Hy MapuipyTa IjiaTexa, H4 CBOe IOJI0KeH)e B 3TOM MapIIpyTe;

O Kakmas 4yacTb MaplIpyTa 3aimdpoBaHa TaKMM 006pa3oM, UTO TP aTake Ha
CeTeBOM YPOBHE HEBO3MOKHO OOHApYKUTb B3aMMOCBSI3b ITAKETOB U3 pas-
JIMYHBIX YacTel MapiipyTa IiaTexa;

O B ommmune ot Tor (IIpOTOKOI aHOHMMM3aALMK ¢ Onion-MapuipyTu3saiuei ois
VHTepHeTa), 3eCh HET «y3JI0B BbIxoma» (exit nodes), KOTOpble MOIYT GbITh
pasMelleHbl IO HaA30poM. HeT HeOOXOAMMOCTM IepenaBaThb IUIATEXM
B CTPYKTYPY JaHHbBIX 6JI0KUYEITHA, Y3JIbI TPOCTO OOHOBJISIOT 6a/IaHChI KAHAJIOB.

Vcrnonb3yst 3TOT mpoToKoaA Onion-Mapuipytusanum, Annca «yrmakoBbIBaeT» KaxK-

IbIi 2JIeMeHT MapIIpyTa B 10V mM(pPOBaHUS, HAUMHAS C KOHEYHOTO 3/IeMeHTa
B o6paTHOM nopsiake. OHa mmdpyeT coobieHMe Oj1s1 IprKa er0 OTKPHITHIM KITIOUOM.
BHeIlrHelt «06epTKO» /11 STOTO COOOIIEHUS CTYKUT 3amndpoBaHHOe coobIIeHe
st IyaHbl ¢ uaeHTUMUKaLMeln dpuKa Kak cJIeqyIoIero moaydaTes. B cBoio oue-
penb, BHEIIHEe «06epTKoit» sl coobineHus [InaHe CTaHOBUTCS 3aiindpoBaHHOE
coobieHue a1t Kapoi ¢ Mcroab30BaHMeM OTKPBITOro Kiaoda Kapor, a JlnaHa uaeH-
TubUIMpyeTcsl Kak caeayoinit nmomaydatenb. Ta ke omepaiys BbITIOMHSIETCS IJIsT
cermeHTa bo6-Kapon. Takum obpasom, Anuca chopMupoBaia cBOeo6pa3HyIo 3a-
111G POBAHHYI0 MHOTOCIONHYIO «TyKOBUITY» (Onion) 13 coobineHnit. OHa OChLIaeT
9Ty KOHCTPYKIMIO B0o6y, KOTOPBI MOXKeT paciindpoBaTh U «pacliakoBaTh» TOIbKO
BHEIIHU YPOBeHb. BHYTpU «yIIakKoBKM» B06 HaXomguT coobIIeHMe, afpecOBaHHOE
Kapos, KoTopoe OH MOXKET IepecyiaTh eii, HO caM paciiu@poBaTh 3TO COOOIIeHMe He
MOKeT. JIajiee o MapIrpyTy COOOIIEHMS ITePEChIIAOTCS, paciM(GpPOBbIBAIOTCS, CHO-
Ba MepechbUIAOTCs U T. [I. HA MPOTSIKeHUM BCEro MyTu K IpUKyY. B KaxkIom cermeHTe
MapIIpyTa JJI060MY YUaCTHUKY M3BECTHBI TOJIbKO MPEABIIYIIAIL U CTIeIYIOIINAIA Y3IIbI.
Kasknmplii 3/ieMeHT MapuipyTa comepskuT uHdopmanuio o KouTpakre HTLC, ko-
TOPBII HOKEH ObITh PacIpoCTpaHeH Ha CIeAYIOMIMII CerMeHT, 3aJlaHHas CyMMa
repechlyiaeTcsl ¢ BKIAOYEHMEM COOTBETCTBYIOIETO OTUMC/IeHMs (OIIaThl Mepechl-
KM) U C YCTaHOBKOI BpeMeHM 6yokupoBky CLTV (B 6;10KaX) 40 OKOHYAHMS CpoKa
nevictBust kKoHTpakta HTLC. ITo mepe pacnpocTtpaHeHust uHGOPMaLUy 0 MapiipyTe
y3J1bl IepeatoT maaTexxy no KoHTpakTy HTLC B ouepenHovi cieyomuii CeTMEeHT.
B03MOXXHO, y UMTaTeIsI BOSHMKAET BOIPOC: KAKMM 00pa3oM MOXKHO CO3/1aTh TaAKOe
TTOJIOSKEHMe, TPV KOTOPOM Y3J/Ibl HUYET0 He 3HAIOT O IJIMHe MapIIpyTa ¥ 0 CO6CTBEH-
HOM ITOJIOKEHUY B 9TOM MapuipyTe? VY3jbl IOMy4YaloT COOOIIeHe Y IepeHanpaB-
JISTIIOT €ro B CIeayloniuii cermeHT. Ho pa3Be mpu 3TOM COOOIeHEe He CTAHOBUTCS
Kopoue, TI03BOJISIS y3/1aM OIpenesisiTh JIAMHY MapuipyTa M CBOIO TTO3UILIUIO B HEM?
YT106bI COXPaHUTD CEKPET, IJIMHA MaplIpyTa BCerma uMeeT (PUKCUPOBAHHYIO IIMHY
B 20 CerMeHTOB U MPU HEOOXOAVMOCTY JOTIOHSIETCS CTyYaifHbIMMU JaHHbIMU. Kask-
Db y3e/ BUIUT CJIeAYIOMIVI CEerMeHT U 3albpoBaHHOE COOOIIeHe TOCTOSIHHOIM
IJTMHBI, KOTOPOe HeoOXOAMMO TepenaTh Aanbiine. TOTbKO KOHEUHbIN TOTydaTellb
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06HapyKMBaeT OTCYTCTBME CJEAYIOIIEro cerMeHTa. [IJist BceX MpounX y3/a0B BUAM-
masl JjIMHa MapiipyTa Bcerga paBHa 20 cerMeHTaM.

Mpeumywecrea cetu Lightning Network

Lightning Network mpepcraBisieT co60if TEXHOIOTMIO MapHIPYTU3AlUM BTOPOTO
YPOBHS (IT0 OTHOUIEHWIO K GUTKOIH-ceTH). Ee MOKHO MPUMEHSITD K JIF060i1 CTPYK-
Type JaHHbBIX O6/I0KUeliHa, KOTopas oep>K1BaeT HeKOTOpble OCHOBHbIE (QYHKITMO-
HaJIbHbIe BO3MOKHOCTHM, Takue KaK TPaH3aKIUM C MYJIbTUIIOAIIUCIMU, OTIOKUPOBKU
110 BpeMeHU U IPOCThIe CMapT-KOHTPAKTHI.

Ecu Lightning Network pasmeniaercs moBepx 6UTKOH-CETH, TO GUTKOIH-CETh
MoIy4yaeT BO3MOXXHOCTb CYIIeCTBEHHOIO YIyYIlleHs MOLHOCTY, TPUBATHOCTH, Jie-
TaIM3AIUU U CKOPOCTY 6€3 OTCTYTIIIEHUS OT IIPUHITUIIOB BBITTOJTHEHUS IEVICTBUIT Ha
OCHOBE JTOBEPUTETbHBIX OTHONIEHU 63 Y4acTs TOCPETHVKOB:

O mpuBaTHOCTb — IaTexku B cetu Lightning Network ¢ Touku 3peHus npusart-
HOCTM 3all[MIIeHbl TOPA3o Jydllle, YeM TUIATEXM B CTPYKTYPE JaHHbBIX OJIOK-
YyeifHa, TaK KaK He SIBJISIOTCS OTKPBITBIMU JJIS1 BCeX. YUYaCTHMKM MapLIpyTa
MOTYT BUJETh IUIATEXM, IPOBOAVMMbBIE Yepe3 UX KaHalbl, HO OHM HMUYEro He
3HAIOT 06 OTIIPaBUTEJIE U TTOyYATEIE;

O B3aumo3samensieMocThb — Lightning Network cyiiecTBeHHO yCIoKHSIEeT ycTa-
HOBJIeHMe Han3opa (HabmomeHus) U MpUMeHeHre yepHbIX cruckoB (black-
lists) B GUTKOITH-CHCTEME, TEM CAMBIM YITyulliast B3aMMO3aMEHSIEMOCTb L(-
POBBIX BaJIIOT;

O CcKOpPOCTb — GUTKOIMH-TpaH3aKLUMH C Mcnonab3oBaHueM Lightning Network mc-
TIOMHSIIOTCS 38 MWJIJIMCEKYH/IBI (2 HE 32 MMHYTBI), TaK KaK KJIMPUHT KOHTPaK-
ToB HTLC ocyiiecTBisieTcs 6e3 repegaun TpaH3aKIIuii B 6J10K;

O Bbicokas geranusaius — Lightning Network obecrneunBaet riaTexu ¢ Taku-
MM MaJIBIMM CYMMaMM, KaK MMHUMAaJIbHO JOITYCTUMAast OUTKOMH -« [TbUTMHKAY,
BO3MOXHO, fjaxke ¢ 6osee menkuMu cymmamu. Koe-KTo mpenjiaraeT BBeCTU
pacueTsl B cy6caTomu (subsatoshi);

O wmomHOoCTh — Lightning Network yBesunBaeT MOIIHOCTh OGUTKOIH-CUCTEMBI
Ha HECKOJIbKO MOpSAKOB. [IpakTuuecky He CyllecTByeT BepxXHero Ipepesna
IJIST KOJIMUecTBa TIaTeXel B CeKyHAY C MapuipyTusauueit uepes Lightning
Network, moCKONbKY 3TO KOMMYECTBO 3aBUCUT TOJIBKO OT MOIIHOCTY U CKOPO-
CTU KaXIOrOo y371a;

O ormepaium 6e3 B3aMMHOr0 1oBepust cTopoH — Lightning Network ncrnonbsy-
eT OUTKOMH-TPaH3aKUIUY MeXKAY y3JIaMi, GYHKIIMOHMUPYIOIIVMM KaK PaBHO-
MpaBHbIe MapTHEPHI 6e3 moBepust Apyr apyry. Takum ob6pasom, Lightning
Network coxpaHsieT MPUHLIUIIBI GUTKONH-CUCTEMBI, HO CYIECTBEHHO YiTyu-
maeT QyHKUMOHAIbHbIE TTapaMeTpPhl.

Kak yske 6b1710 ckaszaHo pasblie, Lightning Network, KoHeuHoO ke, He SIBJSIETCS
€IVHCTBEHHBIM CITOCOO0OM peaju3alyiy KaHaJOB IIATEXeN ¢ MapIipyTu3aluei.
[penmnaratoTcs u apyrue cucteMsl, Harpumep Tumblebit u Teechan. Ho B HacTosI-
miee Bpemst cucreMa Lightning Network yske pasBepHyTa B TeCTOBOI ceTu testnet.
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HeckombKo pasimMyHbIX TPYII yKe pa3paboTano anbTepHATMBHbBIE pealn3anym
Lightning Network u paboraeT Haz o6ecrieueHMeM TpebGOBaHMIT CTaHAAPTA 06IIE
B3aumo3aMeHsieMocTu (ctaHgapT BOLT). BeposTHee Bcero, MMeHHO ceThb Lightning
Network 6yzeT nepBoii ceTblo KaHAIOB IUIATEXKel C MapILIpyTU3aLMeil, pa3BepHy-
TOVA [J151 peasbHO 9KCIUTyaTal .

PEe3ioME

MbI pacCMOTPEJTN JIUIITh HECKOTbKO TOTOBBIX K 9KCITTyaTal[My IIPUIOKEHII, KOTOPbIE
MOTYT MCIIOJIb30BaTh CTPYKTYPY JaHHbBIX GJIOKUEiiHA GUTKOIH-CUCTEMBI KaK I1aT-
dbopmy /151 CO3maHMST JOBEPUTETbHBIX OTHOLIEHMIA. DTU MIPUIOKEHNMST PACIIUPSIIOT
06J1aCTh MPAKTUUECKOTO MTPMMEHEeHMsT GUTKOIHA, BBIBOAS €€ 32 PAMKM ILJIaTEXKHBIX
cucteM ¥ GMHAHCOBBIX MHCTPYMEHTOB U MIPUBJIEKast B 3TY 06/1aCTh MHOKECTBO I PY-
TMX TUIIOB TIPWIOKEHUIA, [JIsT KOTOPbIX OYeHb BasKHbI JOBEPUTEIbHbIE OTHOIIEHMSI.
OcyI1eCTBIsIST AeleHTPaIM3alMi0 OCHOBBI IOBEPUTEIbHBIX OTHOILEHNIA, CTPYKTYpa
JaHHBIX O6JI0KUYeliHA OUTKOMH-CUCTEMBI IPeACTaB/IsIeT co60ii iaTdopmy, Crioco6-
HYIO MIOPOAMTH MHOKECTBO [I€/CTBUTEIbHO PEBOTIOLMOHHbIX MPUIOKEHNI B 1IN~
POKOM CIIEKTPE OTpaC/ieli TPOMBIIIIJIEHHOCTH.
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AnHOTanusa. YncTo NMpMHTOBas BepCHs AMEeKTPOHHBIX JeHer MpeHa3HaueHa IJ1si
obecrieueHns BBITTOJIHEHMSI OHJIAfHOBBIX IIJIATEXKEN, OTIIPAB/SIEMbIX HAIIPSIMYIO OT
OIIHOJi CTOPOHBI IPYTOii CTOPOHE 6e3 IMpoBemeHNs uepe3 GUHAHCOBbIE YUPEKIEHNS.
LI poBbIe MOAMMCH YACTUYHO PEIlaroT ITPo6IeMy, HO IJIaBHbIe ITPeUMYIIeCTBa Te-
PSTIOTCSI, €CTTU TIO-TIPEXKHEMY TpebyeTCsl 3aCTysKMBAIOIIAst TOBEPs TPEThsI CTOPOHA,
YTOOBI TPEAOTBPATUTD ABOIHOE pacxoqoBaHye. Mbl IpejiaraeM pelieHye mpobie-
MbI JBOMHOTO PacXOmOBaHMsI C MOMOIIbIO MUPUHTOBOI ceTu. CeTh obecreurBaeT
BKJIIOUEH/ e MEeTOK BpeMeHM B TPaH3aKILUU U pa3mellleHNe X3II-3HaueHnli TpaH3-
aKIMii B MIOCTOSSHHO HapalllXBaeMoii 1IerouKe J0Ka3aTeabCTB BhIIOIHEHNS pabo-
Thl Ha OCHOBEe X3NI-(PYyHKIM, PopMUPYSI 3aITUCh, KOTOPY HEBO3MOXHO M3MEHUTD
6e3 IMOBTOPHOTO [OKAa3aTeNbCTBA BBITTONHEHNST paboTel. Camas IyIMHHAs 1IeIouka
He TOJIbKO CIYKUT TOATBEPXKAEHMEM 3aCBUAETENTbCTBOBAHHON MOCIeN0BaTeNb-
HOCTY COOBITHUII, HO TaK)Ke SIBJISIETCST JOKA3aTeTbCTBOM TOTO, UTO MCTOUYHUKOM ee
SIBJISIETCS CaMblii KpyIHbIi mmyn momiHoctei i CPU. IToka momasisioliee GOJbIIH-
cTBO MotrHocTel CPU yrpaBiisieTcst y3j1aMy, KOTOpbIe He 00beIVHSIIOTCS IJIsSI aTaKu
Ha CeTb, y3JIbl OYIyT reHePUpPOBaTh CAaMYIO IJIMHHYIO IEIIOYKY M BCEra ornepexaThb
arakymoomyx. Cama ceTb TpebyeT MMHUMAaIbHON CTpyKTypusauyy. CooOIIeHus pac-
MIPOCTPAHSIOTCS] CUJIAMM CAMUX YUYACTHUKOB CETH, & Y3JIbl MOTYT OTK/IIOYATHCST OT
CeT U BHOBb MIPUCOEAVHSITHCS K Heil B JII0O0e BpeMs, IPMHMMAsT CAMYIO IJIMHHYIO
IIETNIOYKY OKA3aTeIbCTB BHITTOIHEHMST paGOThI KaK MOATBEPKIEHME BCEX COObITHIA,
MIPOUCHIeAIINX 32 BpeMs UX OTCYTCTBUSI.


mailto:satoshin@gmx.com
http://www.bitcoin.org
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BesepeHue

KommMmepueckasi fesTelbHOCTh B VIHTepHeTe BbIHY)XKIEHa MMOYTU MOJHOCTHIO IOIa-
raThCs UCKTIOUMUTETbHO Ha (DMHAHCOBBIE OPTaHM3ALINMY, JEMCTBYIONIE KaK 3aCTyKI-
Balollye JOBepHMe TPeTbY CTOPOHBI B MPOLiecce 3IeKTPOHHBIX IuiaTexxeii. HecmoTpst
HA TO YTO 3Ta CUCTEMA JOCTATOUHO XOPOIIO paboTaeT 115t 60MbUIMHCTBA TPAH3aKIMIA,
eif Bce >ke MIPUCYILIM HeJOCTaTKM, Hac/leLyeMble OT MOJeJ, OCHOBAaHHOJ Ha MTOJIHOM
IoBepuu. AGCOMIOTHO HeoOpaTMMble TPAH3AKIMHU B I€/ICTBUTENIbHOCTY HEBO3MOXK-
HbI, TaK KaK (pyHAHCOBBIE OPraHM3aIMM He MOTYT M36€eKaTh pa3HOIIACKIi TIPU T10-
cpenHuuectBe. OrmiaTa MOCpeJHUYECTBA YBEIMUMBAET CTOMMOCTDH TpaH3aKLMIi,
OTpaHMYMBasi MMHMMAaJbHBI pa3Mep TpaH3aKMM Ha TPAKTUKe U JINILAs KIMEeHTOB
BO3MOYKHOCTY MIPOBEEHNMS HEPETY/ISIPHBIX OTAENbHBIX TPAH3aKLMIA C MaIbIMU CyM-
Mamu. Takke MMeeT MeCTO pPOCT CTOMMOCTY ITPY MIOTePe BO3MOXXHOCTHM BbITTOJIHEHMS
HeBO3palllaeMbIX TIaTeKell 3a HeobpaTuMble YCIyTu. s obecrieueHUsT BO3MOXK-
HOCTY BO3BpaTa HeOOXOAMMO pacIipocTpaHeHe TOBePUTETbHbIX OTHOLEeHMIA. [Tpo-
JaBlbl BBIHYXKJEHBI C TTOJ03PEHNEM OTHOCUTBHCS K CBOMM KJIMeHTaM, 3alpauimBasi
Y HUX ropasao 60bImit 06beM MHGOpMaIu, 4eM TpebyeMbIit 06beM MHGOPMaIK
IIpU TIOJTHOM JloBepuu. OnpenesieHHbIl MPOLEHT CyyaeB MOUIEHHUYECTBA TPUHN-
MaeTcs KaK HeusbexkHoe siBiieHue. [1ogo6HO HeHameXKHOCTY CTMMOCTEN U IiaTe-
K€l MOSKHO GbIIO ObI M30€KaTh PV JIMYHOM MCIOIb30BaHUM (PU3UUECKUX TeHEXK-
HBIX 3HAKOB, HO He CyILeCTBYeT MexaHM3Ma BbITIOJTHEHUS TIIaTeXell yepe3 KaHallbl
obMeHa JaHHBIMM 6€3 yIacTHsI 3aCTY>KMBAIOIIMX JOBEPHS TPEThbUX CTOPOH.

[TosToMy HeobxomyIMa JIeKTPOHHAS TIATEXHAS CUCTeMa, OCHOBAaHHAs Ha KPUTI-
Torpaduueckom JOKa3aTeabCTBe, a He Ha OBEPUTENbHBIX OTHOUIEHMUSX, [T03BO-
JITIOMAs JBYM IOOPOBOJIBHO HEMCTBYIOIMM CTOPOHAM BBITIONIHUTDL TPAH3aKIIUIO
HampsSIMyI0 MeXIy 3TUMMM CTOpOHaMM 6e3 HeoOXOAMMOCTY MPUBJIEUEHUS] TPeTheit
CTOPOHBI, 3aC/Ty>KMBaloleil noBepus. TpaH3aKiyM, KOTOpble C TOYKU 3PEHUS BbI-
YMUCIMMOCTM TIPaKTUUeCKM HEBO3MOKHO PeBEPCUPOBATh MM OTMEHUTD, [OKHbI
3alUTUTh TPOLABLIOB OT MOILIEHHMYECTBA, & MOAMNpOorpaMMa peanu3aluy Mexa-
HM3MOB JeTIOHMPOBAHMS MOXKeT ObITh 6e3 3aTpyaHeHUI peann30BaHa JJIs 3aIiy-
ThI ITOKYIIaTeseli. B 9TOJ cTaThbe MbI IIpeajaraeM pelleHue MpobaeMbl JBOTHOTO
pacxomoBaHMsl C UCIOAb30BaHMEM MMPUHIOBON paclpeieeHHO CUCTEMBI C cep-
BEPOM MEeTOK BpeMeHM Jjisl TeHepaluyuyu BbIUYMISIeMOTO J0Ka3aTeabCTBa XPOHOIO-
IMYECKOro MopsaKa TpaHsakmuii. CucreMa 6e30ImacHa, IT0Ka YeCTHO JeiCTBYIONINe
y3JIbl COBMECTHO YIPaBJISIOT OOJIbIIE YaCThI0 BBIUMCIUTENbHOM MomiHocT CPU,
10 CPaBHEHMUIO C JII06071 00beAMHUBIIECS TPYIIIION aTaKYIOUIMUX Y3JI0B.

TpaH3akuuu

MbI orpefesisieM JIEKTPOHHYIO MOHETY (IeHEeKHbI 3HAK) KaK IeMOUKY IM(PPOBHIX
noxgnuceil. Kaxxnpiii Biagenern nepefaeT JeHeKHbI 3HaK CJIeyIOLeMy BJIafeblly
C TMTOMOIIBI0 IM(POBOI MOAMICH X3II-3HAYEHMS TTPEAbIIYIIeii TPAaH3aKIUU U OT-
KPBITOTO KJTI0YA CIeIYIONIero BaaAeblia MOCPeICTBOM N0OABIEHNST STUX TaHHbIX
K KOHIIY IepeiaBaeMoro JeHeXXHOTo 3Haka. [lomyuyaTesnb raTedxa MOXeT ITpoBe-
PUTD TIOAITVCH AJIST IIPOBEPKM BCEJ LIEIIOUKY ITPaB BIafeHMS.
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Pasymeertcs, rpobaemMa 3aK/IOUYaeTcsl B TOM, UTO ITOJyyaTesib IjiaTexka He MO-
SKeT MPOBEPUTH TOT (akT, YTO OJUH M3 BIAEIblEB HE COBEPIINJI ABOIHOE pac-
XOZOBaHMe 3TOi MepemaBaeMoil TeHeXKHON emuHuibl. OOllee pemieHue — BBO[I
3aCTY>KMBAIOIETro JOoBepusl IeHTPaJbHOTO OpraHa aBTOpPU3aLUM MM «MOHETHO-
ro JBopa» (MUMHUCTEPCTBA (DMHAHCOB), KOTOPBIN MPOBEPSIET KAXKIYI0 TPAH3aKI[MIO
Ha [IBOJiHOe pacxonmoBaHue. [locie Kakmoi TpaH3aKUMM JeHeKHbIM 3HaK JO/KeH
OBITh BO3BpallleH HAa MOHETHBIN IBOpP [Jig BBIITyCKa HOBOTO JEeHEXHOrO 3Haka,
U TOJIBKO JIeHeXXHble 3HaK!, BbIle/IlIe HelIoCpeICTBEHHO C MOHeTHOTI0 BOPa, 3a-
CJTYKUBAIOT ITOJTHOTO JOBEPUS, ¥ MOKHO GbITh YBepEHHBIM B TOM, UTO OHM He pac-
XOAYIOTCST ABaKAbI. IIpobieMa Takoro pelieHust 3aK/II0YaeTcss B TOM, UTO Cyabba
BCeli JeHeKHO CUCTeMbl 3aBUCUT OT KOMIIaHUM, BIaJleloleii MOHETHBIM JBOPOM,
a Takke B TOM, UTO KaskJasl TpaH3aKIMsI AO/KHA TTPOXOIUTh uepe3 3Ty KOMITaHUIO,
IeiCTBYIOIIYIO KaK 6aHK.

Heo6xomum €I1oco0, mpy KOTOPOM IOAyJaTelb IIaTeska TOYHO 3HAeT, UTOo Ipe-
IObIAyIMe Baafesblibl He MOAIMCHIBAIY KaKUX-TMO0 6ojlee paHHUX TPaH3aKIIMiA.
s HaIIKX 1ieseit 6oslee paHHME TPaH3aKIMM (II0 OTHOIIEHMIO K TeKyIeit) Bcerma
YUUTBIBAIOTCS, TIO3TOMY MbI MOXKEM He OeCIIOKOUTHCS O MOCIEeIYIONMX MOIbITKAX
IBOITHOTO PacxXomoBaHMsl. ETVMHCTBEHHBIM CIIOCOO0M MOATBEPKIEHMUS OTCYTCTBUS
KaKo¥-11M60 TpaH3aKLIUM SIBJISETCS OTCIAEXMBaHMe BCeX TpaH3akiuii. B momenn
«MOHETHOTO JIBOpa» [eHTPATbHOMY (PMHAHCOBOMY OPTaHy M3BECTHBI BCE TPaH3aK-
LIMY, ¥ OH pellaeT, Kakas TpaH3aKIys Obljia BHITTOJIHEHA ITepBoii. [t pellieHus 9Toi
3agaun 6e3 TpeTheil JOBePeHHO CTOPOHBI TPAH3aKIINUY JO/DKHBI ObITh OITyOIMKO-
BaHbI ¥ OTKPBITHI JJIs Bcex [1], M HaM Heo6XoaMMa CUCTEMA, B KOTOPOI yUaCTHUKK
IOCTUTAIOT COIIAIIEeHMSI O eAMHOM XPOHOIOTUM IMOPSIIKA IMTOCTYIUIeHUS (hUKcammn)
TpaH3akiuii. [TosyuaTessim iaTeskeit HeOOXOOMMO MTOATBEPKIEHE BPEMEHM BbI-
TTOJIHEHUST KaKIOJi TpaH3aKIMK, a GOMBIIMHCTBO Y3/I0B MOATBEPKIAET, YTO KOH-
KpeTHas TpaH3aKLus 6bly1a IPUHSITA IIePBOiA.
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CepBep MeTOK BpeMeHU

OmnucaHue npefgaraeMoro HaMu peleHus CjiefyeT HauaTh C cepBepa MeTOK Bpe-
MeHu. CepBep METOK BpeMeHM MPUHMMAET X3II-3HaueHue 610Ka 37IeMeHTOB, KO-
TOPOMY JIOJIKHA OBITH IMPMCBOEHA METKA BpeMeHM, TI0C/Ie Yero OTKPHITO IMyOIMKyeT
ToOMeuYeHHOe X3III-3HaueHNe, ToJ00H0 HOBOCTHOMY MaTepuaty muiau rnocty B Usenet
[2-5]. MeTKka BpeMeHM TapaHTUPYeT, UTO JaHHbIE JIEeHCTBUTEIbHO CYIIEeCTBOBAIN
B YKa3aHHOe BpeMsl, 0UeBUIHO, B IIOPSAKe X BKIIOUEHMS B XdlI-3HaueHne. Kaxknas
MeTKa BpeMeHU COIep>KUT MPeAbIIyIlyl0 MeTKY BpeMeHM B CBOeM X3Iiie, 06pasys
IIETI0YKY, B KOTOPOi1 Kakas mobaBisieMass MeTKa BpeMeHM 3aKpeIuisieT MpaBuiib-
HOCTb IIpeAbIAyIIel METKMN.

—,_: Xaww ,_i Xauw >
Bnok bnok
|3neMeHT| |3neMeHT| | | |3neMeHT| |3neMeHT| | |
Puc.A.2

[lokaszaTenbCTBO BbINOJHEHUSA pa60'rb|

st peanusanyy paciipeieJIeHHOTO CepBepa METOK BPEMEHU B MMPUHIOBON CU-
cTeMe TOTpe6yeTCsl MCIONIb30BaHMe TOACUCTEMbI OKA3aTeNbCTBA BbITIOTHEHNS
pabotsr (proof-of-work), momo6Hoii cucreme Hashcash Agama Baka (Adam Back)
[6], oTnMyUaroIIeiicss OT MPUHIMIIOB OPTaHU3AIMM CTY>KObI HOBOCTE! WJIM TTOCTOB
B KoHpepeHnnun Usenet. [loka3aTeabCTBO BBINIOMHEHUS pabOThI MMOApasyMeBaeT
MOVICK 3HAUEHMSI, KOTOPOE IT0C/Ie X3IMUPOBAHMS, HAIIPUMED C TOMOIIbIO aJITOPUT-
ma SHA-256, maer XslI-3HaueHMe, HAUMHAIOIIEECS C ONIpee/IeHHOTO KOJIMUYeCcTBa
HyJIeBbIX 6MTOB. CpemHuii 00beM paboThl, TPeOyeMBblii 11T peleHus 3T 3agaun,
HaxXOAMUTCS B 9KCIIOHEHIIMATbHOI 3aBMCUMOCTHU OT 3asIBJIEHHOTO KOJIMYECTBA Ha-
YyaJIbHBIX HYJEBbIX GUTOB, a MPABUIbHOCTb PENIEHMsI MOKHO IPOBEPUTH BBITIOJ-
HEeHMeM OJHOJ onepauuu X3WupoBaHus. [l Halllell ceT ¢ MeTKaMy BpeMeHU
peayi30BaH ajJirTOPUTM J0Ka3aTeIbCTBA BbITIOJTHEHNSI PaGOThI C MHKPEMEHTUPOBA-
HMEM JOTIOTHUTEIbHOTO CIyuyaifHOTO 3HaueHus1 nonce B 6JIOKEe 10 TeX Iop, IMOoKa
He OyIeT HaiieHO 3HaueHMe, KOTOpoe JaeT X3II-3HaueHue 6j0Ka ¢ TpebyeMbIM
KOJIMYECTBOM HauyajbHbIX HYJEBbIX GMTOB. IToc/ie TOro Kak BbIUMCIUTENbHbBIE pe-
cypcbl CPU neiicTBUTENbHO ObUIM 3aTpavyeHbl Ha TOJyUYeHe Pe3yabTaTa, COOTBET-
CTBYIOIIETO YCJIOBUIO IOKA3aTebCTBA BBITTOTHEHMS PAOOThI, OJIOK HE MOKET OBbITh
M3MeHeH 6e3 IMOBTOPHOIO BBIMOTHEHMS TOTO ke 06bema paboTsl. [locie nobasie-
HUSI B LIETIOYKY HOBBIX 6JIOKOB TP TOMbBITKE M3MEHEHMS pacCMaTpuBaeMoro 610Ka
00611t 06beM pabOoThI JOIKEH BKIIOUATH IIOBTOPHOE BBIMIOTHEHME TOKA3aTEIbCTBA
IIJIST BCEX TIOC/IEYIOIIIX OJIOKOB.
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Puc.A.3

IloKa3aTeNbCTBO BBITONIHEHMS PabOThI TaKKe pellaeT MpobaeMy OIpemeneHust
OOJIBIIMHCTBA IPY IPUHITUM pelieHuii. Eciu 65l orpeesieHe 60IbIIMHCTBA ObLIO
OCHOBAHO Ha MPUHINIIE «OAUH IP-afpec — OAMH TOI0C», TO JIKIIA, MMEOI/ie BO3-
MOSKHOCTDb CO3IaHMsI MHOXeCTBa IP-amgpecoB, MO Obl HAPYIIUTh KOPPEKTHOCTD
MpOIeAyPhI TOMOCOBaHMS. B CYIITHOCTH, TTO/ICCTEMA TOKA3aTeIbCTBA BHITIOTHEHMS
paboTrsl peasmsyeT NpuHUMI «onuH CPU — omuH roiocy». PereHne 60MbIIMHCTBA
MpeICTaBJIEHO CaMOi IJIMHHOJ LIEITOYKOJ, Ha KOTOPYIO 3aTpavyeH CaMblii OOJIbIIOI
06beM BBIYMCIUTETBHBIX 3aTPaT IO JAOKA3aTeIbCTBY BBIMOJIHEHMS paboThl. Eciam
OOJIBIIMHCTBO BBIUMCIUTENbHBIX MolIHOCTel CPU yIpaBiisieTcsl y3/1aMu, IeicTBY-
IOIIVIMM YECTHO, TO caMast KOppeKTHas («uecTHasi») Iierouka OyeT pacTu Haubosiee
OBICTPO ¥ OBTOHSITH BCe KOHKYPUPYIOIIMeE EeMmouku. [Ijis M3MeHeHMUsI KaKoro-1n6o
paHee CO3IaHHOrO 6;10Ka aTaKYONIMi AO/KEH OYIET ITPOAEIaTh 3aHOBO BECh 00beM
I10 T0KA3aTeIbCTBY BBIIOIHEHMSI PabOThI [IJIsI 3TOT0 GJIOKA U AJIs1 BCeX GIIOKOB ITOCIe
HEro, TO eCTh IOTHAaTh ¥ 000THATH YeCTHO paboTalolye y3/ibl. Huoke Mbl ITOKasKeM,
YTO JIJIT aTAKyIOIIEero ¢ MEHbIIMMU BBIUYMCIUTENbHBIMY PECYPCaMy BEPOSITHOCTD
IOCTVDKEHMST YPOBHS BCEX Y3JIOB CETM SKCIIOHEHIMATIbHO YMEHbIIAeTCs M0 Mepe
nm06aBIeHNS TTOCTeAYIOIINX 6I0KOB.

Ijiss KOMITEHCALMM TTIOCTOSTHHO YBeIMUMBaIOIeiicss CKOPOCTH paboThl armapary-
DBI M PETYIMPOBAHMS 3aMHTEPECOBAHHOCTY B IIOCTOSTHHO paboTe y3/I0B CII0KHOCTD
3a7jauy JTOKA3aTeJIbCTBA BBIMOTHEHMSI PAOOTHI OIPemessIeTcs] M3MeHEeHS oMM S
CpeIHUM IIeJIeBbIM 3HAUEHMEM B BUJE CpedHEero KoiuuecTBa OGJIOKOB B yac. Eciau
OJIOKV TeHePUPYIOTCS CJIUIITKOM ObICTPO, YPOBEHD CJIOSKHOCTM YBEIMUMBAETCS.

Cetb

®a3bl pabOThI CETH OMMCAHBI HIKE:

1. HoBble TpaH3aKIMM PACIIPOCTPAHSIIOTCS 10 BCEM Y3JIaM.

2. Kaknplit y3es cobupaeT HOBbIe TPAH3aKIMK B OJIOK.

3. Kaxmpblit y3eq HauMHaeT MOMCK pelleHNus CIOKHOI 3a7auy T0Ka3aTelbCTBa
BBITTOJTHEHMSI pabOThI AJISI 3TOTO OJIOKA.

4. Korpma y3es HaXOOUT pellleHye 3aJaul JoKa3aTebCTBa BhIIIOJHEHNS paboThl,
OH PacIIpOCTPaHSIET CBOI OJIOK II0 BCEM Y3J/IaM.

5. V3Bl IPMHMMAIOT IIpeiaraeMblii 610K, TOJIbKO eC/IM BCe TPaH3aKIMM B HEM
KOPPEKTHBI (BaJIMIHBI) U TTOKA eIlle He M3PacXOq0BaHbl.

6. V37bI BBIpAKAIOT CBOE COTJIACHMe C MPMEMOM IPeAJIOKeHHOro 6JI0Ka, Hauu-
Has MpOIIecC CO3TaHMS CAemyrollero 6j0Ka B LIEIIOUKe M MCIIOIb3Ys XSII-
3HaueHMe MPUHITOro 6JI0Ka KaK IMpeabIayliee X3Il-3HaueHne.
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V3J1bl BCErJja pacCMaTPUBAIOT CAMYIO ITIMHHYIO 1IEMTOUKY KaK KOPPEKTHYIO U TIPO-
JOJKAIOT paboTy Mo ee HapauMBaHuio. Ecu iBa y3/1a OMHOBPEMEHHO pPacipocTpa-
HSIIOT pasvuHble BEPCUM CJIeMYIOIEero 6;10Ka, TO HEKOTOPbIE Y3JIbl MOTYT MTPUHSIThH
TIepBOIi OHY U3 9TUX BepCcuii. B 9TOI cuTyaluy y3bl IPOAOJIKAIOT 06paboTKy 6J10-
Ka, MPUHSITOTO TIEPBBIM, HO COXPAHSIOT U IPYTYI0 BETBb HA TOT C/Tyuait, €C/IY OHA CTa-
HeT 6onee AaMHHOI. KOHGIMKT MOKET GbITh paspellieH, eciy HaiieHo ouepeqHoe
JTOKA3aTelbCTBO BBIMOMHEHNUST PAabOThI 1 OHA U3 BETBEi CTAHOBUTCS OoJee InH-
HOIA. [Toc/ie 9TOTO Y3J1bl, KOTOPble PAbOTaIM HAZ, IPYToii BETBbIO, MEPEKTIOUAIOTCS
Ha 6oJjiee IJIMHHYIO BETBb.

JI71s1 HOBBIX paCTIpPOCTPaHsIieMbIX TPAH3aKI[Uif JOCTUKEHME aBGCOIOTHO BCEX Y3JI0B
CeTH He ABJSIETCs 06513aTebHBIM YCTOBYEM. [10C/Ie MOCTYIUIeHMS Ha GOMBIIMHCTBO
Y3JI0B TPaH3aKIMK Cpasy ke BKIIOUAIOTCS B 04epeIHO co3maBaembiit 6/1o0k. Cxema
pacrpocTpaHeHus: 67I0KOB TaKkKe 3alllMIlleHa OT MOTepPU coobiennii. Ecmu y3en He
moyums1 610K, TO OH 3aTpeGyeT ero rmocie MOMydeHus Ciefyioiiero 6;10ka, Korma
O0GHAPYKUT, YTO OMH BJIOK MPOIMYIIEH.

Crumyn

TTo cornalieHno caMasi IepBast TPaH3aKIMs B JII000M OJIOKe SIBJISIETCST 006071 TpaH3-
akuyer, KoTopas co34aeT HOBYIO JeHEXXHYI0 eMHULY (MOHETY), TpMHaJJIeXXalllylo
co3maTtenio 610Ka. DTO IOIMOJHUTENbHBI (aKTOp, CTUMYIUPYIOMINI MOIIePKKY
y3JamMu pabGoThl CETU U CO3AAIONIMIT BO3SMOXKHOCTb M3HAUAIbHOTO pacIpeeeHnst
IeHEeKHBIX CPeICTB, BBOAMMBIX B 06pallieHe Mpy OTCYTCTBUM KaKOro-an60 IeHT-
pPaJILHOTO OpraHa YIIpaBJIEHMs], BbINYCKalollero meHsHaku. CrtabuibHOe n06aB-
JIeH)e TIOCTOSTHHOTO KOJIMYeCTBa HOBBIX JEHEXKHBIX eIMHUI] MpefCcTaByseT co0oii
aHaJIOTHIO C TIPOLIeCCOM J0OBIUM 30/I0Ta, IIPU KOTOPOM PACXOAYIOTCSI PeCcypcChl IJist
no6aBjieHNs HEKOTOPOro o6beMa 30/10Ta B o6palleHne. B Haliem ciyuae pecypehl —
310 npoueccopHoe (CPU) BpeMs 1 3aTpauyeHHas 3J1IeKTPOIHEPTrHs.

Kpome Toro, MOKHO CO3[aTh CTUMYJ B popMe OIIaThl TpaH3akuuit. Eciu cymma
BBIXOJHBIX TAHHBIX TPAH3aKI[MM MeHbIIle CyMMbI BXOJAHbIX 3HaUeHUI, TO pa3HOCTb
CTAHOBUTCS OTUIATONM TpaH3aKIMM, KOTOPast 0OaBJSIETCS K MOOUIPUTENIbHOM CyMMe
6710Ka, COMePKaIIero Ty TpaH3akiuio. Tak Kak B oO6palieHre BBOAUTCS OTPaHM-
YyeHHOe Tpenonpee/ieHHOe KOJMUEeCTBO JeHeKHbIX eUMHUI], CO BpeMeHeM CTUMY-
JIUPYIOMNi (aKTOP MOSKET ITOJHOCTBIO MEPENTU K OTUMCIEHUSIM 3a TpaH3aKIUu
Y TIOJTHOCTBIO YCTPAHUTD UHOISIIINIO.

Ctumynupymooiuit ¢GakTop MOXKET IMOMOYb y3JIaM OCTaBaThCSl YECTHBIMU, I10-
OILIPSIST X 3a 9TO. EC/IM KOPBICTOMIOOMBLIM MOIIIEHHUK CMOXKET CKOHIIEHTPUPOBATh
00JIbIlIe BEIUMCIUTENbHBIX pecypcoB CPU, ueM Bce uecTHbIE Y3JIbl, TO eMY IIPUIEeTCS
cIenaTh BbIOOP: MCIIOAb30BATh CBOIO MOIIb [IJisT 06MaHa JIofeil 1 MOXUIIEeHUS UX
TIaTexkeli Ui BOCIIOb30BaThCs €10 JJis1 reHepaly HOBBIX eHer. EMy npupaertcs
MPU3HATh, UTO OOJIee BHITOAHO UTPATh IO ITpaBMIaM, IOCKOJIbKY IO STUM ITpaBUIaM
OH TIOJTyYaeT MPeMMYIeCcTBO MpU CO3MaHMUM HOBBIX JeHEeXHbIX eAMHUI], IO CpaB-
HEHMIO C KOHKYpeHTaMM, a He HapyliaTh paboTy CUCTEMBI M HAHOCUTB yIep6 cob-
CTBEHHOMY 6J1aTOCOCTOSTHUIO.
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Tpebyemoe AMCKOBOE NPOCTPAHCTBO

Ioce TOro Kak camasi MOC/AeIHSIST TPaH3aKIMs B JEHEXKHON CUCTeMe 3allMiieHa
CBEPXY JOCTATOYHBIM KOJIMYECTBOM GJI0KOB, HEOGXOIMMO MMPOBEIEHNE PACXOIYI0-
MIMX TPaH3aKIMii, TIPeXIe YeM MOXKHO OyIeT yIaJuTbh 3Ty TPaH3aKIMIO ST 9KO-
HOMMM [IMICKOBOTO ITPOCTPaHCTBA. UTOOHI CenaTh 3TO 6€3 HapyIleHMs CTPYKTYPhI
X9II-3HaUeHUsT 6JIOKa, X3II-3HAaUeHMsT TPaH3aKIMil COXpaHSIOTCs B AepeBe Mep-
ke (Merkle Tree) [7] [2] [5], a B Xo1I-3HaueHKe 6;10Ka BKIIOUAETCS TOIBKO KOPeHb
nmepeBa. TakuM 06pa3oMm, cTapble 6JI0KM CO BpeMEeHEM MOTYT ObITh CKaThl 3a CUET
YKOpOUEeHMsI BeTBel fAepeBa. [Ipy 9TOM HET HeOOXOAMMOCTM XPaHUTh BHYTPEHHME
X9II-3HAYEeHUSI.

bnok
3aronosok 610Ka (x3aw 610ka)

XaW npezplayLiero
6noka

XaWw KopHs

Nonce

[0 | [t | [ 2] [ T3 |

Puc.A.4 <« Xsw-3HauyeHUs TpaH3aKLWH,
COXpaHeHHble B fepeBe Mepkne

bnok
3aronoBok 610Ka (x3w 610ka)

XaW npeablayliero
6noka

X3l KopHs

PXow2 | Xow3 |

Nonce

Puc.A.5 + CocTosiHMe Toro e 6/10Ka
nocne yoaneHus us Hero seteu Tx0-2
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Pasmep 3arosioBka 6j10ka 6e3 TpaH3aKLUuil MPMUOAM3UTEIbHO paBeH 80 GaiiTaMm.
IpearonoxkumM, 4To 6JI0KY TeHepUPYIOTCS uepes Kaxkable 10 MUHYT, TOTHA MOTpe-
OyeTcs IVICKOBOE TTPOCTPAHCTBO 80 6aiiToB * 6 * 24 * 365 = 4,2 M6 B rog. B 2008 romy
OOBbIUHBIE HACTOJIbHbIE KOMITBIOTEPHI OOILIEro HasHaueHUsT KOMIUIeKTyioTcst 2 I'6
oTepaTMBHOI MaMsITH, a TT0 3aKOHY Mypa MOKHO MpeicKa3aTh CTabUIbHbIIN POCT IO
1.2 T6 B rofI, TO9TOMY XpaHeHNe TaHHbIX He JO/KHO CTaTh MPOOIeMOii, Taske ecin
3aT0JIOBKM 6JIOKOB HYKHO OyZIeT 06s13aTeJIbHO XPaHUTD B OITepaTUBHOM MaMSITH.

YnpouweHHaa Bepudurkaumnsa nnatexen

CyliecTByeT BO3MOKHOCTb IIPOBEPKM (BepuduKaLym) miaTexxeii 6e3 BBoma B 9KC-
TUTyaTalMIo MOJTHOIIEHHOTO CeTeBOTO y3Jia. [Tosib30oBaTenb AOMIKeH XPaHUTb TOJbKO
KOITMIO 3aT0JIOBKOB OJI0KOB CaMO1 JJIMHHOI LIeTIOUKY J0Ka3aTeIbCTBA BhITTOTHEH S
paboThI, KOTOPYIO MOKHO ITOJIYUUTH I10 3aIMPOCy K CETEBBIM y3j1aM, KOTOphIE yKe
BIIOJIHE YBepeHbI B TOM, UYTO XPaHST CaMyl0 JJIMHHYIO 1IeTIOYKY U TOJyYUIU BETBb
IepeBa Mepkiie, CBSI3bIBAIOIIYIO ITPOBEPSEMYIO TPaH3aKI[MIO C 6IOKOM C COOTBET-
CTBYIOILIel elt MeTKOVi BpeMeHH. [losib30BaTeb He MOKeT IMPOBEPUTh CaMy TpaH3aK-
L1110, HO, TIPOCJIEXXUBAsI CBSI3b ATOV TPaH3aKIIUM C ee MeCTOIOJIOXKeHeM B 11eTouKe,
OH MOXKeT yO6eouThCs B TOM, UYTO CETEeBOI y3es IIPUHSI ee, a 6I0KU, ToOaBIeHHbIe
IOCJIe COOTBETCTBYIONIEro 0JIOKa, MOATBEPKIAIOT, UTO 3Ta TPAH3aKUMSI TIPUHSTA
BCeJi CeThIO.

(Camast AIMHHaA Lenoyka 10Ka3aTeNnbCTBa BbiNOMHEHNS paGOTbI

3aronoBok 610ka 3aronoBok 610ka 3aronoBok 6n10ka

|| Xaw npepsinywero XaW npeablayliero Nonce X3l npeabiayuiero
6noka bnoka onoka

X3l KopHS X3l KopHs X3 KopHs

-

L

v Xaw0l | VXow23

/ \ Betsb Aepesa Mepkne ans Tx3

P Xaw2 o Xaw3

Nonce

Nonce

Puc.A.6

ITo sToJi cxemMe Bepu(MKALVS IBJISIETCSI HAZEKHOI, IT0OKa UeCTHBIE Y3JIbl YIIPaBJIs-
IOT CeThI0, HO OHA OoJiee ySI3BMMa, eC/IM CeTh 3aXBaueHa aTaKyIOIIM MOIIEHHVKOM.
B TO BpeMs Kak MOMHOIIEHHbIE CeTeBbIe Y3J/ibl MOTYT IIPOBEPSITh CAMM TPaH3aKIUM,
MIPOBEPKY IO YIIPOIIEHHO MeTOAMKe MOXXHO IMPOBOAUTL OOMAHHBIM ITyTEM C TTO-
MOIIbIO TPaH3aKIMif, chaOPVKOBAHHBIX ATAKYIOIIMM, B TeUeHMe BCEr0 BpeMeHI,
[MOKa MOIIIEHHMK NPOAO/KAeT KOHTPOAMPOBATh ceTb. OOHON 13 CTpaTermii 3alUThI
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TIPOTMB TAaKO¥ aTaku MOXET CTaTh MIpUeM MpeayIpeskaeHnit oT y3JI0B CeTH, KOTaa
OHM OOGHAPYKMBAIOT HEKOPPEKTHBIN (HeBAJIMOHBIN) OJOK ¥ PEKOMEHIYIOT MOJb-
30BaTeIbCKOMY TPOTPAMMHOMY OG€CIeUeHUI0 3arpy3uTh 3TOT OJIOK TOTHOCTHIO
CO BCEMM TTOO3PUTETbHBIMU TPaH3aKLUMSIMM, YTOOBI MTOATBEPAUTD UX HECOIIACO-
BaHHOCTb. Biagenbilpl 6M3HEC-TIPeNPUATIIA, KOTOPbIE YaCTO MOMYUYAIOT TIIATEXNA,
BEPOSITHEE BCET0, OCTPee TOYYBCTBYIOT HEOOXOAVMOCTb CO3IAHUS COOCTBEHHOTO
TTOJTHOIIEHHOTO CEeTEBOTO Y3J1a 1)1 00ecrieueHus 601ee He3aBUCUMOIL OT IPYTUX CU-
CTeMBI 3aIMThI U TTOAIEePsKKM O60siee ObICTPOI BepubUKaIIUA.

O6beamHeHUe U pasaeneHne CyMM TpaH3aKuMM

HecMOTpsI Ha IOTEHIMAJbHYI0 BO3MOXKHOCTb OTHEIbHOM 06PabOTKM HEeHEKHBIX
eIVIHULI, CO3[aHMe OTOeIbHOI TpaH3aKLUMM OIS KaKLOro IepemaBaeMoro IeHTa,
cKopee BCero, OymeT Upe3BbIUaifHO HEYKIIIOKMM pelneHueM. UToObl 00ecrieunThb
paszenenye M oObeIMHEHMEe CYMM, TPaH3aKIMIM COLEPsKAT HECKOIbKO (parmMeH-
TOB BXOJIHBIX M BBIXOLHBIX JAaHHbIX. O6BIUHO GYIYT BO3HMKATh BAPMAHTHI C OTHIM
(hparmMeHTOM BXOMHbBIX JAHHBIX, B3ATHIX 13 60jI€e KPYITHOI MpeabIAyIeii TpaH3aK-
LM, UJIY BAPMAHThI C HECKOJIBKMMM ()parMeHTaMy BXOIHbIX JaHHbIX, 00beIMHSIIO-
yX 60Jiee MeJIKie CYMMbI, M B GOJIbIIMHCTBE CJIyyaeB ABa (hparMeHTa BHIXOLHBIX
IOAHHBIX: OOMH — IJIs IJIaTeKa, BTOPOii — [JIs BO3BpaTa CAauy OTIIPABUTEINIO, eC/Iu
9TO HeO06XOIMMO.

TpaH3akuus

— Bxon | |Bbixog H—>

Bxoa El——»

i

Puc.A.7

31ech cyiefyeT OTMETUTD, UTO TaKoe pa3BeTB/IeHNMe, KOT/la TpaH3aKIMM 3aBUCSIT OT
HECKOJIbKMX IPYTUX TPpaH3aKIMii, KOTOpbIE, B CBOIO OUepe/ib, TAKKe 3aBUCSIT OT MHO-
IMX OPYTUX TPaH3aKIMii, He cO3IaeT HUKaKMUX MpobieM. Heo6XoaumMocThb B U3BJIe-
YeHUU TIOJTHOM OTIeTbHOM KOIMY XPOHOJIOTUMHM TPaH3aKI[Mil He BOSHMKAEeT HUMKOTa.

MpuBaTHOCTL

TpuBbIYHAS 17151 GOTBIIMHCTBA JTIOZEl MOJIeIb GaHKOBCKOT'O OGCTY>KMBaHMS 0becrie-
YyMBaeT HeOOXOAMMbIl YPOBEeHb MPUBATHOCTH, paspelias IOCTYN K MHbopMauumn
TOJIbKO CTOPOHAM-YUYaCTHMKAM U 3aCTyKMBalOLIeil 1oBepus TpeTbel cTopoHe. He-
06XOIMMOCTb OTKPBITON IMyOIMKAIMY BCEX TPAH3AKLMI MCKITIOUAET BO3MOKHOCTh
MIpMMeHEeHMS 9TOTO MEeTO/Ia, HO MPUBATHOCTh MOXKET ObITh COXpaHeHa IIPY MOMOIIN
pa3pbiBa ITOTOKA MHPOpPMAIMK B APYTOM MeCTe: COXpaHeHe aHOHMMHOCTHU OTKPbI-
TBIX KJII0Yeli. Bce MOTYT BUIIETh, UTO HEKTO OTIIPAB/SIET KaKyI-TO CyMMY KOMY-TO
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IPyroMy, HO HET HMKaKoii MHOpPMaLM O CBSI3M ITOV TpaH3aKUIMUMU C KeM-JIn6o.
ODTO TMOXO0Ke Ha YPOBEHb MOCTYMHOCTU MHMOpMaImu, myoamuKyeMoii GOHIOBbIMU
OUpsKaMM, TIIe OTKPBITO OOBSBIISIIOTCS BPEMS U pasMep OTIAeTbHBIX CAENIOK, «JIeHTa»
(tape), HO HUYETO He COOOIIAeTCsT 00 YIACTHMKAX ITUX CHEJIOK.

ObblyHas MOfeNb nepesayn CobCTBEHHOCTH

NaeHTMdUKaLMOHHbIE
XapaKTepuUCTUKK

[losepeHHoe | | MpuHuMatowas 06wweznocTynHble
TPETbE MLO CTOpOHa LaHHble

— TpaH3aKumu >

Hogas Mogenb nepenain C06CTBEHHOCTH

NneHTMdHKaLmoHHbIe
XapaKTepuCTUku

0bLwenocTynHble
LaHHble

TpaH3akumn —>

Puc.A.8

B KauecTBe IOIMOJHUTEIbHON 3allUThI c1enyeT UCI0JIb30BaTh HOBYIO ITapy KO-
yeil Oy KaxkIoun TpaH3aKINUM, YTOOBI MCKIIOUUTH BO3MOXKHOCTD YCTAaHOBJIEHMA
CBs3U KOHerTHOﬁ TpaH3aKOM C OOHMM M3 M3BECTHBIX BJIaJe/IbIIEeB. HEKOTOI.)I:IX
BO3MOXHOCTe YCTaHOBJIEHMA TaKoit CBA3M U36eXKaTh He YoaeTCsa B TpaH3aKIUAX
C HEeCKOJbKMMUI d)paI‘MEHTaMI/I BXOOHBIX HAaHHBIX, B KOTOPbIX HeO6XO,Z[I/IMO pac-
KPBITb I/IHd)OpMaI_U/I}O O TOM, UTO OIIpeae/IieHHbIe CbpaI‘MEHTbI IIpMHaAjaeXxXaamnm OgHO-
MY M TOMY JKe BJIaaeIbIly. 31ech OMTacHOCTD 3aK/I0UaeTCs B TOM, UTO eC/IM BJy1agesiel]
K/II04Ya CTAaHOBUTCS M3BECTHBIM, TO ITOABJISIETCSI BO3MOXKHOCTD O6HaI)Y)KI/ITb opyrue
TpaH3aKLUuM, IIpMHaJIeKaliyie 3STOMY JKe BJaaebIly.

BbluucneHus

MbI paccMaTpuBaeM CLieHapuii, IpM KOTOPOM aTaKyILIMii MbITAeTCS CreHePUpo-
BaTh alTbTePHATUBHYIO 1IeTIOUKY ObICTpee, ueM (HOPMUPYETCS OCHOBHAS 1IeIouka
YeCTHbBIX YYaCTHUKOB. Jlaske ecy Takas IMOMbITKA YIAEeTCs, 9TO He e/laeT CUCTEMY
OTKPBITO¥ JIJ151 TIOOBIX ITPOM3BOTBHBIX M3MEHEHM, TAKMX KaK CO3[IaHye LIeHHOCTe
«13 BO3[yXa» ¥ IPMCBaMBaHMeE IeHer, KOTOPble HUKOT/AA He MPUHAaIJIeXKaay aTaKyro-
1IeMy MOIIEHHMKY. Y3/ibl He IPMHMMAIOT HEKOPPEKTHYIO TPaH3aKLUMIO B KauecTBe
TIaTeXa, a UeCTHO AelCTBYIONIMeE Y3JIbI HUKOTIA He TPUMYT OJIOK, COmepsKaliuii He-
KOppeKTHbIe TPaH3aKUUM. ATAKYIOLIMII MOKET JIUIIb MONBbITATbCS U3MEHUTb OLHY
13 CBOMX TPaH3aKI[Mii, YTOOBI BEPHYTh HeJABHO ITOTPaueHHbIe JeHbIN.

KoHKypeHLIMIO MeXIy 4eCTHO CO3[LAHHOM LIelIOYKO/ M 11elIOYKOi aTaKyllero
MOXXHO OXapaKkTepu3oBaTh Kak 6MHOMMaIbHOE ClydaitHoe 6mykmanue (Binomial
Random Walk). YcnentHoe co6bITHe — pacIIMpeHMe YeCTHO CO3IaHHOM IeIMOYKY Ha
OIIMH 670K, YBeTMUMBalollee ee TUAEPCTBO Ha +1, a oTpuilaTeabHOe COObITHE — pac-
mypeHue 1eroYKy aTaKykollero Ha oguH GJIOK, COKpallaoliiee pa3pbiB MeXIY Iie-
rnouykamu Ha —1.

OmnpenerneHre BePOSTHOCTY TOTO, UTO aTAKYIOIIMIT JOTOHUT «UeCTHYIO0» I[eTIOYKY
MIpY 3aJaHHOM OTCTaBaHMM, aHAJIOTMYHO 3a/Jade o0 pasopeHun urpoka (Gambler’s
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Ruin). TTpeAIonokumM, YTO UIPOK C HEOTPAHMUEHHBIM KPEIUTOM HauMHAEeT UTPY
¢ meduuuTOM (OTCTaBaHMEM) M UTPAET MOTEeHIYATbHO 6€CKOHEUHOEe KOJIMYECTBO
PayHIIOB, MBITAsICh JOOUTHCST BBIMTPBILTHOTO MIJIsT ceOs pe3y/abTaTa. Mbl MOKEM BbI-
YUCTATH BEPOSITHOCTD MTOCTVDKEHMSI TAKOTO Pe3y/ibTara, TO eCTh BePOSITHOCTh TOTO,
YTO aTAKYIOIIMI JOTOHUT «UeCTHYIO» [IETIOUKY, CIeAYIomM o0pasom [8]:

QO p == BepoSITHOCTb TOTO, UTO «UECTHAS» 1[eII0UKA CO31AeT OUuepeHO OJI0K;

QO q == BeposSTHOCTb TOTO, YTO ATAKYIOIINIT CO3IaeT CIeAYIONIii 6I0K;

O q, == BEpPOATHOCTb TOTO, UTO aTAKYIOIINI1 BCe-TaKM TOTOHUT «UECTHYIO» Iie-

TTOYKY IIPY HavYaJIbHOM OTCTaBaHUU B Z GIOKOB:

1 e p <(q

qz: z *
(q/p)* ecm p>q

[Tpenmnonoxum, 4to p > q, TOrAa BEPOSITHOCTb SKCIIOHEHIMAIbHO YMEHbIIAEeTC s
MIpY YBEJIMUEHUY KOTMUECTBA OJIOKOB, KOTOPbhIE JO/DKEH CO3IATh aTaKYIOIINii, UTO-
ObI OTHATH «UECTHYIO» IeTOYKy. EC/IM aTaKylomuil He CAeaeT YCIelHbI PhIBOK
BIIepe[] KaK MOKHO paHbIIle IIPY TaK1X HeOIaronpusITHBIX YCIOBUSIX, TO €r0 IaHChl
CTAHOBSTCS MCYe3alolle MaJbIMU, II0 Mepe TOrO KaK OTCTaBaHUe YBeIUYMBAETCH.

Terepb pacCMOTPUM, KaKoe BpeMs OKUIaHMs Heo6X0IMMO 11 TIoyJdaTeIs Ho-
BOJI TpaH3aKLMM, YTOOBI OBITh JOCTATOUHO YBEPEHHBIM B TOM, UTO OTIIPABUTE/b HE
CMOXeT U3MEHUTD 3Ty TPaH3aKLuI0. [IpeiTI0/10K1M, UTO OTIIPABUTEND — 3TO aTaAKY-
0LV, KOTOPBIN XOUeT 3aCTaBUTh [10JIyyaTesiss Ha HEKOTOpOe BpeMs II0OBEPUTD B TO,
YTO OTIIPABUTEND AEVCTBUTEIbHO IIJIATUT €MY, @ 3aT€M BEPHYTH cebe TuiaTex yepes
HEKOTOpoe BpeMsl. IToyuaTesb MOSYyYUT OTIOBeleHM e 06 9TOM BO3BpaTe, HO TIOTY-
yaTesb HaJleeTcs, UTO OIOBelleH)e IPULET CANUIIKOM [1034HO.

[TosnyuyaTesnb reHepUpyeT HOBYIO Iapy KiOUeli U repefaeT OTIIPABUTENO0 OTKPbI-
ThIN KJTI0Y HEMOCPeACTBEHHO Tepe]] MOATINCHI0. ITO MTO3BOJIsIeT MoMellaTh OTIIpa-
BUTEJTIO 3apaHee MIOATOTOBUTD LIETIOUKY 6JI0KOB, 06pabaThIBast ee MOCTOSTHHO JI0 TEX
0P, I0Ka OIpee/ieHHas L0 yaaul He ITO3BOJIUT €My BbIPBAThCS BIlepe[, B TOHKE
IIeII0YeK, a 3aTeM BBITTOJIHUTh CBOIO TPAH3aKIIMIO B 9TOT HanOoIee BbITOIHbBIN MO-
MeHT. [locie OTIpaBKM TpaH3aKUUKM HEUYECTHbIM OTIIPaBUTENb HAUMHAET TalHYIO0
paboTy Haj, apajie/IbHO 1eNI0YKOIA, CofepsKallleii albTepHATUBHYI0 BEPCUIO CBO-
el TpaH3aKUUN.

[TosryyaTesb KAET 0 TEX MOP, TOKa TPaH3aKIus He OyeT no6aBieHa B 610K, TTOC-
Jie yero Z 6JI0KOB JJOJDKHBI ObITh MPUCOEIVHEHBI K IIETIOUKe Mocye 3Toro 6yoka. ITo-
JIy4aTesTi0 HEM3BECTHO, HACKOIBKO YCIENIHO MPOABUraeTCss paboTa aTaKymoIero, HO
eI TIPEeTOIOKUTD, UTO IJIS CO3TAHMS «IECTHBIX» 6IOKOB Tpe6yeTcs cpemgHee pac-
YeTHOe BpeMsI Ha OJI0K, TO TIOTEHIMAIbHBIN IPOTpecc B paboTe aTaKyoliero 6yaeT
MOJUMHSATHCS 3aKOHY pacripenenenus [TyaccoHa ¢ OXxugaeMblM 3HAUEHUEM:

x=zi.

p

YT06BI BBIYUCIUTD BEPOSITHOCTbD, C KOTOPOIA aTAKYIOIINIT BCE eIlle MOKET JOTHATh
«YeCTHYI0» 11eM0YKY B TeKyI[Mi1 MOMEHT, YMHOXMM pacripefenenue [TyaccoHa ajist
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KaskI0i1 BEJIMUMHBI KOJTMUECTBEHHO OIEHKM ITporpecca, KOTOPOi aTaKyIomIii MO-
SKeT TOCTUYb, Ha BEPOSITHOCTD, C KOTOPOJ OH MOT ObI IOTHATD «UEeCTHYIO» LIeTIOUKY,
HauyMHas C 9TOT0 MOMEHTA:

i et [(q/p)FP ecm k<z

= k! 1 ecmn k> z

[Toce mpeobpaszoBaHmst 3TOi HOPMYIIbI, UTOOBI M36€KaTh CYMMMUPOBaHMS Oec-
KOHEYHOI TI0C/Ie0BaTeIbHOCTY pacIipeeeH s, IToydaeM:

z k —x
M a(q/p)E).
g

Peanusaiiust mosyuyeHHOM hopMysibl Ha si3bike C:

1—
k

#include <math.h>
double AttackerSuccessProbability(double g, int z)

{
double p == 1.0 - q;
double lambda == z * (q / p);
double sum == 1.0;
int 1, k;
for (k == 0; k <== z; k++)
{
double poisson == exp(-lambda);
for (1 == 1; 1 <== k; i++)
poisson *== lambda / 1;
sum -== poisson * (1 - pow(q / p, z - k));
}
return sum;
}

BBITIONHSIST 3TY IPOrpaMMy ISl TIOTYYeHUsT HECKOTbKIX BAPMAHTOB Pe3y/IbTaTOB
IUIST PA3JIMUHBIX MCXOMHBIX JAHHBIX, MOKHO BUIETb, UTO BEPOSITHOCTh SKCITOHEH-
[MAIbHO YMEHbBIIAeTCs IIPY YBEJIMUEHUY 3HAUEHNS Z.

q=0.1

z=0 P=1.0000000
z=1 P=0.2045873
z=2 P=0.0509779
z=3 P=0.0131722
z=4 P=0.0034552
z=5 P=0.0009137
z=6 P=0.0002428
z=7 P=0.0000647
z=8 P=0.0000173
z=9 P=0.0000046
z=10 P=0.0000012

q=0.3
z=0 P=1.0000000



368 <+ (ratbs 0 6uTKoMHe CaTowm HakamoTo

z=5 P=0.1773523

z=10 P=0.0416605
z=15 P=0.0101008
z=20 P=0.0024804
z=25 P=0.0006132
z=30 P=0.0001522
z=35 P=0.0000379
z=40 P=0.0000095
z=45 P=0.0000024
z=50 P=0.0000006

Pemenne nys P, menbinero uem 0.1%:

P < 0.001
q=0.10 z=5
q=0.15 z=8
q=0.20 z=11
q=0.25 z=15
q=0.30 z=24
q=0.35 z=41
q=0.40 z=89
q=0.45 z=340

Pesome

MBI NIpeAJIOKUIN CUCTEMY [IJIST BBITIOJTHEHWS 97IeKTPOHHBIX TpaH3aKIuii 6e3 3aBU-
CUMMOCTH OT KaKo¥i-TM00 cTerieHu noBepusi. Mbl Hauasu onycaHme ¢ 06bIYHO Mpo-
TPaMMHOVi CpeJIbl TTO/IIe PSKKY e HESKHOV CUCTeMbI Ha OCHOBe 1M POBbBIX MOTINCEN,
KOTOpasi o6ecrieunBaeT KeCTKOe yIpaBieHue paBaMiu BIaleHusT, HO TaKasl CUCTe-
Ma SIBJISIETCST He3aBeplleHHOol 6e3 peaans3aluyuy MeTOIUKM VCKITIOUEeHNS TBOIHOTO
pacxomoBaHusl. [l pelieHus 3TO MPo6aeMbl Mbl ITPEIJIOKIIINA MMPUHTOBYIO CETh
C VICTIOJIb30BaHMEM aJITOPUTMa JOKa3aTeabCTBA BBIMTOJHEHMs paboThI IJIT coxXpa-
HEHMsT 0OIIeAOCTYITHOM XPOHOJIOTUY TPaH3aKLMi, KOTOpasi C TOYKM 3peHusT 00b-
eMa BBhIUMC/IeHNT OBICTPO CTAHOBUTCS IIPAKTUUECKY HEYSI3BMMOIA [IJIST aTaK C I1eJTbI0
M3MeHEeHMsI, eC/I YeCTHO AEeJCTBYIONIMEe Y3JIbl YIIPABISIOT OOJbIeli YacThi0 BbI-
yucauTenbHbix MoiHoctelt CPU. [IpenyioxkeHHast ceTh Ha/leXXHa U YCTOMUMBA TIPU
CBOEIT HeCTPYKTYPUPOBAHHON MPOCTOTE. Y3/Ibl C CAaMOT0o Havaja paboTaioT ¢ MU-
HUMaJIbHBIM YPOBHEM KoopauHaiuu. UM He HYkKHA uAeHTUOUKAIMS, TTOCKOIbKY
COOOIIEeHNST He MapUIPYTU3UPYIOTCS B KaKOii-1M60 KOHKPETHBII MTyHKT, HE06X0u-
Ma TOJIBKO JOCTaBKa COOOIIEeHMIT Ha OCHOBE MaKCUMMaJbHOI 3P GdeKTUBHOCTH (10
MIPUHLINITY «JTy4lliee 13 BO3MOKHOT0»). Y3JIbI MOTYT OTKJ/IIOUAThCSI OT CETU M CHOBA
MIPMCOEIMHSTBCS K Hell B IF0607 MOMEHT, MPUHMMAs CaMyI0 IIMHHYIO IIeTTOUKY 10-
Ka3aTeJIbCTB BBITTOMIHEHMST paOOThI KaK MOATBEPsKIeHMe BCeX COOBITUIA, TPOVCIIe -
IIMX 3@ BpeMSI MX OTCYTCTBUSL. Y3JIbI TOJIOCYIOT C TIOMOIIbIO CBOEI BBIUMCIUTENbHOM
momrHocty CPU, moaTBepskaasi pueM KOPPEKTHBIX (BaIUIHBIX) GIOKOB paboToi
I10 HapallMBaHUIO LIETIOYKY, ¥ OTBEPraloT HEKOPPEKTHbIE GJIOKM, ITpeKkpaliasi ux 06-
paboTKy. Bce Heo6xXoaIMbIe TTPaBM/Ia Y CTUMYJIbBI MOTYT ObITh BBEIEHBI C ITOMOIIBIO
3TOT0 MexaHM3Ma KOHCeHCYyca.
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Heifiem (B 2009 romy) oHa 6bl1a Jo6aBIeHa KaK COITPOBOAMUTEIbHAS JOKYMEHTAII NS
K IIpOTpaMMHOMY ObecIteueHNI0 OMTKOIHA U 3aliuineHa auieHsueit MIT. CtaTbs
BOCITPOM3BOIUTCS B TAaHHOM KHUTe 6e3 KaKuUX-T1M00 M3MeHEeHM, 3a UCKITI0UeHeM
HEKOTOPBIX 0CO6eHHOCTEN GopMaTUPOBaHMS (M ITePEBOAA), M TAKKe 3alIuIeHa -
uensueit MIT:

The MIT License (MIT) Copyright (c) 2008 Satoshi Nakamoto
(Iuuensus MIT aemopckoe npaeo (c) 2008 Camowu Hakamomo)

JlaHHasg muIeH3Ms pa3pelaeT IuLam, IoTyYMBIIUM KOIIMIO JaHHOTO IIPOrpaMMHO-
ro 06ecreueHs U COMyTCTBYIOIIEN TOKyMeHTaluN (B JaJbHENMIIIeM MMeHYeMbIMU
«IIporpamMmMHOe obecrieueHne»), 6e3B03Me3HO UCIIOIb30BaTh [IporpaMmHoe obec-
nevyeHye 6e3 orpaHMYeHM, BK/IIOYasl HeOrpaHMUEeHHOe IIPaBoO Ha JMCIIO/Nb30BaHNe,
KONMPOBaHNe, U3MeHeHe, N06aBIeHne, MyoaKanyio, pacpocTpaHeHme, cyonm-
[leH3MpOoBaHMe U/MUau Tpojaxy Komuii [IporpaMMHOro obecrieyeHusl, Tak ke Kak
U JIMLIaM, KOTOPBIM MTPeoCcTaBIIsieTcs JaHHoe [IporpaMMHOe obecrieyeHne, mpu Co-
GMIoeHNM CIeqyIONIX YCIOBMIA:

VkazaHHOe BbIIlIe YBeoM/IeHM e 06 aBTOPCKOM ITpaBe ¥ JaHHbIe YCIOBUS LOJIKHBI
ObITH BK/TIOUEHBI BO BCE KOITMY MJTY 3HAUMMbIE YaCTH AaHHOTO [IporpaMMHOTro obec-
revyeHusl.

IOAHHOE TTPOTPAMMHOE OBECITEYEHME TIPEJOCTABJISIETCA «KAK ECTb»,
BE3 KAKMX-JIUBO TAPAHTUI, IBHO BbIPAYKEHHBIX UJIM ITIOJPA3YMEBAEMBIX,
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BKJTIOUAS, HO HE OTPAHUUUBASIC TAPAHTUSIMU TOBAPHON ITPUTOZTHOCTH,
COOTBETCTBMS 110 ETO KOHKPETHOMY HA3HAYEHIMIO 1 OTCYTCTBNS HA-
PYIIEHUM TTPAB. HU B KAKOM CJIYYAE ABTOPBI WJIU TPABOOBJIAJIATEJIV HE
HECYT OTBETCTBEHHOCTU 10 NCKAM O BO3MEIIEHNN YIHIEPBEA, YEBITKOB
VIV OPYTUX TPEBOBAHUI 110 JIEMCTBYIOIIVM KOHTPAKTAM, JIEJIUKTAM
IV UTHOMY, BO3HUKIIMM W13, UMEIOIIUM TTPUYUHON WIN CBI3AHHBIM
C ITPOI'PAMMHbBIM OBECITEHEHMEM WJIN NCITOJIb30BAHWUEM ITPOTPAMMHO-
'O OBECITEYEHUS WIW UHBIMU JEVICTBUSMU C [TPOTPAMMHbBIM OBECIIEYE-
HUEM.



MpunoxeHue

00 0000000000000 00 00000000 000000000000000000 0000

OnepaTtopbl, KOHCTAHTDI
U CUMBOJIbI CKPUNTOBOIO S13blKa
ANA TpaH3akKuuii Script

9 Tabnuubl 1 onNmncaHus, B3aTble C canTa https://en.bitcoin.it/wiki/Script.

B Ta6s. B.1 onmcaHbl orepaTopsl, IIpeagHa3HaYeHHbIe OJIs 3alliCU 3HAUEeHUII B CTEK.

Ta6nuya b.1. 3anuce 3Ha4yeHuli 8 cmek

Cumeon 3HaueHue OnucaHue
(16-puyHoe)

OP_0 unu OP_FALSE | 0x00 ycToi Maccue nomelLlaeTcs B CTeK

1-75 0x01-0x4b | Momectutb cnepyrowme N 6aiToB B cTek, rae N - ot 1 go 75 6aiitos

OP_PUSHDATA1 Ox4c Cnenytowmin 6aiT ckpunTa conepxut uncio N, ToMecTuTb cneayiolme
N 6aiiToB B CTeK

OP_PUSHDATA2 Ox4d Cnenytowme aBa 6aiTta ckpunta cogepxat uncno N, nomMectuTb
cnepytowme N 6aiToB B cTek

OP_PUSHDATA4 Ox4e Cnepytowme yetbipe Baiita ckpunTa cogepxar umcno N, nomMmectutb
cnepytowme N 6aiToB B cTeK

OP_1NEGATE Ox4f MomecTnTb 3Ha4eHune -1 B cTek

OP_RESERVED 0x50 OCTaHOB — HEKOpPPEKTHAs TPaH3aKLMS, 338 UCKJTDYEHMEM O0OHaPYXEHUS
B HeBbInonHsemol seteu OP_IF

OP_1 unn OP_TRUE |0x51 lMomecTnTb 3HaveHune 1 B cTek

OP_2 -0P_16 0x52-0x60 | Onepauusa OP_N nomewiaet 3Ha4eHne N B cTek, Hanpumep OP_2

nomeulaeT 2 B CTeK

B Ta6s. B.2 onmcaHbl YCJIOBHBIE OII€epaTOpPhbI, YIIPaBJIAIOIINME IIOTOKOM BbITIO/IHE-
HUA.
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Ta6nuya b.2. YcnosHbie onepamopel, ynpasnsitoujue N0MoKoM 8biN0HeHUs

CumBon 3HaueHue Onucanue
(16-puuHoe)

OP_NOP 0x61 He BbINOMHAETCA HUKAKUX OENCTBUIN
OP_VER 0x62 OcTaHOB — HeKOppeKTHas TPaH3aKLMS, 33 UCKNIOUEHNEM 0BHApYXKeHUs
B HeBbInonHsemol setsn OP_IF
OP_IF 0x63 BbinonHeHue cnepytolero onepatopa, eCiu B BepluMHe cTeka 3HaveHue He 0

OP NOTIF | Ox64

BbinonHeHue cnenytoLLero onepaTopa, eCiu B BepliMHe CTeka 3HaYeHne 0

OP_VERIF 0x65

OCTaHOB — HEKOppPEKTHas TpaH3aKums

OP_VERNOTIF | 0x66

OcTaHoB - HEKOPPEKTHasA TpaH3aKuua

OP ELSE 0x67

BbinonHeHue, ToNbKO ecniu npenbloywme MHCTpyKUUn He 6blK BbINONHEHbI

OP ENDIF | 0x68

Kowneu, 6noka OP_IF, OP_NOTIF, OP_ELSE

OP_VERIFY 0x69

lpoBepwuTb BepLuKnHY cTeka, ecn 3HaveHne He TRUE, To octaHoB
1 06bsABNEHME TPAH3AKLUMWU HEKOPPEKTHOM

OP_RETURN | Ox6a

OcTaHOB U 06bsBNEHME TPAH3AKLLMM HEKOPPEKTHOW

B Ta6s1. b.3 omycaHbl onepaTophbl, MCIIOTb3yeMbIe s 6JIOKMPOBOK 10 BPEMEHU

Ta6nuua b.3. Onepayuu 610KUposKU nNo epemMeHU

CumBon

3HaueHune
(16-puuHoe)

OnucaHue

OP_CHECKLOCKTIMEVERIFY | Oxbl

(paHee OP_NOP2)

[omeyaeT TpaH3aKLMIO KaK HEKOPPEKTHYHO, eC/I 3HaYeHne
3NeMeHTa Ha BeplUMHe cTeka bonblue, YeM 3HaYeHne nons
TpaH3akuuu nLockTime, nHaye CKpUNT NPOAOIKAET Bbl-
NOSTHATLCA, KakK ecnu 6bl 6bin BbinonHeH onepatop OP_NOP.
TpaH3aKuUus TakKe CYMTaeTcs HeKOppeKkTHOM, ecnn 1 — crek
MYCT, UK 2 = 3NeMEHT Ha BEpPLUMHE CTeKa OTpULaTeNbHbIN,
WK 3 - 3NeMEeHT Ha BeplUMHe cTeka bonblue unn paBeH
500000000, B To BpeMs kak none TpaH3akummn nLockTime
MeHbLlue 500000000 nnm HaobopoT, unun 4 — none BXOAHbIX
naHHbIX nSequence pasHo Oxffffffff. bonee nogpobHo cMbich
3TOro onepaTopa onucaH B gokymeHTe BIP-65

OP_CHECKSEQUENCEVERIFY | Oxb2

(pariee OP_NOP3)

[oMeuaeT TpaH3aKLMI0 Kak HEKOPPEKTHY!O, eC/IM OTHOCUTENb-
Has 6/10KMPOBKa N0 BPEMEHM BXOAHbIX AaHHbIX (onpene-
nsemas pokymeHtom BIP 0068 ¢ nomolublo napameTpa
nSequence) He paBHa unu Bonblue (MPOLO/KUTENbHER), YEM
3HaYeHWe 3N1eMeHTa Ha BepLUKHe cTeka. bonee noapobHo
CMbICN 3TOrO OMepaTopa OnucaH B AokyMmeHTe BIP-112

B Ta6:n. B.4 omucaHbl O1epaTophbl, MCIIOIb3yeMble JIJIST PabOThI CO CTEKOM.

Ta6bnuya b.4. Onepayuu co cmexkom

Cumeon 3HaueHue Onucanue
(16-puuHoe)
OP_TOALTSTACK 0x6b M3BnekaeT BepxHUii In1eMEHT U3 CTEeKa M NOMELLAET ero B aNbTepHaTUB-
HbI CTEK
OP_FROMALTSTACK | Ox6c M3BnekaeT BepxHWUii INeMeHT U3 anbTepHATUBHOIO CTeka M nomeLaert
€ero B cTeK

OP_2DROP

Ox6d M3BnekaeT ABa BEPXHUX 3NEMEHTA CTeKa
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OkoH4aHue mabn. b.4

Cumson 3HaveHue Onucavue
(16-puuHoe)
OP_2DUP Ox6e [ybnupyeT aBa BEPXHUX 3/IEMEHTA CTeKa
OP_3DUP 0x6f [y6nupyeT Tpu BEpXHUX 3N1eMeHTa CTeka
OP_20VER 0x70 KonupyeT TpeTuit 1 YeTBepTbIi 3NEMEHTbI B CTEKE HA BEPLUMHY
OP_2ROT 0x71 MepemelLaeT NATbIN M WECTON 31EMEHTbI B CTEKE HA BEPLUMHY
OP_2SWAP 0x72 MeHsieT MecTaMu ABe BEpXHME Napbl 31EMEHTOB B CTeKe
OP_IFDUP 0x73 [lybnupyeT BepXHWIA 31eMEeHT CTeKa, ec/iv OH He paBeH O
OP_DEPTH 0x74 CynTaeT aneMeHTbl B CTEKE M NMOMELLAET 3Ha4YeHMe UTOrOBOrO CYETUMKA
B CTEK
OP_DROP 0x75 M3BnekaeT BepxHWUii INeMeHT cTeka
OP_DUP 0x76 [y6nupyeTt BEpXHUIA 3NEeMEHT cTeka
OP_NIP 0x77 M3BnekaeT BTOPOM 31E€MEHT CTeKa
OP_OVER 0x78 KonupyeT BTOpOIt 3neMeHT cTeka M NoMeLLaeT KOMUI0 Ha BEPLUMHY
cTeka
OP_PICK 0x79 M3Bnekaet 3HayeHne N c BepLUMHbI CTeKa, 3aTeM Konupyet
N-/ 3nemMeHT B BepLUMHY CTeka
OP_ROLL 0x7a M3BnekaeT 3HaueHne N ¢ BepLIMHbI CTEKa, 3aTeM nepeMellaeT
N-i1 anemMeHT B BepLUMHY CTeka
OP_ROT 0x7b Linknnyeckn nepemellaet («BpallaeT») TpM BEPXHUX INEMEHTA CTeKa
OP_SWAP 0x7c MeHseT MecTamMu [Ba BEPXHUX 3/1EMEHTa CTeka
OP_TUCK 0x7d KonupyeT BepXHUWI1 IneMEHT CTeKa M BCTABASIET €r0 MEXAY BEPXHUM
1 BTOPbIM 37IEMEeHTaMu

B Ta6s1. B.5 omnycaHbpl oniepaTophbl, MCIIOIb3yeMbIe [IJIST paOOThI CO CTPOKAMU

Ta6nuua b.5. Onepayuu o6pabomku cmpok

Cumeon 3HaueHue OnucaHue

(16-puuHoe)
OP_CAT Ox7e 3anpelueH (0bbeanHseT aBa BEPXHUX 3/1eMEHTA CTekKa)
OP_SUBSTR | Ox7f 3anpelueH (Bo3BpaLLaeT NOACTPOKY)
OP_LEFT 0x80 3anpelueH (BO3BpalLaeT NOACTPOKY, HAYMHAIOLLYIOCS C 1EBOFO KOHLLA CTPOKM)
OP_RIGHT | 0Ox81 3anpelueH (BO3BpaLLaeT MOACTPOKY, HAYMHAIOLLYIOCS C MPABOro KOHLA CTPOKM)
OP_SIZE 0x82 BbluncnseT onnHy CTpOKM B BEPXHEM dN1EMEHTE U MOMELLAET pe3ynbTaT B CTeK

B Ta6:n. B.6 omucaHbl oepaTopbl 6MHAPHOI apudMETUKY U GY/IeBOIi JIOTUKNA.

Tabnuua b.6. buHapHas apugpmemuka u s02udecKue yc/108Hble onepamopebl

Cumson 3HaueHue OnucaHue
(16-puuHoe)
OP_INVERT 0x83 3anpelueH (MeHsieT 3Ha4YeHUst GUTOB HA NMPOTUBOMOOXHbIE B BEPXHEM
3NeMeHTe CTeKa)
OP_AND 0x84 3anpeleH (onepauums normdeckmit AND ons ABYX BEPXHUX 31E€MEHTOB
cTeka)
OP_OR 0x85 3anpeleH (onepauus normyeckuit OR ans ABYyX BEPXHUX INEMEHTOB

cTeka)
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OkoH4aHue mabn. b.6

Cumson 3HaueHue OnucaHue
(16-puuHoe)

OP_XOR 0x86 3anpeleH (onepauus normveckuit XOR ans ABYX BEPXHUX INEMEHTOB
cTeka)

OP_EQUAL 0x87 Momewaet 3HaveHne TRUE (1) B cTek, eciv ABa BEPXHUX dNeMeHTa
a6CoNTHO paBHbIl, MHaYe NomeLLaeT B cTek 3HavyeHune FALSE (0)

OP_EQUALVERIFY | 0x88 Axanoruyer onepatopy OP_EQUAL, Ho nocne npoBepKu BbINOMHSET
onepatop OP_VERIFY ans octaHoBa, ecnu pesynbrat He TRUE

OP_RESERVED1 0x89 OcTaHOB — HeKOppeKTHas TPaH3aKLMS, 33 UCKNOYEHMEM OBHAPYKeHUs
B HeBbinonHsemol Beteu OP_IF

OP_RESERVED2 0x8a OcTaHOB — HeKOppeKTHas TPaH3aKLMS, 33 UCKOUEHMEM 0BHApPYKeHUs
B HeBbInonHsemol setsn OP_IF

B Ta6s. B.7 onmcaHbl apudMeTHuecKe onepaTophl Ij1s paboThl ¢ UMCIaMMU.

Ta6nuuya b.7. Onepamopsi dna pabomel ¢ yucaamu

Cumson 3HaueHue Onucanue
(16-puuHoe)

OP_1ADD 0x8b Mpubasnset 1 K 3HaYEHMIO BEPXHErO 3IEMEHTA CTeKa

OP_1SUB 0x8c BblunTaet 1 13 3HaYeHMs BEPXHErO 3EeMEHTA CTeka

OP_2MUL 0x8d 3anpelueH (YMHOXaeT 3HaYeHMe BEPXHEro 31eMEHTa Ha 2)

OP_2DIV 0x8e 3anpelueH (BenuT 3Ha4eHne BepXHero aNemMeHTa Ha 2)

OP_NEGATE 0x8f MeHseT 3HaKk BepXHero 3/1eMeHTa CTeka

OP_ABS 0x90 M3MeHseT 3HaK BEPXHEro 31eMeHTa Ha NOMOXMUTENbHBbIN
(abcontoTHoe 3HaYeHue)

OP_NOT 0x91 Ecnu BepxHuit anemeHT paBeH O unu 1, 7o BbINONHSET noruye-
CKOe OTpULaHKe, MHaye Bo3Bpaluaet 0

OP_ONOTEQUAL 0x92 Ecnu BepxHuit anemeHT paseH 0, To Bo3Bpalyaet 0, nHaye
BO3Bpauaer 1

OP_ADD 0x93 M3BnekaeT iBa BEPXHWUX INEMEHTA, CyMMUPYET UX
1 NOMELLAeT pe3ynbTaT B CTek

OP_SUB 0x94 M3BnekaeT ABa BEPXHUX INEMEHTA, BbIYMTAET NEPBbIA U3
BTOPOrO M MOMeLUaeT pe3ynbTaT B CTek

OP_MUL 0x95 3anpelyeH (YMHOXaeT ABa BEPXHUX 3/1eMeHTa)

OP_DIV 0x96 3anpelLueH (BenuT BTOpO 3N1eMEHT Ha NepBbIi 31eMeHT)

OP_MOD 0x97 3anpetLueH (BbIYMCISET OCTaTOK OT AeNleHNs BTOPOro 31eMeHTa
Ha NepBblIi SN1EMEHT)

OP_LSHIFT 0x98 3anpelueH (cABWUraeT 3Ha4YeHWe BTOPOro 3/1eMeHTa BIEBO
Ha Ko/M4yecTBo BUTOB, OnpenenseMoe 3Ha4YeHWeM NepBoro
371eMeHTa)

OP_RSHIFT 0x99 3anpeLueH (cABMraeT 3Ha4YEHWE BTOPOro 3N1eMeHTa BNpaBo
Ha KONMYecTBO BUTOB, ONpesensieMoe 3Ha4YeHNeM Nepeoro
371eMEHTa)

OP_BOOLAND 0x9a Onepauusa normnvecknit AND ons LBYX BEPXHWUX 31€MEHTOB

OP_BOOLOR 0x9b Onepauus nornyeckunii OR ons ABYX BEPXHUX INEMEHTOB

OP_NUMEQUAL 0x9c Bospawaet TRUE, ecnv fiBa BepXHMX 3neMeHTa SBASIOTCS

PaBHbIMU YMClTaMU
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OkoHuaHue mabn. b.7

Cumeon 3HaueHue OnucaHue
(16-puuHoe)

OP_NUMEQUALVERIFY 0x9d Ananornyern NUMEQUAL, Ho BbinonHseT onepatop
OP_VERIFY pns octaHoBa, ecnu pesynbtat He TRUE

OP_NUMNOTEQUAL 0x%e Bosepauwaet TRUE, ecnu iBa BEPXHUX 3/1EMEHTA HE SBNAIOTCS
paBHbIMU YMCNAMM

OP_LESSTHAN 0x9f BosBpawaet TRUE, ecnun BTOpo#t 3neMeHT MeHbluUe, Yem
BEPXHUI IneMeHT

OP_GREATERTHAN 0xa0 BozBpataet TRUE, eciiv BTopolt 3nemMeHT 6onbLue, Yem
BEPXHWI IneMeHT

OP_LESSTHANOREQUAL Oxal Bosepawaet TRUE, ecnu BTOpo#t 3neMeHT MeHbLLEe UIn paBeH,
4YeM BEPXHWI IneMeHT

OP_GREATERTHANOREQUAL | Oxa2 Bosepawaet TRUE, ecnu BTopoit anemeHT 6onblue unu paBeH,
4YeM BEPXHUI INeMeHT

OP_MIN Oxa3 Bo3Bpaluaet MeHbLUNIA U3 BYX BEPXHUX 3/1EMEHTOB

OP_MAX Oxa4 Bo3Bpalaet 60/1blMI U3 ABYX BEPXHUX 3NEMEHTOB

OP_WITHIN Oxa5 Bo3zpatwaer TRUE, ecnu TpeTUIt 3neMeHT HaXOAMTCS Mexay
BTOPbIM M NEPBbIM 31IEMEHTaMU (UM PaBEH BTOPOMY 371EMEHTY)

B Ta6:n. B.8 ommcaHbl 0repaTopsl, peanusyomniye Kpuntorpabmuueckye QyHKIUN.

Ta6nuua b.8. Kpunmozpaguueckue u xswupyrowue onepamopel

Cumson 3HaueHue Onucavue
(16-puuHoe)

OP_RIPEMD160 0xab Bo3Bpaluaet x3w-3HayeHne RIPEMD160 BepxHero anemeHTa
cTeka

OP_SHA1 Oxa7 Bo3Bpalaet x3w-3HaveHne SHAL BepxHero aneMeHTa cTeka

OP_SHA256 O0xa8 Bo3Bpaluaet x3ww-3HaveHne SHA256 BepxHero afeMeHTa cTeka

OP_HASH160 0xa9 Bosspaiaet x3aw-3HaveHne RIPEMD160(SHA256(x)) BepxHero
3N1eMeHTa CTeka

OP_HASH256 Oxaa Bosspalaet x3w-3HaveHne SHA256(SHA256(x)) BepxHero
3N1eMeHTa CTeka

OP_CODESEPARATOR Oxab [MoMeyaeT Hayano AaHHbIX, KOHTPOMPYEMbIX (MPOBEPSEMbIX)
C NMOMOLLbIO MOANUCH

OP_CHECKSIG Oxac M3BnekaeT u3 cTeka OTKPbITbIM K04 U NOAMUCH U NpoBepseT
KOPPEKTHOCTb (BaNMAHOCTb) MOAMMCHU AN X3LUMPOBAHHbIX
NaHHbIX TpaH3aKumy; Bo3spalaet TRUE npu cooTBeTcTBUM

OP_CHECKSIGVERIFY Oxad Ananor CHECKSIG, Ho no 3aBepLuenuu BoinonHset OP_VERIFY
[LNS OCTaHOBa, ecnu pesynbrat He TRUE

OP_CHECKMULTISIG Oxae BbinonHsiet onepaumnio CHECKSIG pns kaxnoi nepegaHHoM
napbl NOANMCHU U OTKPBITOTO KAtoYa. [loMKHO BbITb YCTaHOBAEHO
COOTBeTCTBME BCex nap. M3-3a owunbku B peanusalmm nssneka-
eTCs NLLIHEee 3HaueHne, NoO3TOMyY AN1S YCTpaHeHMs 3Toi npobne-
Mbl CieflyeT UCnonb30BaTh Kak npedukc onepaumio OP_NOP

OP_CHECKMULTISIGVERIFY | Oxaf Ananor CHECKMULTISIG, Ho no 3aBeplueHnm BbINOAHAET
OP_VERIFY pns octaHoBa, ecnu pesynbtat He TRUE

B Ta651. B.9 omucaHbl CMMBOJIHI,

He BBIMOJIHSIONIe HUKAKMUX eCTBUIA.
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Tabnuua b.9. Cumeosibi, He 8bINO/HAWUE HUKAKUX delicmeaulii

CumBon

3HaueHue (16-puyHoe)

OnucaHue

OP_NOP1 - OP_NOP10

0xb0-0xb9

He BbINONHAET HUKAKMX AENCTBUIA, UTHOPUPYETCS

B Ta6s1. B.10 omucaHbl KOJIbI ONIEPATOPOB, 3ape3ePBUPOBAHHBIE JIJIS UCIIOIb30Ba-
HMSI BHYTPEHHUM NIapCepOM CKPUIITOB.

Ta6nuua b.10. Kodsl onepamopos, 3ape3epsuposaHHbie 041 UCN0Nb308AHUS 8HYMPEeHHUM Napcepom

CumBon

3HaueHue
(16-puuHoe)

Onucanue

OP_SMALLDATA

0xf9

npe,EI,CTaBJ'IﬂeT none AaHHbIX Manoro pasMepa

OP_SMALLINTEGER | Oxfa lNpepncTtaBnser none Manoro LEoro Yncna

OP_PUBKEYS Oxfb MpencraBnseT nons OTKPbLITOro Kaya

OP_PUBKEYHASH Oxfd MpencTaBnseT none X3w-3Ha4eHMs OTKPbITOrO Kkoya
OP_PUBKEY Oxfe MNpencTaBnser none OTKPbITOro Kto4a

OP_INVALIDOPCODE | Oxff MpencTtasnset noboit kop onepaumu, KOTOPOMY He Ha3HAYeHO

Kakoe-nubo aencreme




MpunoxeHue

MpennoxeHus

Nno yny4yleHuUw 6UTKOMHA
(Bitcoin Improvement
Proposals)

[TpemyiokeHMs 110 yaydlieHuio 6utkoitHa (Bitcoin Improvement Proposals) — aTo
MPOEeKTHbIE JTOKYMEHTHI, IpefoCTaBisone MHbOPMALNIO ISl OUTKOH-CO00-
IIeCcTBa UM CoflepsKallie OMyCcaHMe HOBBIX (DYHKIMOHAIbHBIX BO3MOXKHOCTE OUT-
KOJfHa, ero pabounx MpoIeccoB Wi GYHKIVOHAIbHO! Cpebl.

HokymenT BIP-01 «BIP Purpose and Guidelines» («Llenu u mpasuia BIP») ompe-

JlesisieT Tpy Tua oKyMeHTOB BIP:

O BIP-cTaHzapT — ONMKUCHIBAET BCE M3MEHEHMSI, KOTOpbIe BJIMSIIOT Ha OOIbIIVH-
CTBO WJIM HA BCe peanm3auyy 6UTKOIHA, HAaIIpUMep M3MeHeHUS B TTPOTOKO-
Je OUTKOIHA, U3MEHEeHUST B MpaBWIax MPOBepKu (Banupanmu) 6JI0KOB MU
TpaHBEl.K]_U/H'/J[ VIV JTI00bIe M3MEeHeHUs MU HOOIIOJTHEHMS, KOTOPbI€ BJIMAIOT Ha
COBMECTMMOCTD ITPUJIOKEHMIA, MCITONb3YIONINX OUTKOH,

O wundopmaimoHHblit BIP — onuchiBaeT XapakTepUCTUKY MTPOEKTHbBIX PellleHNi
OUTKOVHA UM TIPEOCTABIISIET OOIIVe TTpaBua (MIOJIOKEHNST) Wi MHOpMa-
LU0 IJIST OUTKOIH-COOOIECTBA, HO HE COMEPKUT MPEIJIOKEHMI TI0 HOBBIM
(bYHKUIMOHAIBHBIM BO3MOKXHOCTSIM. VIHDOpMaIrmoHHbie 1oKyMeHTh BIP He
MIPeACTABIISIOT 00s13aTebHbIe K MCIIOMHEHNIO PEKOMEHIAIMM WITU COT/Iale-
HUSI 1J1S1 OUTKOMH-CO06IIeCTBa, ITO3TOMY TI0/Ib30BaTENN M aBTOPbI peanunsa-
M1 TI0 CBOEMY YCMOTPEHUIO MOTYT UTHOPUPOBATh MHGOPMALIOHHBIE 10-
KyMmeHTbI BIP nnu ciemoBaTh MX peKOMeHalsIM;

O BIP c onMcanueM MpoIecca — OMUChIBAET OGUTKOH-TIPOIECC MU eI U3-
MeHeHMsT (Wi cOObITHS) B TIpotiecce. BIP ¢ ommcannem mpoiiecca moxox Ha
BIP-craHzapT, HO IPUMEHSIETCS B 00/1aCTSIX, He BXOASIINX HEITOCPeICTBEH-
HO B cepy [eiicTBUSI GUTKOMH-TIPOTOKOMA. DTU JOKYMEHTbI MOTYT MpeJia-
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raTh peaau3aluio, HO OHa He OJKHA 3aTparuBaTh OCHOBHYIO KOIOBYIO 6a3y
OUTKOIHA. DTU JOKYMEHTbI YaCTO TPeOYIOT COTIACOBAaHMS C yUacTUEM BCe-
ro coob6iectBa. B ommune ot nHbopmaunoHHsix BIP’oB, BIP ¢ onmcannem
Trpoiiecca sIBJiieTcsl 60bIile, YeM IIPOCTO PeKOMeHAaIle, U MoJIb30BaTen
He BIIpaBe UTHOPUPOBATh TaKMe JOKYMEHThI. B KauecTBe MpuUMepOB MOXKHO
Ha3BaTh MPOLIeAYPHI, TpaBUIa, U3MEHEHUS B TIpOLiecce MPUHSITUS PelleHUit
M M3MEeHEeHUS] B MHCTPYMEHTAJbHbIX CPeICTBAaxX WM B (PYHKIMOHATbHO
cpepe, MCIIOb3YeMOIJi B IIpollecce pa3paboTKu 6MTKoiiHA. Jlto6bie MeTa-BIP-

JIIOKYMEHTbI TakKe cuuTatoTcst BIP’amu ¢ onmcanuem mpoiiecca.

IlokymeHTbI BIP XpaHSITCS B pEIIO3UTOPUM C TIOAIEPSKKOM pas3IMUHBIX BEPCUii Ha
cepBuce GitHub: https://github.com/bitcoin/bips. B Ta6sa. B.1 mokasaHo cOCTOsIHUE
nmokymeHTOB BIP Ha ampesnb 2017 roga. [Iyis mosyueHust 6oiee cBexkeit MHGopMaimm
0 CYILIEeCTBYIOIIMX JOKyMeHTaxX BIP u ux comepskMMoM oOpaliaiiTech B 0GUIIaTb-
HbII PETIO3UTOPUIA.

Ta6nuuya B.1. CocmosiHue dokymeHmoe BIP Ha anpeny 2017 200a

Homep |HaumeHoBaHue Bnapeneu, (AsTop) Tvn Cratyc
BIP
BIP-1 BIP Purpose and Guidelines Amup Taaku (Amir Taaki) Mpouecc | 3ameHeH
BIP-2 BIP process, revised Jlok awwip (Luke Dashjr) Mpouecc | AKTMBM3MPOBAH
BIP-8 Version bits with LWaonunn ®paii (Shaolin Fry) MHudpopma- | YepHoBKk
guaranteed lock-in LIMOHHbIM
BIP-9 Version bits with timeout and MNetep Byinne (Pieter Wuille), MHdopMa- | MpuHaT
delay Mutep Tonp (Peter Todd), Iper LMOHHBIA | OKOHYATENbHO
Makcsenn (Greg Maxwell), Pactu
Paccenn (Rusty Russell)
BIP-10 | Multi-Sig Transaction AnaH PaiiHep (Alan Reiner) NHdopma- | OTMeHeH
Distribution LLMOHHbIN
BIP-11 | M-of-N Standard 3BuH AHgpeceH (Gavin Andresen) | Crangapt | MpuHsT
Transactions OKOHYaTeNbHO
BIP-12 | OP_EVAL 3BuH AHapeceH (Gavin Andresen) | Cranpapt | OTMeHeH
BIP-13 | Address Format for pay-to- [3BKH AHapeceH (Gavin Andresen) | Ctangapt | MpuHsT
script-hash OKOHYaTeNbHO
BIP-14 | Protocol Version and User Agent | AMup Taaku (Amir Taaki), Cranpapt | MpunsaT
Matpuk CrpaiTMaH ( Patrick OKOHYaTeNbHO
Strateman)
BIP-15 | Aliases Amup Taaku (Amir Taaki) CraHgapt | OtnoxeH
BIP-16 | Pay to Script Hash [3BuH AHppeceH (Gavin Andresen) | Crangapt | MpuHsT
OKOHYaTeNbHO
BIP-17 | OP_CHECKHASHVERIFY (CHV) | Jliok Oawwniip (Luke Dashjr) Cranpapt | OTMeHeH
BIP-18 | hashScriptCheck Jlok Jawwip (Luke Dashijr) Cranpapt | MNpennoxeH
BIP-19 | M-of-N Standard Tok Jawwip (Luke Dashijr) Cranpapt | YepHoBuk
Transactions (Low SigOp)
BIP-20 | URI Scheme Jlok Jawwip (Luke Dashijr) CraHpapT | 3ameHeH
BIP-21 | URI Scheme Hunbc Whataoep (Nils Cravpapt | MpuHsaT
Schneider), MatT Kopanno (Matt OKOHYaTeNbHO
Corallo)
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lpodommeHue mabn. B.1

Homep | HaumeHoBaHue Bnapeneu, (ABTop) Tun Cratyc
BIP
BIP-22 | getblocktemplate - Tlok Oawwitp (Luke Dashijr) Cranpapt | MpuHar
Fundamentals OKOHYaTeNbHO
BIP-23 | getblocktemplate - Pooled Tok Jawwitp (Luke Dashijr) Cravpapt | MpuHaT
Mining OKOHYaTeNbHO
BIP-30 | Duplicate transactions Metep Byinne (Pieter Wuille) CraHgapt | MpuHaTt
OKOHYaTeNbHO
BIP-31 | Pong message Marik XépH (Mike Hearn) Cranpapt | MpuHar
OKOHYaTENbHO
BIP-32 | Hierarchical Deterministic Metep Byinne (Pieter Wuille) MHdopma- | MpuHaT
Wallets LIMOHHbIV | OKOHYaTENbHO
BIP-33 | Stratized Nodes Amup Taaku (Amir Taaki) CraHpapt | YepHoBuk
BIP-34 | Block v2, Height in Coinbase [3BuH AHppeceH (Gavin Andresen) | Crangapt | MpuHaT
OKOHYaTeNbHO
BIP-35 | mempool message Ixed Mapsuk (Jef Garzik) Cravpapt | MpuHsaT
OKOHYaTEeNbHO
BIP-36 | Custom Services CrueH Tomac (Stefan Thomas) | Crangapt | YepHoBMK
BIP-37 | Connection Bloom filtering Marik XépH (Mike Hearn), Matrt | Cranpapt | MpuHsT
Kopanno (Matt Corallo) OKOHYaTeNbHO
BIP-38 | Passphrase-protected private key | Maiik Konaysnn (Mike Caldwell), | CraHpapT | YepHoBuk
AapoH BoicuH (Aaron Voisine)
BIP-39 | Mnemonic code for generating | Mapek Manatunyc (Marek Cranpapt | MpennoxeH
deterministic keys Palatinus), MaBon PycHak (Pavol
Rusnak), AapoH BoticuH (Aaron
Voisine), LLoH Boy (Sean Bowe)
BIP-40 | Stratum wire protocol Mapek Manatunyc (Marek CraHgapt | Homep BIP
Palatinus) Ha3HayeH
BIP-41 | Stratum mining protocol Mapek ManatnHyc (Marek CraHpgapt | Homep BIP
Palatinus) Ha3HayeH
BIP-42 | Afinite monetary supply Metep Byinne (Pieter Wuille) Cranpapt | YepHoBuk
for Bitcoin
BIP-43 | Purpose Field for Deterministic | Mapek ManatuHyc (Marek MHdbopma- | YepHoBKMK
Wallets Palatinus), MaBon PycHak (Pavol | LMOHHBIN
Rusnak)
BIP-44 | Multi-Account Hierarchy for Mapek ManatuHyc (Marek Cranpapt | MNpennoxeH
Deterministic Wallets Palatinus), MaBon PycHak (Pavol
Rusnak)
BIP-45 | Structure for Deterministic MaHyanb Apaoc (Manuel Araoz), | CraHpapt | lMpennoxeH
P2SH Multisignature Wallets PaiiaH Kc. Yapns (Ryan X. Char-
les), Matnac Anexo lapcua
(Matias Alejo Garcia)
BIP-47 | Reusable Payment Codes HOctyc PaHBbe (Justus Ranvier) | Uudopma- | HepHoBuk
for Hierarchical Deterministic LLMOHHbIN
Wallets
BIP-49 | Derivation scheme [3unan Beiirn (Daniel Weigl) MHdopma- | YepHoBuk
for P2WPKH-nested-in-P2SH LLMOHHbIN
based accounts
BIP-50 | March 2013 Chain Fork Post- 3BuH AHppeceH (Gavin Andresen) | Mhdopma- | MpuHaT
Mortem LIMOHHbIA | OKOHYATENBHO
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lpodommeHue mabn. B.1

LLMOHHbIM

Homep | HaumeHoBaHue Bnapeneu, (ABTop) Tun Cratyc

BIP

BIP-60 | Fixed Length “version” Message |Amup Taaku (Amir Taaki) CraHpapt | YepHoBuk
(Relay-Transactions Field)

BIP-61 | Reject P2P message [3BKH AHapeceH (Gavin Andresen) | Ctangapt | MpuHaT

OKOHYaTeNbHO

BIP-62 | Dealing with malleability MNetep Byinne (Pieter Wuille) CraHpgapt | OT™MeHeH

BIP-63 | Stealth Addresses Mutep Topa (Peter Todd) Cranpapt | Homep BIP

Ha3HaueH
BIP-64 | getutxo message Marik XépH (Mike Hearn) Cranpapt | YepHoBuk
BIP-65 | OP_CHECKLOCKTIMEVERIFY Mutep Topa (Peter Todd) Cranpapt | MpunsaT

OKOHYaTENbHO
BIP-66 | Strict DER signatures MNetep Byinne (Pieter Wuille) CraHgapt | MpuHat

OKOHYaTEeNbHO

BIP-67 | Deterministic Pay-to-script- Toma Kepen (Thomas Kerin), Cranpapt | MNpennoxeH
hash multi-signature addresses | XaH-lbep Pynn (Jean-Pierre
through public key sorting Rupp), PybeH ae Bpue (Ruben

de Vries)

BIP-68 | Relative lock-time using Mapk ®puaenbax (Mark Frie- Crangapt | MpuHAT OKOH-
consensus-enforced sequence denbach), BtcDrak, yaTtenbHo
numbers Hukona Oopee (Nicolas Dorier),

kinoshitajona

BIP-69 | Lexicographical Indexing Kpucros Atnac (Kristov Atlas) MHdopma- | MNMpennoxeH
of Transaction Inputs and LIMOHHbIM
QOutputs

BIP-70 | Payment Protocol [3BMH AHppeceH (Gavin Andre- | Cranpapt | MpuHsT

sen), Maiik XépH (Mike Hearn) OKOHYaTeNbHO
BIP-71 | Payment Protocol MIME types [3BuH AHppeceH (Gavin Andresen) | Crangapt | MpuHsT
OKOHYaTeNbHO

BIP-72 | bitcoin: uri extensions [3BuH AHapeceH (Gavin Andresen) | Cranpapt | MpuHsT
for Payment Protocol OKOHYaTeNbHO

BIP-73 | Use «Accept» header CruseH [Maiip (Stephen Pair) Cravpapt | MpuHsaT
for response type negotiation OKOHYaTeNbHO
with Payment Request URLs

BIP-74 | Allow zero value OP_RETURN Tobu Magunbs (Toby Padilla) Cranpapt | YepHoBuk
in Payment Protocol

BIP-75 | Out of Band Address Exchange | IxactuH HbtoToH (Justin Newton), | CraHgapT | YepHoBuk
using Payment Protocol MatT [3Bug, (Matt David), AapoH
Encryption BoricuH (Aaron Voisine), xeimc

MakYaiT (James MacWhyte)

BIP-80 | Hierarchy for Non-Colored HOctyc PaHBbe (Justus Ranvier), | UHdopma- | OTnoxeH
Voting Pool Deterministic xummu Conr (Jimmy Song) LIMOHHBIV
Multisig Wallets

BIP-81 | Hierarchy for Colored Voting HOctyc PaHBbe (Justus Ranvier), | MHdopma- | OTnoxeH
Pool Deterministic Multisig [xummu Conr (Jimmy Song) LIMOHHBIV
Wallets

BIP-83 | Dynamic Hierarchical Jpwk JTombposo (Eric Lombrozo) | CraHoapt | YepHoBuk
Deterministic Key Trees

BIP-90 | Buried Deployments Cyxac Jadryap (Suhas Daftuar) | MHdopma- | YepHoBMK
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lpodommeHue mabn. B.1

Homep | HaumeHoBaHue Bnapeneu, (ABTop) Tun Cratyc
BIP
BIP-99 | Motivation and deployment Xopx TumoH (Jorge Timon) MHbopma- | YepHoBuMK
of consensus rule changes LIMOHHbIM
([soft/hard]forks)
BIP-101 | Increase maximum block size [3BKH AHppeceH (Gavin Andresen) | CraHpapt | OTMeHeH
BIP-102 | Block size increase to 2MB [xed Map3uk (Jef Garzik) CraHgapt | YepHoBuk
BIP-103 | Block size following technologi- | MeTtep Byiinne (Pieter Wuille) Cranpapt | YepHoBuk
cal growth
BIP-104 | Block75 - Max block size like t.khan CraHpapt | YepHoBuk
diiculty
BIP-105 | Consensus based block size BtcDrak CraHpapt | YepHoBuk
retargeting algorithm
BIP-106 | Dynamically Controlled Bitcoin | Ynan Yakpaboptu (Upal CraHpgapt | YepHoBuk
Block Size Max Cap Chakraborty)
BIP-107 | Dynamic limit on the block size | BawwuHrroH M. CaHuec Cranpapt | YepHoBuk
(Washington Y. Sanchez)
BIP-109 | Two million byte size limit with | [5BuH AHopeceH (Gavin Andresen) | CraHgapT | OTknoHeH
sigop and sighash limits
BIP-111 | NODE_BLOOM service bit MstT Kopanno (Matt Corallo), CraHpapt | MNpennoxeH
Mutep Toan (Peter Todd)
BIP-112 | CHECKSEQUENCEVERIFY BtcDrak, Mapk ®puaeHbax Cranpapt | MpunsaT
(Mark Friedenbach), 3pwuk OKOHYaTeNnbHO
Jlombposo (Eric Lombrozo)
BIP-113 | Median time-past as endpoint | Toma KepeH (Thomas Kerin), Cranpapt | MpunsaT
for lock-time Mapk ®pupeHbax (Mark OKOHYaTeNbHO
calculations Friedenbach)
BIP-114 | Merkelized Abstract Syntax Tree | [LxxoHcoH Jlo (Johnson Lau) Cranpapt | YepHoBuk
BIP-120 | Proof of Payment Kanne PoseHbaym (Kalle Cranpapt | YepHoBuk
Rosenbaum)
BIP-121 | Proof of Payment URI scheme Kanne Po3eHbaym (Kalle Cranpapt | YepHoBuk
Rosenbaum)
BIP-122 | URI scheme for Blockchain Mapko MoHTenno (Marco CraHpgapt | YepHoBuk
references / exploration Pontello)
BIP-123 | BIP Classiication Jpuk Jlombpo3o (Eric Lombrozo) | Mpouecc | AkTMBM3MpOBaH
BIP-124 | Hierarchical Deterministic Jpuk JTombpo3o (Eric Lombrozo), | MHdopma- | YepHoBuK
Script Templates Yunbsam CyoHcoH (William LIMOHHBIV
Swanson)
BIP-125 | Opt-in Full Replace-by-Fee [38ua A XappauHr Cranpapt | MNpennoxeH
Signaling (David A. Harding), lNutep Toaa,
(Peter Todd)
BIP-126 | Best Practices for Heteroge- Kpucros Atnac (Kristov Atlas) MHbopma- | YepHoBuMK
neous Input Script Transactions LIMOHHBIV
BIP-130 | sendheaders message Cyxac ladtyap (Suhas Daftuar) | Cranpapt | [lpennoxeH
BIP-131 | «Coalescing Transaction» Kpwuc Mpuct (Chris Priest) Cranpapt | YepHoBuk
Speciication (wildcard inputs)
BIP-132 | Committee-based BIP JHam Yeits (Andy Chase) Mpouecc | OTMeHeH
Acceptance Process
BIP-133 | feeilter message Anexc Mopkoc (Alex Morcos) Cranpapt | YepHoBuk
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OkoH4aHue mabn. B.1

Homep | HaumeHoBaHue Bnapeneu, (ABTop) Tun Cratyc

BIP

BIP-134 | Flexible Transactions Tom Uanpep (Tom Zander) CraHgapt | YepHoBuk

BIP-140 | Normalized TXID Kpuctuan fexep (Christian CraHpapt | YepHoBuk

Decker)

BIP-141 | Segregated Witness (Consensus | 9puk Jlombpo3o (Eric Lombrozo), | Crangapt | YepHoBuK

layer) [xoHcoH Jlo (Johnson Lau),
Metep Byinne (Pieter Wuille)

BIP-142 | Address Format for Segregated | [lxoHcoH Jlo (Johnson Lau) Cranpapt | OTnoxeH
Witness

BIP-143 | Transaction Signature Veriica- | IxoHcoH Jlo (Johnson Lau), Cranpapt | YepHoBuk
tion for Version 0 Witness Metep Byinne (Pieter Wuille)
Program

BIP-144 | Segregated Witness (Peer Jpwk Jlombpo3so (Eric Lombrozo), | Cranaapt | YepHoBuk
Services) MNetep Byinne (Pieter Wuille)

BIP-145 | getblocktemplate Updates Jok Jawwitp (Luke Dashijr) Cranpapt | YepHoBuk
for Segregated Witness

BIP-146 | Dealing with signature [xoHcoH Jlo (Johnson Lau), Cranpapt | YepHoBuk
encoding malleability MNetep Byinne (Pieter Wuille)

BIP-147 | Dealing with dummy stack [xxoHcoH Jlo (Johnson Lau) Cranpapt | YepHoBuk
element malleability

BIP-148 | Mandatory activation of segwit | LLlaonun ®paii (Shaolin Fry) CraHpapt | YepHoBuk
deployment

BIP-150 | Peer Authentication MoHac Linennu (Jonas Schnelli) | Craugapt | YepHosuk

BIP-151 | Peer-to-Peer Communication Mowac LLnennu (Jonas Schnelli) | Crangapt | YepHosuk
Encryption

BIP-152 | Compact Block Relay M>tT Kopanno (Matt Corallo) CraHpapt | YepHoBuk

BIP-171 | Currency/exchange rate Tok Oawwip (Luke Dashijr) Cranpapt | YepHoBuk
information API

BIP-180 | Block size/weight fraud proof Jlok awwip (Luke Dashjr) Cranpapt | YepHoBuk

BIP-199 | Hashed Time-Locked Contract | LLoH boy (Sean Bowe), laitapa | CrangapT | YepHoBuK

transactions

Xoneyg (Daira Hopwood)




[MpunoxeHue

DyHKuUA
Segregated Witness (Segwit)

Oy Segregated Witness (Segwit) mpencraBiisieT co60ii 0OHOBIEHNE TTPABUT
KOHCEHCYCA ¥ CETeBOTO ITPOTOKOJIA OUTKOMH-CUCTEMBI, TTPEAJIOKEHHOE U pPean30-
BaHHOEe KaK HeyCToiiunBoe paspeTsieHue (soft fork), koropoe Ha MOMEHT Hamuca-
Hus KHUTH (cepenvHa 2017 rofa) oxXugaeT akTUBU3ALUN.

B xpunrorpadgum TepMuH «CBUIETENbCTBO» (MU «OKa3aTeabCTBO») (Witness)
MCITOIb3YEeTCS JJIS1 OTIMCAHMS pelleHus KpuIrorpaduueckoi rooBoJIOMKY (3a1a-
yi). B repMuHax GUTKOMHA CBUIETETBCTBO BHITIOTHSIET KPUIITOTpapMUUeCcKoe yCIo-
Bli€, pa3MellleHHOe B HeM3Pacx00BaHHbIX BbIXOAHBIX JaHHBIX (UTXO) TpaH3aKLIyN.

B KoHTeKkcTe 6MTKOIHA IM(POBast MOANICH SIBISIETCS OMHUM M3 TUIIOB CBUIE-
TeJIbCTBA, HO CBUAETEIBCTBOM B 00jiee IIMPOKOM CMBIC/Ie SIBJIsIeTCS Jo6oe pele-
HlMe, KOTOPO€e MOXKET BBIITOTHUTD YCIOBMS, 3afaHHbIe B faHHbIX UTXO, 1 pa36iIoku-
poBatb 3Tu ganHbple UTXO pys1 pacxomoBaHus. TepMUH «CBUAETEIBCTBO» — B 3TOM
CMbIC/IE TOpa3io 6oee 0OOOIIEHHDIN TEPMUH [JIST «Pa3OIOKUPYIOIIEr0 CKPUIITA»
U «scriptSig».

Ilo mosiB/ieHMsSI MexXaHM3Ma segwit Kaskable BXOAHbIe JaHHbIe B TPaH3aKIMU CO-
MIPOBOKAAINCH «CBUIETETbCTBYIOMIMMIM» TaHHBIMM, KOTOPbIE Pa3GIIOKMPOBAIIN 3TU
BXOAHbIe aHHble. CBUIETEbCTBYIONIVE JaHHbIe BCTPaMBaIMUCh B TPAH3aKIIMIO KaK
YacTh KasKIbIX BXOAHBIX MTaHHbBIX. TepMuH segregated witness, uau segwit mjist KpaT-
KOCTY, O3HAUaeT IMPOCTO TMOAIUCH MM Pa3bIOKUPYIOMINI CKPUIIT B KOHKPETHOM
(bparmeHTe BBIXOOHBIX JAHHBIX. [IJIs1 TPOCTOTHI MOKHO ITOJIb30BAThCSI CAMO¥ ITPOC-
TO¥ hopMOi1 3TOTO TepMMHa: separate scriptSig mim separate signature (otmesnbHast
TIOJTINCD).

Takum o6pasom, MexaHusMm Segregated Witness mpemcraBisieT co060ii apXuUTeK-
TYpPHOE 3MeHeHNe B OMTKOIH-CUCTEME, OPUEHTHPOBAHHOE Ha IIepeMelleHI e CBU-
JIeTeJIbCTBYIOIMX (OKA3aTelbHbIX) JAHHBIX U3 MOJIST scriptSig (pa3s6imoKupyrommit
CKPUIIT) TPaH3aKIMM B OTAENbHYIO CTPYKTYPY JaHHbBIX witness, KOTOpasi COMPOBOXK-
JIlaeT TpaH3akKiuio. KiMeHTbl MOTYT 3alIPOCUTh JaHHbIe TPaH3aKIUM BMeCTe C CO-
MIPOBOKAAIOIIVIMM JAHHBIMU Witness My 6e3 HuX.

B 3TOM TNpMJIOKeHMM MBI PACCMOTPMM HEKOTOpbIe MpeumylnecTBa Segregated
Witness, a Takoke MeXaHM3M, UCTIOIb3yeMblii [JjIs1 pa3BepThIBAaHUS U peanu3alun
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9TOTO apXUTEKTYPHOTO M3MeHeHMUsI, ¥ MPOeMOHCTPUPYEM MpaKTHUUIecKoe MpumMe-
HeHMe Segregated Witness B TpaH3aKIIMSIX 1 aJipecax.
Mexanusm Segregated Witness ompenesneH B ciaeayomLux okymeHTax BIP:

@)

@)

@)

BIP-141 - ocHOBHOe oIlpefesieHMe U OIKcaHMe MexaHM3Ma Segregated
Witness;

BIP-143 — Bepudukanmst noamucu Tpansakimii (Transaction Signature Verifi-
cation) a5t Bepcuu O mporpaMmsbl cBUaeTenbcTBa (Witness Program, version 0);
BIP-144 — cepBucsl nupuHroBoii cetu (Peer Services) — HOBbie hopMaThl ce-
TEBBIX COOOIEHNI U cepuaan3alnm;

BIP-145 - o6HoBeHus getblocktemplate mst Segregated Witness (it BbI-
TOJTHEHUST MAliHMHTA).

3AYEM HY)XXEH MEXAHU3M SEGREGATED WITNESS

Segregated Witness — 3TO apXUTEKTYpPHOE M3MeHeHMe, OKa3bIBaIOIee BO3IeiCTBIE
Ha MacITabupyemMocTh, 6€3011acHOCTb, (DMHAHCOBOE CTUMY/IMPOBAHME U IIPOU3BO-
IOUTEIbHOCTh GUTKOMH-CUCTEMBI, BhIPAXKAIOIIEECsS] B HECKOIbKUX CIIEAYIOMMX (-
dexkrax:

)

'MOKOCTb TPaH3aKIMii — MPM BBIHOCE A0KAa3aTeNbHBIX AAHHBIX witness 3a
Tpenesibl TPAH3aKIMM X31I-3HaUeHMe TPaH3aKIMM UCTIO/Ib3YeTCs KaK UIeH-
TUGUKATOP, Terephb y)Ke He BKIIOYAEeMbIi B witness-maHHbie. [10CKOIbKY
witness-gaHHble SIBJSIIOTCS €IVMHCTBEHHOI 4YacTbi0 TpaH3aKIMM, KOTOopas
MOXKeT ObITb M3MeHeHa TPeThell CTOPOHOI (cM. pasnen «meHTuhmUKaTopsl
TpaH3aKLUMii» HI/KE B 3TOM JKe MPUJIOKeHUN), yaalleHe 3TOl YacTu TakKe
MCKIII0YaeT BO3MOXXHOCTb aTakK, UCIIOIb3YIOMNX M3MEHSIEeMOCThb (TMOKOCTb)
TpaH3akumii. IIpu ucronb3oBaHuyu Segregated Witness XsII-3HaueHMe
TpaH3aKLU}M CTAHOBUTCS HEM3MeHSIeMbIM JIJ1S1 BCeX, KpOMe CO37aTesisi 3TO
TpaH3aKLUWM, YU 3TO 3HAUMTENbHO YIy4YlllaeT peanu3aluy MHOTUX IOPYIUX
IIPOTOKOJIOB, OCHOBAHHBIX Ha YCOBEPIIEHCTBOBAHHOW KOHCTPYKIIMMU OWUT-
KOMH-TPaH3aKUMii, TAKMX KaK KaHaJIbI TUIATEXe, [JelTI0YeYHble TPaH3aKLUN
u cetu Tuna Lightning Network;

yIipaBJ/ieHe BePCUSIMIM CKPUIITOB — ITOC/Ie BBOJA B KCILTyaTali0 CKPUIITOB
Segregated Witness B caMoM Havasie KaXkI0ro OJIOKMPYIOIIEro CKPUIITA CTaIN
YKa3bIBaTh HOMEP BepCu CKPUIITA IO aHAJIOTUY C TPAH3aKIIUSIMMU U OIIOKaMU,
TaKoKe BKITIOYAIOMIVIMIM HOMepa Bepcuii. [lo6aBieHe HoMepa BepCuy CKPUIITa
MI03BOJISIET OOHOBJISITE CKPUITTOBBIN SI3bIK B PeKIMe 00paTHOM COBMECTUMO-
cTy (TO eCTh UCITONIb3YS JIJIsT OOHOBJIEHMST HEYCTOUMBbIE pa3BeTBeHus (Soft
fork)) mpu BBoZe HOBBIX OIEPATOPOB, CMHTAKCUCA U CEMaHTUKM CKPUIITOB.
B0O3MOKHOCTh OOGHOBJIEHMSI CKPUIITOBOTO SI3bIKA TaKUM 6e360/1e3HEHHbIM
CII0cO60M CYIIEeCTBEHHO YCKOPSIET BHEIPEeHVe MHHOBAIMIA B OUTKOIH;
MacIITabupoBaHye CeTeil ¥ XPaHWIUII — Witness-JaHHbIe YacTO CTAHOBSIT-
Csl TIPUUYMHOM 3HAUUTEbHOTO YBeIMYEHMS pa3Mepa TpaH3akuyii. CloXHbIe
CKPUIITBI, HATIPMMED UCITI0/Ib3yeMble J1J1S1 MyJAbTUIIOAIICEN VI 111 KaHAJIOB
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raTexxeit, BecbMa BeJIMKU. B HEKOTOPBIX CIydasix pasMep 3TUX CKPUIITOB CO-
CTaB/IsSIeT Jake OOMBIIYIO YacTh (6osee 75%) maHHBIX TpaH3aKIuu. [lepeme-
1ast witness-jaHHbIe 3a pefebl TpaH3aKuuy, Segregated Witness ymyuiiaet
MacIITabMPyeMOCTb OUTKOH-CUCTEMBI. Y3JIbI MOTYT OTCEUDb Witness-IaHHbIe
TIOCJIe TIPOBEPKY KOPPEKTHOCTHM MTOMITMCEN MM BOOOIIE MTHOPUPOBATH UX TTPU
BBITIOJIHEHUM YITPOIeHHOM Bepudukaimyu miateska. Her Heo6xomumocTu me-
penaBaTh witness-JaHHble BCEM y3/71aM M XPaHUTh UX Ha AMCKaX BCEX y3J/I0B;

O ontumusaius Bepuduranuyu moamnmuceit — Segregated Witness o6GHOBISIET
¢dyHkIMHK, pabotaromiye ¢ mognucsiMu (CHECKSIG, CHECKMULTISIG M T. I1.), YTOOBI
YMEHbBIIUTb BBIYUCIUTENbHYIO CIOKHOCTh alropuTMa. JIo segwit anroputm
reHepauuy MOJIMCell TpebOBalI BBITIOMHEHUS! ONpeIeIeHHOTO KOIMYeCcTBa
omepaiuii XaMUpoBaHusl, TPOIOPLMOHATBHOTO pa3mepy TpaH3akuuu. ClIox-
HOCTb BBIUMC/IEHUIt X3II-3HaUeHMII AJid JaHHBIX yBenuuuBaeTcs no O(n?)
C YIeTOM KOJIMYECTBA OTIepaInii C MOAMMUCSIMY, CO34aBast GOIBITYI0 BEIUMCTU-
TeJIbHYIO HaTPy3Ky Ha Bce y3JIbl, TpoBepsioliye noanuck. Ilocie BBoga segwit
aArOPUTM M3MEHMIICS, U er0 CJIOKHOCTb CHM3Mnach 1o O(n);

O ycoBeplIeHCTBOBaHME peEXMMa CO3LAHMS TOANMUCU B pekuMe odmaitH —
nonnucy Segregated Witness BK/IIOUaloT 3HaUeHMe (CyMMY), HA KOTOPYIO CChI-
JIaeTCsl Kaxkablii GparMeHT BXOIHbBIX JaHHbIX, 3aBepPeHHbI TaKoii MOAMNNUCHIO.
Panbiiie yCcTpOiiCTBO CO3[aHMS MOATIUCU B pexkuMe odiiaiiH, HaIpuMep ar-
MapaTHbI KOIIeleK, 00513aTeIbHO TOJDKHO OBLIO IIPOBEPUTH CYMMY, YKa3aH-
HYIO B KaxkI0M (pparMeHTe BXOJHBIX TaHHBIX, ITepe, MOAIMCHI0 TPaH3aKIUN.
O6BIYHO 3Ta Omeparysl BLITIONHSIIACH C TIepefaveit 601bpIIoro oo6beMa AaH-
HBIX O MPEeABIAYINeil TpaH3aKIVY, SIBISIOMENCS UCTOYHMKOM 06pabaThiBae-
MbIX BXOJIHbIX TaHHbBIX. HO mocie BBoza segwit 3TOT 06beM CTasl 4acThIo Tie-
peraBaeMoro Xdli-3HaueHMs, KOTOpoe HY>KHO 3aBePUTh MOAINCHIO, TI03TOMY
odaitHOBOMY YCTPOICTBY He HY>KHA ITpeAbIayIas TpaHsakius. Eciu cymmMbl
He COBNAAAIOT (MCKaskeHbl CKOMIIPOMETMPOBAHHOI OHIAtHOBOI CUCTEMOIH),
TO MOZINCh CYUUTAETCSI HEKOPPEKTHOIA.

KAK PABOTAET MEXAHWU3M SEGREGATED WITNESS

Ha nepBbsIii B3m1si, Segregated Witness BBIIISIIUT KaK M3MEHEHME B IIPOIIECCe CO3-
IaHWS TPAH3aKIIMiA, CTIeoBaTebHO, KaK HOBast GYHKIMOHAIbHAS BO3MOKHOCTD Ha
YPOBHE TpaH3aKIINii, HO 3TO He Tak. B geiictBurenbHocTu Segregated Witness Taxke
M3MEHSIEeT MPOoLeAYyPY pacxomoBaHus oTaenabHbIX JaHHbIX UTXO, TO ecTh IpeacTaB-
JIeT co60¥i GYHKIINIO, IeVICTBYIOIIYIO Ha YPOBHE BbIXOIHbBIX JAHHBIX.

TpaH3aKIIMs MOKET PAaCXOA0BaTh BHIXOIHbIE AAHHbIE, VICTIONb3YIommye Segregated
Witness, i 06bIuHbIE (ComepsKalue witness-gaHHbIe) BBIXOIHbBIE NTaHHBIE, VN
06a THuIa BBIXOJHBIX JaHHBIX. TakMM 06pa3oM, HET KaKOro-inbo cMbicjia 0603Ha-
YyaTh TPaH3aKIMIO CHElMaIbHBIM TepMMuHOM «Segregated Witness TpaH3aKIysI».
BMmecTo aToro ciaegyet 0co60 OnpeneanTh «BbIXOIHbIE JAHHBIE C UCIIOJIb30BaHMEM
Segregated Witness».
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Korma TpaHsakuust pacxomayet gaHHble UTXO, oHa 06s13aHa MPeaoCTaBUTDb JOKa-
3aTeNIbCTBO (Witness). B 06bryHbIX JaHHBIX UTXO GIOKMUPYIOMINIT CKPUIIT TPeOyeT,
YyTOOBI Witness-gaHHbIe ObLIM BK/IIOUEHBI B BBIXOAHBIE TaHHbIE TPAH3aKIINM, KOTO-
pas pacxonyet o™i ganHble UTXO. Ho manubie UTXO, ncnonb3yiomye Segregated
Witness, ompenenstoT 6I0OKMPYIOLINIT CKPUIIT, YCIOBUSI KOTOPOTO MOTYT OBIThH BbI-
TIOJTHEHBI C TIOMOIIbI0 Witness-JaHHbIX, pa3MellleHHbIX BHE BXOAHbIX JaHHbBIX (OT-
JleJIeHHbIX OT HUX).

HEeyCTOMUYMBOE PA3BETB/IEHME (OBPATHAFI COBMECTMMOCTb)

Segregated Witness rpepcrasisieT co607¥1 CylleCTBeHHOe M3MeHeHMe B hopMuUpoBa-
HUM apXUTEKTYPhI BLIXOIHBIX TAHHBIX U TpaH3akiuii. [logo6HOe n3MeHeHe 00bIY-
HO TpeOyeT OJHOBPEMEHHOTO BHECEHMSI KOPPEKTMPOBOK Ha KaXKIOM OUTKOMH-Y371e
" B KasK0M Kollle/ibKe /i1 peIaKTUPOBaHMsI ITpaBUJI KOHCEHCYCa, a 3Ta Mpoleaypa
M3BECTHA I10f, Ha3BaHMueM ycToitumBoe pasetsieHue (hard fork).

BmecTto aToro Segregated Witness BBOOUTCS ¢ TOpa3io MeHee pa3pyIlnTeTbHbI-
MM M3MEeHEeHNUSIMY, 00ecrieunBast 06paTHYI0 COBMECTUMOCTD, UYTO OIIPeHeIsieTcsT Kak
HeycToltunBoe pa3BeTrieHue (soft fork). ITor Tun 06HOBIEHNS TTO3BOJISIET HEOOHO-
BUBIIEMYCSI ITPOrPAMMHOMY 0OeCreueHII0 ITPOCTO UTHOPMUPOBATh BHECEHHbBIE M3-
MeHEeHMSI ¥ ITPOIOJIKATh paboTy 6e3 KaKUX-TMO0 3aTPyIHEHUIT U TIOTEPb.

Brixonmuble maHHble Segregated Witness popMupyioTcs TakumM 06pa3om, YTOOBI
6oJiee cTapbie CUCTeMbI, KOTOPbIE He MCIIOAb3YIOT Segwit, MMest BOSMOKHOCTb UX
MPOBEPUTH. [IJII CTApOit BEpCUM KOIIeIbKa MM y3Jia BRIXOIHbIE TaHHble Segregated
Witness BBIIJISIAAT KaK BbIXOIHbIE JaHHbIE, KOTOPbIE JII000 MOKET M3PacX0I0BaTh.
Takue BbIXOAHbIE JAHHbIE MOTYT PAcXO[0BATbCS C ITyCTHIM ITOJIEM TTOATIACH, Clie-
JIOBAaTEIbHO, TOT (PAKT, YTO B TPaH3aKIUM OTCYTCTBYET IMOAIIMCH (OHA pa3MelleHa
OTIIeJIbHO), HE JlejlaeT TPaH3aKIINMI0 HeKOPPeKTHON. Ho 6oyiee HOBbIe Bepcuy KO-
IIeJTbKOB ¥ Y3/I0B MaifHMHTa BUISIT BLIXOHbIE MaHHbIe Segregated Witness, v ripep-
ToJIaTaeTcsl, YTO OHM HaXO[ISIT KOPPEKTHOe JOKa3aTeabCTBO MIJisl TPaH3aKIMM B ee
witness-TaHHbIX.

IMPUMEPBI MCNONMb30BAHMS BbIXOAHbBIX AAHHbIX
SEGREGATED WITNESS B TPAH3AKLMAX

PaccMoTpyM HECKOJIBKO IIPMMEPOB TPaH3aKLuii 1 MoHabmomaeM, Kak Segregated
Witness Bo3eiicTByeT Ha ITpolieaypbl 00pabOTKM TpaH3aKIuit. B mepBoM mmpumepe
MOKa3aHo, Kak u3MeHseTcs wiaTtexx Pay-to-Public-Key-Hash (P2PKH) npu ncnonb-
30BaHMM MporpamMMHoro obecrieueHus Segregated Witness. 3aTem neMOHCTpUPY-
eTCsl aHAJIOTMYHBI TTpuMep npuMeHeHust Segregated Witness mjis ckpunros Pay-
to-Script-Hash (P2SH). B mociemHeM IMpuMepe paccMaTpPMBAeTCs BO3MOXKHOCTD
BCTpaMBaHMs 00eux BBINIEYIOMSIHYTBHIX mporpamm Segregated Witness B P2SH-
CKPUIIT.
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ITnamexc Pay-to-Witness-Public-Key-Hash (P2WPKH)

B paspene «IToxkynka yamky kode» rmaBsl 1 Anyca cozfgana TpaH3aKLUMIo [J1s IiaTe-
ska BobOy 3a uairky Kode. ta TpaH3akIMs GopMUPYET BIXomHbIe naHHbIe P2PKH co
3HaueHueM 0.015BTC, KoTopoe CTano JOCTYITHO AJIst pacxogoBaHust Bo6om. CKpumT
BBIXOIHBIX JAHHBIX BBITISIIUT CJIEAYIOIMM 06pa3oM:

DUP HASH160 ab68025513c3dbd2f7b92a94e0581f5d50f654e7 EQUALVERIFY CHECKSIG

C momorpio MexaHusMma Segregated Witness Amica Moria 6bI CO3JaTh CKPUIIT
Pay-to-Witness-Public-Key-Hash (P2WPKH) cienytoiero Buia:

0 ab68025513c3dbd2f7b92a94e0581f5d50f654e7

3mech MOXKHO BUIETD, UTO OJIOKMPYIONINI CKPUIIT JJIST BBIXOJHBIX MAHHBIX Segre-
gated Witness HAaMHOTO TIPOIIE, YeM CKPUIIT IJIsI OOBIYHBIX BBIXOIHBIX AAHHBIX. OH
COCTOUT U3 IBYX 3HAUEHMUI, KOTOpbIe MOMENIAI0TCS B CTEK BBITIOJIHEHUSI CKPUIITA.
IIJist cTapbIX Bepcuii (He IOANePsKUBAIOIINX Segwit) OMTKOMH-KIMEeHTa 9T IBa 3Ha-
YeHMsI B CTeKe AO/DKHBI BBIVISIAETh Kak BbIXOJHbBIE TaHHbIEe, KOTOPble MOXET pac-
XOIOBATh KTO YTOAHO ¥ KOTOpbIe He TPeOYIOT MOAIMCY (MJIM MOTYT PacXOA0BaThCS
C TTYCTBIM I10JIEM MOATIMCH). 1711 HOBBIX Bepcuii (C MOAAePsKKOi segwit) GUTKOIH-
knueHTa nepsBoe unciao (0) MHTepIpeTUupyeTcss Kak HOMep Bepcum (Bepcust JoKa-
3aTeNbCTBA — witness version), a Bropast yacTb (20 6aiiTOB) mpencTaBisieT coO0it
SKBUBAJIEHT OJIOKMPYIOLIETO CKPUIITA, HA3bIBAEMOTO ITPOrPaMMO¥i JOKA3aTeTbCTBA
(witness program). 20-6aiiToBasi IMporpaMma J0Ka3aTeabCTBa — 3TO MPOCTO X3III-
3HaueHMe OTKPBITOrO KIKUa, TOUHO Takoe e, Kak B ckpulite P2PKH.

Terepb pacCMOTPMM COOTBETCTBYIOIIYIO TPAH3aKI[MI0, KOTOPYIO Bob mcmomb3yeT
IS pAaCXOOBaHMS 3TUX BBIXOAHBIX JAaHHBIX. B MepBOHAUYa/IbHYI0 BEPCUI0 CKPUTITA
(6e3 segwit) TpaH3akiusi Boba momkHa 6bl1a BKIIOUKUTH ITOAINCH B COCTaB BXOIHBIX
JaHHBIX TPaH3aKLIUNA:

[...]
"vin" [
"txid": "0627052b6f28912f2703066a912ea577f2ceddadcaa5a5fbd8a57286¢c345¢c2f2",
"vout": O,
"scriptSig": "<Bob's scriptSig>",
]
[...]

Ho 1151 pacxomoBaHus BBIXOMHbBIX TaHHBIX Segregated Witness Bo BXOIHBIX AaH-
HBIX 3TOJ TpaH3aKI[MM MMOAMNUCK HeT. BMecTo sTOro TpaHsakius boba comepskut
IycTOe IoJie scriptSig u BkiouaeT naHHble Segregated Witness BHe IpeenoB ca-
MOJ1 TpaH3aKINUN:

[...]
"vin" ¢ [
"txid": "0627052b628912f2703066a912ea577f2ced4dadcaa5a5fbd8a57286c345¢c2f2",
"vout": O,
"scriptSig":
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[...]

"witness": "<Bob's witness data>"

[...]

Co3danue ckpunma P2WPKH e kouienske

OueHb BaKHO OTMETUTh, UTO ckpunT P2ZWPKH mosskeH co3maBaTbCsl TOJNBKO IMO-
JiyyaTesieM TijiaTexka, a He GOpMMUPOBATHCS OTIIPABUTEIEeM Ha OCHOBE M3BECTHOTO
OTKpbITOrO Kiawoda, P2PKH-ckpunTta min agpeca. Y OTIIPaBUTENSI HET BO3MOKHO-
CTU y3HATh, UMEETCS JIX y KOlIlleJibKa MoJTydaTesisi BO3MOKHOCTb CO3[aHuUs segwit-
TpaH3aKIMii ¥ pacXoJ0BaHMsI BbIXOAHBIX JaHHBIX P2ZWPKH.

Kpowme Toro, BeixomHbie nanHbie P2WPKH 06s13aTeIbHO JO/KHBI CO31aBaThCS Ha
OCHOBE X3II-3HAUEHMST C’KATOTO OTKPBITOrO Kitoua. OTKPBIThIE KI0UM 6e3 CKaTUs
CUMTAIOTCS HECTAHIAPTHBIMM B S€gwit 1 MOTYT OBITh B SIBHOI (hopMe 3aripelieHbl
B GymyIieM HeycToiiunBoM pasBeTsieHun (soft fork). Ecim xami-3HaueHne, MCronb-
3yeMoe B ckpunTe P2WPKH, BbruncieHo o HeC’kaToOMy OTKPBITOMY KJTIOUY, TO OHO
MOKeT OBITh HepacXOmyeMbIM, ¥ BbI ITOTEPsSIETe CBOM AEHbIV. BhIXOIHbIE JaHHbIE
P2WPKH n0/mkHBI CO3/1aBaThCS KOIIEIbKOM MOJTyJaTe s IiaTeXka ¢ IOMOIIbIO TeHe-
palum CKaTOTO OTKPBITOTO KJII0Ua U3 CEKPETHOTO KII0Ua MOoTyJyaTess.

Ckpunt P2ZWPKH pomxeH co3paBaTtbCs mosyyaTeneM niatexa nocpeacrtsom npeobpaso-
BaHMS CKATOro0 OTKPbITOroO K/toya B x3w-3HadveHne P2WPKH. Hukorpa He cnepyet Bbinon-
HATb Npeobpa3oBaHue ckpunta P2PKH, 6uUTKoOMH-agpeca nnn HeCxKaToro OTKpPbITOro Kk4a
B witness-ckpunt P2ZWPKH.

Ckpunm Pay-to-Witness-Script-Hash (P2WSH)

BTopoii Tum witness-mporpaMmbl CBsI3aH co ckpunTom Pay-to-Script-Hash (P2SH),
KOTOPBIi MbI paccMaTpuBaiu B pasnene «Ckpunt Pay-to-Script-Hash (P2SH)» rna-
BbI 7. B ipuMepe u3 storo paspena ckpunt P2SH ucnonb3oBasics kommnanueit Mo-
xaMmme[ia Ajist GopMUPOBAHMST CKPUIITA MYJIbTUTIOATICK. [I1aTesku, HalpaBsieMble
B KOMIIaHM0 MoxamMmeia, KOAVPOBAIVChH C [TOMOIIbIO CJIEAYIONIEro 6JI0KUPYIOIIETO
CKpUIITA:

HASH160 54c557e07ddeSbb6cb791c7a540e0a4796f5e97e EQUAL

Ckpunt P2SH cchlnaeTcss Ha X3Il-3HaueHMe IOramiaioliero ckpuira (redeem
script), KOTOpbIit ompeaesnseT TpeboBaHye MYIbTUIIOAIIICH 2-0f-3 71T pacXomoBaHMs
JIleHEe>KHbIX CPeJICTB. [I71s1 pacxog0BaHMSsI STUX BBIXOAHBIX TaHHbBIX KOMITaHMSI MoxaM-
Mena JoJKHA TTpeACcTaBUTh MOoranialoninii CKpUMT (X311-3HaUeHe KOTOPOTo COBIIa-
JlaeT C X9IlI-3HaueHVeM CKPUIMTA B BBIXOAHBIX NaHHBIX P2SH) 1 cooTBeTcTByOIINE
TTOMITVICY, HEOOXOAVIMBIE [IJIST BBITIOTHEHMS YCIOBUIA 9TOTO ITOTAMIAIOIIEero CKPUIITA, —
BCE 9T JaHHbIE JOKHBI ObITH BKITIOUEHBI BO BXOIHbIE TaHHbIE TPAH3aKIMA:

[...]

"vin" i [
"txid": "abcdef12345...",
"vout": O,

"scriptSig": "<SigA> <SigB> <2 PubA PubB PubC PubD PubE 5 CHECKMULTISIG>",
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Terepb pacCMOTPUM, KaK MOKHO OOHOBUTD 3TOT IIpUMeD IJIsI IPUMeHeHUs seg-
wit. Ecii 661 KieHThI MoxaMMeza IoJIb30BaIMCh KOIeIbKaMi, COBMECTUMbIMM
C segwit, ToO OHM MOI/IM ObI BBITIONIHUTD IJIATEK, CO3AB BHIXOAHbBIE AaHHbIe Pay-to-
Witness-Script-Hash (P2WSH) cienyroiero Buaa:

0 9592d601848d04b172905e0ddb0adde59f1590f1e553f fc81ddc4bOed927dd73

31ech, Kak u B ipumMmepe ¢ P2ZWPKH, MOXXHO BUIETh, YTO aHAJIOTUYHbBINA CKPUIIT
Segregated Witness HaMHOTO IpoIIle, B HEM HET Pa3IMUYHBIX OIEPATOPOB, KOTOPbIE
comepxkanuch B ckpuntax P2SH. BmecTto aToro nmporpamma Segregated Witness co-
CTOUT U3 ABYX 3HAUEHUI1, TOMeIlleHHbIX B CTeK: Bepcus JlokasaTenbcTBa witness (0)
u 32-6aitToBoe x31I-3HaueHre SHA256 moramaroriero ckpumnrTa (redeem script).

Ckpunt P2SH ncnonb3yet 20-6aiToBOE X3LW-3HavyeHue RIPEMD160(SHA256(script)), B TO Bpe-

O M8 Kak witness-nporpamMma P2WSH ucnonb3yet 32-6aiiToBoe X3LW-3HayeHne SHA256(script).
JT0 pasnuuue B BblbOpe anroputMa X3LWMPOBAHUA SBASETCS BMOJIHE B3BELWIEHHbIM pelle-
HWEM, KOTOpOe NO3BONSET pa3nuyath ABa TMNa witness-nporpamm (P2ZWPKH n P2WSH) no
LNWHE X3LW-3HaYyeHus, a Takke obecneunBaeT bonee npoyHyto 3awmty P2WSH (128 6utos,
no cpaBHeHuto ¢ 80 6utamm P2SH).

Kommanuss MoxaMmena MOKET pacxomoBaTh (pparMeHThbl BBIXOIHBIX JAHHBIX
P2WSH, npenmocTaBisisi KOPPEKTHbBIM MOTrallaromnii CKPUIT U AOCTAaTOYHOE KOJIM-
YeCTBO MOATINCEN [JIS1 YOOBJIETBOPEHMUSI ero yCJIOBMil. VM moramarmommii CKpUIIT,
Y TIOMIVICY JO/DKHBI ObITh OTHENEeHbI OT PAacXOMYIOIeil TpaH3aKIMK B BUIe YaCTU
witness-maHHbIX. BO BXOOHBIX TaHHBIX 3TOJM TpaH3aKlLMM KollejgeK Moxammena
IIOJDKeH pa3MeCcTUTh IycToe Tosie scriptSig:

[...]

"vin" [
"txid": "abcdef12345...",
"vout": O,

"scriptSig": "",

]
[...]
"witness": "<SigA> <SigB> <2 PubA PubB PubC PubD PubE 5 CHECKMULTISIG>"

[...]

Paznuuusa mexody P2ZWPKH u P2ZWSH
B aByx npenpiayIiux pasuenax Mbl pacCMaTpUBasIM IBa TUIa witness-iporpamm: Pay-
to-Witness-Public-Key-Hash (P2WPKH) n Pay-to-Witness-Script-Hash (P2WSH).
O6a Tumna witness-rmporpaMm COCTOSIT M3 OJHOro 6aiiTa HOMepa Bepcuu, 3a KOTO-
PBIM ciiemyeT 6Gojiee IJIMHHOE XolI-3HaueHyue. OHM OueHb ITOXOXKM, HO MHTepIIpe-
TUPYIOTCSI COBEPIIIEHHO M0-Pa3HOMY: OTHO MHTePIPEeTUPYeTCsT KaK X31I-3HaueHue
OTKPBITOTO KJTIOYA, /I KOTOPOTO AO/DKHA OBITh MpeCTaBaeHa COOTBETCTBYIOIIAS
TIOATIACH, IPYTOe MHTEePIIPETUPYETCS Kak X31I-3HaueHye CKPUIITa, yCI0BUS KOTOPO-
T'O BBITIOJIHSIIOTCSI C TIOMOIIbIO TTOTAIIA0Iero CKpUIiTa. [JIaBHbIM pasanuueM Meskay
STUMMU TUTTAMMU SIBJISIETCSI IJIHA X31I-3HAaUeHUSI :

O XolI-3HaueHKe OTKPBITOro Kiaoua B P2WPKH umeet minny 20 6aiiTOB;

O xsmi-3HaueHue ckpunrta B P2ZWSH umeert giauny 32 6aiita.
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OJTO eIMHCTBEHHOE pasjn4uye, KOTOPoe 03BOJIsIeT KOLIeIbKY OT/IMYNUTD OLVH TUIL
witness-nporpaMmeI OT gpyroro. OLeHnBasi AJIMHY X31I-3HaueHMsI, KOILeJIeK MOKET
oIpefenunTb, KaKoi TUI witness-IporpaMMbl IPUMEHSETCS B KaXKA,0M KOHKPETHOM
aryvyae — P2WPKH min P2WSH.

O6HoBneHue MO pna ucnonbsoBaHua Segregated Witness

B nipenbiaynimx mpumMepax MOXKHO BUIETh, UTO 06HOBjeHMe [10 ¢ 11e/1bI0 MCITOTb30-
BaHMs Segregated Witness mpecraBiisieT co60it IByX3TaIHbIN mpoliecc. Ha mepsom
JTare KOoIeabKy JO/IKHBI CO3/1aBaTh BbIXOMHbIE JaHHBIE 0COOOTO THUIIA Segwit. 3a-
TeM 3TU BbIXOAHbIE TaHHbIE MOTYT PaCXOA40BAThCS KOIlIeJIbKaMU, KOTOPbIM M3BECT-
HO, Kak (GopMupoBaTh TpaH3aknuu Tuia Segregated Witness. B aTux nmpumepax
KoIlleJieK AJIVChI CUMUTAJICS SegWit-COBMECTMMBIM U CIIOCOGHBIM CO3aBaTh CIelya-
JIM3UPOBAHHbIE BBIXOJHbBIE NAHHBIE C TIOMOIINbI0O CKpPUMTOB Segregated Witness.
BbL10 IPMHSITO, UTO KoIllesiek Boba Toke segwit-COBMECTMM M MOSKET Pacxo/ioBaTh
9TU BBIXOHbIE JaHHbIe. BO3MOXKHO, He BIIOJIHE OUeBUIHBIM B STUX IIPMMepax ObLIO
TO, YTO Ha ITPaKTUKe KOIlejeK AJMChI TO/DKEH 3HATh, YTO B0o6 ucIonb3yeT segwit-
COBMECTUMBIii KOIIIeJIEK M CIIOCOOeH pacxomoBaTh BhIXOIAHbIE HaHHbIe Segregated
Witness. Eciau ke komenek bo6a He 0OHOBJIeH, a Ajuca IbITA€TCS BBIIOJHUTH
segwit-1aTexku Boby, To Koiresiek boba He CMOKET OOHAPYKUTh ITUX TIIATEXKEI.

0 Mpu nnatexxax Tuna P2WPKH 1 P2WSH kowenbku otnpaButens v nonyyatens HeobxoanMo
0OHOBMTb, 4TOObI OHM MOIIM BOCMO/Mb30BaTbCS MexaHW3MOM segwit. bonee Toro, kowenek
OTNpaBUTeNs AOMKEH 3HATb, YTO KOLUENEK NOy4aTens aBasetcs segwit-cCoBMeCTUMbIM.

Segregated Witness He OyIeT OJHOBPEMEHHO peai30BaH BO BCEIA CETHU B II€JIOM.
Bmecto sToro peanusanust Segregated Witness BbIOMHSIETCS C COBMIOAeHMEM 00-
paTHOJ COBMECTMMOCTHU, TO €CTb CTapble UM HOBble Bepcuy [1O KIMEHTOB MOTYT
paborath BMecTe. Pa3pabGoTumKy KOIIETbKOB OYAyT HE3aBUCMMO APYT OT Apyra
OGHOBJIATH MTPOTPAMMHOE ObecrieueHye, 106aB/sIs B Hero GyHKIMOHAIbHbIE BO3-
MoxkHOoCcTU segwit. IlmaTexkxu tuna P2ZWPKH u P2WSH wucrionb3yioTcs, Koraa oT-
MIpaBUTENIb U TIOyYaTeNb SIBISIOTCS Segwit-coBMecTMbIMM. OOBIUHBIE TIATEKU
P2PKH u P2SH 6yayT npomo/kaTh paboTaTh AJIs HEOOHOBIEHHBIX KOIIEIbKOB. [Ipn
3TOM BO3MO3KHbI IBA BaXKHbIX ClieHApHsI, KOTOPbIe pacCMaTPUBAIOTCS B CeIyIOIeM
paspnerne:

O BO3MOXHOCTb Segwit-HeCOBMECTMMOTO KOIIeJIbKa OTIIPaBUTEISI BBITIOTHUTD
IJIATEX KOIIEbKY IOyYaTessl, KOTOPbI crioco6eH o6pabaThiBaTh Segwit-
TpaH3aKLNK;

O BO3MOXHOCTb Segwit-COBMeCTMMOTrO KOllleJibKa OTIIPaBUTeJISI pacrio3HaBaTh
M OTIMYATh OT MMPOYMUX ToydaTesneit segwit-coBMeCcTMMble KOLIeTbKU M0 UX
aJpecam.

Bxirouenue danHoix Segregated Witness 8 ckpunm P2SH

[peATnONOXMM, HaIPUMeD, UTO KOIlIeseK AJMChI He OOHOBJIEH 1O COBMECTUMOCTU
¢ segwit, a Komrejek bo6a 0OGHOBJIEH ¥ MOXET 00pabaThIBaTh SegWit-TpaH3aKIVIN.
Anvica v Bo6 MOTYT MCITOTb30BaTh «CTAPYIO» TPaH3aKIMio 6e3 segwit. Ho, BeposiTHee
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Bcero, Bob6 xoTes 6bI BOCIIOMb30BATHCS MEXaHM3MOM Segwit JIs CHVDKEHUST OTUIATI
3a TpaH3aKLM, TO eCTb IIPeNOCTaBIeHMeM CKUIOK, IPUMEeHsIeMbIX /sl witness-
JaHHBIX.

B sTom cryuae kormrenek boba moxker co3math ampec P2SH, comepskaruuit BHYT-
pu ckpunT segwit. Koienek Anuchl BUIUT «00bIUHBIN» anpec P2SH 1 MoxXeT BbI-
TIOJTHSITh HAa HETO IIaTeXXu 6e3 KaKux-1mbo 3HaHui 0 segwit. 3aTeM Korenek boba
MOXXeT PacxofoBaTh 3TU IUIATEXM B Segwit-TpaH3aKL MM, VUCIIOAb3YS BCe MpenmMy-
11ecTBa MexaHM3Ma segwit 1 CHIDKas IiaTy 3a TpaH3aKLU M.

06e dopmbl witness-ckpuntoB, P2WPKH n P2WSH, MoryT GbITh BKITIOUEHbI
(Bctpoensl) B agpec P2SH. IMepBas popma o6o3Hauaercs P2SH(P2WPKH), BTopas —
P2SH(P2WSH).

Ckpunm Pay-to-Witness-Public-Key-Hash, ékntoueHHblii

8 ckpunm Pay-to-Script-Hash

ChHauvasia paccMOTpuM TepByio dopmy witness-ckpumnrta P2SH(P2WPKH). 3To nipo-
rpamma Pay-to-Witness-Public-Key-Hash, BkiroueHHast (BCTpO€HHAs]) B CKPUIIT
Pay-to-Script-Hash, koTopas MOseT MCIOIb30BaThCS KOIIETbKOM, HE3HAKOMBIM
C MeXaHU3MOM segwit.

Komenek Boba hopmupyer witness-mporpammy P2WPKH ¢ MoMoIIbi0 OTKPBITO-
ro kiova bob6a. 3aTeMm 3ta withess-mmporpaMMa XsUIMPYeTCsl U TIOTYUEHHOE X3III-
3HaueHue KopgyupyeTcs Kak ckpunT P2SH. Ckpunt P2SH mpeo6pa3syeTcst B GUTKOH-
azpec, KOTOPbIi HauMHaeTcs ¢ HudPbI «3», KaK MbI MOV BUIETh B paspeiie « CKPUIT
Pay-to-Script-Hash (P2SH)» B rnaBe 7.

Komienek Bob6a HaunMHaeT onepanuio ¢ witnhess-mporpammoii P2WPKH, koTopyio
MBI BUIESTM paHee, B PeIbIAYIMX TPUMepax:

0 ab68025513c3dbd2f7b92a94e0581f5d50f654e7

drta witness-mporpamma P2WPKH cocTouT 13 HOMepa BepCcuu J1oKa3aTelbCTBa
(cBupeTenbcTBa) 1 20-6aiiTOBOrO X3II-3HAYEHMSI OTKPBITOTO Kioua Boba.

3aTem Kolenek bo6a X3mmpyeT MOKa3aHHYIO BbIIIe Witness-MmporpaMmy, CHaya-
J1a ¢ momoInbio pyHkuyu SHA256, morom c momoinpio pyHkuyy RIPEMD160, momy-
yas apyroe 20-6aiiToBOe X3III-3HaUEHNeE:

3e0547268b3b19288b3adef9719ec8659f4b2bob

[Tocne sToro xsui-3HaueHue witness-rnporpaMmsbl BKiIouaeTcs: B ckpunt P2SH:

HASH160 3e0547268b3b19288b3adef9719ec8659f4b2b0b EQUAL

B KoHIIe BhITTONMHSIETCS Tpeo6pasoBaHe ckpuita P2SH B 6uTkoitH-aapec P2SH:
37Lx99uaGn5avKBxiW26HjedQE3LrDCZru

Terieps B06 MOXeT MpembsIBUTH 3TOT aipec MOKYHaTessIM IJis OTUIAThI MPU06-
peraeMbIx mopuuii Kode. Komrenek Alnchl MOXKET BBIIOIHUTH IUIATEX Ha ajipec
3deadbeef TouHO TaK Xe, KaK TIaTUI ObI Ha JII000IT IPyroit 6uTKOH-anpec. [axke
€CyIy KollesieK AJVIChI He TIOAepXXUBaeT Segwit, CO3aHHBIN UM IIIATEK MOKET ObITh
u3pacxonoBaH Bo6oM B segwit-TpaH3aKIUHA.
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Ckpunm Pay-to-Witness-Script-Hash,

8KJII0ueHHbIll 8 ckpunm Pay-to-Script-Hash

AnanornyHbeIM 06pa3om witness-miporpamma P2WSH mjist ckpuriTa MyJIbTUTIOATIN -
CY VI JTFOOO0JE APYTO¥i CJIOKHBIM CKPUIIT MOXET OBITh BKJIIOUEH (BCTPOEH) B CKPUIIT
u aapec P2SH, mpenmocTaBiisis BO3MOXKHOCTH JIIOOOMY IPYTOMY KOIIEJIbKY BBIITOJI-
HSTb SegWit-COBMeCTMMbIe TITIaTeXMU.

Kak mbI Buenu Boiiiie B pasgene «Ckpunt Pay-to-Witness-Script-Hash (P2WSH)»
9TOTO0 NPWIOKEeHMs, KoMmaHusi MoxaMmena MCIONb3yeT Iuiatexku Segregated
Witness, HarmpaBsieMble CKPUIITAM C MYJIbTUIOAMMUCIMU. YTOOBI 11060/ KIMEHT
MMes BO3MOXKHOCTD 3aIlJIaTUTh KOMITAaHUM, BHE 3aBUCUMOCTHU OT TOTO, COBMECTUM
JIV €T0 KOllleJIeK C MeXaHM3MOM segwit Wiin HeT, Koliesiek MoxaMmmMez,a MOKeT BKITIO-
ynuTh witness-nporpammy P2ZWSH B ckpunt P2SH.

Cnauana kouenek MoxamMmena cosgaeT witness-niporpammy P2WSH, cooTBeT-
CTBYIOUIYIO CKPUIITY C MYJAbTUIIOAIMCSIMY, XOIMPOBAHHOMY C IIOMOLIbI0 QYHKLINYI
SHA256:

0 9592d601848d04b172905e0ddb0adde59f1590f1e553f fc81ddc4bOed927dd73

3aTeM cama witness-rporpaMmma X3IIKUPYeTCs OBasKAbl C MOMOIIbIO (YHKIMIA
SHA256 u RIPEMD160, 1 B pesynbTaTe moiy4aeTcsl HoBoe 20-6aiiToBoe X3III-
3HaUeHNe, aHAJIOTUYHOE UCTIONb3yeMOMY B 00BIYHOM cKpuriTe P2SH:

86762607e8fe87c0c37740cddee880988b9455b2

Ilanee koienek MoxamMe/a IMOMeIIAET BbIYMCIEHHOE X3II-3HaYeHe B CKPUIIT
P2SH:

HASH160 86762607e8fe87c0c37740cddee880988b9455b2 EQUAL

HaxkoHelr, KollleJieK reHepupyeT OUTKOMH-aIpec 13 9TOTO CKPUIITA:

3Dwz 1IMXhM6EfFoJChHCxh1jWHb8GqgRenG

Terepb KIMeHTbI MoxamMMe[a MOTYT BBIMTOJNHSThH IUIATEKM Ha 9TOT ajpec 6e3
006s13aTeNTbHOT TTOAIEePIKKY MeXaHu3Ma segwit ux Komrenbkavu. Kommanns Moxam-
Meqa MOKeT (opMIUPOBaTh Segwit-TpaH3aKIIMM AJISI PACXOLOBAHMS ITUX TIIATEXEN,
MOJIb3YSICh BCEMM ITPEMMYIIeCTBAMM Segwit, B TOM uuciie ¥ 6ojee HU3KOI TIaTOM
3a TPaH3aKINMN.

Adpeca Segregated Witness
IMocie pa3BepThIBaHMS Segwit B OUTKOIH-CeTH MOTpebyeTcss HEKOTOpoe BpeMs Ha
O0GHOBJIEHME KOIIENBKOB. [I09TOMY, BeposiTHEE BCEro, segwit GymeT IJiaBHbIM 06-
pa3oM MCHOIb30BaThCsl B hopMe BCTpauBaHusl B cKpUIThl P2SH, kak Mbl BuUIenu
B [IpeJbINYIIEeM pa3elie, 110 KpaiiHeli Mepe B TeueHle HECKOIbKMX MeCsLeB.

Ho B KOHEYHOM WMTOTe MpaKTMUYeCKM BCe KOIIeIbKM TMepeiiayT K IoAAepKKe
segwit-TiaTexxeii. K Tomy BpeMeHM ycue3HET HeOOXOAMMOCTD BCTpauBaHMS Segwit
B ckpunThl P2SH. CriemoBaTebHO, IIOUTY HaBepHSIKa OymeT co3gaHa HoBast (op-
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Ma OUTKOMH-aapeca, II0 KOTOPOil OTIIPaBUTETb Y3HAET O MOAAEPKKe MeXaHu3Ma
segwit 1 6ymeT HampsIMyI0 KOIMPOBaTh witness-miporpaMmy. Y>ke BHeCEHO HeCKOTb-
KO MpeJIoskeHuI 1o cxeme anpeca Segregated Witness, HO IToKa HM OJHO 13 HUX He
06Ccy>KIaeTcsl JOCTaTOYHO aKTUBHO.

Hoenmuguxkamopsl mpaH3akyuii

OmHMM M3 caMbIX IVIABHBIX IPEMMYIIECTB MexaHn3Ma Segregated Witness sBisieT-
Cs1 TO, YTO OH YCTpaHsieT BO3MOKHOCTD JIETKOT'O M3MEHEeHMSI TPaH3aKLMii TpeTbeit
CTOPOHOVA.

o segwit TpaH3aKUMM MOIJIM COAEPXKATb COOTBETCTBYIOIIME TMOAIINUCH, CIerka
MOpPeNaKTPOBAHHbIE TPETBUMM CTOPOHAMM, M3MEHSIOIMMU WAeHTUdUKaTOp
(ID) TpaH3aKIMM (X31I-3HaAUEHNE) 6e3 BHECEHMS ISMEHEHMT B OCHOBHBIE CBOVICTBA
(BXOOHBIE U BbIXOJHbIE JaHHbIE, CyMMbI). DTO CO3/1aBajl0 BO3MOXXHOCTHU JJ151 TpOBe-
IeHus atak tmuna DoS, a Takke aTak, UCIOIb3YIIINX HEKAUeCTBEHHO HalcaHHoe
MporpaMMHOe obecrieueHye KOIIeJbKOB, KOTOPOe MPMHUMAJIO X31I-3HAUYeHNS He-
TOATBEPKOEHHBIX TPaH3aKIIMIt KaK HeU3MeHsieMoe.

[Tocie BBOAA B 9KCIUTyaTalyio MexaHmu3ma Segregated Witness TpaH3aKI[Uy cTa-
JIV TIOJTyYaTh IBa uaeHTUduKaTopa: txid u wtxid. OObIUHBI MAEHTUOUKATOP TPAH3-
akuym txid mpemcrasisieT cob60¥i pesysabTaT ABOHOTO XSMIMPOBAHUS (QYHKIMEN
SHA256 cepuanu30BaHHON TpaH3akuuu Oe3 witness-maHHbIX. VaeHTHdUKATOD
TpaH3aKIuy wtxid — pe3yabTaT ABOTHOIO X3poBaHus GyHKimeir SHA256 HOBOTO
dbopmara cepuanusaimu TpaH3aKIUM C witness-TaHHbIMMU.

O6bIuHbI MAEHTUGUKATOP txid BBIUMCISETCS TOYHO TaK sKe, KaK [JIT TpaH3-
akmuu 6e3 MCronb3oBauus segwit. Ho MoCKonbKy segwit-TpaH3aKIMs COAEPSKUT
IycToe ToJie scriptSig B Kaskmom (parMeHTe BXOTHBIX JaHHBIX, 3/1eCh HET YacTeit
TpaH3aKIMy, KOTOPbIE MOTYT ObITh M3MEHEHBI TPETbEN CTOPOHOI. Takum 06pasom,
B segwit-TpaH3aKIuM UAEHTUGUKATOD txid ABISETCS HEM3MEHSIeMbIM IS JTII00071
TpeTbeli CTOPOHBI, laske ec/iy 3Ta TpaH3aKLMs He MMOATBEPKIeHa.

Wnpentudurarop wtxid B Kakoi-TO CTeNEeHM SIBJIIETCS «pacIIMPeHHBIM» (I0-
MTOJTHUTENIbHBIM) UAEHTU(GUKATOPOM, B X31II-3HAUEHVE KOTOPOTO BKITIOUEHBI TAKKe
witness-manHble. Emi TpaH3akius nepemaeTcs: 6e3 witness-IaHHbIX, TO 3HAUEHUS
wtxid 1 txid ogmHaKOBBI. OTMETMM, UYTO ITOCKOJIBKY Wtxid BK/IIOUaeT witness-IaHHbIe
(TToATIMCH) U TIOCKOJIbKY Witness-IaHHble MOTYT OBITh JIETKO M3MEHSIeMbIMU, CaM
UIOeHTUGUKATOP wtxid TakKe TOMKEH CUMUTATHCS JIETKO M3MEHSIEMbIM IO TeX Iop,
MOKa TpaH3aKIiMs He OymeT moATBepkaeHa. TombKo uaeHTUGUKATOD txid segwit-
TpaH3aKIUM MOKHO CUMTATh HeM3MeHsIEMbIM TPETbUMM CTOPOHAMM, U TOIBKO €CIIn
Bce (parMeHThl BXOIHBIX JAHHBIX TPAH3aKIMU SBISIIOTCS BXOAHBIMM JAHHBIMU
Segregated Witness.

O TpaH3akumu Segregated Witness umetoT aBa naeHTudukatopa: txid n wtxid. UneHtndukatop
txid - 370 x3wW-3HayeHne TpaH3akumu 6e3 witness-naHHbIX. MoeHTudmKaTop wtxid - 310
X3LW-3HayeHne TpaH3aKLMK C BKIIOYEHMEM witness-aaHHbIx. MoeHTudukaTop txid TpaH3ak-
LMK, B KOTOPOM BCe dparMeHTbl BXOOHbIX AAHHbIX MPenCcTaBnsftoT co60M BXOAHbIE AAHHble
Segregated Witness, He noaBepXeH KaknM-TMB0 U3MEHEHNSM TPETbUX CTOPOH.



394 <+ OyHkumsa Segregated Witness (Segwit)

Hosblit anroput™m noanucu B MexaHusme Segregated Witness

Mexaunsm Segregated Witness M3aMeHsIeT CEMaHTUKY YeThIpeX (QYHKINIT TPOBEPKU
o ey (CHECKSIG, CHECKSIGVERIFY, CHECKMULTISIG m CHECKMULTISIGVERIFY), Tak KaK M3-
MEHSIET CIIOCO0 BHIUMCIEHMSI XOII-3HAUEHMST TTepelaBaeMOoli TPaH3aKLVN.

IMogmucy B OUTKOMH-TPAH3aKLUMSIX IPUMEHSIOTCSI K IepegaBaeMoOMy X3II-
3HAUYEeHUI0, KOTOPOE BBIUMC/ISIETCSI HA OCHOBE JAHHBIX TPAH3aKLMM C GIOKMPOBKOIL
OIpeJe/IeHHbIX YacTel 3TUX AAaHHBIX, O3HAUYaIOIel MPUHITHE MOAIMChIBAIOLIEN
CTOPOHOI 00SI3aTEJILCTB 110 OTHOIIEHMIO K 9TUM JaHHbIM. Hampumep, B IpocTOM
THUITE TTOATIMCH SIGHASH_ALL X3III-3HAUYEeHMe IepegaBaeMoro 00s13aTeIbCTBA BKITIOYA-
€T BCe BXOJHbIe U BbIXOJHbIE JaHHBIE.

K coskaneHu1o, CyIecTBOBaBIIINMIA 1O CUX ITOP CITOCOO BBIUMCIEHMS XI1I-3HAYEHUS
repenaBaeMoro 00s3aTeIbCTBA BBIHYKIAI Y3€J, MPOBEPSIIOIINI TOANUCH, BbI-
IIOJIHATh 3HAUMUTEIbHBIN 00beM X3II-BbIUMCAEHMIA. B 4aCTHOCTHM, CJIOXKHOCTD X3III-
omepaiuii yBeanuuBaercs 10 O(n?) ¢ yuyeToM KOJMYECTBA OMEpanyii IOAIINCHA
B TpaH3akKuu. Takum 06pa3oMm, aTaKyIOLIMii MOT CO3/1aTh TPAH3aKLMIO C OTPOM-
HBIM KOJIMYECTBOM OTIepaIyii MOAIMCH, TEM CaMbIM 3aCTaBJISISI BCIO OMTKOH-CETh
BBIMOJTHSITH COTHM THICSTY X3II-0Iepaluii o Bepu@uKaium 3Toi TpaH3aKIUA.

MexaHu3M segwit IpeaoCcTaBIsSeT BO3MOXKHOCTh YCTPAaHEHMUS 9TOV IMPOOJIEMBI,
M3MEHSIS CIIOCO0 BBIYMCJIEHMSI XOII-3HAYEHMSI [IepeIaBaeMoro 00s13aTesbcTBa. [IJist
witness-miporpamm segwit Bepcuyu 0 BepuduKauus IMOAIIMCEN BBITTOJHSIETCS C UC-
[10JIb30BaHMEM YCOBEPIIEHCTBOBAHHOIO &JITOPUTMA X3LIMPOBaHMS Iepe1aBaeMoro
00s13aTeIbCTBA, ONIPEAEIEHHOr0 U OITMCAHHOIO B JOKyMeHTe BIP-143.

HoBbIi1 anropuTm CUIY>KUT AOCTMKEHMIO IBYX BayKHBIX 11eJieli. Bo-mepBbIx, yBenmue-
HJIe KOJIMYEeCTBA X31I-0Iepalyii HaXOAUTCS B 60j1ee MSTKOI, IMHEHO 3aBUCMMOCTY
(cnoxkHOCTh O(N)) OT KOMMUECTBA ONepanuii MOAIUCH, TEM CaMbIM CHMYKasi BEPOSIT-
HOCTb MMPOBEIEHMS aTak Tmra DoS ¢ MOMOILbI0 Ype3MePHO YCI0KHEHHbBIX TPaH3aK-
Lyii. Bo-BTOPBIX, X3II-3HAUEHNE TTepeIaBaeMoro 06s13aTesIbCTBa TEEePh BKIIOYAET
elie ¥ 3HauYeHusT (CyMMBbI) KaskIoro (pparMeHTa BXOIHBIX JAHHBIX, TO €CTh YCTPAHSIeT
HEOOXOIVMMOCTD «BBITSITMBAHMS» Y IIPOBEPKM JAHHBIX U3 IIPeAbIAYIIEeii TPaH3aKIMHA,
Ha KOTOPYIO CChIJIAIOTCSI TEKYIIMe BXOMHbIe MaHHbIe. [Ipu mcrionb3oBaHuy oduiaii-
HOBBIX YCTPOJMCTB, TAKMX KakK arllapaTHbIe KOIIEJIbKU, 3TO CYIIECTBEHHO YIIPOIaeT
obmMeH MHpOpMalyeil MesKAy XOCTOM M amlapaTHbIM KOIIEIbKOM, ITOJTHOCThIO VIC-
KJTI0Yast He06X0AMMOCTh Tepenauy MpeabiayIX TpaH3aKUyi ISl Baauaaiun. All-
IapaTHbIN KOIIEJIEK MOXET IPUHSITh 3HAaUEeHMe BXOOHbBIX JaHHBIX «KaK YKa3aHO» OT
HEHa[EeXKHOTOo B IIaHe JoBepus XocTa. [I0CKOMbKY MOAMNCh HEAEICTBUTENbHA, eCn
3TO 3HauUeHMe BXOOHbBIX JaHHbIX HEKOPPEKTHO, allllapaTHOMY KOIIEIbKY HET HY>KIIbI
MIPOBEPSITh KOPPEKTHOCTD 3HAUEH NS TIeper, ITOATMCHI0 BXOOHBIX JaHHBIX.

JKOHOMMYECKMe CTUMYJbl AN UCNOJIb30BaHUA MEeXaHu3Ma
Segregated Witness

V3716l MaltHMHTA OUTKOHOB ¥ TOTHOIIEHHbIE Y3JIbI MPUHUMAIOT Ha Ce0sT 3aTpaThl
I10 OIUIaTe PeCypCoOB, UCIIONIb3YeMbIX IJISI IOAAEPKKM OUTKOMH-CETH U CTPYKTYPbI
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IaHHbBIX Oj0KYeiiHa. C yBesnueHneM o6beMa OUTKOMH-TpaH3aKLMi YBeIMYNBAIOT-
cs1 v 3aTpathl pecypcoB (CPU, mpomycKHasi CltocO6GHOCTh CETH, AVICKOBOE MPOCTPaH-
CTBO, MaMsITh). MaiiHepbl TOIYYalOT KOMITEHCAIMIO 33 3TU 3aTPaThl B BUE OTUNCIIe-
HUIA, MPOITOPIIMOHAIBHBIX pasMepy (B 6aiiTax) Kaxkmoii TpaH3akiyn. [IoTHOLleHHbIe
y3J1bl, HE 3aHMMAIOIIecs] MaliHMHTOM, KOMITIeHCAI[UY He TTO/Iy4aloT, TO3TOMY Mpu-
HMMAaIOT Ha cebsl 3aTpaThl 13-3a HEOOXOAMMOCTY TOAIEeP;KKIM PabOThI TTOJTHOLIEH-
HOTO HaJeXHOTro y3Jia ¢ (QYHKUMSIMM TTOJMHOM MPOBepKM (Baaumalnu) Bceil 6asbl
IAHHBIX, BO3MOKHO, TTOTOMY UTO TaKOJi Y3eJI MCITOIb3yeTCs 1)k OUTKOIH-613Heca.

Bes omaThl TpaH3aKIMii POCT 06beMa GUTKOMH-TaHHbIX, BEPOSITHEE BCEro, ObLI
OBl BecbMa cyllecTBeHHbIM. OTuiaTa TpaH3aKIIMii HallpaBjieHa Ha peryJupoBaHue
MOTpe6HOCTEl ToIb30BaTeNelt GUTKOH-CUCTEMBI, HAarPysKalolIMX CBOMMM TpaH3-
aKLIVSIMU CeTh. ITO PETYIMPOBAHME OCYIIECTBISIETCS C TOMOIIbI0 MeXaH3Ma oTipe-
IleJieHNs 1leH M0 PhIHOYHBIM CTOMMOCTSIM.

[Tpu BBIUMC/IEHMM OTIJIaThl Ha OCHOBE pasMepa TpaH3aKLMil IJISI BCeX MaHHbBIX
B TPaH3aKIMM YCTAHABIMBAETCSI OAMHAKOBASI CTOMMOCTb. HO € TOUKM 3peHus To-
HOIIeHHBIX Y3JI0B ¥ MaliHepPOB CTOMMOCTb HEKOTOPBIX YaCTel TpaH3aKLuii cesyeT
OLIeHMBATh ropasgo 6osee BbICOKO. Kaskmas TpaHsakius, fobapiseMast B OMTKOH-
CeTh, BUSET Ha TTOTpebIeHNe UeThIPeX PeCypCoB y3JI0B:

O [ucKoBOe MPOCTPAHCTBO — KaskAasl TPaH3aKIIMs 3alUChIBAETCS B CTPYKTYPY
IAHHBIX 6IOKUeiTHA, yBeIMUMBast OOIINIT pa3Mep 3TOoi CTPYKTYypbl. CTPyKTypa
JaHHBIX 6/I0KUeiiHa XpaHUTCS Ha SKeCTKOM AMCKe, HO XpaHeH e MOYKHO OIITH-
MI3MPOBATh, «<OTCEKasl» camble CTapble TPaH3aKIIUN;

CPU - kaxkmas TpaH3akius TpebyeT 06s3aTeNbHOI Baaumauuu (IIPOBepKU
KOPPEKTHOCTH), Ha 9TO TPEOYIOTCS 3aTPAThI MMPOIIECCOPHOTO BPEMEHM;
MIPOIYCKHAS CITOCOOHOCTDb — KayKaast TpaH3aKLus rnepemaeTcs (10 METOOVKe
JIaBMHHOTO pachpocTpaHeHust MHGOpMAIlUK) 10 CeTU KaK MUHUMYM OJTHO-
KpaTHO. be3 Kakoii-11m60 OnTUMM3AIUM POTOKO/IA PACIIPOCTPaHeHus 6J10-
KOB TpaH3aKIINY ITepeJaloTcst TOBTOPHO KaK YacTy 6JI0Ka, YBeIMUMBast BIBOE
HarpysKy Ha IPOITyCKHYIO CIIOCOGHOCTH CeTH;

O omnepaTuBHas NaMsTh — y3JIbl, BBITIOTHSION/E BAIMAALMIO TPAaH3aKIIUIA, Xpa-
HAT uHAeKC maHHbix UTXO man monHbiil Habop gaHHbix UTXO B onepaTuBs-
HOI mamMsTU I yCKOpeHUs mpollecca mpoBepKu. [IocKombKy onepaTUBHAs
MaMsITh KaK MMHMMYM Ha TOPSAOK JOPOXKe BHEIIHeN mamsaTu Ha JUCKaX,
pocT o6beMa gaHHbIX UTXO BHOCUT 3aMETHYIO IMCITPOIIOPIINIO B HAK/IaHbIE
pacxo/ipl 10 COMPOBOKAEHNIO QYHKIIMOHUPYIOIIETO y3J1a.

Kak MOXHO BMUAETb M3 ITOTO CIMCKA, He BCe YacCTM TpaH3aKlMii B OOMHAKOBO
Mepe BO3IeiICTBYIOT Ha CTOMMOCTD MOIIEPSKKY pabOoThI y3j1a WM Ha BO3SMOKHOCTD
MacCIITabMpoBaHsI OUTKOH-CUCTEMBI 1S TTOAAeP3KKIM G0JIbIIEero 06beMa TpaH3aK-
umit. Camoii 3aTpaTHOM 4aCThbIO TPaH3aKII NI SIBJISIIOTCSI BHOBD CO3/IaBaeMble BbIXO/I -
HbIe JaHHbIe, TAK KaK OHY NOOaBJSIIOTCS B Habop maHHbIX UTXO, XpaHUMBIi B OITe-
paTuUBHON TaMsITH. [IJis CpaBHEeHMUSI: MOATUCH (TO eCThb witness-IaHHbIe) CO3al0T
MEeHBIITYI0 Harpy3Ky Ha CeTh ¥ MeHbIlIMe HaKIaJHble PACXOAbl Ha COMMPOBOXIEHNE
Y3JI0B, TaK KaK withess-TaHHble TPOBEPSIIOTCSI TOIBKO OAMH pPa3 U Mocjie MPOBepKu



396 <+ OyHkuumsa Segregated Witness (Segwit)

HUKOTZA He UCMOAb3yIoTCs. bomee Toro, cpasy mocie moiydyeHUs] HOBOW TpaH3ak-
IV U TIPOLIeAYPhI Banuaaluuu witness-gaHHbIX Y3Jbl MOTYT YAQJIUTh 3TU Withess-
nmaHHble. Eciv oriaTa TpaH3aKIMii BBIUMCISIETCS 10 UX pasMepy 6e3 MpeaIiouTeHusT
OTHOTO U3 3TUX ABYX TUIIOB JAHHBIX, TO PhIHOUHbIE CTUMYJIbI B BUie OTUNC/IEHUTT He
peryaupyroTCs C MOMOIIBIO peaibHbIX CTOMMOCTEI (3aTparT), onpeAesseMbIX KOH-
KpeTHOJ TpaH3aKIueli. B eiiCTBUTeNbHOCTM CYLIeCTBYIOIAs HbIHE CTPYKTypa OT-
YUCIeHU 3a TPaH3aKIUM MOOIIpPSeT MPOTUBOIIONOKHOE TTOBeieHe, TIOTOMY UTO
witness-gaHHbIe SIBJISTIOTCSI CaMOJ 60JTBIIION YacThIO TPAH3aKIUA.

CTMUMYIIbI, CO3/TaBaeMble OTUMCIIEHUSIMY 3a TPaH3aKIMI, MUMEIOT 60JbIIIoe 3HAUe-
HlMe, TaK KaK OHM BJIMSIOT Ha MOBeIeHMe KOIIeITbKOB. Bce KollebKy 00s13aHbI pea-
JIM30BaTh HEKOTOPYIO CTpaTermio GopMmupoBaHusl (COOPKM) TpaH3aKIMii, KOTOpas
YUUTBIBAET psif HaKTOPOB, TAKMX KaK MPUBATHOCTD (COKpallleHIe U TaxKe yCTpaHe-
HJe MTOBTOPHOTO MCIIOJIb30BaHMSI aipeca), pparmeHTanys (OrpoOMHOE KOJIMYECTBO
0ecropsITOYHbBIX M3MEHEeHMIT) 1 OIlyIaTa TpaH3aKuii. Eciv oTumcieHust 3a TpaH3ak-
LMY Ype3MePHO MOTUBUPYIOT KOIIEIbKM MCIT0Ib30BaTh CTOIBKO (PparMeHTOB BXO/I-
HBIX TAHHBIX, CKOJIbKO BO3MOYKHO B TPAH3aKIUIX, TO TAKOM MOAX0 MOKeT IpuBec-
TU K ApobaeHnio naHHbix UTXO 1 M3MeHeHMIo CTpaTeruii Co3gaHus afpecoB 1, Kak
CIe[ICTBIUE, K HETIPEIBUIEHHOMY OTPOMHOMY POCTY 06111ero o6bema maHHbix UTXO.

Tpansakiuu ucnonb3yoT gaHubie UTXO B CBOMX BXOJHBIX JAHHBIX U CO3AAIOT
HoBble maHHble UTXO B BBIXOTHBIX JaHHBIX. TaKMM 06pa3oMm, TpaH3aKI[sl, B KOTO-
poit Gosnbliiie GpparMeHTOB BXOIHbBIX JAHHBIX, YeM (GParMeHTOB BHIXOIHBIX TaHHBIX,
CITOCOOCTBYET YMeEHbBIIIeHMI0 pasMepa Habopa maHHbiXx UTXO, Torga Kak TpaH3ak-
IMsl ¢ GOJIBIIMM KOJIMYECTBOM (PparMeHTOB BBIXOIHBIX JAHHBIX, 10 CPaBHEHMIO
C KOIMYeCTBOM ()parMeHTOB BXOOHBIX JAHHBIX, CITOCOOCTBYET YBEIUUEHUIO 00b-
eMa maHHbIXx UTXO. PaccMOTpuM Moapo6Hee 3TO pasinuye MeXKIY KOTMYeCcTBOM
(bparmMeHTOB BXOJIHBIX M BBIXOJHBIX TAHHBIX ¥ HA30BEM €T'0 «MTOTOBOE UMCJIO HOBBIX
nanHbiX UTXO» (Net-new-UTXO). OTO BakHasi MeTPUKa, [IOCKOJIbKY OHa JaeT MH-
(dbopmariuio o cTerieH BO3IeCTBUS TPAH3aKIMM Ha CAMbI IOPOTOCTOSIIIMI pecypc
BO BCeil CeTu — XpaHMMBblii B OMepaTUBHOI MaMATK Ha6op maHHbIx UTXO. TpaH3-
aKUys C MOJOXKUTENbHBIM UTOTOBBIM YMCIOM HOBBIX AaHHbIX UTXO yBenuumuBaeT
HarpysKy Ha 9TOT pecypc. TpaH3aKk1us C OTPULLATEIbHBIM UTOTOBBIM UYMCIOM HOBBIX
nanHblx UTXO cHMskaeT HarpysKy. CiaemnoBaTeIbHO, HEOGXOIMMO ITOOIIPSITh TPaH3-
aKIMM C OTPULIATENIBHBIM MTOTOBBIM YMCIOM HOBBIX JaHHBIX UTXO miu XOTS Obl
C HeMTpa/IbHBIM HYJI€BbIM UTOTOBBIM UMCJIOM HOBBIX JaHHBIX UTXO.

PaccmoTpum Ha nipuMepe, Kakue CTUMYJIbI CO34AI0TCSI TIPYU BBIYMCI@EHUN OTIAThI
3a TpaH3aKIIMUM C UCIIOIb30BaHMeM U 6e3 UCIIOIb30BaHMUs MexXaHusma Segregated
Witness. BosbMeM JiBe pasianuHble TpaH3aKIMu. TpaH3akuusi A comepskut 3 dpar-
MeHTa BXOIHBIX TAHHBIX U 2 ¢hparMeHTa BBIXOAHBIX JAHHBIX, TO €CTh MMEeeT MeT-
PUKY «MTOTOBOE UMCI0 HOBbIX JaHHBIX UTXO» —1, moTpebnsis Ha oguH GparMeHT
nauHbix UTXO 6osibllle, YeM CO3[aeT, YTO IMPUBOAUT K YMEHbIIEHNIO 06IIero pas-
mepa gaHHbix UTXO Ha emuHuily. TpaHsakiust b comepskut 2 dparmMeHTa BXOTHBIX
IaHHBIX U 3 (dparMeHTa BbIXOAHBIX JAHHBIX, METPUKA «UTOTOBOE UMCIO HOBBIX
manubix UTXO» paBHa 1, To ecTh B Habop gaHHbIX UTXO mo6aBiseTcss OOuMH HO-
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BbIii (DparMeHT U CO3[1al0TCs IOIIOJTHUTETbHbIE 3aTPAThI BO BCeit GUTKOH-ceTi. 06e
TPaH3aKINUY UCIIONb3YIOT CKPUIITHI C MYJIBTUIIOATIMCSIMMA (2-0f-3), 4TOGBI ITOKA3aTh,
KaK CJIO’KHbIE CKPUIITHI yCWJIMBAIOT BO3elicTBUe MexaHn3Ma Segregated Witness Ha
orpefiesieHNe OIIaThl TpaH3akiuii. [TpeATonoxuM, 4To oriata cocrasiseT 30 ca-
TOIIM 3a 6aiiT, a TaK)Ke YCTaHOBJIEHA 75-TPOIeHTHAs CKMIKA Ha withess-TaHHbIe:

be3 ucnons3osarus mexavusma Segregated Witness
Omutata TpaH3akuuu A: 25 710 caTomn
OrutaTta TpaH3akiuu b: 18 990 caromim

C ucnonv3os8aruem mexaHusma Segregated Witness
Orutarta Tpan3akumu A: 8130 caTowmmn
Omutara TpaH3akuum B: 12 045 caTomm

[Ipu Mcnonb30BaHUM peanusaluu MexaHusma Segregated Witness o6e TpaH3-
akIMu CTAHOBATCS HelieBsie. Ho mpu cpaBHeHMM CTOMMOCTeN 06eux TpaH3aKLMit
Mekmy co60if Mbl BUAMM, UTO 6e3 MexaHu3Ma Segregated Witness 6osiee BbICOKast
oruiata 6epeTcs 3a TPaH3aKIUIO C OTPUIIATENbHO METPUKOI «<MTOTOBOE YMC/IO HO-
BbIX HaHHBIX UTXO». [Ipu ucrnonb3oBauum Mmexanmusma Segregated Witness cymma
OIJIaThl TPaH3aKLMII BIPABHMBAETCS C MOOIIPEHMEM MMUHMMM3aLUM KOIMUYeCcTBa
HOBBIX CO3AaBaeMbIX JaHHbIX UTXO npu oTCyTCTBMM HellpefHaMEepPEeHHbIX HaKka3a-
HMI TpaH3aKIMii C GOTBIIUM KOTMYECTBOM BXOIHBIX JAHHbIX.

Taxkum o6pa3om, mexaHusMm Segregated Witness co3aeT 1Ba OCHOBHBIX 3pderra
BO3JelCTBMS Ha OIpeJeseHye IJIaThl 3a TPaH3aKLM, BHOCKMOJ ITOIb30BaTEISIMU
OUTKOIH-CcHCTEMbI. Bo-TIepBbIX, segwit cOKpalaeT OOIIYyH CTOMMOCTb TPaH3aK-
UM ¢ TOMOUIBIO CKUAKM 3a witness-ZaHHbIe U YBEIMUYMBAET EMKOCTb CTPYKTYPbI
JaHHBIX OJIOKUYeliHa OUTKOH-CMCTeMbl. BO-BTOPBIX, IpMHSTAS B sSegwit CKMIKa Ha
witness-gaHHbIe CIVIasKMBaeT HeCcbaIaHCUPOBAaHHOCTb CTUMYJIOB, KOTOpast MOTJIa Obl
CTaTh KOCBEHHOI MPUUMHOI Ype3MepHOro pocta oobema ganubix UTXO.
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Ero rnaBHas 11e/1b — IPeIOCTaBUTh pa3paboTuMKaM OUTKOIHA POCThIe U YIOOHbIE
uHCTpyMeHThI. [louTu Bech kop, Bitcore HammcaH Ha si3bike JavaScript. CyiiiecTByeT
HeCKOJIbKO MOJLyJIeit, crielyaabHO HanucaHHbIx 17151 Node]S. Mozyib node B rocies-
Heit Bepcuy Bitcore BkouaeT Kof Ha s13bike C++ 13 Bitcoin Core. Bosiee rmonpo6Hyio
mHbOpMaIMIo CM. Ha caiiTe https://bitcore.io.

CnncoK dYHKUMOHANbHBIX BO3MOXXHOCTEN BITCORE

[MonHOLIeHHBIV y3ea1 6UTKOIH-cucTeMbl (bitcore-node).

[TpoBomHMK 6s10KOB (insight).

VTUIUTHI 1)1 paboThI ¢ 6;I0KaMU, TpaH3aKIMIMM U Kolnenbkamu (bitcore-lib).
[MogmepskKa IMpsIMOro 06MeHa JaHHbIMM C ITMPUHTOBO 6UTKOIH-ceThio (bitcore-
p2p).

leHepalysi MHEMOHMYECKOTO UCTOUHMKA SHTponmu (bitcore-mnemonic).
ITporokon miaTexa (bitcore-payment-protocol).

Bepudukanms u moamnmch coobienmii (bitcore-message).

Peanu3anust cxeMbl KOMIUIEKCHOTO MIMGPOBAHMS C MCITOIb30BAHMEM SJUTUTITH-
yeckux KpuBbIx (bitcore-ecies).

Cepsuc komienbKa (bitcore-wallet-service).

KnmenTt-komenex (bitcore-wallet-client).

«[Tecounnna» (bitcore-playground).

O6benHEHHbIE CEPBUCHI, B3aMMOIECTBYIOIIME HanpsaMyio ¢ Bitcoin Core
(bitcore-node).

000 0000 ©O0OO0OO0

MPUMEPDI NCMONb30BAHMS BUBIMOTEKU BITCORE

I'Ipe.u.Bapwren bHble CBeAeHUs

QO [Ins1 BbITIOTHEHUS TPUMePOB TpebyeTcs Bepcust NodeJS >= 4.x, uiay Heo6XoaumMo
BOCII0JIb30BaThCS YIIPABJIsIeMOV OHJIa{HOBOI «Iecoununein» (https://bitcore.io/
playground).


https://bitcore.io
https://bitcore.io/playground
https://bitcore.io/playground
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ITpu ucnonb3oBanuu NodeJS u 1MKIa «4TeHUe—BbIuMcIeHe—-BbIBOMI» (REPL)
y3ia:

$ npm install -g bitcore-1ib bitcore-p2p
$ NODE_PATH=$(npm list -g | head -1)/node_modules node

Mpumepbl Kowenbka, ucnonb3ytouwiero bitcore-lib
COS,Z[aHI/Ie HOBOTIO 6MTKOﬁH-aL[peCa C COOTBETCTBYHOIIMM CEKPETHBIM K/ITIOUOM:

> bitcore = require('bitcore-1ib")
> privateKey = new bitcore.PrivateKey()
> address = privateKey.toAddress().toString()

CosgaHlie Mepapxuueckoro 1eTepMUHIPOBAHHOIO CEKPETHOTO KTIo4a 1 ajipeca:

> hdPrivatekey = bitcore.HDPrivateKey()
> hdPublicKey = bitcore.HDPublicKey(hdPrivateKey)
> hdAddress = new bitcore.Address(hdPublicKey.publicKey).toString()

Co3paHue v noanuch TpaHsakuyy u3 gaHHeix UTXO:

> utxo = {
txId: transaction id containing an unspent output,
outputIndex: output indexi e.g. 0,
address: addressOfUtxo,
script: bitcore.Script.buildPublicKeyHashOut(addressOfUtxo).toString(),
satoshis: amount sent to the address

v

fee = 3000 //set appropriately for conditions on the network
> tx = new bitcore.Transaction()

.from(utxo)

.to(address, 35000)

.fee(fee)

.enableRBF()

.sign(privatekeyOfUtxo)

3aMeHa caMoii mocjaeqHel TpaH3aKIuy B mynie maMsatu (replace-by-fee):

A\

rbfTx = new Transaction()
.from(utxo)
.to(address, 35000)
.fee(fee*2)
.enableRBF()
.sign(privateKeyOfUtxo);
tx.serialize();
rbfTx.serialize();

v Vv

PacrnpocTpaHeHye TpaH3aKIUM B OUTKOMH-CeTH (IpUMedaHle: pacipoCTpaHs-
IOTCSI TOJIbKO KOPPEKTHbIE TpaH3aKIMM; AJIsl TToNydeHusT MHbopMaum o IMPUHTO-
BBIX XOCTax cM. https://bitnodes.21.co/nodes):

1. CxkommpoBaTh NpUBeIEHHbBIN HIKE MCXOOHBIN Kom, B daii ¢ MmmeHeM broad-

cast.js.


https://bitnodes.21.co/nodes

400 <« Bitcore

2. TlepeMeHHbIe tx 1 rbfTx 0603HAUYAIOT BRIXOIHbIE TaHHbIE QYHKIMIT tx.seria-
1lize() u rbfTx.serialize() cCOOTBETCTBEHHO.

3. 1751 BBITIOJTHEHMST OTIepally 3aMeHbI 110 cxeMe replace-by-fee mapTHep 00s-
3aTeIbHO IOJIKEH 00eCIeunTh MOAIePXKKY Kiltoua mempoolreplace TPOrpaMMbl
bitcoind 1 ycTaHOBUTBH ero 3HaueHMe paBHbIM 1.

4. BoInmoaHUTH (aiit o1 3amycka ysna broadcast.js:

var p2p = require('bitcore-p2p');
var bitcore = require('bitcore-1ib");
var tx = new bitcore.Transaction('output from serialize function');
var rbfTx = new bitcore.Transaction('output from serialize function');
var host = 'ip address'; //use valid peer listening on tcp 8333
var peer = new p2p.Peer({host: host});
var messages = new p2p.Messages();
peer.on('ready', function() {
var txs = [messages.Transaction(tx), messages.Transaction(rbfTx)];
var index = 0;
var interval = setInterval(function() {
peer.sendMessage(txs[index++]);
console.log('tx: ' + index + '
if (index === txs.length) {
clearInterval(interval);
console.log('disconnecting from peer: ' + host);
peer.disconnect();

sent');

}
}, 2000);

1

peer.connect();
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bubnuoreka pycoin,
yTuauTbl ku u tx

bubmmnoreka Ha s3pike Python pycoin (http://github.com/richardkiss/pycoin), Ha-
yajbHas Bepcusl KOTOPOJ ObUIa HaIMCaHa U COMPOBOXKIanach Puyapmom Kuccom
(Richard Kiss), mpencrassieT co60i1 6161M0TeKY si3bIKa Python, moae pskBalonyo
paboTy ¢ KITI0YaMM U TPaH3aKUMUSIMU B OUTKOIH-cucTeme. Kpome Toro, 6ubnmmoTeka
obecrieunBaeT MOAAEPKKY CKPUIITOBOTO SI3bIKA, JOCTATOUHYIO JIJIs KOPPEKTHO 06-
paboTKM HeCTaHIAPTHBIX TPAH3AKLINIA.

Bubnnoreka pycoin nmogaep>kuBaeT 0be TeKyIue Bepcun si3bika: Python 2 (2.7.x)
u Python 3 (3.3 u 60nnee mo3nHme Bepcun). B cocTaB 6M6M0TeKM BKIIOUEHBI BeCbMa
ToJIe3HbIe YTUINTBI KOMAaHAHOM CTPOKM: ku 1 tx.

YT1nanta ang pasoThbl € KntouAMK Ku (Key UTiLITY)

Vrunura komaunHoii crpoku ku (key utility) mpemcrasiisieT co60it cBoeoOGpasHbIii
«IIBEMIIapCKUi apMeCKuil YHUBepPCATbHBII HOX» IJIsI paboThl ¢ Kiouamu. OHa
Mo Iep>kKUBaeT KIoun 1o craumapty BIP-32, WIF u anpeca (mjst 6UTKOTHOB U Ipy-
TMX KPUMITOBAIOT). Huske IPUBOASTCS MpakTUYeCKUe MPUMepbl UCIOIb30BaHMS
9TO YTUTUTHI.

Co3pgaHue kiIwua 1o crasgapty BIP-32 ¢ ucnonb3oBaHMeM MPUHSITHIX 110 YMOJI-
YaHUIO MCTOYHMUKOB sHTponuu u3 GPG u /dev/random:

$ ku create

input . create

network . Bitcoin

wallet key : Xprv9s21ZrQH143K3LUSctPZTBnbIkT JA5SUIDCWHVX Je -

miJBsY7VqXUG7hipgdWau
m2nhnzdvxJf5KJo9viP2nABX65c5sFsWsV8oXcbpehtJi

public version : xpub661MyMwAqRbcFpYYiuvZpKjKhnID-

ZYAKWSY76JvvD7FH4fsG3Ngiov2CfxzxY8
DGepfT56AMFe08M8KPKFMFLUtvwjwb6WPV8rY65L2q8Hz

tree depth 1 0

fingerprint 1 9d9c6092


http://github.com/richardkiss/pycoin
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parent f'print : 00000000

child index 1 0

chain code :
80574fb260edaad905bc86c9a47d30c697c50047ed466c0d4a5167f6821e8f 3¢
private key . yes

secret exponent :
112471538590155650688604752840386134637231974546906847202389294096567806844862
hex :
f8aB8a28b28a916e1043cchaca52033a18a13cab1638d544006469bc171fddfbe
wif : L5Z54x16qJusQT42JHA44mfPVZG]jybaXBRWFxAzZUNWR1GX1kV4sP
uncompressed  : 5KhoEavGNNH4GHKoy2Ptu4KfdNp4r56L5B5un8FP6RZnbsz5Nmb
public pair x
76460638240546478364843397478278468101877117767873462127021560368290114016034
public pair y
59807879657469774102040120298272207730921291736633247737077406753676825777701
X as hex
a90b3008792432060fa04365941e09a8e4adf928bdbdb9dad41131274e379322
y as hex
843a0f6ed9c0eb1962c74533795406914fe3f1957¢5238951f4fe245a4fcd625
y parity . odd
key pair as sec :
03290b3008792432060fa04365941e09a8e4adf928bdbdb9dad41131274e379322
uncompressed
04390b3008792432060fa04365941e09a8e4adf928bdbdb9dad41131274e379322

84330f6ed9c0eb1962c74533795406914fe3f1957c5238951f4fe245a4fcd625
hash160 1 9d9c609247174ae323acfc96c852753fe3c8819d
uncompressed  : 8870d869800c9b91celeb460f4c60540f87c15d7
Bitcoin address : 1FNNRQ5fSviwBi5gyfVBs2rkNheMGt86sp
uncompressed  : 1DSS5isnH4FsVaLVjeVXewVSpfqktdiQAM

Co3paHue Kitoya 1o cranaapty BIP-32 3 rmaponbHoii (hpassi:

B 3TOM npuMepe UCnonb3yeTcs 04eHb MPOCTas naposbHas thpasa, KoTopyto Nerko yragatb.

$ ku P:foo

input : P:foo
network . Bitcoin
wallet key

Xprv9s21ZrQH143K31AgNK5pyVviW23gHnkBq2wh5aEk6g1s496M8ZMjxncCKZKgb5j
Z0Y5eSIMI2VbyvizhbmQnCuHBUjZ2WXGTux1X2k9Krdtq
public version : xpub661MyMwAqRbcFVFOULcqLdsEaSWnCCugQAcgNd91EMQ31tgH6U4DLQWO-
QayvtS
VYFvXz2vPPpbXE1gpjoUFidhjFj82pVShWudcurhimb2zy

tree depth : 0
fingerprint : 5d353a2e
parent f'print : 00000000
child index 1 0

chain code

Seeb1023fd6dd1ae52a005ce0e73420821e1d90e08be980a85e9111fd7646bbc
private key 1 yes
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secret exponent :
65825730547097305716057160437970790220123864299761908948746835886007793998275

hex :
91880b0e3017ba586b735fe7d04f1790f3c46b818a2151fb2def5f14dd2fd9c3
wif : L26¢3H6FEPVSQAr1usXUp9qtQIweNHgApg6Ls4ncyqtsvcq2MwkH

uncompressed : 5JvNzA5vXDoKYJdw8SwwLHXUxaWvn9mDeabk 1vVRPCX7KLUVWa7W

public pair x
81821982719381104061777349269130419024493616650993589394553404347774393168191
public pair y
58994218069605424278320703250689780154785099509277691723126325051200459038290
X as hex

b4e599dfa44555a4ed38bcfffOO71d5af676a86abf123c5babae8e67a0bOb13f

y as hex
826d8b4d3010aeal16ff4clcld3ae68541d9a04df54a2c48cc241c2983544de52
y parity . even

key pair as sec :
02b4e599dfad4555a4ed38bcfff0071d5af676a86abf123c5b4bde8e67a0b0Ob13f
uncompressed
04b4e599dfad4555a4ed38bcfff0071d5af676a86abf123c5b4bde8e67a0bOb13f

826d8b4d3010aeal6ff4clcld3ae68541d9a04df54a2c48cc241c2983544de52
hash160 : 5d353a32ecdb262477172852d57a3f11de0c19286
uncompressed  : e5bd3a7e6cb62b4c820e51200fb1c148d79e67da
Bitcoin address : 19Vqc8uLTfUonmxUEZac7fz1M5c5ZZbAitl
uncompressed  : 1MwkRkogzBRMehBntgcq2aJhXCXStITXHT

[Monyunts nuGopmarmio B hopmare JSON:
$ ku P:foo -P -j
{

"y_parity": "even",

"public_pair_y_hex":
"826d8b4d3010aeal6ff4clcid3ae68541d9a04df54a2c48cc241c2983544des52",

"private_key": "no",

"parent_fingerprint": "00000000",

"tree_depth": "0",

"network": "Bitcoin",

"btc_address_uncompressed": "1MwkRkogzBRMehBntgcq2aJhXCXStITXHT",

"key_pair_as_sec_uncompressed”:
"04b4e599dfa44555a4ed38bcfffO071d5af676a86abf123c5babse8e67a0bOb13f826d8b4d3010a
eal6ffaclcld3ae68541d9a04df54a2c48cc241c2983544de52" ,

"public_pair_x_hex":
"b4e599dfad44555a4ed38bcfff0071d5af676a86abf123c5b4b4e8e67a0b0Ob13f",

"wallet_key": "xpub661MyMwAqRbcFVFULcqLdsEaSWnCCugQAcgNd9iEMQ31tgH6U4DLQWO
QayvtSVYFvXz2vPPpbXE1qpjoUFidhjFj82pVShWudcurimb2zy",

"chain_code":
"5eeb1023fd6dd1ae52a005ce0e73420821e1d90e08be980a85e9111fd7646bbc" ,

"child_index": "0",

"hash160_uncompressed": "e5bd3a7e6cb62b4c820e51200fb1c148d79e67da",

"btc_address": "19Vqc8uLTfUonmxUEZac7fz1M5c5ZZbAil",

"fingerprint": "5d353a2e",
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"hash160": "5d353a2ecdb262477172852d57a3f11de0c19286",

"input": "P:foo",

"public_pair_x":
"81821982719381104061777349269130419024493616650993589394553404347774393168191",

"public_pair_y":
"58994218069605424278320703250689780154785099509277691723126325051200459038290",

"key_pair_as_sec":
"02b4e599dfa44555a4ed38bcfffO071d5af676a86abf123c5b4bse8e67a0bOb13f"
}

OTKpBITHIN KIIOY IO cTaHAapTy BIP-32:

$ ku -w -P P:foo
Xxpub661MyMwAgRbcFVF9ULcqLdsEa5SWnCCugQAcgNd91EMQ31tgH6Uu4DLQWoQayvtS-
VYFvXz2vPPpbXE1gpjoUFidhjFj82pVShWu9curhmb2zy

TeHepalys TOAK/IIOYA (CYOKITIOUA):

$ ku -w -s3/2 P:foo
XprvIwTErTSkjVyJalv4cUTFMFkWMeS5eu8ErbQcs9xajn-
sUzCBT7ykHAwdrxvG3g3f6BFk7ms5hHBvmbdutNmyg61iogWKxx6me fEw4MBEroLgKj

VeumeHHbI TOIKITIOY (CYOKITIOY):

$ ku -w -s3/2H P:foo

XprvOwTErTSuSAWGk -
DeUPmgBcbZWX1xq85ZNX91QRQWIDXwygFp71RGJ079dsVctcsCHsnZ3XU3DhsuaGZbDh81DkBN45k67U
KsJUXM1JfRCdn1

®opmat WIF:

$ ku -W P:foo
L26¢3H6FEPVSqAr1usXUp9qtQIw6NHgApg6Ls4ncyqtsvcq2MwKH

Anpec:

$ ku -a P:foo
19Vqc8uLTfUonmxUEZac7fz1M5c5ZzbAll

TeHepanust CBSI3KM MOAKIIOUEN (CyOKITIOUeit):

$ ku P:foo -s 0/0-5 -w

xprv9xWkBDfyBXmZ jBGOE1XBpy67KK72fphUp9utJokEBFtjsjiuKUUDF5V3TU8U8CDzytqYn-
Sekc8bYuJS8G3bhXxKWB89Ggn2dzLcoJsuEdRK
xprvIxWkBDfyBXmZnzKf3bAG1fK593gT7WIZPnYAmvc77guUQ-

Vej5QHckc5Ad twxa28ACmANT9XhCrRvtFqQcUxt8rUgFz3souMiDdWxIDZnQxzx
xprvoxWkBDFyBXmZqdXA8y4SWqfBdy71gSW9s jx9IpCLIELBWSMQyRxan6srXUPBtj3PTXQFkZIAL -
woUpmvtrxKzZudzfsnr3pgyy2vthpkwuoVg
xprv9xWkBDfyBXmZsA85GyWj9uYPyoQv826YAadKWMaaEosNrFBKgj2TgWuiWY3zug-
XYGpHfv9cnGj5P7e8EskpzKL1Y8Gk9aX6QbryA5raK73p
xprvIxWkBDfyBXmZv2q3N66hhZ8DACENQDNXML1J62kr JACT7Xb1HIwuW2VMIQrCofY2jtFXdiEY8USR
NIfqK6DAdyZXoMvtaLHyWQx3FS4A9zw

XprvIxWkBDfyBXmZw4 JEYXU-

HYc9fT25k91rP87n2Rqf I5bgbjKdT84Mm7Wtc2xmzFuKg71Yf7XFHKkSsaYKWKIbR54bnyAD9Gz jUY -
bAYTtN4ruo
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FeHepaum{ COOTBETCTBYIOIIMX adpPEeCOB:

$ ku P:foo -s 0/0-5 -a
1MrjE78H1R1rqdFrmk jdHnPUdLCJALbv3x
1AnYyVEcugeoVzH96zjleYKwolfwte2pxu
1GXr1kZfxE1FcK6ZRD5sqqqs5YfvuzAlLb
116AXZc4bDVQrqmcinzud4aaPdrYqvuiBEK
1Cz2r TLiRM6pMNXPNrRKp9ZSVRt j5dDUML
1WstdwPnU6HEUPme1DQayN9nm6j7nDVEM

TeHepalust cOOTBeTCTBYOIMX (hopmaToB WIF:

$ ku P:foo -s 0/0-5 -W

L5a41E5k9gcIKGqX3FWmxzBYQc29PvZ6pgBaePLVGT5YBYEnBomx
Ky jgne6GZwPGB6GEK IEhOPbmy jMP7D5d3zRbHV jwcq41QXDIQGKQ
L4B3ygQxK6zH2NQGxLDee2HIv4Lvwg14cLIN7QwWPzCtKHdWMaQz
L2L2PZdorybUqkPjrmhem4Ax5EJIvP71jmxbNoQKnmTDMrqemY8UF
L20D6VA4TUyqPF8QG4VhUFSgwCyuuvFZ3v8SKHYFDwkbM765Nr fd
KzChTbc3kZFxUSJI3Kt54cxsogeFADICCM4zGB22s18nfKcThQn8C

[TpoBepKa MPaBWIBHOCTY PabOTHI C MOMOIIbIO BHIGOPA CTPOKM IO CTAHIAPTY
BIP-32 (cooTBeTcTBYIOIIEi Togkaouy 0/3):

$ ku -W xprv9xWkBDFyBXmZsAB5GyWj9uYPyoQv826YAadKiMaaEosNrFBKgj2TqWuiWy3zug-
XYGpHfv9cnGj5P7e8EskpzKL1Y8Ck9aX6QbryASraK73p
L2L2PZdorybUqkPjrmhem4Ax5EJIvP71jmxbNoQKnmTDMrqemY8UF

$ ku -a xprvIxWkBDfyBXmZsA85GyWjouYPyoQv826YAadKWMaaEosNrFBKgj2TgWuiWyY3zug-
XYGpHfv9cnGj5P7e8EskpzKL1Y8Gk9aX6QbryA5rakK73p
116AXZc4bDVQrgmcinzu4aaPdrYquuiBEK

ITpoBepka Ipoiiia, Bce paboTaeT MPaBUIbHO.
TeHepalyst o0 CEKPETHOI SKCIIOHEHTE:

S ku 1
input : 1
network : Bitcoin
secret exponent : 1
hex : 1
wif : KwD1Bf89QgGbjEhRKNhXJuH7LrciVrZi3qYjgd9OM7rFU73sVHnoWn

uncompressed  : SHpHagT65TZzG1PH3CSu63k8DbpvD8s51p4nEB3kEsreAnchuDf

public pair x
55066263022277343669578718895168534326250603453777594175500187360389116729240
public pair y
32670510020758816978083085130507043184471273380659243275938904335757337482424
X as hex

79be667ef9dcbbac55a06295ce870b07029bfcdb2dce28d959f2815b1681798

y as hex :
483ada7726a3c4655da4fbfcOe1108a8fd17b448a68554199c47d08ffb10d4b8
y parity : even

key pair as sec :
0279be667ef9dcbbac55a06295ce870b07029bfcdb2dce28d959f2815b1681798
uncompressed
0479be667ef9dcbbac55a06295ce870b07029bfcdb2dce28d959f2815b1681798
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483ada7726a3c4655dadfbfcOe1108a8fd17b448a68554199c47d08ffb10d4b8
hash160 1 751e76€8199196d454941c45d1b3a323f1433bd6
uncompressed  : 91b24bf9f5288532960ac687abb035127b1d28a5
Bitcoin address : 1BgGZ9tcN4rm9KBzDn7KprQz87SZ26SAMH
uncompressed  : 1EHNa6Q4Jz2uvNEXL497mE431kXhwF6kZm

Bepcus Litecoin:

$ ku -nL 1

input 01

network : Litecoin

secret exponent : 1

hex i1

wif : T33ydQRKp4FCW5LCLLUB7deioUMoveiwekdwUwyfRDeGZm76aUujV
uncompressed : 6uB8230zcyt2rjPH8Z2ErsSXIB5PPQWK7VVTWwWNAmXLBF rao69XQ

public pair x
55066263022277343669578718895168534326250603453777594175500187360389116729240
public pair y
32670510020758816978083085130507043184471273380659243275938904335757337482424
X as hex

79be667ef9dcbbac55aO6295ce870b07029bfcdb2dce28d959f2815b16f81798

y as hex
483ada7726a3c4655da4fbfc0e1108a8fd17b448a68554199c47d08ffb10d4b8
y parity . even

key pair as sec
0279be667ef9dcbbac55a06295ce870b07029bfcdb2dce28d959f2815b16f81798
uncompressed
0479be667ef9dcbbac55a06295ce870b07029bfcdb2dce28d959f2815b16f81798

483ada7726a3c4655da4fbfcOe1108a8fd17b448a68554199c47d08ffb10d4b8

hash160 1 751e76€8199196d454941c45d1b3a323f1433bd6

uncompressed : 91b24bf9f5288532960ac687abb035127b1d28a5

Litecoin address : LVuDpNCSSj6pQ7t9Pv6d6sUkLKogDEVUN]

uncompressed . LYWKgJhtPeGyBAwW7WC8R3F7ovxtzAiubdM
@®opmat WIF Dogecoin:

$ku-nD -W 1

QNcdLVw8fHkixm6NNyN6nVwxKek4u7qrioRbQmixac5TvoTtZuot
W3 oTkpbITOI Mapsl (B cetu Testnet):

$ ku -nT
55066263022277343669578718895168534326250603453777594175500187360389116729240,even

input
550662630222773436695787188951685343262506034537775941755001873603
89116729240,even

network : Bitcoin testnet

public pair x :
55066263022277343669578718895168534326250603453777594175500187360389116729240
public pair y :
32670510020758816978083085130507043184471273380659243275938904335757337482424
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X as hex :
79be667ef9dcbbac55a06295ce870b07029bfcdedce28d959f2815b16f81798

y as hex
483ada7726a3c4655da4fbfc0e1108a8fd17b448a68554199c47d08ffb10d4b8
y parity . even

key pair as sec
0279b6667ef9dcbbaC55306295c9870b07929bfcdb2dc928d959f2815b16f81798
uncompressed :
0479b6667ef9dcbbaC55306295c9870b07929bfcdb2dc928d959f2815b16f81798

483ada7726a3c4655da4fbfcOe1108a8fd17b448a68554199c47d08ffb10d4b8

hash160 1 751e76€8199196d454941c45d1b3a323f1433bd6
uncompressed : 91b24bf9f5288532960ac687abb035127b1d28a5
Bitcoin testnet address : mrCDrCybB6J1vRfbwM5hemdJz73FwDBC8r
uncompressed : mtoKs9V381UAhU1a3d7Vb9GNak8Qvmcsme

13 HASH160:
$ ku 751e76€8199196d454941c45d1b3a323f1433bd6
input 1 751e76€8199196d454941c45d1b3a323f1433bd6
network . Bitcoin
hash160 1 751e76€8199196d454941c45d1b3a323f1433bd6

Bitcoin address : 1BgGZ9tcN4rm9KBzDn7KprQz87SZ26SAMH

B Bume agpeca Dogecoin:
$ ku -nD 751e76e8199196d454941c45d1b3a323f1433bd6

input 1 751e76€8199196d454941c45d1b3a323f1433bd6
network : Dogecoin
hash160 1 751e76€8199196d454941c45d1b3a323f1433bd6

Dogecoin address : DFpN6QgFfUm3gKNaxN6tNcab1FArL9cZLE

Ytunuta pnsa pa6otbl ¢ TpaH3akumuaMu (tx)

VTumuTa KOMaHIHOM CTPOKM tX BBIBOOUT COMEPKMMOE TpaH3aKIuii B hopMme, ymo6-
HOJVi JIJIS1 UT€HMs UeJIOBEKOM, M3BJieKas 6a3y TpaH3aKIIMii M3 K3Illa TpaH3aKI[Mii
O6MOMMOTEKM PyCcoin MM IOayJas ee OT BeO6-cepBUCOB (B HACTOSILIEe BpeMs MOI-
nepskuBaloTcst blockchain.info u biteasy.com), o6beuHsIeT TpaH3aKIMUK, OOABISET
MY yaansieT hbparMeHThl BXOAHBIX M BBIXOIHBIX JAHHBIX, & TAKKE MTO3BOJISET IOA-
MUChIBATh TPAH3aKLIVN.

Huke npuBOASTCS OPUMepPBI MPAKTUUYECKOTO TPUMEHEHUS YTUTATHI tX.

[TpocMoTp 06LIEN3BECTHOM «piZza»-TPaH3aKIVA:

$ tx 49d2adb6e476fa46d8357babf78b1b501fd39e177ac7833124b3f67b17c40c2a
warning: consider setting environment variable PYCOIN_CACHE_DIR=~/.pycoin_cache
to cache transactions fetched via web services
warning: no service providers found for get_tx; consider setting environment
variable PYCOIN_SERVICE_PROVIDERS=BLOCKR_IO:BLOCKCHAIN_INFO:BITEASY:BLOCK-EXPLORER
usage: tx [-h] [-t TRANSACTION_VERSION] [-1 LOCK_TIME] [-n NETWORK] [-a]

[-1 address] [-f path-to-private-keys] [-g GPG_ARGUMENT]

[--remove-tx-in tx_in_index_to_delete]


http://blockchain.info
http://biteasy.com
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[--remove-tx-out tx_out_index_to_delete] [-F transaction-fee] [-u]
[-b BITCOIND_URL] [-o path-to-output-file]
argument [argument ...]
tx: error: can't find Tx with id
49d2adb6e476fa46d8357babf78b1b501fd39e177ac7833124b3f67b17c40c2a

Oxa3bIBaeTcsl, y HaC He HACTPOeHbI BeO-cepBUCHI. BBITTOMHUM HACTPOMKY:

$ PYCOIN_CACHE_DIR=~/.pycoin_cache
$ PYCOIN_SERVICE_PROVIDERS=BLOCKR_IO:BLOCKCHAIN_INFO:BITEASY:BLOCKEXPLORER
$ export PYCOIN_CACHE_DIR PYCOIN_SERVICE_PROVIDERS

HacTpoiika He BBITIOTHSIETCSI aBTOMATUUECKY, YTOOBI Uepe3 YTUIUTY KOMaHIHO
CTPOKM He TMPOM30IILIa YTeUKa CeKPeTHOI MHPOopManyuy 06 MHTEPECYIONIUX TT0JTb-
30BaTessl TPAH3AKIUSX Ha CAT TpeThelt cTopoHbl. Eciin Bac 9To He 6eCIOKOUT, TO
MOKeTe ITOMEeCTUTH IMPUBeAeHHbIe BbIIIE TPU CTPOKU B CBOIL .profile.

[Toripo6yeM BBITTOJIHUTH KOMaHIy ellle pas:

$ tx 49d2adb6e476fa46d8357babf78b1b501fd39e177ac7833124b3f67b17c40c2a
Version: 1 tx hash
49d2adb6e476fa46d8357babf78b1b501fd39e177ac7833124b3f67b17c40c2a 159 bytes
TxIn count: 1; TxOut count: 1

Lock time: © (valid anytime)

Input:

0: (unknown) from
1e133f7de73ac7d074e2746a3d6717dfc99ecaa8e9f9fade2cb8bOb20a5e0441:0
Output:

0: 1CZDM60TttND6WPdt3D6bydo7DYKzd9Qik receives 10000000.00000 mBTC
Total output 10000000.00000 mBTC
including unspents in hex dump since transaction not fully signed
010000000141045e0ab2b0b82cde -
faf9e9a8ca9ec9df17673d6a74e274d0c73ae77d3f131e000000004a493046022100a7f26eda8749
31999c90f87f01ff1ffc76bcd058fe16137e0e63fdb6a35c2d78022100a61€9199238eb73f07¢8f2
09504c84b80f03e30ed8169edd44f80ed17ddf451901f fffffff010010a5d4e80000001976a9147e
€1003336542cae8bded8909cdd6b5e48badab688ac00000000

** can't validate transaction as source transactions missing

ITocnenHsis CTPOKa IIOSABJIAETCA I10C/IE ITPOoIeaypPbl BaJIMaallun rnopmnucen TPpaH3-
dKIOVMNM, TaK KaK HEO6XO,Z[I/IMO YKa3aTb MCTOYHMK TpaHBaKU,I/II‘/JI. HOSTOMY ,Z[O6aBI/IM
B KOMaHAy K/IIOY -a IJIsd ,E[OﬁaBJ'[eHI/If{ K TpaH3aKOUAM MCTOUYHMKA I/IH(bOpMaLU/II/IZ

$ tx -a 49d2adb6e476fa46d8357babf78b1b501fd39e177ac7833124b3f67b17c40c2a
warning: transaction fees recommendations casually calculated and estimates may be incorrect
warning: transaction fee lower than (casually calculated) expected value of 0.1 mBTC,
transaction might not propogate
Version: 1 tx hash
49d2adb6e476fa46d8357babf78b1b501fd39e177ac7833124b3f67b17c40c2a 159 bytes
TxIn count: 1; TxOut count: 1
Lock time: 0 (valid anytime)
Input:
0: 17WFx2GQZUmh6Up2NDNCEDk3deYomdNCfk from
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1e133f7de73ac7d074e2746a3d6717dfc99ecaa8e9f9fade2cb8b0b20a5e0441:0
10000000.00000 mBTC sig ok
Output:

0: 1CZDM6oTttND6WPdt3D6bydo7DYKzd9Qik receives 10000000.00000 mBTC
Total input 10000000.00000 mBTC
Total output 10000000.00000 mBTC
Total fees 0.00000 mBTC

010000000141045e0ab2b0b82cde-
faf9e9a8ca9ec9df17673d6a74€274d0c73ae77d3f131e000000004a493046022100a7f26eda8749
31999c90f87f01ff1ffc76bcd058fe16137e0e63fdb6a35c2d78022100a61e9199238eb73f07c8f2
09504c84b80f03e30ed8169edd44f80ed17ddf451901ffffffff010010a5d4e80000001976a9147¢e
€1003336542cae8bded8909cdd6b5e48balab688ac00000000

all incoming transaction values validated

Terepb paccMOTpUM TOApOOHee HeM3PaCcXOLOBAaHHbIE BBIXOAHbBIE NaHHbIE IJIs
3aganHoro agpeca (UTXO). B 61oke #1 MbI BUIMM coinbase-TpaH3aKIMIo, HallpaB-
JIEHHYIO T10 afpecy 12c6DS1U4Rq3P4ZxziKxzrL5LmMBrzjrX. Bocronb3yeMcs: yTUIUTON
fetch_unspent, UTO6BI HAMTV BCe OUTKOIHBI I10 ITOMY aJpecy:

$ fetch_unspent 12c6DS1U4Rq3P4Zxz1KxzrL5LmMBrzjrdX
a3a6f902a51a2cbebede144e48a88c05e608c2cce28024041a5b9874013ale2a/
0/762914119b098e2e980a229e139a%ed01a469e518e6f2688ac/333000
cea36d008badf5c7866894b191d3239de9582d89b6b452b596f1f1b76347f8chb/
31/76a2914119b098e2e980a3229e139a%d01a469e518e612688ac/10000
065ef6b1463f552f675622a5d1fd2c08d6324b4402049f68e767a719e2049e8d/
86/762914119b098e2e980a3229e139a%d01a469e518e612688ac/10000
a66dddd42f9f2491d3c336ce5527d45cc5c2163aaed3158f81dc054447f447a2/0/76a914119b098
€2e980a229e139a9%ed01a469e518e612688ac/10000
ffd901679de65d4398de90cefe68d2c3ef073c41f7e8dbec2fb5cd75fe71dfe7/0/76a914119b098
e2e980a229e139a9%ed01a469e518e612688ac/100
d658ab87cc053b8dbcfd4aa2717fd23cc3edfe90ec75351fadd6a0f7993b461d/
5/762914119b098e2e980a229e139a%ed01a469e518e6f2688ac/911
36ebe0ca3237002acb12e1474a3859bdefac84b419ec4ae373e63363ebef731c/
1/76a914119b098e2€980a229e139a9ed01a469e518e612688ac/100000
fd87f9adebb17f4ebb1673da76ff48ad29e64b7afa02fdadf2c14e43d220fe24/0/76a914119b098
e2e980a229e139a9%ed01a469e518e6f2688ac/1
dfdfeb375a987f17056e5e919ee6eadd87dad36c09c4016d4a03ceal5e5c05e3/1/76a914119b098
€2€980a229e139a9%ed01a469e518e612688ac/1337
cb2679bfd0a557b2dc0d8a6116822f3fcbe281ca3f3e18d3855aa7ea378fa373/0/76a914119b098
€2€980a229e139a9%ed01a469e518e612688ac/1337
débe34ccfb6edddc3cf69842dce99fe503bf632ba2c2adb0f95c63f6706ae0c52/1/76a914119b098
€2€980a229e13939ed01a469e518e612688ac /2000000

0e3e2357e806b6cdb1f70b54c3a3a17b6714eel1f0e68bebb44a74b1efd512098/0/410496b538e85
3519c726a2c91e61ec11600ae1390813a627c66fb8be7947be63c52da7589379515d4e0a604f8141
781€62294721166bf621e73a82cbf2342c858eeac/5000000000



MpunoxeHue

KomaHAabl npoBOAHMKA
6uTKoMHa bx

ITpoBomHMK 6UTKOITHA Bitcoin Explorer (bx) — 3TO MHCTpyMeHT KOMaHIHO CTPOKH,
KOTOPBIii TIpefjiaraeT Habop Pa3HOOOPa3HbIX KOMaHJ, sl YIIpaBlIeHUs] KIuaMu
" co3maHus TpaH3akuuit. [[pOBOIHUK OUTKOIHA bx SB/ISIETCS YacTbio OMOMMOTERN
libbitcoin.

Usage: bx COMMAND [--help]
Info: The bx commands are:

address-decode
address-embed
address-encode
address-validate
base16-decode
basel6-encode
base58-decode
base58-encode
base58check-decode
base58check-encode
base64-decode
base64-encode
bitcoin160
bitcoin256
btc-to-satoshi
ec-add
ec-add-secrets
ec-multiply
ec-multiply-secrets
ec-new
ec-to-address
ec-to-public
ec-to-wif
fetch-balance
fetch-header
fetch-height
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fetch-history
fetch-stealth
fetch-tx
fetch-tx-index
hd-new
hd-private
hd-public
hd-to-address
hd-to-ec
hd-to-public
hd-to-wif

help

input-set
input-sign
input-validate
message-sign
message-validate
mnemonic-decode
mnemonic-encode
ripemd160
satoshi-to-btc
script-decode
script-encode
script-to-address
seed

send-tx
send-tx-node
send-tx-p2p
settings
sha160

sha256

sha512
stealth-decode
stealth-encode
stealth-public
stealth-secret
stealth-shared
tx-decode
tx-encode
uri-decode
uri-encode
validate-tx
watch-address
wif-to-ec
wif-to-public
wrap-decode
wrap-encode

Bosnee mogpo6Hyio nHGOPMAaIMio 0 KOMaHIaxX MOKHO HaiTK HA TOMalTHel cTpa-
Huile mpoBomHuKa Bitcoin Explorer (https://github.com/libbitcoin/libbitcoin-explorer)
U B TIOJIb30BaTENbCKON AOKYMeHTaluu no agpecy https://github.com/libbitcoin/lib-

bitcoin-explorer/wiki.


https://github.com/libbitcoin/libbitcoin-explorer
https://github.com/libbitcoin/libbitcoin-explorer/wiki
https://github.com/libbitcoin/libbitcoin-explorer/wiki
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IMPUMEPBI NPAKTUYECKOIO UCMOJIb30BAHUS KOMAHA
NMPOBOAHUKA BX

PaccMOTpUM HECKOJIbKO IIPMMEPOB MCIOIb30BaHMsI KOMaH/I IIPOBOAHMKA Bitcoin
Explorer, B KOTOPBIX MTO3KCIIEPUMEHTHUPYEM C KIIOUaMM U aipecamMiul.

CI‘EHepI/IDVEM Cﬂy‘laﬁHO@ 3HaUYeHMe MMCTOUYHMKA SHTPOIINM C IIOMOIIbIO KOMaH/bI
seed, KOTOpas MCIIOJIb3yeT reHepaTop CJ'[y‘-IaﬁHbIX uucen OHepaL[MOHHOVI CUCTEeMBI.
3aTteMm nepegaaM CreHepupoBaHHOE 3HAUEHMeE MCTOUHMKA B KOMaHAY ecC -new JIJId
regepanmum HOBOI'O CEKpEeTHOI'o K/Iroda. COXpaHI/IM IIOTOK CTaHAAPTHOTIO BbIBOJA
B (paiine private key:
$ bx seed | bx ec-new > private_key

$ cat private_key
73096ed11ab9f1db6135857958ece7d73ea7c30862145bcc4bbc7649075ded 74

Temnepsb creHepupyeM OTKPBITHIN KJIIOU 110 3TOMY CEKPETHOMY KJIIOUY, BOCIIOJ/b-
30BaBIIMCh KOMaH/I0Ji ec-to-public. MbI mepemaem daitn private_key B IOTOK CTaH-
OapTHOIO BBOJA M COXpPaHsieM IIOTOK CTaHAapPTHOI'O BbIBOJa BBITIOJIHSIEMOJ KOMaH-
IIbl B HOBOM (aiine public key:
$ bx ec-to-public < private_key > public_key

$ cat public_key
02fca46a6006a62dfdd2dbb2149359d0d97a04f430f12a7626dd409256c12be500

MbI MOkeM M3MeHUTh opMart public_key, mpeo6pasoBas ero B aipec C IOMOIIIbIO
KOMaH/bI ec-to-address. 3mech Takke mepemaetcs daiin public key B TTOTOK CTaH-
IapTHOTO BBOAA:

$ bx ec-to-address < public_key
17re154Q8ZHyCP8Kw7xQad1Lr6XuzWUnkG

Kiroun, creHepupoBaHHbIE TAKUM CIIOCOO0M, CO3[IAI0T HEIeTepMUHMPOBAHHBIN
Koliesiek Tuta type-0. DTo 03HayaeT, UTO KaskIblil KJl0U reHepuUpyeTCs U3 He3aBu-
cuMoro McTtouHuka suTponuu seed. Komauabl Bitcoin Explorer Takske MOTyT reHe-
PUPOBATh KUK JeTepMMUHMPOBAHHOTO KOIlIe/IbKa B COOTBETCTBUM CO CTAHAAPTOM
BIP-32. B aTOM CiTyuae «IIaBHbI» KTI0Y (master key) cosgaeTcst U3 cIydaitHOTO Mc-
TOUYHMKA SHTPOIMM, 3aTE€M BBIMIOJHSIETCS AeTePMMHMPOBAHHOE pacIlMpeHye OJjs
MOJTy4eHsI lepeBa MOAK/IIUEl, B pe3yabTaTe Yero nolydyaeTcsl JeTepMUHUPOBaH-
HbIN KOLlIeJieK TUIa type-2.

CHauasia BBITIOJTHUMM KOMaH/IbI seed 1 hd-new 1151 TeHepalluu IIaBHOTO KJI0Ua, KO-
TOPBI OYIET MCII0Ib30BaThCSI KAK OCHOBA JIJIST MTOPOSKIEHYST MepeapXum Kioueit:
$ bx seed > seed

$ cat seed
eb68ee9f3dfebd4441a9feadecl179ff1

$ bx hd-new < seed > master
$ cat master
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Xprv9s21ZrQH143K2BEhMYpNQoUVAgiEjArAVaZaCTgsaGe6LsAnwu-
beiTcDzd23mAoyizm9cApe51gNfLMkBgkYoWWMCRwz fuJk8RwF1SVEPAQ

Tenepb BbITTOJIHMM KOMaHAY hd-private 1151 reHepaly yCUJIEHHOTO KJTloua «yJeT-
HOJ 3alMCU» U TTOCAe0BaTEeNbHOCTY U3 IBYX CEKPETHBIX K/II0Uei B 3TONM YUETHOM
3aMmncu:

$ bx hd-private --hard < master > account

$ cat account
XxprvovkDLt81dTKjwHB8fsVB5QK8cGnzveChzSrtCfvu3aMvQaThp59ueu-
fuyQ8Qi3qgpjk4aksbmbfxwcgS8PYbgoR2NWHeLyvg4DhoEE68ALN

$ bx hd-private --index 0 < account
XprvIxHfb6w1vX9xgZyPNXVgAhPxSsEkeRcPHEUV51JcVESUUEACVR3NRY3fpGhenBiDbvG4LgndirD-
s1a1e9F3DWPkX7Tp1V1u97HKG1F JwUpU

$ bx hd-private --index 1 < account
XprvIxHfb6w1vX9xjc8XbN4GNS6 jzNAZ6XHEqYxzbLB4fzHFd6VqCLPGRZFsdjsuMVERadbgDb -
z{1CRIru9n6tzEWrASVpEdrZrFidt1RDfn4yA3

Hanee BoOCIONb3yeMCsl KOMaHLo0M hd-public mjis reHepanuy COOTBETCTBYIOLLEN
TOCeq0BaTeIbHOCTU U3 IBYX OTKPBITHIX KITIOUEi:

$ bx hd-public --index 0 < account

Xpub6BH1zcTuk-
tiFu43rUz2gXqLgzu5F3tLETQ5t61E3aQtM2VMTxMcyLNOFYH1GhGpQedQQYngL2eYPF J3vezHz5wza
SW4F1GrseNDRALKqTy

$ bx hd-public --index 1 < account
Xpub6BH1zcTuktiFx6CzhPbGjG3UYQ13WR16CmtbPiagEKPEVtpYjshiWy -
MaMV1cn7nUPUkgQHPVXJVqsrA8xWbGQDhohECDFTEYMvYzwRD7Juf8

OTY OTKPBITHIE KJTIOUM TAKKE MOTYT ObITh CT€HEPMPOBAHBI M3 COOTBETCTBYIOIIMUX
VM CEKPEeTHBIX K/IKYeil C MOMOIIbI KOMaHAb! hd-to-public:

$ bx hd-private --index 0 < account | bx hd-to-public

Xpub6BH1zcTuk-
tiFu43rUZ2gXqlLgzu5F3tLEeTQ5t61E3aQtM2VMTxMcyLNIfYH1GhGpQe9QQYmgL2eYPFJ3vezHz5wza
SW4F1GrseNDR4LKqTy

$ bx hd-private --index 1 < account | bx hd-to-public
Xpub6BH1zcTuktiFx6CzhPbGjG3UYQ13WR16CmtbPiagEKPEVtpYjshiWy -
MaMV1cn7nUPUkgQHPVXJVgsrA8xWbGQDhohECDFTEYMvYzwRD7Juf8

MbI MOKEM CreHepMpOBaTh IMTPAKTUUECKY HEOTPaHMUEHHOEe KOJIMUECTBO KITIoUeii
B IeTEPMMHUPOBAHHOI I[ETIOUKE, ¥ BCE OHY OYIYT MOPOSKIEHbI M3 OMHOTO MCTOUHM-
Ka seed. Takass METOIMKA MCITONb3YETCSI BO MHOTHX TIPUJIOKEHUSIX KOIIETbKOB 1T
reHepaium KiIoueit, KOTOpble MOTYT ObITh COXpaHEHbI B Pe3epPBHOI KOMUU U BOC-
CTaHOBJIEHBI TPV ITOMOIIIY eIMHCTBEHHOTO 3HAUeHMs MCTOUHMKA seed. DTO Mpoile,
YyeM CO3JaBaTh Pe3epPBHYIO KOMMIO KOIIETbKa CO BCEMM CJTyYaifHO CTeHepupOBaH-
HBIMM KJTIOUaMM KasKIbIi pa3, KOrga TeHepupyeTcst HOBbIN KITIOU.

3HaueHMe MCTOUHMKA seed MOKeT ObITh 3aKOAMPOBAHO (3alIM(POBAHO) C IO-
MOIIIbI0 KOMaHIbI mnemonic-encode:



414 <+ KomaHabl npoBOAHMKA BUTKOMHA bx

$ bx hd-mnemonic < seed > words
adore repeat vision worst especially veil inch woman cast recall dwell appreciate

IlexopupoBaHye (pacmn@poBKa) 3HaUeHMsT seed BBIITOMHSIETCS KOMaH/O mne-
monic-decode:

$ bx mnemonic-decode < words
eb68ee9f3dfobd4441a9feadec179ff1

MHeMOHMYEeCKOe KOOMPOBaHME YIIPOIIaeT COXpaHeHue U Jaxke 3alloMMHaHMe
3HAYeHMs MCTOUHMKA seed.
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BIP-65 CHECKLOCKTIMEVERIFY, 305, 308
BIP-66 Strict DER Encoding
of Signatures, 308
BIP-68 Relative lock-time using consensus-
enforced sequence numbers, 194, 196
BIP-112 CHECKSEQUENCEVERIFY, 194, 196
BIP — Bitcoin Improvement Proposal
(IlpenJioskeHue 10 YIy4YLIeHUIO
O6uUTKOIiHA), 58
Bitcoin address. Cm. BUTKOIiH — agpec
Bitcoin Average, 37
Bitcoin Block Explorer, 41
Bitcoin Core, 58
bitcoind, 65
RPC-xomanpa, 72
apxXuTeKTypa, 59
BbIGOD Bepcuy, 61
unTepdeiic JSON-RPC, 72,77
ucrnonb3oBanue Tor, 227
MUCXOMHBIN Kof, 60
KOHMUTYpPUPOBaHMe Y KOMITVIISIIVST
MCXOIHOTO Ko, 61
rnapameTp
datacarrier, 190
datacarriersize, 190
rapamMeTpbl KOHGUTIypaluu y3ia, 68
MIPUKJIaJHOM IIPOTpaMMHbI MHTepdeiic
(API), 72

uHGOPMAaLMS O COCTOSIHUM KIIMeHTa, 73
yccienoBaHye 6J10KoB, 76
o6paboTka 1 pacumbpoBka
TpaH3aKkUuui, 74
paKkTUYecKoe UCIoIb30BaHne, 77
peamm3anys Bitcoin man Satoshi client, 58
peanu3anyst segwit Kak HeyCTONUYMBOTO
pasBeTBieHus, 306
penosutopuit GitHub bitcoin, 60
YTUINTA KOMaHIHO CTPOKMU
bitcoin-cli, 72,77
STaJIOHHAs peanusaiys (reference
implementation), 58
9TaJIOHHAs peanusalus KiueHTa (Satoshi
client), 216
Bitcoin network. Cm. BUTKOitH — ceTb
Bitcoin node. Cm. BUTKOIH — ceTh — y3el
Bitcoin P2P protocol. Cm. ButkoitH — ceTb
— MIVMPUHTOBBIN TTPOTOKOI
Bitcore, KOMIIJIEKT MHCTPYMEHTATbHBIX
cpencts oT BitPay, 398
BitPay Insight, 41
Blockchain data structure. Cu. CTpyKTypa
IAHHBIX OII0KUeliHa
blockchain.info, 41
BlockCypher Explorer, 41
Block height. Cx. CTpyKTypa JaHHbIX
6y10KyeiiHa — GJIOK — BbICOTA
Bloom filter. Cm. ®unbTp Biyma

C
Candidate block. Cm. ButkoitH — 670K —
KaHIuOaT
Coin ATM Radar, 36
Coinbase-TpaH3akius, 258
BBIUMC/IEHV e BO3HATPAKIEHMS U OIUIaT
3a Mpoune TpaH3akuuu, 260
IaHHbIe, 262
MHIEKC BbIcOThI 610Ka (block height
index) (BIP-34), 262
orpeieJieHNe UCIOIb3YEMOr0 CTaHapTa
BIP-16 unu BIP-17, 263
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0co0bIit hopMmar, 261
TIpMMep CO3JaHNsI TEPBUYHOTO
6J10Ka ¥ BBIBOJ, JAHHBIX 13 HETO C
JCII0/Ib30BaHMeM 6MOIMOTEKN
libbitcoin, 263
CTPYKTYypa, 261
Cold storage. Cm. BUTKOIH — KJTI04 —
CEeKpeTHbIT, XOJIOJHOe XpaHeHe
Colored coins. Cm. BiiokueiiH —
MIPUJIOSKEHMEe — I[BETHbIE MOHEThI
Consensus. Cm. BUTKOITH — KOHCEHCYC

D

Digital fingerprint. Cm. Llndbposoit
OTIIeYaTOK

Digital signature. Cm. Liucdposas mogmmch
Dynamic fee. Cv. BUTKOIH — TpaH3aKLMsI
— oIuIaTa —» AMHaMMUyecKas

E

Extended key. Cm. BUTKOITH — KolIeneK —
pacumpsieMblii KITI0q

F
Fee-sniping. Cm. HeneranbHoe nonydeHue
OILJIAThHI 3@ TPAH3AKIUNU

Full node. Cm. Butkoiin — ceTb —
TIOJTHOLIEHHBI y3en

H

Hash algorithm. Cm. BuTtkoiin — agpec —
X3II-aJITOPUTM

K

Key derivation. Cm. BUTKOITH — KOIlIeJIeK —
reHepalus Kiatodeii ©3 OLHOTO UCTOUHUKA

L

Lightning Network, 347
KOMIUTEKT cTaHnapToB Basics of Lightning
Technology (BOLT), 348
MexaHU3M Ilepefayun TaHHbIX
¥ Mapurpytmusanuu, 351
omnpenenenue, 347
MIPOCTO¥ MpUMep, 1eMOHCTPaLys
paborsl, 348
peanusauus npennosxkenus Flare
(rubpupHast Mmozenb), 352
(byHKIMOHANbHbIE XaPAKTePUCTUKA
U IIpeuMylecTBa, 354

Locking script. Cm. BUTKO#H — TpaH3aKIMsI
— GIIOKUPYIONINIT CKPUIIT

M

Median-Time-Past (BIP-113), 197

Merkle tree. Cm. IepeBo Mepkiie

Mesh network. Cm. Suencras ceTb

Mining node. Cm. BUTKO#H — CeTb —> y3en
MajfHMHIa

Mining pool. Cm. Ilyn majtHuHra

Mining rig. Cm. BUTKOIAH — MaifHUHT —>
depma

Mnemonic code word. Cu. BuTtkoita —
KOIlIeJieK — 1eTepPMUHUPOBaHHBbII,
MHeMOHUYEeCKOe KO0BOe CJIOBO
Multisignature (multisig). Cm. ButkoiiH —
agpec — CKPUIIT MYJIbTUITOLITUCH
Multisignature scripts. Cm. ButkoitH —
TPaH3aKUMS —> CKPUIIT C MYTbTUIIOATIVICHIO

P

Paper wallet. Cm. BUTKOJH —> KOIlIeJieK —>
GyMasKHBI

Parent block. Cm. CTpyKTypa JaHHbIX
6710KUeiiHa —> POOUTENbCKUI 670K
Payment channel. Cm. BiokueitH —
TIPUIIOKEHNE — KaHaJT TIaTeXet;

Cm. Kanan miatexeit

Peer-to-peer network. Cm. IIpuHroBas ceTb
Proof-of-existence. Cm. JIoka3aTeabCTBO
CYILIEeCTBOBAHMS

Public key. Cm. Kpunrrorpadust — kg —
OTKPBIThIN

Q
QR-xon, 34, 42

R

Redeem script. Cm. BUTKOIH — CKpUIIT —>
noramaomui

Redemption. Cm. IToraimenmne (Ie6UTOPCKOI
3aJ0JKEHHOCTH)

RFC 6979, cranmapt anroputma
IeTepMUHMPOBAHHON MHULIMATN3 AL U
ximoua k, 177

S

Secret key. Cm. Kpunrorpadus — Kiou —>
CeKpeTHbIN
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Segregated Witness, 247, 383
angpec, 392
UIeHTUDUKATOP TPAH3aAKIUN
txid, 393
UIEHTUDUKATOP TPAaH3aAKIUA
wtxid, 393
HOBBIIi AJITOPUTM CO3TaHMUSI
nopammcu, 394
ckpunT Pay-to-Witness-Public-Key-Hash
(P2WPKH), npumep, 387
ckpunT Pay-to-Witness-Script-Hash
(P2WSH), npumep, 389
segwit, 247, 306, 383
Simplified payment verification, SPV.
Cm. BUTKOITH — yTIpoleHHas Bepudukaims
iatexxeit (SPV)

T
Timelock
absolute. Cm. BUTKOI1H — 6/I0KMpPOBKA
I10 BpeMeHU —> abCOM0THAsI
relative. Cm. BUTKOJIiH — GJIOKMPOBKa
10 BpeMeHY — OTHOCUTETbHAsT
Timelocks. Cm. BUTKOITH — 6JIOKMPOBKA
0 BpeMeHMU
Tor — The Onion Routing network, 227
Transaction, fee. Cm. ButkoitH —
TpaH3aKLys —> orvIaTa

U

UTXO. Cm. BUTKOIH — TpaH3aKLVs —>
HeN3PacX0l0BaHHbIE BBIXOAHbIE JaHHbBIE
(unspent transaction outputs — UTXO)

\'
Vanity address. Cm. ButkoitH — agpec —
«IIPECTUKHBIN»

w

Wallet. Cm. BUTKOIH — KoIlIejiek
hierarchical deterministic. Cm. Butkoiia
— KOIIeJIeK — MepapxuuecKkuin
JIeTepMMHMpPOBaHHbIN (HD)
nondeterministic. Cm. BUTKOIiH —
KOIIIeJIeK — HeJIeTePMUHUPOBAHHBIN

Witness. Cm. Kpunrrorpadmst —

CBUJIETEJIBCTBO

Witness script. Cv. BUTKOITH — TpaH3aKIus

— CKPUIIT-CBUIETETHCTBO

A
AKUMOHepHbIi cepTudMKaT (CTOKHOTA), 188
ANTOPUTM IOKA3aTETHCTBA BBITIOTHEHWS
paboTtsl (POW), 266
YIPOIEHHBII TPUMED peann3annu Ha
s3bIKke Python, 269
Anroputm nudposoit mommucu Elliptic
Curve Digital Signature Algorithm
(ECDSA), 169
Araka tuna DoS (Denial-of-Service), 162

b
Bubnmoteka pycoin (Python), 401
buTtkoitH
abcTpakiuy 6oee BbICOKOTO YPOBHS, 177
anpec, 84, 93
pay-to-public-key-hash (P2PKH), 110
QITOPUTM X31IMPOBaHMs, 94
anroputm xsumpoBanusi RACE Integrity
Primitives Evaluation Message Digest
(RIPEMD), 94
anropuTMm xsummpoBanus Secure Hash
Algorithm (SHA), 94
re”epauusi, 85, 94
s ckpunta P2SH no ctanzapty
BIP-13,186
«TIPeCTVKHBIN», 112
«IIPeCTUKHbIN», 6€3011acHOCTb, 116
«MPeCTWXHbI», reHepauusi, 112
«IIPeCTUKHbIN», TIPYMep TeHepaLun
C MCITOJTb30BaHVEM OUOTMOTEKY
libbitcoin, 113
peanmsanys Ha si3bike Python, 105
ckpurT Pay-to-script hash (P2SH)
(BIP-16), 110
CKpUIIT My/AbTUIIOAMMCH, 111
ycoBepieHCTBOBaHHas (opma, 108
(opmat KogypoBaHus
Base58/Base58Check, 94
(byHKIIVIST ABOTHOTO X3IIMPOBAHMS
(RIPEMD160(SHA256(K))), 102
X3II-aJITOPUTM, 94
ampec (bitcoin address), 34
aJITOPUTM JI0KA3aTeIbCTBA BHIMIOTHEHMS
pab6ortsl, Proof-of-Work, 27
QJITOPUTM CO3JIaHMS IMGBPOBOI MOATIVICH
ECDSA, 169
GaHKOMaT, 36
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6e30IMacHOCTh
JITOPUTM J0Ka3aTeTbCTBA BbITIOTHEHMS
pabotsl (Proof-of-Work, PoW), 314
anrapaTHblii Kolesnek, 319
OaJiaHC 3aIIUThI U PUCKOB, 319
OyMaskKHbIi1 Kolllesiek, 318
nelieHTpanmu3anus, 313
IelleHTpaIM30BaHHAasI MOJIE/b
3alUThI, 314
IOCTYITHOCTD KJItoueii u rmaposeit, 320
KOHIIEILINSI OCHOBBI TOBEPUTETbHbIX
oTHoIIeHmii (root of trust), 316
MYJIbTUIOLNNUCH, 320
OCHOBHbIE NMPUHIMUIIBI, 313
paspaboTKa 3alUIeHHbIX CHUCTeM, 315
pacmpeneneHue CpeJCTB Mo
HEeCKOJIbKMM KolllejibkaM, 319
pacrpocTpaHeHHas onbKa — BBIHOC
TpaH3aKLMIi 38 TIPeesibl CTPYKTYPbI
IaHHbBIX 610KYeliHa, 315
CTPYKTYypa JaHHbIX G/IOKYeiTHa, 316
yIpaBJieHle HeCKOTbKUMU
Pa3IMYHBIMU KITOUaMU JIJIsI
MyAbTUIOANUCH, 320
(dbusnueckme cpeacTsa XxpaHeHus, 318
xosonHoe xpaHeHue (cold storage), 319
2 eKTUBHbIE TPAKTUUECKIUE
MeTOOVUKH, C TIpuMepamu, 317
6ubamorexa OpenSSL cryptographic
library, 92
6ubamoTexa pybitcointools, 105
6J10K
KaHauaar, 257
MaitHUHT, 265
HOBbBI, Banugauus, 276
1ieJieBoe 3HaueHue, 272
6ok (block), 52
xami-3HaveHue (hash), 76
6JIOKMPOBKa 10 BpemeHu, 190
CHECKLOCKTIMEVERIFY, 190
CHECKSEQUENCEVERIFY, 190
CLTV, 191
CLTV, npumep, 192
CLTV, cranpapt BIP-65, 192, 193
nLocktime, 190
nLocktime, orpaanuenue, 191
abcomoTHast, 193
OTHOCHUTeNIbHAasI, 193

oTHOCKUTeNbHas, Median-Time-Past, 197
OTHOCUTeNbHas, orepanys CSV, 196
OTHOCHUTeJIbHAS, TTosie nSequence, 194
BapMaHThI MCIOJIb30BaHMsI, 29
BCIIOMOTraTeIbHble MHCTPYMeHTa/IbHbIe
cpencrtsa, 80
IlelleHTpaaM30BaHHAas CUCTeMa JeHEeKHbIX
pacyeTosB, 27
JelleHTpaau30BaHHas GMHAHCOBAsI
U TIJIaTesKHast cucrema, 322
JTOKa3aTeJIbCTBO BITIOJTHEHUS PabOThI
(Proof-of-Work, PoW), 53
3alIMTa JIMYHOI MHpOpMamn
oJb30BaTesiei, 36
ucTopusi co3ganus, 27
Kak IpuKIagHas riatdopma, 322
KJIMEeHT C MPUKIaAHBIM IPOTrPaMMHBIM
uHTepdeiicom (API) cTopoHHEro
npoussoauTens (third-party API
client), 33
KJTIOU
OTKPBITHIN, 85
reHepanus, 91
OTKPBITHI, BBIYMCTIEHNE, 88
OTKPBITHII, TeHepaius, 85
OTKPBITHIN, CKaTblii, 101
OTKpBITHIN, hopmart, 101
napa, 85
peanusauus Ha si3bike Python, 105
CeKpeTHbIN, 85, 86
CeKpeTHbI, reHepaliusi, 87
CeKpeTHbI, 3abpPOBaHHbIN
(BIP-38), 109
CEeKpEeTHBIN, 3alUILEeHHbI
naponem, 109
CeKpEeTHBIN, pe3epBHAas Komus, 86
CeKpeTHBbI, ckaTblit, 104
cekpeTHbIii, popmat WIF, 104
CeKpeTHBIN, X0JIogHOoe XpaHeHne, 110
ycoBepiieHCTBOBaHHas (opma, 108
dopmar, 99
dbopmat WIF, 99
KOHCEHCyc, 249
aTtaka, 295
aTaka C 1eJIbl0 IBOIIHOI'O
pacxomoBaHus, 296
araka C LeJTbI0 HapylleHus paboThl
OGUTKOIH-ceTH, 298
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aTtaka tuma 51%, 295

araka tTumna 51%, sammura, 297

aTaka tuma 51%, mpaKkTUIeCcKuit
npumep, 296

aTaka TUIIa 0TKa3 B 06CTY>KMBAHUY
(deny of service, DoS) Ha
oTpeie/IeHHBIX MT0JIb30BaTese
OUTKOIH-CUCTEMBI, 297

araka TUIIa 0TKa3 OT 06CTY>KMBAHUS
(denial-of-service, DoS), 295

BBIGOD IETIOUKM ¢ Harbosee
ybequTeTbHbIM OKa3aTeTbCTBOM
BBITIOTHEHMSI paboThI, 278
IeleHTPaTM30BaHHbI MeXaHU3M
IOCTVDKeHMs (emergent

consensus), 254

u3MeHeHMe npasui, 299

KPUTMKA HEIOCTATKOB HEYCTONYMBBIX
pa3BeTBiieHMi1, 306

HeyCToiuMBoe pa3BeTsiaeHue (soft
fork), 305

HeyCToiuMBoe pa3BeTsiaeHne (Soft
fork) — coBmecTuMOe CHU3Y BBEpX
(Bniepen) (forward-compatible)
u3MeHeHue rpasui, 305
HeyCTOuMBOe pa3BeTBIIEHMUE,
aJbTepHaTYBHbIE MeXaHNU3MbI
peanu3zauuu, 306

HEYCTOVYMBOE Pa3BeTBIEHNUE,
IyarpaMma COCTOSIHMIA OTIOBEIeHUSI
U akTuBanuu, 310

HeyCTOuMBOe pa3BeTBIIEHNE,
OTIOBellleHNMe Y aKTUBAIMSI 110
crangapty BIP-9, 309
HEeYCTOUMBOe pa3BeTBIIEHMeE,
repeoripeeneHe KOf0B onepauui
NOP, 305

mpaBuia (consensus rules), 52
MpoBepKa KOPPEKTHOCTU U
IIOCTOBEPHOCTM (BaIMAALMS) KAKIOTO
HOBOTO 6J10Ka, 276

pa3BeTBJIEHME€ OCHOBHO II€TTOUKM
6/710K0B, 278

pasgeneHue maliHepoB, 303
pa3paboTKa MporpaMMHOTO
obecreuenns, 311

YCTOMUMBOE pa3BeTBIeHME

(hard fork), 299

ycroiiunBoe pasBersienue (hard fork),
npumep, 300

ycroiiumBoe pasBersienue (hard fork),
perynupoBaHye YPOBHS CIOXKHOCTH, 303
ycroitunBoe pasBersienne (hard fork),
CIIOPHOE WM PUCKOBaHHOe, 304
ycroitunBoe pasBetrienne (hard

fork) c Touku 3peHust pa3paboTUMKOB
MporpaMMHoro obecrneyenus, 301
YCTO/UMBOE pa3BeTBIIEHNE, U3MEHEHME,
HeCOBMeCTMMOe CHU3Y BBepX (not
forward compatible), 300

YCTOMUMBOE pa3BeTBJIeHNE,

npumep, 300

dbopmupoBanme (c60pKa) IETOUKN
6JI0KOB, 278

KOHCeHCyc (consensus), 27
Kouiesiek, 31, 83, 85

amnmnaparTHblif, 126, 139

anmapartHbiii (hardware wallet), 32
6e3oracHast reHepalusi KIroJeii-
TMOTOMKOB, 140

6yMakHbI, 117

6yMaskHbIl (paper wallet), 32
GYyMasKHbI, BHEIITHU BUT,

u pasmep, 119

GYMa’KHBIM, ¢ 3a1MdPOBAHHBIM
cekpeTHbIM Ki1oyoMm (BIP-38), 119

Be6 (web wallet), 31

reHepaius KIrJeil u3 oOHOrO
MCTOYHUKA, 122

netepMmyuHMpoBaHHbl (HD), renepanns
OTKPBITOTO K/Il0Ua-moToOMKa, 138
nerepMuHMpoBaHHbIi (HD), MCTOUHMK
¥ MHeMoHn4eckuii kog, (BIP-39), 125
netepMuHMpoBaHHb (HD),
OIpefieJIeHHbIN B CTaHJApTe
BIP-32,124

netepMuHMpoBaHHbIi (HD),
npeumMylecTsa, 124
netepMuHMpoBaHHbIi (HD), mpumep
JCTIO/Ib30BaHUS PacUIMpseMoro
OTKPBITOTO KJTf0ua B Be6-marasuue, 139
JleTepMUHMPOBaHHbIV, MHEMOHMYECKOe
KOIOBOE CJI0BO, 122
JleTepMUHUPOBAHHbIIA,

C ICTOYHMKOM, 123

st neckrona (desktop wallet), 31
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MepapxuvIecKuii JeTepMUHMPOBAHHBIN

(HD), 122

Knaccuduraims, 31

KOHIIenus 6anaHca, 148

MHEMOHMYECKMe KOIOBbIe CJIOBA

(BIP-39), 128

MHEMOHMYECKe KOIOBbIe CJIOBA

(BIP_39), renepanus, 128

MHEMOHMYECKe KOIOBbIe CJIOBA

U UCTOYHUK, 130

Mo6uabHBIN (mobile wallet), 31

HeJleTepMUHUPOBAaHHBII, 122

HeJleTepMUHUPOBAHHBIN, CO

CJTy4YaiiHbIM BBIGOPOM KiTIOUedt, 122

HeJleTePMUHUPOBAHHBIN, TUIT

Type-0, 122

Heob6s13aTe/IbHas MapoibHas dpasa

no cragpapry BIP-39, 132

o6I1Me CTaHIAPTHI U TPAKTUYECKIUE

meToauku, 125

ornipepnenenue, 121

NpaKkTUYeCcKoe UCI0Ib30BaHKe,

npumep, 126

MPOrpaMMHO peayin30BaHHbI, 126

MMPOM3BOAHbIE KIOUM-TIOTOMKM, 136

yTh kioua B HD-kouenbke, 143

pacxopoBaHue ganHbix UTXO, 149

pacmmpsieMslii Kiato4, 137

CBsI3Ka KJIIOUeil uan 6peok

(keychain), 121

comepxkumoe, 121

co3ganne HD 13 KOpHEBOTO MCTOYHMKA

(root seed), 134

craugapt BIP-39 kak 6u6oTeKa

Ha pasJIMYHbIX SI3bIKAX

MporpaMMUpOBaHus, 133

TEXHOJIOTHS, ToApo6HOe onucaHue, 128

Tumn JBOK, 122

¢dyukus child key derivation

(CKD), 135

¢dyukius PBKDF2, 130

GyHKUMS 3aIIMUIEHHO reHepauumn

Kimova-rmoromka (hardened

derivation), 141

byHKIMS pacTaruBaHus Kiwodeit, 130

XOJIOJHOe XpaHeHue, 117, 139

ernouka Kopos (chain code), 135
maiHuHr, 25, 209, 249

coinbase-TpaH3aKUMs Kak repBast
TpaH3akuus B 6110Ke, 265

QJITOPUTM J0Ka3aTeNbCTBA BbITTOIHEHUST
pabotsl (PoW), 266

6J10Ka, 265

BO3HarpaxpaeHue, 250

reHepauusi HOBOV JeHeKHOI

enuMHMUILbI, 250

MCKIIoUeHre Komnauii (collision)

Py X3IIMPOBaHUM, 266

Kak MeXaHU3M JIelleHTPaJM30BaHHOTO
KOHCeHcyca, 251

Kak MeXaHU3M TOAAePXKKU
(unancoBoro perynupoBanms, 251
KOHKYPeHIIMS B X3II-BbIUNCIEHUSX, 287
MHOTOKPATHBI ITPOIIeCC X3UIMPOBAHMS
3aroyioBka 6JI0Ka C MI3MEHEeHMEeM OJTHOTO
napameTtpa, 266

o6bemHeHe BCeX TpaH3aKInii

B IlepeBo Mepkie, 265

nMpUHIOBbIit myn P2Pool, 294

MIPUMeED YCIIeNTHOrO 3aBeplueHus, 276
myi, 290

peliieHe 337,24y JOKa3aTeIbCTBa
BBITIOJTHEH ST PA6OThI

(Proof-of-Work), 209

peleHue ¢ pacliMpeHneM quarna3oHa
TOITOJIHUTE/IbHBIX 3HaUeHMit nonce, 290
POCT 0611ei BhIUMCIUTETLHOI
MOIIHOCTH OTlepaLuii

X31INpoBaHus, 287

CKOPOCTb TeHepanun, 251

crieniaabHOE 3HaUeHye nonce

B 3aroJyioBKe 06j10Ka, 265

yIIpaBsieMblii Iy, 293

dbepma, 256

dbopmupoBanme 3arosoBka 6510Ka, 264
LiesieBoe 3HavyeHue, 272

1ieJIeBOe 3HaUeHMe, M3MeHeHMe JIJIst
perynupoBaHus YPOBHS CJIOKHOCTH, 273

MaitHMHT (mining), 52

aHaJIoTusl — COPeBHOBaHME 110
PEeIIeHNIO TOJIOBOJIOMOK CYIOKY
(sudoku), 53

6mok-kauguaar (candidate block), 55
TepBUYHBIN 6J10K (genesis block), 55
IpoBepKa npasuabHoCcTH (valid) Beex
TpaH3aKUuiA, 52
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pasMeineHme 6I0KOB B LIerlouke, 55
CO3/IaHMe HOBbIX OMTKOTHOB B KaskIOM
6J10Ke, 52
MEeTO/MKa YIIPOLIEHHO MPOBEPKU
miatexei (SPV), 218
MeTO[bI IMOJTyYeHus, 35
MexaHu3Mm segwit, 306
MUJUTMOUTKOIH, 43
MYJIbTUIIOLNNCE, 181, 203
KBOpyM, 182
cxema M-of-N, 181
06MeHHbBIIT Kypc (exchange rate), 36
001as cxema cucTemsl, 40
ornpeneneHue, 24
opuruHan cratbyu Catomn HakamoTto, 356
OCHOBHOE IIpeMMyIIecTBo, 36
TIaBaroImuii 06MeHHbIN Kype (floating
exchange rate), 37
TJIaTesKHOe TpeboBaHMe (payment
request), 42
nonHoueHHbIi kiaueHT (full client), 32
roniHoueHHbI# y3en (full node), 32
MIPUKJIAJHO MPOrpaMMHBbI MHTepdeTic
(APT), 48
TIpUMep UCIOIb30BaHMSI, TOKYTIKA YaIlIKU
Kode, 41
rpumep npuobperenHus, 37
MIPOBOJIHUK GioKueiiHa, 177
poBoaHUK 610kueiiHa (blockchain
explorer), 40
«IporpaMmMupyeMble JeHbIn», 162
peanu3auusi API KMeHTOB OT TpeTbhbUX
CTOpOH, 80
peanusauus 6ubanorexu, 80
peanusauus KaueHTa, 80
carommu, 149
carouu (satoshi), 43
CeKpeTHbI KoY (private key), 35
ceTb, 205
Bitcoin Relay Network, 209
Falcon, 211
Fast Internet Bitcoin Relay Engine
(FIBRE), 211
SPV-y3en min ynpoueHHbI
(lightweight) ysen, 207
6ydeprsoBaHHasT KOMMYTAIVS TTAKETOB
(store-and-forward), 211
3aIyCK y37a, 65

ucrionb3oBanue Tor, 227
KOHbUrypupoBaHue ysia, 67
HOBBII1 y3eJ1, TOUCK CYIIeCTBYIOUINX
y3710B, 211
HOBBII1 y3eJ1, mpouenypa
«pykoroxatus» (handshake), 211
HOBBIIA y3eJI, paclipoCTPaHeHMe CBOET0
aapeca o cetu, 213
HOBBII y3eJ1, yCTaHOBJIEH/e
COeIMHEeHMI C HECKOTbKUMMU
rnaptHepamu, 213
ONTMMM3ALIMS C L[eThI0 CO3IaHMs
KOMITaKTHBIX 6JIOKOB (compact
block), 211
TIepBblii 3aI1yCK y371a, 67
MMPUHTOBBIN MPOTOKOI, 205
noagepskka P2P ayreHTudukanmm
v MdPOBAHUS B IUPUHTOBO CETH
(BIP-150 u BIP-151), 228
TIOJIHOLIeHHBIN y3en, 206, 207, 215
yJ1 maMsiTi (memory pool), 257
ITyJT TaMsITV (memory pool,
mempool), 229
ITyJT TpaH3aKkIiuii (transaction pool),
229,257
MyJ1 TPaH3aKUUIA-«CUPOT», 229
pacumpenHas (extended bitcoin
network), 206, 209
peTpaHISIIMOHHAs, 211
CKBO3Has MM TPaH3UTHAs
KOMMYTAIs IMakeToB
(cut-through-routing), 211
Co3[laHMe HaIeXKHOTO TIapoJIst
Jis ysna, 67
TeXHUYEeCcKue Tpe6oBaHMs K Y31y, 65
y3ei, 206
y3esn (node), 65
y3eJ MaiiHuHra, 207, 256
unbrp Briyma, 221
dunbTp Biiyma, onucanue pabotsl, 221
mmdpoBaHye CeTeBbIX
coeiviHeHui, 227

CKPUTIT
P2SH, npeumyiectsa, 186
Pay-to-Script-Hash (P2SH), 183
Pay-to-Script-Hash (P2SH),
pakTudeckuit mpumep, 183
anpec P2SH no cranpapry BIP-13, 186
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xioueBoe ¢1oBo VERIFY (cydduxc), 200
rnoramawimii, 184, 187
roraiuarouuii, 6;okuposka CLTV, 192
CJIOKHBIN IIpUMep
¢ myapTUnonnucsamu, 202
C MYJIBTUIIOLIUCSIMU, TIPUMep, 185
cybduke VERIFY kak onepaTop
3amuThl (guard clause), 200
yIIpaBJeHNe IOTOKOM BbIMOMHeHNMsI, 198
yIipaBjieHNe TTIOTOKOM BBITIOTHEHUSI,
npumep, 201
YCIOBHOE BhIpaxkeHne, 198
X9lIlI-3HaueHue, 186
s13bIK Script, onyMcaHue onepaTopos,
KOHCTaHT ¥ CMMBOJIOB, 371

CTPYKTYypa aHHbIX OI0KYeiiHa, 52, 56, 188
BoicoTa (heght) 6oka, 76
HeroMepHoe pa3pacraHue, 188
TepBUYHBIN 610K (genesis
block), 215, 216

TpaH3aKIMM, I3bIK Script, HeMmoMIHOoTa

110 TeropuHry, 162

TpaH3aKuus, 43
coinbase, 258
scriptPubKey (BbIxomHbIe JaHHbIE), 151
azpec s monydyeHus caauu (change
address), 45
6noxupyoImii ckpurr, 151, 163, 182
BHYTpEHHee coepxxumoe, 147
BXOJHBIE TaHHbIe (inputs), 44
BXOJIHbIE TaHHbIEe, KOMIIOHEHTHI, 153
BXOZHbIE TaHHbIe, TpUMep, 153
BXOAHbIE TaHHbIEe, cepuanm3anusi, 155
BbIXOAHbIE TaHHbIe, 148
BBIXOAHBIE aHHbBIE (outputs), 44, 46
BBIXOJIHbIE IaHHbIE,
Kpurrrorpadmyeckas rooBosiomMka, 150
BBIXOJJHbIE JaHHbIE, CTPYKTYypa, 150
nanHbie UTXO, 153, 163, 184, 186, 187,
188,190, 196
necepuanusanus, 152
nedopMaTUBHOCTD MY U3MEHSIEMOCTh
(transaction malleability), 74
nmobGasjeHue B peectp, 51
unentuduxkarop (ID), 154
unenTudukarop txid, 74
MHJEeKC 6a3bl JaHHBIX, 69
MHJIEeKC BBIXOAHbBIX JAaHHBIX (vout), 154

Kpunrorpaduyeckas rooBoJIOMKa
(ckpurT), 163

MaifHMHT B 610Kax, 54

Ha6op manubix UTXO, 148
He3aBMCMUMas BepuduKaius BCeMu
y3namu cetu, 255

Heu3pacxofoBaHHbIe BbIXOJHbIE
Ia”HbIe (unspent transaction outputs —
UTXO0), 148

obmas hopma, 46

oObenyHeHMe B 6JIOK, 257
obbenuHeHue B 6JI0K, mpumep, 257
obbeMHeHE TeHEXHbBIX CPEICTB, 47
omsara, 156, 250

orviaTa, aarTOpUTM OL[eHKU CyMMbI, 158
OIlJIaTa, BBIYMCIEHNEe CYMMBI, 157
oriara, iuarpaMma OlLleHOK B
peanbHOM BpeMeHH, 158

orviaTa, AMHamMmu4yeckas, 158

OIj1aTa, Kak MaTepyasabHbIi cTuMyi, 157
oruiaTa, mpuMep g06aBIeHNsT CYMMbI
omatel, 160

oIiaTa, CepBUC BbIUUCTEHUS
bitcoinfees, 158

oriara, craTudeckas, 158
onpepneneHue, 146

0co6bIit TUIIT — coinbase-TpaH3akius, 150
OT/INYME COAEPKMMOTO OT BHEIIHErO
npencraBaeHusi, 177

napamMetp minrelaytxfee
(MMHMMAaIbHAS CyMMa OIUIaThl), 157
rnepengayva B CeTb, 51

nepenayva 1o cetu, 151
MnoaTBepXKAeHue, 52

TTOATBEPXIEeHVE (I0Ka3aTeIbCTBO)
npaBa BjageHus, 44

MIpyUMep OIUIaThI YallKy Kode, 146
Pas3bIoKMpPYIOLINIi CKpUIIT, 163, 182
pacripeziesieHye IeHeXKHbBIX CPeNICTB, 47
pacripocTpaHeHue B ceTu, 51
pacxomoBaHue, 56

coava, 149

cepuanusanys, 151

cepuanmusanus, oTok 6aiitos (byte
stream), 151

CUMHTaKCcM4eckuit pazbop (mapcuur), 152
ckpurnt Pay-to-Public-Key-Hash
(P2PKH), 161, 167
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ckpunrt scriptPubKey, 163

CKpuUNT ScriptSig, 154, 163
CKPUIIT-I0KA3aTeJIbCTBO
(cBUAETeNnsCTBO), 163

CKPUIIT, IpUMepbl, 165

CKPUIIT, pa3/ieJibHOE BHITTOJIHEHE
GIOKUPYIOIIEro ¥ pa36IoKUPYIOIIEro
CKpUIITOB, 167
CKPUINT-CBUALTENBCTBO, 151
CKPUIIT C MYJIbTUIIOANCEIO, 181
cospmaHue, 47

CO3JaHle BhIXOAHBIX JaHHbBIX, 49
CO3JaHMe HOBBIX OMTKOMHOB, 150
Co3[aHMe C TIOMOIIbIO TPUTOKeHUST
Kolenbka, 48

1ernouka, 44

uydpoBas MOAIMCh, 169
uydpoBas MOANUCH B
pasbioKMpyoIem ckpurmre, 163
undpoBoit OTIIEUaTOK, 86

s13bIK Script, 161

93bIK Script, 6e3 cOXpaHeHUsT COCTOSTHUS

(stateless), 162
S13BIK Script, cTek BblloaHeHUs, 164
y3en
MaiiHuHra (MailiHep), 256
06beIVIHEeHVE TPAaH3aKIINii
B 6710K1, 257
MMOJIHOLIeHHBIN, 215, 256
TTOJTHOLIEHHbI, CUHXPOHMU3AI ST
CTPYKTYPBI JAHHBIX O6jI0KUeiiHa, 216
TIOJTHOLIEHHBIH, hopMUpOBaHe
CTPYKTYPbI JAHHBIX O6jI0KUeiiHa, 216
yrpoiieHHsIl (SPV), 3amura
MIPUBATHOCTHM C TOMOIIbI0 GuiIbTpa
Biryma, 227
yrpouieHHbIi (SPV), ucrionb3oBanue
¢dwnbrpa biryma, 225
yIpoueHHbli unu SPV-ysen, 218
y3en (bitcoin node), 51
YMHOKeHMe Ha 3JUIMIITUYeCKUX
KpUBBIX, 85, 88
yIpolneHHast BepuduKkauys miatexei
(SPV), 207
YIIpOllleHHAas TpOoBepKa IiaTexeit
(simple-payment-verification (SPV), 32
ynpoineHHslit kKaeHT (lightweight
client), 32

uudpoBas MoANUCh

aBTopu3aius, 170

anroputm ECDSA, maTemaTnueckoe
o6ocHoBaHue, 175

BO3MOKHAsI YSI3BMMOCTb CEKPETHOTO
Kioua, 176

rapaHTusI HEM3MEHSIEMOCTY TaHHbIX
TpaH3akuumu, 170

MaTeMaTuyeckas cxema
BbIuMciaeHui, 170

HeOCIIOPMMOCTD JOKa3aTe/lbCTBa
aBTopusaiuu, 170

ornpezneneHue (MCTOYHUK
Buxkunenus), 170

rnpumep B popmaTte cepmanmusanumn
DER, 171

npoBepka, 172

cepuanmusauus B popmate DER, 171
cospanue o anroputmy ECDSA, 171
T x3u-3Hayenus (SIGHASH), 172
(akTop wryyaitHOCTM TIPU CO3AAHUN
napsbl Kitoydeii, 176

tnar SIGHASH (mo6aBmnsiemMblii

K mogrucu), 172

¢nar SIGHASH - npennosxkeHnue Bitmask
Sighash Modes, 175

IMINTIYecKas Kpyusas, 89
biokuposka. Cm. MproTekc
Briokueiin

6710K, cupoTa, 278

TIPUJIOKeHM e

Kickstarter (Lighthouse), 325
J10Ka3aTelbCTBO CYILeCTBOBAHMS
(11dpoBOIt HOTapUaIbHbBII

cepBuc), 325

KaHaJ iaTexen, 325

nporokon Counterparty, 331
npoTtokon Counterparty, BUpTyaabHas
mammHa Ethereum Virtual Machine
(EVM), 331

npotokosn Counterparty, ruiargopma
Tokenly, 331

nporokon Counterparty, peannsauust
CMapT-KOHTPAKTOB, 331

1IBETHbIE MOHETHI, 326

uBeTHbie MOHeThI Colored Coins by
Colu, 326

1BeTHbIe MOHeThI Open Assets, 326
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LIBETHBIE MOHETHI, UAeHTU(DUKATOP
umyiectsa (asset ID), 327
LIBeTHbIE MOHETbI, IIPMMep TPaH3aKLMii
umyuiectsa Tuna MasterBTC, 329
1IBEeTHbIE MOHETbI, TPaH3aKIIMK, 328
LIBETHbIE MOHETbI, SMUCCHUS
(issuance), 327

MIPUJIOKEHMSI, 6a30BbI€ 3JIEMEHTHI, 323

r

l'eHepaTop wiyvaiiHbIX ymcen, 87
Kkpurnrorpadmyeck 6e301acHbIi
(CSPRNG), 87

il

Ile6buTOopcKast 3a10/IKEHHOCTb, 183
HepeBo Mepxkiie, 237
6uHaApHOeE IepeBo XolI-3HaueHnit (binary
hash tree), 237
MCIIOTb30BaHMe IJIs1 YIIPOIIeHHOI
Bepudukanmu miarexeii (SPV), 244
MCIT0/Ib30BaHMe Ha YIIPOIEHHOM Yy3Jie
(SPV), 244
KOpeHb, 239
quct (leave), 239
npuMep co3panus, 241
ITyTh UM MapUIpyT ayTeHTUdUKaIum
(authentication path), 240
c6anancupoBanHoe (balanced tree), 240
dbopmupoBanue npu maitHuHre, 265
Hednsumonnas Bamora (deflationary
money), 253
JToKa3aTeNbCTBO BLITIOTHEHWS] PaOOThI
(Proof-of-Work), 250
Jloka3aTenbCTBO CylleCcTBOBaHMsI, 188

3

3agava BU3aHTUIICKMX TeHepasoB, 28
3ammdpoBaHue, 83

7]

VHTerpaibHasl cxeMa CIelabHOTO
HasHaueHus (application-specific integrated
circuits, ASIC), 54

VHTerpanbHas cxeMa CHelyagibHOro
HasHaueHus1 ASIC (application-specific
integrated circuit), 287

K

Kanan riatexeii, 332

aHkepHas TpaH3akius (anchor
transaction), 333
aCMMEeTPUYHbIE OTMEHSIEMbIE
obs13aTenbcTBa, 341
6€e3 TOBEPUTEbHbIX OTHOILIEHW, TpUMep
co3maHus, 338
3aBepuiaoias (GpuHagbHas) IIaTeXHas
TpaH3akuus (settlement transaction), 333
MIpOCTO¥i puMep, 335
cmapT-KoHTpakT Hash Time Lock Contract
(HTLC), 346
¢ mapuipyrtusanueii Lightning
Network, 347
cy6euaupyionias Tpausakius (funding
transaction), 333
cxeMa, 00BSICHSIONIAst TEPMUHOJIOTUIO, 334
TpaH3aKLUMSI-00513aTeNbCTBO (commitment
transaction), 333
Kanan cocrosimit
Kak MeTacdopa cpeibl o6MeHa
COCTOSTHUSIMM MEKIY IBYMSI
CTOpOHaMu, 332
orpepeneHue, 332
OCHOBHbIe KOHILIEIIINK, 333
Komanga
base58check-decode, 100
base58check-encode, 100
decoderawtransaction, 155
dumpprivkey, 87
getnewddress, 87
getrawtransaction, 155
wif-to-ec, 100
Kpunrorpaduueckuii anroputm
xampoBanus SHA256, 53
Kpunrorpadus
acuMmeTpuyHas, 86, 89
reHepaTop CIy4aliHbIX YuCes
KpurnTorpaduuecky HaJgeskKHbIi
(CSRNG), 108
3a/1a4a IMCKPETHOTO
norapudmupoBanmsi, 89
KITI0Y
OTKDBITHIN, 84
napa, 84
CeKpeTHbI, 84, 86
ornpepeneHue, 83
CBUETENbCTBO, 84
C VICTIOTb30BaHMEM JUIUIITUYECKIX
KPUBBIX, 89
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6asoBas Touka reHepauyu G (generator

point G), 91

TOUKa B 6eCKOHEUHOCTH (point

at infinity), 91
C OTKPBITHIM K/II0UOM, 84, 89
YMHOKeHJe Ha SIIUIITUYEeCKUX KPUBBIX, 85
YMHOXXeHMe TOUeK JIUNTUUECKUX
KpUBBIX, 85
by

OITHOCTOPOHHSIS, 85

O HOCTOPOHHSIS, C TIOTaliHBIM

BXOZI0OM, 88

OIHOCTOPOHHSIS, X3IIMPOBaHue, 85
undpoBas MoAInCh

reHepanus, 86

n
JlaBunHas anpecanus (flooding), 51
JInuensus MIT, 369

H
HeneranpHOe Noy4eHye OIIaThl
3a TpaH3akuuu, 197

3amuTa, 198

0]
OmnepaTtop
CHECKLOCKTIMEVERIFY (CLTV), 192
YCIOBMSI aBapUITHOTO OCTaHOBA
BBITIOJTHEHMST CKpUIITa, 193
CHECKMULTISIG, 182
omnbKa, ycrpaHeHue, 182
EQUAL, 200
EQUALVERIFY (cyddukc), 200
IF, 199, 202
npumep, 200
RETURN, 187, 188
6e3yC/IOBHO HEpacxoxyeMbliit (provably
unspendable) 31eMeHT BbIXOIHbIX
NaHHBIX, 189
UCIoNb30BaHMe B ckpuIire, 189
ornpepnenenue, 189
OTCYTCTBYE Pa30JI0KMPYIOIIEro
cKkpumnrTa, 189
Omnepauns CHECKSEQUENCEVERIFY
(CSV), 196

n

[Mupunrosas cets, 205

IMoraienue (qe6MUTOPCKOII
3aJ0JKeHHOCTH), 184
[Tone nSequence

onucanue, 194

CTpYKTYypa 1o craugapry BIP-68, 195
[TpyHLIMT YOBIBaIOLIEH JOXOLHOCTU
(diminishing returns), 250
ITpob6aema ABOMHOTO pacxomoBaHus, 28
IpoBoguMK 6uTKOIHA Bitcoin Explorer (bx),
KOMaH/[bl, IpMMepbl NpuMeHeHus, 410
[IporpamMupyemas 1ojib30BaTesIemMm
BeHTUIbHas MaTpuna (IIIBM -
field-programmable gate array, FPGA), 287
ITyn marinuHra, 54, 290

nupuHTroBbIit P2Pool, 294

yIpaBjsieMbIit (managed), 293

P

PacripeneneHHbie BbIUuMCIeHMs, 27

C
Caromn Hakamoro, 27, 58, 356
CeKpeTHbIi TMYHBIN UAEHTU(PUKALMOHHbIN
Homep (PIN), 84
Cepuanusanus (serialization), 152
CMapT-KOHTpaKT, 188
Cranpmapr secp256k1 (NIST), 89
CTpyKTypa JaHHBIX 6JIOKUYeliHA
6J10K
BbICOTA, 234
3aroJjiIoBOK, 233
uneHTuduKaTop, 234
CBSI3bIBaHMeE B LIETIOUKY, 236
CTPYKTYypa, 233
X9lIlI-3HaUYeHue, 234, 235
X9IlI-3HaUeHMe 3arojioBKa, 234
Bepxyluka (tip), 231
BepuHa (top), 231
BbIcoTa 6;10Ka (height), 231
nepeso Mepkiie, 237
ornpepenenue, 231
OCHOBHas mainnet, 244
NepBUYHBIIT 610K (genesis block), 231, 235
pasBeTBieHue, 279, 300
pa3BeTBJIeHME LIeMOUKHY, 278
ponuTenbckuii 610K, 231
TecToBasl, 244
Regtest (Regression Testing),
IIJIS JIOKQJIBHOTO TECTUPOBaHMS, 247
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Segnet, 247
Testnet, 245
Testnet, mpymep MpakTUYECKOTO
MCIIONIb30BaHMsl, 245
JCITONb30BaHMe )11 pa3paboTKu
10, 248

X3II-3HauYeHue 61oka, 231

Yy
VipouieHHas Bepuduranms rmaaTeskeit
(SPV), 56
Yrunnra
bitcoind, 87
ku (key utility), 401
tx, 407
KOMaH[JHOJ cTpoku Bitcoin Explorer

(bx), 88

(0}

OunpTp biryma, 221
ucronb3oBaHue Ha SPV-y3ie, 225
omucaHnue paborsl, 221

Oynakuus isStandard(), 182, 187, 189

1]
LleHTpaapHbIl OpraH aBTOpU3anuu, 27
Lindposas BamoTa 10 6UTKOIHA, 26
LiudpoBas HoTapuaabHas CIyK0a, 188

Proof of Existence, 189

npedurc DOCPROOF, 189

Lndposas nonmnuck, 83
LiIndposoii orieuaTox, 83

a

Suencras ceTb, 205



06 aBToOpe

Anppeac M. AuToHOMys10C (Andreas M. Antonopoulos) — M3BeCTHbI CIIeIMAINCT B 06/1aCTH
UT, cepuiiHbIit IpeAIPUHMMATEb, CTABILINIT OIHOM 13 HanboIee 3HAMEHUTBIX U YBAsKA€MbIX
JIMYHOCTEN B 06/1aCTV OUTKOMH-TeXHOMOTMU. TallaHT/IMBbBIN OpaTop, IperoaBaTesb, Mmuca-
Teb, AH/Ipeac IOMOTaeT IMOHSTh CJIOKHbIE TeMbI U JleslaeT UX JOCTYITHBIMU J1JiS BceX. B Ka-
yecTBe KOHCY/JIbTAaHTa OH IIOMOraeT TeXHOJIOIMYECKMM CTapTarnam OIpenessiTh, OlleHUBATh
M PeryamMpoBaTh MOTEHIMAIbHbIE PUCKY JI7IST 6€3011acHOCTHM U 6M3Heca.

AHJIpeac 6yKBaJIbHO BBIPOC BMeCTe ¢ IHTepHETOM, CO3/1aB CBOIO TIEPBYI0 KOMITAHUIO IO
cornpoBoXxaeHuio BBS (pacrnpocTpaHeHHblii B TO BpeMs cepBuc Bulletin Board System) u mipo-
TOTUIIA ITPOBaiIePCKOTO CepBICa, OyIyun ele MoJpPOCTKOM y cebst Ha ponuHe B I'peryin. OH
IMMOJIy4MJI CTeIIeHb I10 CIieaJIbHOCTU «I/IHCl)OpMaLU/IOHHbIe TEeXHOJIOTUMA, ITepegadya JaHHBbIX
U pacrpeeseHHbIe CUCTeMbI» B JIoHTOHCKOM University College London (UCL), B mociiemHee
Bpems BxogsuieMm B 10 caMbIX IIPECTMKHBIX YHUBepCcUTeTOB Mupa. [locie nepeesga B CIIA
AHppeac cTaj COOCHOBaTeaeM U OJHUM U3 PYKOBOJMTEIEl YCIeIHOV KOMITaHUH, 3aHUMa-
IOlIelicsl TeXHOJIOTMYEeCKMMM MCCIeJOBaHUSIMU, M B 3TOM POAM KOHCYJIbTUPOBAJ JECSITKU
KoMIMaHui1 n3 crmcka Fortune 500 1o BormpocaM opraHusanum ceTeii, obecrieueHus 6e3omac-
HOCTY, COITPOBOKAEHMS LIEHTPOB JAaHHbIX U 007aUHbIX Bblumciienuit. Boiee 200 ero crareit
Ha TeMbl o6ecrieueHusT 6€30MacHOCTM, OpraHu3aIMy 06JIauHbIX BIUMCIEHUIA U TIOAE PSKKI
[EHTPOB JAHHBIX OMYyOIMKOBAHBI B T€YATHOM B U PACIIPOCTPAHEHbI TI0 BCeMy MUPY. AH-
Jipeac SIBJISIETCST BIAZeNblieM JIBYX [aTeHTOB (OpraHM3anys CeTeBOi cpefbl U obecrieyeHme
6e301MacHOCTH).

B 1990 rony AHopeac Havall MpernofaBaTe/bCKy0 AesSTe/bHOCTh M0 pa3anuyHbiM UT-Te-
MaM JIJIs1 YaCTHBIX, TPodeCcCMOoHaMbHBIX U akajeMudyeckux cpes. OH COBEPIIIEHCTBOBA CBOE
0paTOpCKOe MacTepCTBO Iepe], ayAUTOPUSIMM PasaMYHbIX Pa3MepPOB: OT ISITU CyliaTeneit
B KJIACCHOJ KOMHATe 10 HeCKOTbKMX THICSY JIIONell Ha KPYIHbIX KOHbepeHIMsx. mes 3a
iedamu 6osee 400 ouIMaIbHbIX MPUIVIALIEHN JIS TyOIMYHBIX BBICTYIUIEHWIT, AHIpeac
3aCYKMJI MPU3HAHME KaK Xapu3MaTUUYHBI OpaTop U MpernofaBaTeb BbicIIei KBanuduka-
uun. B 2014 roxy oH 6bUT IPUTJIAIIEH B MTPENOJABaTeNbCTKMUII cOCTaB yHMUBepcuTeTa Huko-
cuu (Kurmp), mepBoro yHMBepCUTETa B MUpPe, MPUCBAUBAIOIIETO YIeHbIe CTENeHM B 00acTu
¢ POBBIX BATIOT. B 3T0J pony AHApeac moMor paspaboTraTh yueGHbIe POrpamMMBbl (KYPChI)
M CTaJ ONHUM U3 IperonaBaTeneit Kypca «BBegeHue B 1udposbie BamoTh» (Introduction
to Digital Currencies), npeajaraeMmoro Kak o61egOCTYITHbI OTKPBIThII OHJIAMHOBBIN KypC
(MOOC) HUKOCHIICKMM YHUBEPCUTETOM.

Kak 6MTKOIMH-TIpeAIpMHMMATEeNb AHAPeac OCHOBAJ HECKOIbKO MPeIIIPUSITUIA, UCITONb3Y-
IOIIMX OUTKOIHBI, ¥ CTAJl OCHOBATEeM HECKOIbKUX MTPOEKTOB C OTKPBITHIM MCXOJHBIM KO-
oM. B HacTosiiee BpeMs OH SIBJISIETCSI KOHCY/IbTAHTOM HECKOJIbKMX KOMIIaHM, CBSI3aHHbIX
C MICTIO/Ib30BaHMEM OMTKOIHA U MTPOUYMX KPUIITOBATIOT. AHZApeac MMUPOKO M3BeCTeH KaK 4acTo
My6IMKyeMblii aBTOP CTaTel ¥ coobIIeHnit B 610rax 1Mo Teme 6MTKOMHA, OH SIBJISIETCS TIOCTO-
SIHHBIM BeIyLIVM MOy sipHoro nmoakacta Let’s Talk Bitcoin u yacTo BbICTymaeT Kak AOKJIAL-
YMK Ha KOHPEPEHILIMSIX 10 TEXHOJIOTUY ¥ 6€30TIaCHOCTHM 110 BCEMY MUPY.
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